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,Exista 2 moduri de a scrie programe fara erori;
doar a treia maniera functioneaza.”

Alan Perlis



(re)descoperim...

+ interactiunea dintre client(i) si server(e) Web
@& care e arhitectura serverului Web
s cum dezvoltam aplicatii pe partea de server Web



B

Ce este Web-ul?



World Wide Web

spatiu informational compus
din elemente de interes, numite resurse,
desemnate de identificatori globali - URI/IRI

detalii la www.w3.org/TR/webarch/
recomandare W3C (2004)



resurse Web

Aspecte de interes
identificarea
interactiunea

reprezentarea prin formate de date



resurse Web

Aspecte de interes

identificarea "'w

HTTP

"' interactiunea

reprezentarea prin formate de date

limbaj(e)
de marcare



X
Cum are loc interactiunea
dintre client(i) si server(e) Web?



HTTP

HyperText Transfer Protocol

are ca temelie stiva TCP/IP



HTTP

situat la nivel de aplicatie

transfer de hipertext/hipermedia
(HTTP - HyperText Transfer Protocol)

transport fiabil via socket-uri
(TCP - Transmission Control Protocol)

interconectare retele + dirijare a datelor
(IP - Internet Protocol)

controlul accesului la mediul de transmitere
a datelor (MAC - Medium Access Control)



HTTP

HyperText Transfer Protocol

protocol fiabil, de tip cerere/raspuns

port standard de acces: 80



HTTP

HTTP/1.1
standard Internet: RFC 2616 (1999)

specificatiile actuale: RFC9110—9112
httpwg.org/specs/

resurse de interes:
devdocs.io/http/
http.dev



avansat

HTTP

HTTP/2.0
RFC 9113 (2022)

axat asupra performantei: mesaje binare, reutilizarea
conexiunii TCP (a single connection per host), multiplexare
(many parallel streams), trimiterea mesajelor spre
client (server push), compresia anteturilor - HPACK

http2.github.io
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resurse de interes:

http2-explained.haxx.se
www.digitalocean.com/community/tutorials/http-1-1-vs-http-2-what-s-the-difference
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HTTP

HTTP/3.0

HTTP over QUIC (Quick UDP Internet Connections)

UDP, multiplexarea fluxurilor de date, criptarea datelor,
stabilirea rapida a conexiunilor - propus in RFC 9114

explicatii:
http.dev/3
www.smashingmagazine.com/2021/08/http3-core-concepts-part1/
http3-explained.haxx.se



HTTP: arhitectura

Server Web
daemon - ,spirit protector”

Client Web

navigator (Web browser), robot (Web crawler),

player multimedia, dispozitiv casnic, asistent
conversational, aplicatie nativa (desktop, mobile)...



VAT ORPRIETE. CeENRw
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Server Web
Apache HTTP Server, Eclipse Jetty, Gunicorn, Lighttpd,
Microsoft Internet Information Services, NGINX etc.




HTTP: arhitectura

Client Web

browser-e Web: Mosaic » Netscape » Mozilla.org » Firefox,
Internet Explorer » Edge, Chromium, Safari, Opera GX,...
utilitare: curl, wget etc.
roboti ai motoarelor de cautare - e.g., Googlebot

aplicatii native oferind diverse functionalitati
implementate de ofertanti de servicii: comert electronic,
finante, turism, divertisment, educatie etc.

sisteme conversationale si/sau de generare de continut

detalii: profs.info.uaic.ro/sabin.buragal/teach/courses/staw/web-film.html#week5



HTTP

Cererea si raspunsul
accesarea - eventual, modificarea - reprezentarii
resursei via URI-ul asociat

cerere

—
HTTP

Web C—— Web

raspuns

Client Server




HTTP: termeni

Mesaj

unitatea de baza a unei comunicatii HTTP
(cerere sau raspuns)



HTTP: termeni

Intermediar

mandatar (proxy)

TT poartd (gateway)
© tunel (tunnel)



HTTP: termeni

Proxy

localizat In proximitatea clientului/serverului
are rol atat de server, cat si de client

)

: =
Client [uiF<ypum— Server
Web Kol o Web
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HTTP: termeni

Proxy

forward proxy
intermediar pentru un grup de clienti din vecinatate
solicita cereri ca venind din partea clientului

reverse proxy
intermediar pentru un grup de servere din vecinatate



HTTP: termeni

TT Gateway
intermediar care ascunde serverul tinta,
clientul nestiind aceasta

Server
Web

—
Web CEE——

Client

Poarta
Web

Server

Web
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HTTP: termeni

TT Gateway

poate asigura:
echilibrarea incarcarii - load balancing
stocarea temporara a datelor - caching
translatarea mesajelor sau cererilor (e.g., HTTPS » HTTP)
alte operatii de negociere - rol de mediator/broker



avansat

HTTP: termeni

TT Gateway

solutii software in regim deschis (open source):
Apache Traffic Server - trafficserver.apache.org
HAProxy — www.haproxy.org
Squid - www.squid-cache.org
Vinyl Cache (ex-Varnish) - vinyl-cache.org

la nivel de cloud: Amazon ELB (Elastic Load Balancing)
aws.amazon.com/elasticloadbalancing/



HTTP: termeni

@ Tunnel

retransmite - uzual, criptat - mesajele HTTP



HTTP: termeni

@ Tunnel

context:
protocolul HTTPS - asigura comunicatii ,sigure”
HTTP via TLS (Transport Layer Security) la portul 443

autentificare pe baza certificatelor digitale
+ criptare bidirectionala a datelor

tutorial vizual: howhttps.works



detalii despre
0 conexiune
HTTPS
oferite de
instrumentele
pentru
dezvoltatori ale

browser-ului
Web

vcomectio:  gvansat

Protocol version: "TLSv1.3"
Cipher suite: "TLS_AES_256_GCM_SHA384" sistem de Criptare
Key Exchange Group: "x25519" folosit
Signature Scheme: "RSA-PSS-SHA256"

¥ Host info.uaic.ro:

HTTP Strict Transport Security: "Disabled"

Public Key Pinning: "Disabled"

w Certificate:

date vizand
certificatul digital

¥ |ssued To
% Common Name (CN): "info.uaic.ro"

Organization (O): "Universitatea Alexandru loan Cuza din lasi"
Organizational Unit (OU): "<Not Available>"

¥ |ssued By
Common Name (CN): "GEANT TLS RSA 1"
Organization (O): "Hellenic Academic and Research Institutions CA"
Organizational Unit (OU): "<Not Available>"

¥ Period of Validity
Begins On: "Fri, 21 Nov 2025 13:17:36 GMT"
Expires On: "Sat, 21 Nov 2026 13:17:36 GMT"

¥ Fingerprints
SHA-256 Fingerprint: "8D:F1:71:66:F4:7B:1B:6E:A5:A2...0:EB:3E:A9:DF:80:E3:BB:83:21"
SHA1 Fingerprint: "27:AA:16:82:E2:EE:A4:27:38:D1:21:A9:17:BA:D5:21:3B:F3:7A:45"

Transparency: "Valid SCT records”




HTTP: termeni

Cache

zona locala de stocare - In memorie, pe disc -
a mesajelor (datelor)

la nivel de server si/sau client



HTTP: termeni

Cache

zona locala de stocare - In memorie, pe disc -
a mesajelor (datelor)

cererile ulterioare vor fi rezolvate mai rapid

context: asigurarea performantei aplicatiilor Web



HTTP: mesaje

Mesa) HTTP = antet + corp



HTTP: mesaje

Antet
include o multime de campuri (headers)

field-name ";" [ field-value | CRLF

CR = Carriage Return \r — cod 13
LF = Line Feed \n — cod 10



HTTP: mesaje

Cerere (request) HTTP

Method Request-URI ProtocolVersion CRLF
[ Message-header | [ CRLF MIME-data ]

GET /web-technologies/ HTTP/1.1 CRLF
Host: edu.info.uaic.ro



HTTP: mesaje

Raspuns (response) HTTP

HTTP-version Digit Digit Digit Reason
CRLF Content

HTTP/1.1 200 OK CRLF ...



(in loc de) pauza

Today

Are you https? Because I'm ://
without you

Nah, I’m just plain old HTTP
because I’m insecure

Delivered




HTTP: metode

GET

cerere — efectuata de un client - pentru accesul
la reprezentarea unei resurse



HTTP: metode

GET

cerere — efectuata de un client - pentru accesul
la reprezentarea unei resurse

document HTML, foaie de stiluri CSS, imagine in format

JPEG/PNG, ilustratie vectoriala SVG, program JavaScript,
date in format JSON (JavaScript Object Notation), model 3D,
flux de stiri RSS (XML), prezentare PDF, arhiva ZIP, video,...



HTTP: metode

HEAD

similara cu GET
uzual, furnizeaza doar meta-date



HTTP: metode

HEAD

similara cu GET
uzual, furnizeaza doar meta-date

e.g., tipul MIME (Media Type) al resursei,
ultima actualizare,...



HTTP: metode

PUT

actualizeaza o reprezentare de resursa sau
eventual creeaza o resursa la nivel de server Web

amanunte 1n cursul

privind serviciile Web




HTTP: metode

POST

creeaza o resursa, trimitand uzual entitati
(date, actiuni) spre server



HTTP: metode

POST

creeaza o resursa, trimitand uzual entitati
(date, actiuni) spre server

e.g., datele introduse de utilizator
In campurile unui formular Web



HTTP: metode

DELETE

sterge o resursa - reprezentarea ei — de pe server



HTTP: metode

I Remarca

traditional, browser-ul Web permite doar
folosirea metodelor GET si POST



avansat

HTTP: metode

O metoda e considerata sigura (safe)

daca nu conduce la modificarea starii serverului
L.e. pe server nu au loc actiuni avand efecte colaterale

GET si HEAD sunt safe
POST, PUT si DELETE nu sunt safe

detalii In cursul

despre servicii Web




avansat

HTTP: metode

O metoda e considerata idempotenta in cazul
In care cereri identice vor conduce la returnarea
aceluiasi raspuns (aceeasi reprezentare)

GET, HEAD, PUT si DELETE sunt idempotente
POST nu este idempotenta

detalii In cursul

despre servicii Web




HTTP: reprezentari ale resursei

Codificari ale setului de caractere (encodings)

[SO-8859-1
[SO-8859-2
KOI8-R
[SO-2022-]P
UTEF-8
UTF-16 Little Endian



HTTP: reprezentari ale resursei

Codificarea mesajelor (continutului)

comprimare, asigurarea identitatii
si/sau integritatii

abordare traditionala: gzip - gzip.org

abordari moderne: Brotli - brotli.org (Google),
zstd - facebook.github.io/zstd/ (Facebook)



HTTP: reprezentari ale resursei

Formatul reprezentarii

text
HTML, CSS, text obisnuit, cod JavaScript, document XML

Sau

binar
imagine, document PDF, resursa multimedia, arhiva .gzip



HTTP: reprezentari ale resursei

Tipul continutului resursei

diverse tipuri de date multimedia
(media types)



HTTP: campuri (atribute)

Content-Type
permite transferul datelor de orice tip

Content-Type: tip/subtip



HTTP: campuri (atribute)

Content-Type

specificat prin Media Types - MIME
(Multipurpose Internet Mail Extensions)

desemneaza un set de tipuri primare de continut
+ sub-tipuri aditionale

initial, utilizat in contextul postei electronice



HTTP: campuri (atribute)

Tipuri MIME:

text desemneaza formate textuale

text/plain - text neformatat
text/html - document HTML (HyperText Markup Language)
text/css - foaie de stiluri CSS (Cascading Style Sheet)



HTTP: campuri (atribute)

Tipurit MIME

~4image specifica formate grafice

image/gif — imagini GIF (Graphics Interchange Format)
image/jpeg - fotografii JPEG (Joint Picture Experts Group)
image/png - imagini PNG (Portable Network Graphics)
image/webp - imagini WebP (Web Picture Format)
image/avif - imagini (animate) optimizate pentru Web
image/svg+xml - ilustratii SVG (Scalable Vector Graphics)

HTML <img> - developer.mozilla.org/docs/Web/HTML/Element/img



HTTP: campuri (atribute)

Tipuri MIME:

)audio desemneaza continuturi sonore

audio/mpeg - resursa codificata in format MP3
specificatia privitoare la date audio a standardului MPEG
(Motion Picture Experts Group) - tools.ietf.org/html/rfc3003

audio/ac3 - resursa audio compresata
conform standardului AC-3 - www.atsc.org/standards/

HTML <audio> - developer.mozilla.org/docs/Web/HTML/Element/audio



HTTP: campuri (atribute)

Tipuri MIME:

"= video defineste continuturi video: animatii, filme

video/av1 - format deschis: Alliance for Open Media
aomedia.org/av1-features/

video/h265 - resursa in format High Efficiency Video Coding
www.itu.int/rec/T-REC-H.265

standard W3C pentru comunicatii multimedia in timp-real:
WebRTC (2025): www.w3.org/TR/webrtc/

HTML <video> - developer.mozilla.org/docs/Web/HTML/Element/video



HTTP: campuri (atribute)

Tipuri MIME:

£ application desemneaza formate care vor putea fi
procesate de aplicatii disponibile la nivel de client

application/epub+zip - e-book EPUB in format ZIP
application/javascript — program JavaScript
application/json - date JSON (JavaScript Object Notation)
application/octet-stream - ,suvoi” arbitrar de octeti
application/senml+xml| — date XML de la senzori: RFC 8428



HTTP: campuri (atribute)

Tipuri MIME:

E multipart utilizat la transferul datelor compuse

multipart/mixed - continut mixt
multipart/alternative — continuturi alternative

e.g., calitati diferite ale

stream-urilor multimedia




N. Freed et al., Media Types (17 februarie 2026)
www.iana.org/assignments/media-types/media-types.xhtmi

calendar+json application/calendar+json Calendar in format JSON

csv text/csv Date in format CSV

heic image/heic High Efficiency Image File
ivs hapticsl/ivs Date haptice: RFC 9695
markdown text/markdown Text in format Markdown
msword application/msword Document Word (MS Office)
099 audio/ogg Format audio deschis OGG
vnd.rar application/vnd.rar Format proprietar — vendor
VP8 video/VP8 Format video VP8: RFC 7741
woff2 font/woff2 Format de fonturi tipografice

x3d model/x3d+xml Model 3D in format X3D XML
zZip application/zip Arhiva ZIP



HTTP: campuri (atribute)

Location

Location ":" "http(s):/[" authority [ ":" port | [ abs_path ]

redirectioneaza clientul spre o alta reprezentare a resursei
(HTTP redirect)

Location: https:/lundeva.info:8080/s-a_mutat.html



HTTP: campuri (atribute)

Referer

desemneaza URI-ul resursei Web
care a referit resursa curenta

folosit pentru a determina de unde provin
cererile privind un document dat (back-links)
pentru a efectua statistici, jurnalizari, caching,...



HTTP: campuri (atribute)

Host

specifica adresa - IP sau simbolica - a masinii
de pe care se solicita accesul la o resursa



avansat

HTTP: campuri (atribute)

Sunt definite si altele, referitoare la:

continut acceptat (content negotiation) - e.g., Accept
autentificare + autorizare - WWW-Authenticate Authorization
acces conditionat la resurse - If-Match, If-Modified-Since, ...
cache - Age, Cache-Control, Expires, ETag etc.
proxy — Proxy-Authenticate, Proxy-Authorization, Via
livrare de mesaje (HTTP push) — Topic, TTL, Urgency
...s1 multe multe altele

developer.mozilla.org/docs/Web/HTTP/Headers



HTTP: starea

Coduri de informare (1xx)

100 Continue, 101 Switching Protocols, 102 Processing

Status Method Domain File Initiator Type Transferred

101 GET & public-api.wordpress.com  newest-note-data websocket plain 244 B

comutarea protocolului

aici, de la HTTP la WebSocket
www.tutorialspoint.com/websockets/



HTTP: starea

Coduri de succes (2xx)

200 OK, 201 Created, 202 Accepted,
204 No Content, 206 Partial Content,...

200 OPTIONS @ people-pa.clients6.g... people?person_id= xhr html 681 B
200 POST & clients6.google.com  v2internal?$ct=mu m=b:353 (xhr) mixed 1.88 kB
200 GET & people-paclients6.g... people?person_id= m=b:353 (xhr) json 7.63 kB
OPTIONS - determina facilitati ale serverului sau cerinte vizand o resursa
transferurile sunt asincrone (xhr - se utilizeaza XMLHttpRequest)
204 POST & docs.google.com naLoglmpressions?id=110F1p 1526657789-waffle_js_... plain 6.43 kB




HTTP: starea

Coduri de redirectionare (3xx)

300 Multiple Choices, 301 Moved Permanently, 302 Found,
303 See Other, 304 Not Modified, 305 Use Proxy etc.

Status Method Domain File Initiator Type  Transferred
301 GET & tinyurl.com fi-web-zoom document html 3.96 kB
200 GET & us02web.zoom.us 83547687804?pwd=bk1YT2EvaTh' document html  6.75 kB
3e4 GET & staticada.support embedjs script Js cached
@ 304 Not Modified |} usO2web.zoom.us Ires script IE cached

302 GET B wwwslideshare.net  /busaco/ document html I"IU.35 kB 37.79 kBI

GET B wwwslidesharenet  /busaco/ document html 11.08 kB 37.79 kB

(N GET ¥ www linkedin.com noauthtracker?type=I¢_img Blocked By uBlock ...

GET B T P Slow server response time (1.06 s). The recommended limit is 500 ms.

T




HTTP: starea

Coduri de eroare la nivel de client (4xx)

400 Bad Request, 401 Unauthorized, 403 Forbidden,
405 Method Not Allowed, 408 Request Timeout, 410 Gone,
414 Request-URI Too Long, 415 Unsupported Media Type,

423 Locked, 429 Too Many Requests,...

GET & i0.wp.com Logo_design_jam_iasi.png  img html
@400 Bad Reque;t i0.wp.com Logo_design_jam_iasi.png  img html

GET & api.nytimes.com articlesearch json?q=w&api-key=1 document




HTTP: starea

Coduri de eroare la nivel de server (5xx)

500 Internal Server Error, 501 Not Implemented,
502 Bad Gateway, 503 Service Unavailable,
505 HTTP Version Not Supported, 508 Loop Detected,...

PATCH & httpbin.org 501 swagger-ui-bundlejs:72 (fetch) html
ajm Not Implemented [tpbin.org 501 swagger-ui-bundle.js:72 (fetch) html

transferurile sunt asincrone (fetch - se recurge la Fetch API oferit de HTML)



Bad gateway -

Visit cloudflare.com for more information.

2025-02-02 16:51:01 UTC

You

What happened?

The web server reported a bad gateway error.

de 502

Bucharest

Cloudflare

Wh:e

Please

avansat

sgm.adem.my.id

Error

504 Gateway Timeout ERROR

The request could not be satisfied.

We can't connect to the server for this app or website at this time. There might be too
much traffic or a configuration error. Try again later, or contact the app or website owner.
If you provide content to customers through CloudFront, you can find steps to
troubleshoot and help prevent this error by reviewing the CloudFront documentation.

Generated by cloudfront (CloudFront) HTTP3 Server
Request ID: oacalWUhvszX@JImuyNISqP@kVehbzohnioZWKM_47k5gN@AhPalRgQ==

Cloudflare ofera servicii de distributie de continut,
asigurand performanta si securitatea aplicatiilor Web si
are rol de reverse proxy, fiind situat intre browser-ul Web
al utilizatorului si situl gazduit pe serverul Web tinta




HTTP: jurnalizare

Cererile adresate serverului Web sunt jurnalizate

Common Log Format
format standardizat de fisier text

Apache HTTP Server: modulul mod_log_config
httpd.apache.org/docs/current/logs.html

NGINX: configurare via directiva access_log
docs.nginx.com/nginx/admin-guide/monitoring/logging/



w10.uaic.ro - msi2019 [13/Feb/2020:14:53:14 +0200]
"GET /~vidrascu/MasterSI2/note/Restanta.pdf HTTP/1.1" 206 25227
"https://profs.info.uaic.ro/~vidrascu/MasterSi2/index.html" "...Chrome/79.0.3945.130"
82-137-8-231.rdsnet.ro - - [13/Feb/2020:15:38:23 +0200]
"POST /~computernetworks/login.php HTTP/1.1" 302 1115
"https://profs.info.uaic.ro/~computernetworks/login.php”
"..X11; Ubuntu; Linux x86_64 ... Firefox/73.0"
ec2-23-21-0-202.compute-1.amazonaws.com - - [13/Feb/2020:15:48:29 +0200]
"GET /~busacol/teach/courses/web/presentations/web01ArhitecturaWeb.pdf HTTP/1.1"
200 2081804 "-" "HTTP_Request2/2.3.0 (http://pear.php.net/package/http_request2)..."
199.16.156.126 - - [13/Feb/2020:15:58:58 +0200]
"GET /robots.txt HTTP/1.1" 404 182 "-" "Twitterbot/1.0"
psihologie-c-113.psih.uaic.ro - - [13/Feb/2020:16:03:04 +0200]
"GET /~busaco/ HTTP/1.1" 200 1942 "-" "... Firefox/72.0..."
psihologie-c-113.psih.uaic.ro - - [13/Feb/2020:16:03:04 +0200]
"GET /~busaco/csbh.css HTTP/1.1" 200 852 "https://profs.info.uaic.ro/~busaco/"
"... Firefox/72.0..."
proxy-220-255-2-224.singnet.com.sg - - [13/Feb/2020:16:23:23 +0200]
"GET /favicon.ico HTTP/1.1" 200 1406 "-" "...UCBrowser/11.3.8.976..."
c2.uaic.ro - - [13/Feb/2020:16:33:43 +0200]
"GET /~busacol/teach/courses/web/ HTTP/1.1" 304 - "-" "...Chrome/80.0.3987.106"
220.181.51.219 - - [13/Feb/2020:19:20:20 +0200]
"HEAD /%7Ebusaco/music/09.Sabin%20Buraga%20-...mp3 HTTP/1.0" 200 - "-"
"NSPlayer/10.0.0.4072 WMFSDK/10.0"



GET /web-technologies/ HTTP/1.1

Host: edu.info.uaic.ro

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:147.0)

Gecko/20100101 Firefox/147.0

Accept: text/html,application/xhtml+xml,application/xml;
q=0.9,image/avif,image/webp,*/*;q=0.8

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate, br, zstd

Connection: keep-alive

Referer: https://profs.info.uaic.ro/sabin.buragal

HTTP: exemplu de cerere



continut
propriu—zis

HTTP/1.1 200 OK

Date: Tue, 19 Feb 2026 15:07:58 GMT A
Server: Apache

Last-Modified: Fri, 14 Feb 2026 07:14:15 GMT
Content-Encoding: gzip campuri-antet
Content-Length: 1060 (meta-date)
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content -Type: text/html; charset=UTF-8 J
[ <IDOCTYPE html>

<html lang="ro">

A

\ </htm[>

HTTP: exemplu de raspuns



GET /services/feeds/photos_public.gne?tags=Fll,lasi

Host: www.flickr.com
date in format Atom

(procesate de client)

HTTP/2 200 OK .
Content-Type: application/atom+xml; charset=utf-8

Date: Thu, 19 Feb 2026 08:48:10 GMT —

. expira in trecut
Server: openresty (nu va fi pastrat in cache)
Expires: Mon, 26 Jul 1997 05:00:00 GMT - *°

Last-modified: Sun, 02 Nov 2014 06:58:25 GMT

Cache-control: post-check=0, pre-check=0

Pragma: no-cache

X-Cache: Miss from cloudfront

Via: 1.1 46d5c1add1e3adc8a14bdh9b6676bat1.cloudfront.net (CloudFront)
X-Server: serverless-proxy-10.78.47.1

X-Firefox-Spdy: h2 |. ¢ o cAmpurile X- nu
sunt standardizate

obtinerea informatiilor despre fotografii publice oferite de Flickr
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HTTP: jurnalizare — formatul HAR

Interactiunea dintre browser si serverul Web (cereri +
raspunsuri) poate fi stocata in fisiere HAR (HTTP ARchive)

format bazat pe JSON
www.softwareishard.com/blog/har-12-spec/

exemplificare: gist.github.com/igrigorik/3495174



avansat

HTTP: jurnalizare - formatul HAR

Interactiunea dintre browser si serverul Web (cereri +
raspunsuri) poate fi stocata in fisiere HAR (HTTP ARchive)

scop principal: analizarea traficului Web

aspect de interes: performanta

a se vedea si initiativa HTTP Archive:
httparchive.org



HTTP: APl-uri (biblioteci)

cURL + libcurl
(C, Java, Haskell, .NET, PHP, Ruby,...) — curl.haxx.se

Apache HttpComponents (Java) - hc.apache.org
HTTP (modul Node.js) - nodejs.org/api/http.htmi
http.client (Python 3)

LibHTTP (biblioteca C): www.libhttp.org

detalii in cursul
despre servicii Web
O,




avansat

HTTP: instrumente Ia nivel de client

Google Chrome Developer Tools
developer.chrome.com/docs/devtools/

Firefox Developer Tools
firefox-source-docs.mozilla.org/devtools-user/

Microsoft Edge DevTools
learn.microsoft.com/en-us/microsoft-edge/devtools/

informatii suplimentare:
devtoolstips.org



Pagina principald  Seriale  Filme Lista mea

Noi si populare

avansat

<{y DOM 88 Application

kY Console

O Inspector O Debugger () Performance 1) Network [E Storage @ g -

W] W Filter URLs I Q @ Disable Cache  No Throttling 4
Alll HTML CSS JS XHR Fonts Images Media WS Other
Status Method Domain File Initiator Type Transferred Size
304 GET occ-0-3018-3466.... AAAABb89JNT487]NJ_mRF6AaGV3q9UWNzNxNKbsfFOsuBLN¢ img jpeg cached 41.04 KB
304 GET occ-0-3018-3466.... AAAABeFa98bPMIT-JmX04T3-naWQ7ZH9kecmQRWHxaSSJN4( img jpeg cached 25.01 KB
GET & codex.nflxext.com none script ijs 3.96 KB 9.01 KB
GET & codex.nflxext.com none script is 77711 KB 2.62 MB
GET & assets.nflxext.com nficon2016.ico FaviconLoader.jsm:1... x-icon 16.56 KB (... 16.56 KB

GET & push.prod.netflix.c.. ws websocket plain 175 B 0B

o GET ae.nflximg.net adtech_iframe_target_05.htmi?data={"membership_status":"Cl none:11 (subdocume... Blocked B...

200 POST & www.netflix.com pathEvaluator?webp=false&drmSystem=widevine&isVolatileBillk none:9 (xhr) json 7.28 KB 28.72 KB
GET & www.netflix.com probe?monotonic=false&device=web&iter=0 cadmium-playercore... json 2.42 KB 112 KB
POST & www.netflix.com pathEvaluator?webp=false&drmSystem=widevine&isVolatileBillt none:9 (xhr) json 2.48 KB 278B
200 GET & nfrt-nrdp-nib.prod.... probe?data=5120&device=web&ord=4&recipe=probnikNoFront cadmium-playercore... octet-stream 5.78 KB 5 KB
GET & nfrt-mobile-direct.... probe?data=5120&device=web&ord=0&recipe=probnikNoFront cadmium-playercore... octet-stream 5.79 KB 5 KB
GET & nfrt-mobile-nlb.pro... probe?data=5120&device=web&ord=2&recipe=probnikNoFront cadmium-playercore... octet-stream . 5.79 KB 5 KB
200 GET & nfrt-mobile-direct... probe?data=5120&device=web&ord=1&recipe=probnikNoFronti cadmium- n: 5.79 KB 5 KB
200 GET & nfrt-nrdp-direct.pr... probe?data=5120&device=web&ord=3&recipe=probnikNoFront cadmium- ream 5.79 KB 5 KB
304~ GET £ occ-0-3018-3466.... AAAABZSqcXJDH3nWFZk9HJx5FMAablXDeFHowYYVIcDQg1d. none:6 (img) ipeg cached 35.59 KB
304 304 Not Modified 0cC-0-3018-3466.... AAAABYIET22cXmL7amS5zxBdaguxTnVQspnUjsapLJyKXeOQC! none:6 (img) jpeg cached 18.54 KB
304 GET occ-0-3018-3466.... AAAABWAYKiIWuRs8MbYQ_6TiWe8exVZZECeva_6tP7QiNCLkrlc none:6 (img) jpeg cached 16.78 KB

0

100 requests

6.49 MB [ 1.14 MB transferred

Finish: 2.09 min DOMContentLoaded: 1.57 s

load: 5.04 s

inspectarea cererilor HTTP efectuate de browser-ul Web



L

y |
Care e arhitectura serverului Web?



HTTP: server Web

Deserveste cereri multiple provenite de la clienti
pe baza protocolului HTTP



HTTP: server Web

Deserveste cereri multiple provenite de la clienti
pe baza protocolului HTTP

| fiecare cerere e considerata independenta de alta,
chiar daca provine de la acelasi client Web
» nu e pastrata starea conexiunii - stateless



HTTP: server Web

Traditional, implementarea serverului Web
este una pre-forked sau pre-threaded

Se creeaza un numar de procese copil ori
fire de executie (threads) la initializare,
fiecare proces/fir interactionand cu un anumit client

exemplificare: Apache HTTP Server Project
httpd.apache.org



cerere multimea

.CI; ‘ @ firelor de
executie
(thread pool)
E cerere @
resurse
cereri _ (date/servicii)
cereri operatii [/O

:® @ @ blocante

& 1n executie
server Web multi-threaded @ in asteptare

cererile multiple de la diversi clienti nu pot fi deservite simultan
(numarul firelor de executie asociate unui proces este limitat)



HTTP: server Web

Alternativ, pot fi folosite strategii asincrone
(non-blocante) adoptand un unic fir de executie
(single threaded)

exemplu de referinta:
NGINX

blog.nginx.org/blog/inside-nginx-how-we-designed-for-performance-scale



HTTP: server Web

Alternativ, pot fi folosite strategii asincrone
(non-blocante) adoptand un unic fir de executie
(single threaded)

programatorul isi poate crea propriul server Web
conceput in limbajul JavaScript (ECMAScript) / TypeScript:
Node.js — nodejs.org

Deno- deno.com



Cum dezvoltam aplicatii Web
pe partea de server?



necesitate

Generarea dinamica - la nivel de server -
de reprezentari ale unor resurse
solicitate de clienti



solutii

CGI - Common Gateway Interface

Servere de aplicatii Web

Cadre de lucru (framework-uri) Web



solutie: cgi

Interfata de programare, independenta de limbaj,
facilitand interactiunea dintre clienti
si programe invocate la nivel de server Web

standard de facto

RFC 3875 - tools.ietf.org/html/rfc3875
www.w3.org/CGl/



cgi

Un program (script) CGI se invoca pe server
explicit

L.e., preluarea datelor dintr-un formular Web
dupa apasarea butonului de tip submit



cgi

Un program (script) CGI se invoca pe server
implicit

exemplu: la fiecare vizita se genereaza o noua reclama
(e.g., banner publicitar)



cgi: caracterizare

Script-urile CGI pot fi concepute
In orice limbaj disponibil pe server

limbaje interpretate
bash, Perl - e.g., modulul Perl::CGIl -, Python, Ruby,...

limbaje compilate
C, C++, Rust etc.



cgi: programare

Orice program CGI va scrie datele
- reprezentarea resursei Web -
la iesirea standard (stdout)



cgi: programare

Pentru a desemna tipul reprezentarii generate,
se folosesc anteturi HTTP - Media Types

exemple:
Content-type: text/html
Content-type: image/webp



cgi: programare

Interactiunea dintre clientul si serverul Web

cerere

- I—)
Client HTTP Server
Web CE——
raspuns

Invocare



cgi: variabile

Un script CGI are acces la variabile de mediu

specifice unei cereri transmise programului CGI:

REQUEST_METHOD - metoda HTTP (GET, POST,...)
QUERY_STRING - sir de interogare: date trimise de client
REMOTE_HOST, REMOTE_ADDR - adresa clientului
CONTENT_TYPE - tipul continutului conform MIME
CONTENT_LENGTH - lungimea 1n octeti a continutului



cgi: variabile

Variabile suplimentare
generate, uzual, de serverul Web:

HTTP_ACCEPT - tipurile MIME acceptate de browser
HTTP_COOKIE - date despre cookie-uri

HTTP_HOST - informatii despre gazda (client)
HTTP_USER_AGENT - informatii privind clientul

.51 altele



cgi: variabile

obtinerea valorilor variabilelor de mediu ale sistemului
in urma invocarii prin GET a script-ului variabile.cg
stocat la nivel de server Web
(programul trebuie sa aiba drepturi de citire si executie)

#!/bin/bash

# Stabilim tipul continutului
echo "Content-type: text/plain®;
echo

# Executam comanda 'set’ din Linux
# pentru a afisa variabilele de mediu
set



< c © & https://profs.info.uaic.ro/~busaco/cgi/bash/variabile.cgi?date_de_intrare

GATEWAY INTERFACE=CGI/1.1

GROUPS= ()
HOSTNAME=profs.info.uaic.ro

HOSTTYPE=x86 €4

HTTP:HOST:perF-info_uaic-ro

HTTP_ SEC_GPC=1

HTTP_UPGRADE_INSECURE_REQUESTS:1

HTTP USER AGENT='Mozilla/5.0 (Windows NT 10.0; Wino64d; x64; rv:85.0) Gecko/20100101 Firefox,

IFS=$' \t\n'

MACHTYPE=x86 64-redhat-linux-gnu

OPTERR=1

OPTIND=1 .
OSTYPE=Linux—gnu _ . rezultatul obtinut
PATH=/usr/local/bin:/usr/bin:/bin ’
PIPESTATUS=([0]="0") u

PPTD- 25405 de clientul Web
PS4="+ '

PWD=/home/thor/profs/busaco/html/cgi/bash
QUERY STRING=date de intrare

REMOTE ADDR=109.102.38.36

REMOTE PORT=50606

REQUEST METHOD=GET

REQUEST SCHEME=https

REQUEST URI='/~busaco/cgi/bash/variabile.cgi?date de intrare'

SCRIPT FILENAME=/thor/profs/busaco/public html/cgi/bash/variabile.cgi
SCRIPT NAME=/~busaco/cgi/bash/variabile.cgi

SERVER ADDR=85.122.23.20

SERVER ADMIN=pimiQ@info.uaic.ro

SERVER NAME=profs.info.uaic.ro

SERVER PORT=443

SERVER PROTOCOL=HTTP/1.1

SERVER SIGNATURE=

SERVER SOFTWARE='Apache/2.4.35 (IUS) OpenSSL/1.0.2k-fips mod fcgid/2.3.9 PHP/7.2.34"




<« c U & https://profs.info.uaic.r0/~busaco/cgi/bash/variabile.cgi.’Eate_de_mtrare\\

GATEWAY INTERFACE=CGI/1.1 ~
GROUPS= () N
HOSTNAME=profs.info.uaic.ro N

HOSTTYPE=x86 €4

HTTP:HOST:perF-info_uaic-ro
HTTP_ SEC_GPC=1
HTTP_UPGRADE_INSECURE_REQUESTS:1
HTTP USER AGENT='Mozilla/5.0 (Windows NT 10.0; Wino64d; x64; rv:85.0) Gecko/20100101 Firefox,

IFS=$' \t\n'

MACHTYPE=x86 64-redhat-linux-gnu

OPTERR=1

OPTIND=1 .
OSTYPE=Linux—gnu _ . rezultatul obtinut
PATH=/usr/local/bin:/usr/bin:/bin ’
PIPESTATUS=([0]="0") u

PPTD- 25405 de clientul Web
PS4="+ '

PWD=/home/thor/profs/busaco/html/cgi/bash

QUERY STRING=date de intrare]

REMOTE ADDR=109.102.38.36

REMOTE PORT=50606

REQUEST METHOD=GET

REQUEST SCHEME=https

REQUEST URI='/~busaco/cgi/bash/variabile.cgi?date de intrare'

SCRIPT FILENAME=/thor/profs/busaco/public html/cgi/bash/variabile.cgi
SCRIPT NAME=/~busaco/cgi/bash/variabile.cgi

SERVER ADDR=85.122.23.20
SERVER ADMIN=pimiQ@info.uaic.ro
SERVER NAME=profs.info.uaic.ro
SERVER PORT=443

SERVER PROTOCOL=HTTP/1.1
SERVER SIGNATURE=

SERVER SOFTWARE='Apache/2.4.35 (IUS) OpenSSL/1.0.2k-fips mod fcgid/2.3.9 PHP/7.2.34"




I* hello.c #!/bin/bash
(compilare cu gcc hello.c -0 hello.cgi) */ # hello.sh.cgi

#include <stdio.h>
echo "Content-type: text/html"

int main() {
int mesaje; echo
printf ("Content-type: text/html\n\n"); MESAJE=0

while [ SMESAJE -1t 10 ]
for (mesaje = 0; mesaje < 10; mesaje++) { | | do

printf ("<p>Hello, world!</p>"); echo "<p>Hello, world!</p>"
} let MESAJE=MESAJE+1
return 0; done
}
#!/usr/bin/python
# hello.py.cgi

programe CGI scrise In C print "Content-type: text/html\n"

bash, Python generand acelasi for mesaje in range (0, 10):
continut marcat in HTML print "<p>Hello, world!</p>"




€ profs.info.uaic.ro/~busaco/cgi/saluturi/hello.sh.cg

Hello, world!

Hello, world! @ Source of: http://profs.info.uaic.ro/~busaco/cgi/

File Edit View Help

Hello, world! <p>Hello, world!</p>
<p>Hello, world!</p>
<p>Hello, world!</p>

HEHD" WOI‘ld! <p>Hello, world!</p>
<p>Hello, world!</p>
Hello, world! <prHello, world!</p>

<p>Hello, world!</p>

clientul - i.e. navigatorul Web - primeste ca raspuns
reprezentarea - aici, pagina folosind marcaje HTML -
generata de programul CGI invocat de serverul Web

aceasta reprezentare a datelor este procesata si, eventual,
afisata intr-o (zona dintr-o) fereastra a browser-ului



Hello, world!

¢ profs.info.uaic.ro/~busaco/cgi/saluturi/hello.sh.cqi

Hello, world!
Hello, world!

Hello, world!

<p>Hello,
<p>Hello,
<p>Hello,
<p>Hello,
<p>Hello,
<p>Hello,
<p>Hello,

Hello, world! @ Source of: http://profs.info.uaic.ro/~busaco/cgi/
File Edit View Help

world!</p>
world!</p>
world!</p>
world!</p>
world!</p>
world!</p>
world!</p>

experimentand alte tipuri MIME, browser-ul pre!

datele primite si reda urmatoarele:

<p>Hello, world!</p>
<p>Hello, world!</p>
<p>Hello, world!</p>
<p>Hello, world!</p>
<p>Hello, world!</p>

Content-type: text/plain

lucreaza

M

XML Parsing Error: junk after document element
Location: http://profs.info.uaic.ro/~busaco/cgi/hello
Line Number 2, Column 1:

<p>Hello, world!</p>

Content-type: text/xmi



cgi: invocare

<form action="https://lundeva.info/cgi/get-max.cgi"
method="GET">

<p>Enter two numbers:

<input type="text" name="no1" />

<input type="text" name="no2" />

</p>

<input type="submit" value="Compute maximum" />
</[form>

invocare dintr-un formular Web interactiv
in acest caz, folosind metoda GET



https://profs.info.uaic.ro/~busaco/cgi/max.html

Enter two numbers: |7 4

Compute maximum

URL special

cazul GET

profs.info.uaic.ro/~busaco/cgifjget-max.cgi?no1=78no2=4 |

Maximum of two numbers

max (7,4)="17




cgi: invocare

Pentru fiecare camp al formularului, se genereaza
o pereche nume_camp=valoare delimitata de &
si adaugata URL-ului programului CGI de invocat pe server

undeva.info/cgi/get-max.cgi?no1=7&no2=4




cgi: invocare

Exemple concrete:
alistapart.com/?s=web+design
www.youtube.com/watch?v=_0GWG0yCu-w#t=110
duckduckgo.com/?q=web%20development&ia=web
developer.mozilla.org/search?q=HTTP&topic=api

revezi primul curs

acest URL este codificat - URL encoding

prin conventie, caracterul spatiu inclus 1In valoarea unui camp
de intrare al unui formular Web este substituit de ,,+”




cgi: invocare

Serverul va invoca script-ul CGI
pasandu-i datele preluate de la client
via variabile de mediu (environment) - uzual, cazul GET
sau
la intrarea standard (stdin) - daca se recurge la POST



cgi: invocare

Procesarea datelor cand s-a recurs la metoda GET

date disponibile in variabila de mediu QUERY_STRING



cgi: invocare

Procesarea datelor cand s-a folosit metoda POST

datele vor fi preluate de la stdin, lungimea in octeti
a acestora fiind specificata de variabila CONTENT_LENGTH



avansat

cgi: invocare

Procesarea datelor - GET si/sau POST

folosind servere de aplicatii ori framework-uri, informatiile
sunt Incapsulate In structuri/tipuri de date specifice

ASP.NET (C# et al.) - clasa HttpRequest
Node.js (JavaScript) - http.ClientRequest
PHP - tablouri asociative: $§ GET[]$ POST[]$ REQUESTJ]
Play (Java, Scala) - play.api.mvc.Request
Python - clasa cgi.FieldStorage



GET vs. POST

Metoda GET se foloseste pentru obtinerea de
reprezentari ale resurselor cerute serverului Web

e.g., documente HTML, imagini JPEG, PNG sau WebP,
ilustratii SVG (XML), resurse PDF, arhive in format ZIP etc.

I starea serverului nu trebuie sa se modifice



GET vs. POST

Metoda GET se foloseste pentru obtinerea de
reprezentari ale resurselor cerute serverului Web

preluand datele via GET, utilizatorul poate stabili
un bookmark pentru acces ulterior la o resursa Web
(utilizand URL-ul reprezentarii generate)

e.g., scholar.google.com/scholar?as_ylo=2025&q=web+design&hl=en



GET vs. POST

Metoda POST se utilizeaza atunci cand

datele transmise serverului au dimensiuni mari
(e.g., continut de fisiere ce a fost transferat prin upload)

sau sunt ,delicate” - exemplu tipic: parole &



GET vs. POST

Metoda POST se utilizeaza atunci cand
datele transmise serverului au dimensiuni mari
(e.g., continut de fisiere ce a fost transferat prin upload)

sau sunt ,delicate” - exemplu tipic: parole &

de asemenea, cand invocarea programului
poate conduce la modificari ale starii pe server:
adaugarea unei inregistrari, alterarea unui fisier,...



avansat

cgi: suport

Serverul Web trebuie sa ofere suport
pentru invocarea de script-uri CGI

exemplificare:
Apache HTTP Server - se utilizeaza modulul mod_cgi



avansat

cgi: ssi

Script-urile CGI pot fi invocate direct dintr-un
document HTML via SSI (Server Side Includes)

www.ssi-developer.net/ssi/

Apache: httpd.apache.org/docs/trunk/howto/ssi.html
NGINX: nginx.org/en/docs/http/ngx_http_ssi_module.html



avansat

cgi: fastcgi

FastCGI

alternativa la CGI axata asupra performantei

implementari:
Apache HTTP Server - httpd.apache.org/mod_fcgid/
NGINX - nginx.org/len/docs/http/ngx_http_fastcgi_module.htmi
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Hey You

Diamond

Time
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Filter URLs
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GET
POST
POST
GET
POST
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POST

Console [ Debugger

File
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videoplayback?expire=1771
videoplayback?expire=1771
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log_event?alt=json
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<> DOM
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(D performance P Network [ Storage 888 Application

I+ Q © Al HTML CSS JS XHR Fonts

Proto... Initiator Type Size Duration

HTTP/3 xhr html 0B

HTTP/3 fetch vnd.yt-ump 562.08 kB

HTTP/3 fetch vnd.yt-umkp 129 B

HTTP/3  xhr html sPiicatonimayume] 0B

watch:1238 (fetch)
HTTP/3 xhr html 0B

watch:1703 (xhr)

Images

One Of

INK FLOYD

Media

89 ms
38 ms
8 ms

89 ms

89 ms

ol

GET

43 requests

generate_204

data:text/plain;base64,Cg=:
2.70 MB / 2.54 MB transferred

HTTP/2
xhr

Finish: 4.94 min

plain

4B

0O ms

These Day=
& 2:10:28

Pink Floyd | Timeless
Psychedelic Journey (Full ...

0: D@ 0]

Disable Cache No Throttling ¢ ¥

X
WS Other

3l

{ Filter Headers

v

Headers Cookies Request Response

Block Resend

Raw @D

+ Response Headers (192 B)

HTTP/2 204

content-length: @

cross-origin-resource-policy: cross-origin
date: Thu, 19 Feb 2026 07:06:26 GMT

alt-svc: h3=":443"; ma=2592000,h3-29=":443"; m:
X-Firefox-Spdy: h2

v Request Headers (1.231 kB)

HEAD /generate_204 HTTP/2

Host: www.youtube.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac (
Accept: */x

Accept-Language: en-US,en;q=0.9
Accept-Encoding: gzip, deflate, br, zstd

Raw @D

. explicati secventa de cereri HTTP



rezumat

HTTP (HyperText Transfer Protocol)
script-uri CGI (Common Gateway Interface)



i

server Web (daemon)
cerere HTTP

date preluate din formular
name=Tuxy

client Web (browser)
1

.y

raspuns HTTP stabilind un cookie

-
Set-Cookie: sid=7343

cerere HTTP + cookie-ul sesiunii |

GET /profile HTTP/2.0 i
Cookie: sid=7343

raspuns HTTP (pagina de profil)
 HTTP/2.0 200 OK

<p>Hi, Tuxy! Welcome back!</p>

episodul viitor: programare Web
cookie-uri + sesiuni Web
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