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Foreword

With 32 technical articles and 76 authors, this handbook represents a full post-
graduate course in Model Checking. If a reader can verify that he or she has read
and studied every article, then Springer should certainly award that reader a Mas-
terÕs Degree in Model Checking! Departments in Computer Science everywhere will
certainly welcome access to this major resource.

Model Checking has become a major area of research and development both
for hardware and software veriÞcation owing to many factors. First, the improved
speed and capacity of computers in recent times have made all kinds of problem
solving both practical and efÞcient. Moreover, in the area of Model Checking the
methods of design of models have contributed to the best formulation of problems.
Then we have seen SAT solvers gain unexpected and truly remarkable efÞciency
improvementsÑdespite theoretical limitations. Additionally, the methodology of
SatisÞability Modulo Theories (SMT) has contributed to Þnding excellent ways to
pose and solve problems. Uses of temporal logic and data-ßow-analysis techniques
have also made model checking more naturally efÞcient. All these contributions
have helped solve the ever-present Òstate explosion problem.Ó The urgency to make
greater strides has increased because new applications in such diverse areas as health
care, transportation, security, and robotics require work in the Þeld to achieve greater
scale, expressivity, and automation.

I would deÞnitely recommend new Ph.D. candidates look seriously into going
into research in this Þeld, because success in Model Checking can directly lead to
future success in many other activities in Computer Science.

Finally, the recent tragic loss of Helmut Veith has been a dreadful blow to his
family, friends, colleagues, and students. LetÕs take up the ßag in his honor to help
promote and expand the Þeld in which he was poised to become a recognized world
leader.

Dana S. ScottCarnegie Mellon University
Department of Mathematics, University of California, Berkeley



Preface

This handbook is intended to give an in-depth description of the many research ar-
eas that make up the expanding Þeld of model checking. In 32 chapters, 76 of the
worldÕs leading researchers in this domain present a thorough review of the ori-
gins, theory, methods, and applications of model checking. The book is meant for
researchers and graduate students who are interested in the development of for-
malisms, algorithms, and software tools for the computer-aided veriÞcation of com-
plex systems in general, and of hardware and software systems in particular.

The idea for this handbook originated with Helmut Veith around 2006. It was
clear to Helmut that a Þeld as strong and useful as model checking needed a hand-
book to make its foundations broadly accessible. Helmut was in many ways the
soul of this project. His untimely death in March 2016, with the project in its Þnal
phase, was a shock to all of us and we greatly miss him. His visionary ideas, his
unbelievable energy in bringing these ideas to life, and his wonderful sense of com-
munity left a lasting mark, and this book will serve as an enduring memorial to his
contributions to the Þeld and the community.

Roderick Bloem
Thomas A. Henzinger

Edmund M. Clarke

Graz, Klosterneuburg, Pittsburgh
November 2016
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Chapter 1
Introduction to Model Checking

Edmund M. Clarke, Thomas A. Henzinger, and Helmut Veith

Abstract Model checking is a computer-assisted method for the analysis of dynam-
ical systems that can be modeled by state-transition systems. Drawing from research
traditions in mathematical logic, programming languages, hardware design, and the-
oretical computer science, model checking is now widely used for the veriÞcation of
hardware and software in industry. This chapter is an introduction and short survey
of model checking. The chapter aims to motivate and link the individual chapters of
the handbook, and to provide context for readers who are not familiar with model
checking.

1.1 The Case for Computer-Aided Verification

The only effective way to raise the confidence level of a program significantly is to give a
convincing proof of its correctness. [32]

In the ideal world of DijkstraÕs Turing Award Lecture 1972, programs are intellectu-
ally manageable, and every program grows hand in hand with a mathematical proof
of the programÕs correctness. The history of computer science has proven DijkstraÕs
vision limited. Manual proofs, if at all, can be found only in studentsÕ exercises,
research papers on algorithms, and certain critical application areas. Although the
work of McCarthy, Floyd, Hoare, and other pioneers [7, 36, 45, 62, 66] provided us
with formal proof systems for program correctness, little use is made of these tech-
niques in practice. The main challenge is scalability: real-world software systems
not only include complex control and data structures, but depend on much ÒcontextÓ
such as libraries and interfaces to other code, including lower-level systems code. As
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a result, proving a software system correct requires much more effort, knowledge,
training, and ingenuity than writing the software in trial-and-error style. This asym-
metry between coding and veriÞcation is the main motivation for computer-aided
veriÞcation, i.e., the use of computers for the veriÞcation of software and hardware.

From a 1972 perspective, the computer industry has changed the world beyond
recognition. Computer programs today have millions of lines of code, they are writ-
ten and maintained by globally distributed teams over decades, and they are used
in diverse and complex computing environments from micro-code to cloud comput-
ing. Computer science has become pervasive in production, transportation, infras-
tructure, health care, science, Þnance, administration, defense, and entertainment.
Programs are the most complex machines built by humans, and have huge responsi-
bilities for human safety, security, health, and well-being. These developments have
exacerbated the challenges and, at the same time, dramatically increased the need
for correct programs and, hence, for computer-aided veriÞcation.

Starting with the work of Turing, the perspectives for automated veriÞcation did
not look promising. TuringÕs halting problem [82] and RiceÕs Theorem [79] tell
us that computer-aided veriÞcation is, in general, an unsolvable problem. At face
value, these theorems demonstrate the undecidability of veriÞcation even for sim-
ple properties of simple programs. Technically, all that is needed for undecidability
are two integer variables that, embedded into a looping control structure, can be
incremented, decremented, and checked for zero. If the values of integer variables
are bounded, we obtain a system with Þnitely many different states, and veriÞcation
becomes decidable. However, complexity theory tells us that even for Þnite-state
systems, many veriÞcation questions require a prohibitive effort.

Yet, at a time when logic in computer science was a synonym for undecidability
and intractability, the invention of model checking marked a paradigm shift towards
the practical use of logic for bug ÞndingÑi.e., falsiÞcation rather than veriÞcationÑ
in the hardware and software industries. Not untypical of paradigms acquired many
decades ago, the case for model checking appears simple and convincing in ret-
rospect [22, 23, 72, 75]. In its basic classical form, the paradigm consists of the
following insights:

Modeling. Finite state-transition graphs provide an adequate formalism for the de-
scription of Þnite-state systems such as hardware, but also for Þnite-state abstrac-
tions of software and of communication protocols.

Specification. Temporal logics provide a natural framework for the description of
correctness properties for state-transition systems.

Algorithms. There are decision procedures for determining whether a Þnite state-
transition structure is a model of a temporal-logic formula. Moreover, the decision
procedures can produce diagnostic counterexamples when the formula is not true
in the structure.

Taken together, these insights motivate the methodology that is shown in Fig. 1: the
system under investigation is compiled into a state-transition graph (a.k.a. Kripke
structure) K , the speciÞcation is expressed as a temporal-logic formula �, and a
decision procedureÑthe model checkerÑdecides whether K |� �, i.e., whether the
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Fig. 1 Basic model-checking
methodology

structure K is a model of the formula �. If K �|� �, then the model checker outputs
a counterexample that witnesses the violation of � by K . The generation of coun-
terexamples means that, in practice, falsiÞcation (the detection of bugs) can often
be faster than veriÞcation (the proof of their absence).

There is of course a mismatch between the early model checkers, which were
essentially graph algorithms on Kripke structures, and the complexity of modern
computer systems sketched above. Research in model checking spanning more than
three decades has helped to close this gap in many areas that are documented
throughout this handbook. We can roughly classify the advances in model check-
ing and the chapters of this handbook in terms of two recurrent themes that have
driven much of the research agenda in model checking:

1 The algorithmic challenge: Design model-checking algorithms that scale to
real-life problems. The main practical problem in model checking is the com-
binatorial explosion of states in the Kripke structureÑthe Òstate-explosion prob-
lem.Ó Since each state represents the global system status at a given time point,
a state is essentially a memory snapshot of the system under investigation, and,
thus, the size of the state space is exponential in the size of the memory. There-
fore, even for systems of relatively modest size, it is impossible to compute and
analyze the entire corresponding Kripke structure directly. In fact, in most situa-
tions, the state space is not Þnite (e.g., unbounded memory, unbounded number
of parallel processes), which leads to the modeling challenge. In practice, very
large and inÞnite state-transition systems are approximated by effective abstrac-
tions such as Þnite-state abstractions, or decision procedures are approximated
by so-called Òsemi-algorithms,Ó which are aimed at Þnding bugs but may fail to
prove correctness, or both.

2 The modeling challenge: Extend the model-checking framework beyond Kripke
structures and temporal logic. Kripke structures are natural representations for
various ßavors of communicating Þnite-state machines. To model and specify
unbounded iteration and recursion, unbounded concurrency and distribution, pro-
cess creation and reconÞguration, unbounded data types, real-time and cyber-
physical systems, probabilistic computation, security aspects, etc., and to ab-
stract these features effectively, we need to extend the modeling and speciÞca-
tion frameworks beyond Kripke structures and classical temporal logics. Some
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extensions maintain decidability, often through the construction of Þnite-state ab-
stractions, which ties the modeling challenge back to the algorithmic challenge.
Other extensions sacriÞce decidability, but maintain the ability of model checking
to Þnd bugs automatically, systematically, and early in the system design process.

As the two challenges are tied together closely, many chapters of this handbook
address both. New models without algorithms and without experimental validation
are not central to model-checking research.

We believe that the main strengths of model checking are threefold. First, model
checking is a systematic, algorithmic methodology which can be computerized and,
ideally, fully automated. Thus, model-checking tools have the goal and promise to
be used during the design process by hardware and software engineers without the
assistance of veriÞcation experts. Second, model checking can be applied at dif-
ferent stages of the design process, on abstract models as well as on implemented
code. While any one model-checking tool is usually limited to particular model-
ing and speciÞcation languages, the methodology as such is not restricted to any
level or formalism and can be applied at different levels, to incomplete systems and
partial speciÞcations, to Þnd different kinds of bugs. Third, and perhaps most im-
portantly, model checking deals particularly well with concurrency. The interaction
between parallel processes is one of the main sources of complexity and errors in
system design. Moreover, concurrency errors are especially subtle, contingent, and
therefore difÞcult to reproduce; they are hard to Þnd by testing the system, and their
absence is hard to prove by logical arguments or program analyses because of the
extremely large number of possible interactions between parallel processes. Model
checking, on the other hand, which is based on the algorithmic exploration of large
state spaces, is particularly well suited for Þnding concurrency bugs and proving
their absence.

These strengths distinguish model checking from related approaches for improv-
ing system quality:

Testing is the fastest and simplest way to detect errors. It lends itself to easy automa-
tion and can often be handled with limited academic background. Testing covers
a large spectrum from manual, ad hoc testing of code all the way to automated ef-
forts and model-based testing [37, 48, 50]. Fundamentally dynamic, testing is able
to detect compiler errors, hardware errors, and modeling errors that are invisible
to static tools; it is integral to any comprehensive approach to safety engineering
and software certiÞcation [60]. However, “program testing can be a very effective
way to show the presence of bugs, but is hopelessly inadequate for showing their
absence” [32], especially for concurrent systems. Model checking, on the other
hand, provides a systematic approach to bug detection that can be applied to in-
complete systems and, even for concurrent systems, offers in the limitÑwhen no
more errors are foundÑa certiÞcate of correctness. In other words, while testing
is only debugging, model checking is systematic debugging aimed at model veri-
Þcation. Chapter 19 will discuss the cross-fertilization of modern model-checking
and white-box testing techniques.
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Abstract interpretation and other program analyses are similar to model check-
ing in that they employ algorithms to prove program properties automatically
[29, 68]. Following the tradition of programming-language semantics rather than
logic, static analysis frameworks such as data-ßow analysis, abstract interpreta-
tion, and rich type systems are built on lattice theory. Historically, their applica-
tions have focused mainly on fast analyses for compilers, in particular on overap-
proximative analyses of numerical data types and assertion violations [6]. Thus,
in comparison to model checking, the focus of program analyses is on efÞciency
rather than expressiveness, and on code rather than models. In recent research on
software veriÞcation, abstract interpretation and model checking have converged
to a large extent. Chapters 15 and 16 will explore the rich relationship between
abstract interpretation and model checking in depth.

Higher-order theorem proving is a powerful and proven approach for the veriÞca-
tion of complex systems. Semi-manual theorem provers [13, 69, 85] have been
used to verify critical systems ranging from ßoating-point arithmetic [1] to micro-
kernels [51], and even to the proof of deep mathematics such as the Kepler con-
jecture [40]. In comparison to model checking, the focus of higher-order theorem
proving is on expressiveness rather than efÞciency: it handles data manipulation
precisely and typically aims at full functional correctness. Theorem proving nat-
urally incorporates the manual decomposition of a veriÞcation problem, which
is obligatory for complex systems. But even for experts, developing proofs in
higher-order logic tools is a time-consuming and often non-trivial effort worthy
of a research publication. Chapter 20 will explore some connections and combi-
nations of model checking and theorem proving.

While the different veriÞcation methods have different historical starting points and
different communities, ultimately they simply represent different trade-offs on the
efÞciency versus expressiveness (or precision) spectrum: greater expressive power
tends to take us, at the cost of efÞciency, from testing to abstract interpretation to
model checking to theorem proving, and, over time, the differences become smaller.
Through more than three decades, model checking has acquired and adapted meth-
ods from all of these research areas, but also from automata theory, process alge-
bra, graph algorithms, game theory, hardware simulation, stochastic processes, con-
trol theory, and many other areas. At the same time, model checking has interacted
with target areas for veriÞcation, most importantly computer engineering and VLSI
design, software engineering and programming languages, embedded and cyber-
physical systems, artiÞcial intelligence, and even computational biology. It is thus
fair to say that model checking is characterized less by purity of method than by the
goal of debugging and analyzing dynamical systems that exist in the real world and
can be modeled as state-transition systems.

Model checking has been covered by several monographs [8, 11, 12, 26, 46,
47, 54, 55, 67, 71] and surveys [25, 28, 33]. The early history of model checking
is documented in several collections of essays [38, 63]. The rest of this chapter
serves as an introduction to the handbook for readers with little familiarity with
the material. In Sect. 1.2 we give a minimalist introduction to the classical setting
of temporal-logic model checking over Kripke structures. Section 1.3 then revisits
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Fig. 2 American and Austrian trafÞc lights as Kripke structures

some of the fundamental challenges for model checking and puts the individual
chapters of the handbook in perspective. In Sect. 1.4 we provide a brief outlook for
the Þeld.

1.2 Temporal-Logic Model Checking in a Nutshell

We give a brief introduction to the classical view of temporal-logic model checking.

1.2.1 Kripke Structures

Kripke structures [53] are Þnite directed graphs whose vertices are labeled with
sets of atomic propositions. The vertices and edges of the graph are called ÒstatesÓ
and Òtransitions,Ó respectively. In our context, they are used to represent the possi-
ble conÞgurations and conÞguration changes of a discrete dynamical system. For a
simple illustration, consider the two Kripke structures in Fig. 2, which represent
the states and state transitions of trafÞc lights in the USA and Austria, respec-
tively. Formally, a Kripke structure over a set A of atomic propositions is a triple
K = �S,R,L� where S is a Þnite set of states (the Òstate spaceÓ), R � S × S is a
set of transitions (the Òtransition relationÓ), and the labeling function L: S� 2A

associates each state with a set of atomic propositions. For a state s 	 S, the set L(s)
represents the set of atomic propositions that are true when the system is in state s,
and the set A \ L(s) contains the propositions that are false in state s. We assume
that the transition relation R is total, i.e., that all states have non-zero outdegree.

The dynamic behavior of the system represented by a Kripke structure cor-
responds to a path through the graph. A path is a Þnite or inÞnite sequence
� = s0, s1, s2, . . . of states such that (si , si+1) 	 R for all i 
 0. The totality of
the transition relation ensures that every Þnite path can be extended to an inÞnite
path. Given an inÞnite path � , we write L(�)= L(s0),L(s1),L(s2), . . . for the cor-
responding inÞnite sequence of sets of atomic propositions. Moreover, we write
�i = si , si+1, si+2, . . . for the inÞnite path that results from � by removing the Þrst
i states.

Related models that are based on discrete state changes are sometimes called au-
tomata, state machines, state diagrams, labeled transition systems, etc. Throughout
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this book, such models are used in accordance with the traditions of the respective
research areas. In most cases, algorithmic results can be easily transferred between
these models. Later handbook chapters will introduce more advanced frameworksÑ
e.g., for modeling recursive (Chap. 17), probabilistic (Chap. 28), and real-time
(Chap. 29) behaviorÑwhich extend Þnite state-transition systems in fundamental
ways and require more intricate analysis techniques.

1.2.2 The Temporal Logic CTL�

CTL� [34] is a propositional modal logic with path quantiÞers, which are interpreted
over states, and temporal operators, which are interpreted over paths.

Path quantifiers:

A Òfor every inÞnite path from this stateÓ
E Òthere exists an inÞnite path from this stateÓ

Temporal operators (for atomic propositions p and q):
Xp Òp holds at the next stateÓ
Fp Òp holds at some state in the futureÓ
Gq Òq holds at all states in the futureÓ
qUp Òp holds at some state in the future, and q holds at all states until p holdsÓ

For instance, Fp holds on path � iff � contains a state with label p, and A� holds
at state s iff � holds on all inÞnite paths that start from state s.

Given a set of atomic propositions A, the syntax of CTL� is deÞned recursively
as follows:

— If p 	A, then p is a formula of CTL�.
— If � and � are formulas of CTL�, then � �� , � �� , ‹�, A�, E�, X�, F�, G� ,

and �U� are formulas of CTL�.

To reßect the distinction between path quantiÞers and temporal operators, we dis-
tinguish a syntactic subset of CTL� called state formulas. State formulas are boolean
combinations of atomic propositions and CTL� formulas whose outermost operator
is a path quantiÞer, i.e., they start with A or E. As in the example of A� above, the
truth value of a state formula can be asserted over a state in a Kripke structure. For
all other formulas of CTL�, we need a path to determine the truth value. The formal
semantics of CTL� is based on this syntactic distinction, and presented in Table 1.

An easy exercise on the semantics deÞned in Table 1 shows that the syntactic
restriction of CTL� to one of the path quantiÞers and the two temporal operators
X and U yields the full expressive power of CTL�, i.e., all other operators can be
deÞned from these three operators.

Given a Kripke structure K , state s, and state formula f , a model-checking al-
gorithm is a decision procedure for K,s |� f . In case of K,s �|� f , many model-
checking algorithms provide evidence of the violation of the satisfaction relation,
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Table 1 Semantics of CTL�. Here, K is a Kripke structure, � is a path, s is a state, p is an atomic
proposition, f and g are state formulas, and � and � are CTL� formulas

K,s |� p iff p 	 L(s)
K, s |� ‹f iff K,s �|� f
K, s |� f � g iff K,s |� f or K,s |� g
K, s |� f � g iff K,s |� f and K,s |� g
K, s |� E� iff there is an inÞnite path � starting from s such that K,� |� �
K, s |�A� iff for every inÞnite path � starting from s we have K,� |� �
K,� |� f iff K,s |� f for the Þrst state s of �
K,� |� ‹� iff K,� �|� �
K,� |� � �� iff K,� |� � or K,� |��
K,� |� � �� iff K,� |� � and K,� |��
K,� |�X� iff K,�1 |� �
K,� |� F� iff there exists an i 
 0 such that K,�i |� �
K,� |�G� iff for all j 
 0 we have K,�j |��
K,� |��U� iff there exists an i 
 0 such that K,�i |� � and for all

0
 j < i we have K, �j |��

when possible in the form of a counterexample. If f has the form A�, then a Þnite
or inÞnite path of K violating � serves as a counterexample.

Table 2 gives common examples of CTL� formulas. For each formula, the ta-
ble describes the semantics of the formula and the structure of possible counterex-
amples, which are illustrated in Fig. 3. Note that a counterexample is a witness
for the negated formula. For instance, a counterexample for AGp is a witness for
the satisfaction of ‹AGp, and, thus, for EF‹p. As line 3 in Table 2 illustrates,
a model checker may not be able to give practical counterexamples for formulas
with unnegated E quantiÞers. The situation is better for ACTL�, the fragment of
CTL� where E does not occur and negation is restricted to atomic propositions:
ACTL� has tree-like counterexamples [27] and plays an important role in abstrac-
tion; cf. Chap. 13.

When the speciÞcation is satisÞed by the structure, the situation is dual: for for-
mulas involving only unnegated E, a model checker can output a witness for the
satisfaction of the formula, but for most formulas with unnegated A this is unre-
alistic. In the latter situation, vacuity detection can be used as a Òsanity check,Ó to
check whether the positive veriÞcation result may be based on a faulty speciÞca-
tion [10]. A classical example of vacuity is antecedent failure, where a speciÞcation
A(Gp� Fq) holds because AG‹p is true.

The example formulas in Table 2 belong to the temporal logics CTL or LTL,
which are useful syntactic fragments of CTL�. Intuitively, CTL is a logic based on
state formulas, and LTL is a logic avoiding state formulas. While CTL can be model
checked particularly efÞciently, LTL allows the natural speciÞcation of properties
of dynamic behaviors, which correspond to paths.
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Fig. 3 Graphical illustrations of counterexamples for the formulas from Table 2

1.2.3 The Temporal Logic CTL

CTL (Computation Tree Logic) [22] is the syntactic fragment of CTL� in which
every path quantiÞer is immediately followed by a temporal operator:

— If p 	A, then p is a CTL formula.
— If � and � are CTL formulas, then � �� , � �� , ‹�, AX�, EX�, AF�, EF�,

AG� , EG� , A�U�, and E�U� are CTL formulas.

In other words, CTL can be viewed as a propositional modal logic based on the
compound operators AX, EX, AF, EF, AG, EG, AU, and EU; cf. Fig. 4.

Every CTL formula, and hence also each subformula of a CTL formula, is a
state formula. Given a Kripke structure K and a CTL formula �, we can compute
the set [[�]]K = {s :K,s |� �} of states that satisfy � by a recursive algorithm that
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Fig. 4 Examples of CTL operators

Þrst computes [[�]]K for all subformulas � of �. The sets [[�]]K can be seen as
a labeling of each state s by subformulas � that are true at s; these labelings can
be computed in time O(|K| × |�|). This observation leads directly to the following
seminal algorithmic result on CTL model checking.

Theorem 1 ([24]) There is a CTL model-checking algorithm whose running time
depends linearly on the size of the Kripke structure and on the length of the CTL
formula (if the other parameter is fixed).

CTL labeling algorithms have a natural formulation as Þxed-point computations.
For example, the state set T = [[EF�]]K can be deÞned inductively as follows:

� If K,s |� �, then s 	 T .
� If s 	 T and there exists a state s� 	 S such that (s�, s) 	R, then s� 	 T .
� Nothing else is in T .

In other words, T is the smallest set that contains all states labeled by � and is closed
under the EX operator. This gives rise to the Þxed-point characterization

EF� = (µT : � �EXT )

where µ is the least-Þxed-point operator. It is easy to see that all of CTL can be de-
Þned as an extension of propositional logic using alternation-free least and greatest
Þxed points over the temporal operator EX. Many advanced CTL model-checking
algorithms are based on this Þxed-point formulation of CTL; cf. Chap. 8. They typ-
ically exploit special data structures and logics for representing and manipulating
state sets [[�]]K , and use decision procedures for computing EX and Þxed points
(by iteration and subset check). All of CTL� can still be expressed using Þxed points
over EX, but requires the alternation of least and greatest Þxed points; the general
Þxed-point logic called the µ-calculus [52] is discussed in depth in Chap. 26.

Counterexamples for CTL formulas can be very complex. As illustrated in line 3
of Table 2, the simplest counterexample to K,s |� EFp (reachability of a state la-
beled p) must include all states that are reachable from state sÑoften, the whole
Kripke structure K .
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1.2.4 The Temporal Logic LTL

LTL (Linear-time Temporal Logic) [72] is the syntactic fragment of CTL� that con-
tains no path quantiÞers except a leading A:

— If p 	A, then p is an LTL� formula.
— If � and � are LTL� formulas, then � �� , � �� , ‹�, X�, F�, G� , and �U�

are LTL� formulas.
— If � is an LTL� formula, then A� is an LTL formula.

LTL is also called the linear-time fragment of the branching-time logic CTL�. This
is because the LTL� formulas are interpreted over paths, i.e., over linear sequences
of states.

It follows that LTL speciÞcations have simple counterexamples. For a Kripke
structure K and LTL� formula � , a counterexample of � in K is an inÞnite path
� of K such that K,� �|�� . Then K,s �|�A� for the initial state s of � , and, thus,
the inÞnite path � is also a counterexample for the LTL formula A� . Moreover, an
inductive proof shows that the counterexample � can w.l.o.g. be restricted to have
a ÒlassoÓ shape v •w�, i.e., an initial Þnite path (preÞx) v followed by an inÞnitely
repeated Þnite path (cycle) w [86].

Certain LTL properties have even simpler counterexamples. The LTL� formula
� speciÞes a safety property iff for every Kripke structure K there is a (possibly
inÞnite) set�K(�) of Þnite paths such that the counterexamples of � in K are pre-
cisely the inÞnite extensions of the paths in �K(�). In other words, safety proper-
ties always have Þnite paths as counterexamples: they specify a Þnite, ÒbadÓ series
of events that must never happen [56]. The simplest safety properties are invari-
ants, that is, LTL formulas of the form AGf , where f is a boolean combination
of atomic propositions. This invariant speciÞes that the state property f must hold
at all reachable states, and a counterexample for AGf is a Þnite path whose last
state violates f . A more complicated safety property speciÞes that f must not be
followed by g: AG(f � XG‹g); in this case, the ÒbadÓ series of events that must
not happen is an f followed later by a g.

Most LTL properties specify a combination of safety and so-called liveness prop-
erties [2], and thus may require inÞnite paths (lassos) as counterexamples. For a de-
tailed discussion of safety versus liveness, see Chaps. 2 and 3. Here we give only two
important examples of liveness properties. The LTL� formula GFf speciÞes that,
along an inÞnite path, the state property f holds inÞnitely often. Obviously, this re-
quirement does not have a Þnite path as counterexample. The requirement is useful,
for instance, for deÞning a weakly fair scheduler. Let p be an atomic proposition
that signals that a process is ready to be scheduled, and let q signal that the process is
being scheduled. A scheduler is weakly fair if it does not forever neglect scheduling
a process that is continuously ready to be scheduled: GF(‹p � q). By contrast, the
LTL� formula (GFp)�GFq speciÞes that, along an inÞnite path, if the process is
ready inÞnitely often, then it is scheduled inÞnitely often. This requirement deÞnes
a strongly fair scheduler, which must not forever neglect scheduling a process that
is ready inÞnitely often (but not necessarily continuously) [64].
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Fig. 5 Basic temporal logics
and their relationships. All
inclusions are strict. ACTL is
the intersection of ACTL�

and CTL

The simple structure of counterexamples can be exploited by model-checking
algorithms for LTL. The key insight reveals a close relationship between LTL� for-
mulas and Þnite automata over inÞnite words [84]. Using a tableau construction for
modal logics, it is possible to translate an LTL� speciÞcation � into a B�chi au-
tomaton B� over the alphabet 2A (where A is the set of atomic propositions) such
that for all Kripke structures K and inÞnite paths � , the inÞnite word L(�) is ac-
cepted by the automaton B� iff � is a counterexample of � in K . The size of the
automaton B� is exponential in the length of the formula � . From this construction
we obtain the following seminal model-checking algorithm for LTL.

Theorem 2 ([61, 65, 86]) There is an LTL model-checking algorithm whose run-
ning time depends linearly on the size of the Kripke structure and exponentially on
the length of the LTL formula.

Technically, the LTL model-checking problem is complete for PSPACE. While
this complexity is worse than the complexity of CTL model checking, one should
keep in mind that in practice the limiting factor is usually the size of the state space,
not the length of the temporal speciÞcation.

Chapters 4 and 5 will describe advanced LTL model-checking algorithms, which
are based on automata theory and the systematic search for counterexamples. Chap-
ter 10 will present SAT-based model checking, where LTL counterexamples are
speciÞed and found by boolean constraint solving.

Figure 5 gives an overview of the temporal logics covered in this section and
compares their expressive powers. While this section gave only the briefest intro-
duction to temporal logics, the interested reader should continue with Chap. 2 for
more depth.

1.3 A Very Brief Guide Through the Chapters of the Handbook

Over the span of more than three decades, model checking has developed from
a niche subject in theoretical computer science into a large family of formalisms,
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Table 3 Handbook chapters Introduction to Model Checking

Temporal Logic and Fair Discrete Systems

Modeling for VeriÞcation

Automata Theory and Model Checking

Explicit-State Model Checking

Partial-Order Reduction

Binary Decision Diagrams

BDD-Based Symbolic Model Checking

Propositional SAT Solving

SAT-Based Model Checking

SatisÞability Modulo Theories

Compositional Reasoning

Abstraction and Abstraction ReÞnement

Interpolation and Model Checking

Predicate Abstraction for Program VeriÞcation

Combining Model Checking and Data-Flow Analysis

Model Checking Procedural Programs

Model Checking Concurrent Programs

Combining Model Checking and Testing

Combining Model Checking and Deduction

Model Checking Parameterized Systems

Model Checking Security Protocols

Transfer of Model Checking to Industrial Practice

Functional SpeciÞcation of Hardware via Temporal Logic

Symbolic Trajectory Evaluation

The mu-Calculus and Model Checking

Graph Games and Reactive Synthesis

Model Checking Probabilistic Systems

Model Checking Real-Time Systems

VeriÞcation of Hybrid Systems

Symbolic Model Checking in Non-Boolean Domains

Process Algebra and Model Checking

methods, tools, subcommunities, and application areas. Thus, each chapter of this
handbook is a survey in its own right, and reßects the viewpoint, the notation, and
the terminology used by the specialists in the respective research area. The hand-
book chapters are intended as independent introductions to the state-of-the-art re-
search literature on speciÞc topics rather than as chapters of a monograph. Having
said this, the order of the chapters was chosen so that the handbook can, in principle,
be read cover to cover as if it were a monograph. We have tried to order the chapters
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so that the prerequisite background of each chapter occurs in earlier chapters, thus
avoiding dependencies on later chapters as much as possible. We also encourage the
browsing of neighboring chapters, which often discuss related topics.

The Þrst few chapters of the handbook cover the basics of model checking. Chap-
ter 2 introduces the temporal logics that are commonly used as speciÞcation lan-
guages in model checking and were outlined in Sect. 1.2. Chapter 3 shows how
Kripke structures can be used to model a wide variety of different software and hard-
ware systems. Chapters 4—5 constitute a mini-course in explicit-state LTL model
checking or, more generally, the automata-theoretic approach to model checking. As
was argued in Sect. 1.2.4, the simple structure of LTL counterexamples motivates
model-checking algorithms that search for counterexamples. Explicit-state model
checking can be understood as a graph-theoretic search procedure for counterexam-
ples that uses a Þnite automaton which monitors the truth of the speciÞcation.

In the rest of this section, we give a brief preview of the remaining chapters
through the lens of the classiÞcation ÒAlgorithmic ChallengeÓ versus ÒModeling
Challenge,Ó which was put forward in Sect. 1.1. The two categories are not exclu-
sive, as many chapters address both challenges. Due to the breadth of the covered
material, we refrain in this section from references to the literature, leaving all cita-
tions to the individual chapters.

1.3.1 The Algorithmic Challenge

A signiÞcant part of model-checking research has focused on algorithmic meth-
ods to deal with state explosion. These methods avoid the explicit construction of
the complete Kripke structure. We can roughly classify these methods into three
groups:

Structural methods for model checking exploit the structure of the syntactic expres-
sion (the ÒcodeÓ) that deÞnes the system. Large hardware and software systems
are described modularly using, for example, subroutines (procedure and method
calls) for sequential structuring, and interacting parallel hardware components
and software processes (threads, actors) for concurrent structuring. While the
state space may be Þnite, it can be extremely large, and ÒßatteningÓ the system
descriptionÑi.e., constructing and exploring the Kripke structure which repre-
sents the entire state spaceÑwould sacriÞce any advantages, such as symmetries,
that can be obtained from studying the deÞnition of the system. Moreover, in
many cases, such as recursive procedure calls or the concurrent composition of a
parametric number of processes, the number of states is unbounded and the full
Kripke structure cannot be computed. Techniques such as symmetry reduction,
on-the-ßy state-space exploration, partial-order reduction, assume-guarantee rea-
soning, and parametric veriÞcation avoid mindless ßattening and, in one way or
another, make use of the system structure for better performance.
The limiting factor for exhaustive state-space exploration (Chap. 5) is usually
memory space, even if new system states are generated during the search from
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the system deÞnition only as needed (Òon the ßyÓ). Chapter 6 presents a search
optimization technique for concurrent software systems, whose complexity stems
from the large number of possible interleavings of concurrent processes. The so-
called partial-order reduction exploits the fact that the ordering of independent
events from different processes is not important for the result of a computation.
Compositional reasoning (Chap. 12) exploits the modular deÞnition of complex
systems through a divide-and-conquer approach that puts together a proof of over-
all system correctness from (generally simpler) correctness proofs about system
parts. Often the proofs about system parts cannot be entirely independent, though,
and a proof about one component of the system may make assumptions about the
behavior of other components; this is called Òassume-guarantee reasoning.Ó Chap-
ter 17 discusses the veriÞcation of software with procedure calls, which draws
on the theory of push-down systems. Chapter 18 discusses the veriÞcation of
software with multiple concurrent processes that synchronize on shared memory
(e.g., through locks) or through message passing. Chapter 21 discusses the ver-
iÞcation of systems with an unknown number of identical concurrent processes
(Òparametric veriÞcationÓ).

Symbolic methods represent state sets and the transition relation of a Kripke struc-
ture by an expression in a symbolic logic, rather than by an explicit enumer-
ation of states or transitions. Symbolic encodingsÑbe it through binary deci-
sion diagrams, propositional formulas, or quantiÞer-free Þrst-order constraintsÑ
can result in a dramatic compression of the data structures for representing
state sets and, if the necessary operations can be performed efÞciently, in order-
of-magnitude improvements in the practical performance of veriÞcation tools.
Chapters 7 and 8 are devoted to model checking with binary decision diagrams
(BDDs). As a data structure for boolean functions, BDDs have the advantage over
boolean formulas and circuits that satisÞability and equivalence can be checked
in constant time. When used in the Þxed-point algorithms for CTL that were dis-
cussed in Sect. 1.2.3, BDD-based encodings of state sets often achieve in practice
an exponential reduction in the size of the data structures. The dramatic perfor-
mance improvements obtained by BDD-based model checking in the 1990s were
essential for the success of model checking in the hardware industry.
While originally the term Òsymbolic model checkingÓ was used synonymously
with BDD-based model checking, more recently other symbolic encodings of
state sets and pathsÑboth in the boolean and more general casesÑhave proved
useful in different circumstances. Chapters 9 and 10 present SAT-based model
checking, a symbolic model-checking method for LTL. As was discussed in
Sect. 1.2.4, LTL has lasso-shaped counterexamples, and boolean formulas can
be used to specify the constraints for the existence of a counterexample in terms
of propositional logic. By solving these constraints, a boolean satisÞability solver
can compute the constituting parts of the counterexample, or disprove the ex-
istence of a counterexample. In this way, SAT-based model checkers can proÞt
from recent improvements in SAT solving. While in its original formulation, SAT-
based model checking was incomplete, because it could Þnd only counterexample
paths of bounded length (Òbounded model checkingÓ), Chap. 10 discusses meth-
ods to achieve completeness. Today, SAT-based model checking is a standard tool
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Fig. 6 Counterexample-guided abstraction reÞnement

in the hardware industry and is also used in bit-precise software model checking.
For expressing states over non-boolean domains, boolean logic can be replaced by
decidable theories of quantiÞer-free Þrst-order logic, a.k.a. SAT modulo theories
(SMT). SMT solvers (Chap. 11) are powerful decision procedures which have
evolved rapidly and underlie many modern software model checkers. General
Þxed-point algorithms for model checking in boolean and non-boolean domains
are discussed in Chaps. 26 and 31.

Abstraction (Chapters 13—15) is a more aggressive approach to state explosion. Ab-
straction reduces a Kripke structure K to a smaller homomorphic image �KÑthe
abstract modelÑwhich preserves certain properties of the original structure and
can be analyzed more efÞciently. In other words, the abstract model is a princi-
pled overapproximation of the system. For example, the existence of a simulation
relation between the original and abstract structures guarantees that tree-shaped
counterexamples on the original structure are not lost in the abstraction, although
there may be Òspurious counterexamplesÓ which occur only in the abstraction.
Formally, if �K simulates K , then for all ACTL� speciÞcations �, if �K |� � then
K |� �, but not vice versa. Other relationships between the original and abstract
structures preserve different speciÞcation logics; see Chap. 13.
A key ingredient of many modern model checkers is counterexample-guided ab-
straction reÞnementÑan algorithmic method for verifying a system by construct-
ing iterated abstractions of increasing precision. To this end, spurious counterex-
amples are analyzed and eliminated by adding to the abstract model previously
neglected details from the system description, in order to improve the abstraction
until either a real counterexampleÑi.e., a bugÑis found, or no more spurious
counterexamples occur and the system is veriÞed; see Fig. 6. Chapter 14 discusses
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interpolation, a paradigmatic logical method for localizing within paths assertions
made in proofs, which can be used to identify and eliminate spurious counterex-
amples. Chapter 15 presents a modern introduction to software veriÞcation based
on predicate abstraction, where states of the abstract model are described using
constraints (ÒpredicatesÓ) on the program counter and program variables.

As was discussed in Sect. 1.1, model checking is closely related to other algo-
rithmic and semi-algorithmic approaches for system correctness, such as testing,
program analysis, and theorem proving. All of these methods have cross-fertilized
each other and are often combined; this is explained in the three chapters that dis-
cuss combinations of model checking and data-ßow analysis (Chap. 16), testing
(Chap. 19), and deduction (Chap. 20).

1.3.2 The Modeling Challenge

While Chap. 3 illustrates a broad range of systems that can be modeled using Kripke
structures, for some critical applications the basic state-transition system model
must be augmented with additional features. The chapters of this handbook discuss
several such extensions. Besides non-boolean data (Chap. 16), recursion (Chap. 17),
and an unbounded number of parallel processes (Chap. 21) for modeling software,
there are four paradigmatic extensions of Þnite state-transition systems that are es-
sential for modeling certain important classes of systems.

Security protocols provide a perfect application domain for formal methods: they
are often small but difÞcult to get right, and their correctness is critical. How-
ever, any method for security protocols must handle non-Þnite-state concepts
such as nonces and keys, encryption and decryption, and unknown attackers; see
Chap. 22.

Graph games are an extension of state-transition systems with multiple actors. In
each state, one or more of the actors choose actions that, taken together, deter-
mine the next state of the system. Graph games are needed to model systems
with multiple components, processes, actors, or agents that have different, some-
times conßicting objectives. Even if the system is monolithic, its environment
must sometimes be considered independently, as an adversary in a two-player
game. The theory of graph games, which is presented in Chap. 27, studies the
strategies that the players can employ to reach their objectives, which also pro-
vides the mathematical foundation for synthesizing systems that realize a desired
input/output behavior (Òreactive synthesisÓ).

Probabilistic systems are state-transition systems, such as discrete-time Markov
chains or Markov decision processes, where from certain states the next state
is chosen according to a probability distribution. Probabilistic systems can
model uncertainty. The model checking of probabilistic systems is discussed in
Chap. 28.
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Real-time and hybrid systems are extensions of discrete state-transition systems
with continuous components. In real-time systems, the continuous components
are clocks, which measure and constrain the times at which state transitions may
happen; the extension of Þnite automata with such clocks and clock constraints
is called Òtimed automata.Ó In hybrid systems, Þnite automata can be extended
with more general continuous variables, representing, for example, the location
or temperature of a physical system. While timed automata have become a stan-
dard model for continuous-time state-transition systems, hybrid automata are
needed for modeling physical systems that are controlled by hardware and soft-
ware (Òcyber-physical systemsÓ). Certain properties of timed and hybrid automata
remain decidable; in other cases we have semi-algorithms for model checking,
which compute the answer to a veriÞcation question but in some cases may fail
to terminate. The model checking of real-time systems is discussed in Chap. 29;
of hybrid systems, in Chap. 30.

Combinations of these extensions are needed for certain modeling tasks, such as
stochastic games or continuous-time Markov systems.

Three of the handbook chapters discuss the special needs of hardware veriÞca-
tionÑthe application area in which model checking, as a close relative of equiva-
lence checking, made its Þrst inroads into industry. Chapter 23 provides the history
and special challenges of formal veriÞcation in hardware, and thus explains a suc-
cessful example of technology transfer from academia to industry. Chapter 24 dis-
cusses the special requirements on speciÞcation languages for hardware veriÞcation.
Chapter 25 presents symbolic trajectory evaluationÑa symbolic method speciÞc to
hardware validation which is based on abstraction in three-valued logic.

The Þnal chapter of the handbook (Chap. 32) presents process algebra, a formal
expression framework for modeling interacting concurrent processes. While origi-
nally developed for operational, algebraic, and axiomatic reasoning about concur-
rent processes, and later extended to cope with constructs for process creation and
mobility, model checking quickly became the analysis method of choice for Þnite-
state fragments of process algebra. This pattern has been typical for the practical
use of model checking: it can provide a powerful tool for rapid prototyping and
debugging, even when full-ßedged correctness proofs may require more expressive
formalisms.

1.4 The Future of Model Checking

The ubiquity and complexity of hardware- and software-based systems continue to
grow. We see ever-increasing levels of concurrency, from multi-core processors to
data centers, sensor networks, and the cloud. In addition, hardware- and software-
based systems are increasingly deployed in safety-critical situations, to control and
connect physical systems from cardiac pacemakers to aircraft. With this dramatic
growth in systems complexity and criticality grows also the need for effective ver-
iÞcation techniques. In other words, the opportunities for model checking abound.
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We expect the corresponding research efforts to continue to make progress with re-
gard to both the scalability and the modeling challenges, to bring ever larger and
more varied veriÞcation problems within the reach of model-checking technology.
Model checking has already been integrated into the design process for hardware;
see Chap. 23. In the near future we expect model checking to make similar in-
roads into the practice of software development, especially in error-prone control-
centricÑas opposed to data-centricÑsoftware domains, including systems software
(kernels, schedulers, device drivers, memory and communication protocols, etc.),
distributed algorithms and concurrent data structures, and the rapidly growing areas
of software-deÞned networking [17, 70] and cyber-physical systems [3, 57, 81].

Second, while in the past new technology was driven largely by gains in perfor-
mance (MooreÕs law) and functionality (new features), we suggest that in the fu-
ture the correctness, reliability, security, and overall robustness of systems will play
an ever-increasing role, also as a differentiating factor for software and hardware
products. We see this trend already in modern software systems research, where
performance used to be the dominant criterion: correctness has moved recently to
center stage in compilers [59], operating systems [51, 87], and distributed systems
research [31]. This trend will further increase the impact of formal veriÞcation tech-
niques such as model checking.

We suggest that there is a third, even more basic underlying reason for the
growing importance of model checking, which stems from the emergence of state-
transition systems as a universal model for the design and study of computer-
controlled dynamical systems. The state-transition system is the discrete analogue to
the continuous dynamical system. With the rise of digital technology, models based
on state-transition systems (or Òdiscrete-event systemsÓ [18]) have become ubiqui-
tous in systems engineering. They are equally well suited for formalizing other dy-
namic processes designed by humans, including all kinds of charts, diagrams, and
rules for workßows, interactions, and adaptive structures that occur in organizations
[9, 30, 41, 49, 83], and for deÞning discrete abstractions of continuous processes
that occur in the physical world [5]. Model checkingÑas the central paradigm for
analyzing state-transition systemsÑis therefore only at the beginning of its appli-
cation to a wide range of different domains, from engineering to science, business,
law, etc.

In the following, we highlight, as examples, two of the many currently active
directions of model-checking research, as well as two of the many potential new
application areas for model checking.

In a Þrst trend, much current research is devoted to moving beyond veriÞcation
to synthesis. VeriÞcation is the task of checking whether a given system satisÞes
a given speciÞcation; synthesis is the task of constructing a system that satisÞes a
given speciÞcation. While fully automatic functional synthesis is practical only in
constrained situationsÑsuch as compilation from a high-level language, or circuit
synthesis from given building blocksÑthe general synthesis task has seen much re-
cent progress in settings where it is required to reÞne or complete a given, partial
system description in order to satisfy certain properties. Often the synthesized prop-
erties are non-functional; for example, a sequential program can be automatically
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equipped with synchronization constructs such as locks or atomic regions in order
to make the program safe for concurrent execution without changing its sequential
semantics [19]. More generally, the goal of Òcomputer-aided programmingÓ [80] is
to relieve the programmer from tedious but error-prone implementation details so
that they can focus on the functionality of the design, while automating the fulÞll-
ment of other requirements on the code such as security and fault tolerance. Reactive
(or sequential) synthesis refers to the synthesis of state-transition systems that sat-
isfy a given temporal speciÞcation, which constrains the input/output behavior of
the desired system; this problem has parallel histories in mathematical logic, con-
trol theory, game theory, and reactive programming [73, 76, 77], and is discussed
in detail in Chap. 27. More recently, much effort has been devoted to template- and
syntax-guided approaches to synthesis [4], and to the use of inductive and learning
techniques in synthesis [39, 42, 78].

A second important trend that receives much current attention generalizes the
classical boolean setting of model checking towards a quantitative setting of model
measuring. Model checking answers the boolean question of whether a system does
or does not satisfy a speciÞcation; model measuring quantiÞes the quality of a sys-
tem, e.g., by computing a distance between the system and the speciÞcation [43, 44].
Quantitative measures can be used to distinguish different systems that satisfy the
same functional speciÞcation: they may measure the performance of the system, its
resource consumption, its cost, or other non-functional properties such as different
notions of robustness. Quantitative measures can also be used to distinguish dif-
ferent systems that do not satisfy a given speciÞcation; for instance, a system that
violates the speciÞcation only in rare circumstances, or infrequently, or far in the
future is usually preferred to a system that violates the speciÞcation in all cases,
all the time. While absolute correctness is required in certain situations, Òbest ef-
fortÓ may be acceptable in others. Since logics with a boolean semantics cannot
distinguish between different ÒdegreesÓ of violation of the satisfaction relation, the
classical model-checking framework needs to be extended in order to capture quan-
titative nuances. Several such extensions have been proposed, including quantitative
temporal logics [15]. Statistical model checking [58] replaces absolute guarantees
with probabilistic guarantees. Quantitative distance measures between systems [20]
generalize the boolean paradigms of system equivalences and reÞnement preorders,
which have been central to many theoretical and practical developments in formal
methods: combinational and sequential equivalence checking for hardware, step-
wise reÞnement for systems development, and abstraction reÞnement for systems
analysis. For example, quantitative abstraction reÞnement can be used to approx-
imate the worst-case execution time of a system to any desired degree of preci-
sion [21].

A recent, perhaps unexpected application scenario for model checking is
the modeling and analysis of biological phenomena using state-transition sys-
tems [35, 74]. On a molecular level, biochemical reactions can be modeled faithfully
as continuous-time stochastic processes. Yet on a higher level, some mechanistic
and organizing principles of biology may be better captured and explained using
interacting discrete events, i.e., state-transition abstractions. In fact, it is tempting to
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postulate a tower of biological abstraction layers, from molecular pathways to cells
to organs and organisms, in analogy to the tower of abstraction layers that tame the
design and understanding of complex digital systems: the net-list of boolean gates,
the register-transfer level, the instruction set architecture, the high-level program-
ming language. While much work in this direction remains speculative, it is time
for scientists to become familiar with the power of discrete state-transition models
and the model-checking paradigm, in the same way in which differential-equation
models and numerical simulation have become standard tools of the sciences.

An equally speculative and perhaps even more important new application do-
main for model checking is the analysis of learning-based software and other sys-
tems built on modern artiÞcial intelligence. While traditional, logic-based AI had
a direct link to formal veriÞcation based on the common foundation of mathemati-
cal logic, many of the successes of modern AI seem to escape rational explanation
and quantitative analysis. While there are quantitative methods based on probabilis-
tic models, mathematical statistics, and optimization for attempting to explain and
quantify machine-learning systems, the guarantee of properties of such systems will
require a more formal approach. As many learning-based systemsÑsuch as those
used for computer vision in self-driving carsÑare safety-critical, even limited for-
mal guarantees would have immense value. A demand for veriÞability may guide
the design of such systems, for example, by incorporating monitoring mechanisms
that ensure that the system does not leave a safe envelope of operation [14]. Dually,
learning-based techniques have already started to enter model-checking technol-
ogy [16]. Once again, this shows that model checking is a vibrant, expanding Þeld
of research with no lack of challenges and impact for many years to come.
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Chapter 2
Temporal Logic and Fair Discrete Systems

Nir Piterman and Amir Pnueli

Abstract Temporal logic has been used by philosophers to reason about the way the
world changes over time. Its modern use in speciÞcation and veriÞcation of systems
describes the evolution of states of a program/design giving rise to descriptions of
executions. Temporal logics can be classiÞed by their view of the evolution of time
as either linear or branching. In the linear-time view, we see time ranging over a
linear total order and executions are sequences of states. When the system has mul-
tiple possible executions (due to nondeterminism or reading input) we view them
as separate possible evolutions and the system has a set of possible behaviors. In
the branching-time view, a point in time may have multiple possible successors and
accordingly executions are tree-like structures. According to this view, a system has
exactly one execution, which takes the form of a tree. We start this chapter by intro-
ducing Fair Discrete Structures, the model on which we evaluate the truth and falsity
of temporal logic formulas. Fair Discrete Structures describe the states of a system
and their possible evolution. We then proceed with the linear-time view and intro-
duce Propositional Linear Temporal Logic (LTL). We explain the distinction be-
tween safety and liveness properties and introduce a hierarchy of liveness properties
of increasing expressiveness. We study the expressive power of full LTL and cover
extensions that increase its expressive power. We introduce algorithms for checking
the satisÞability of LTL and model checking LTL. We turn to the branching-time
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framework and introduce Computation Tree Logic (CTL). As before, we discuss its
expressive power, consider extensions, and cover satisÞability and model checking.
We then dedicate some time to examples of formulas in both LTL and CTL and
stress the differences between the two. We end with a formal comparison of LTL
and CTL and, in view of this comparison, introduce CTL*, a hybrid of LTL and
CTL that combines the linear and branching views into one logic.

2.1 Introduction

For many years, philosophers, theologians, and linguists have been using logic in
order to reason about the world, freedom of choice, and the meaning of spoken
language. In the middle of the twentieth century research on its foundations led to
two complementary breakthroughs. In the late 1950s Arthur Prior introduced what
we call today tense logic; essentially, introducing the operators Fp meaning Òit will
be the case that pÓ and its dual Gp meaning Òit will always be the case that pÓ
[44]. This work was done in the context of modal logic, where operators G and F
meant Òit must beÓ and Òit is possibleÓ. Roughly at the same time, working on modal
logic, Saul Kripke introduced a semantics, which we call today Kripke semantics, to
interpret modal logic [28]. His suggestion was to interpret modal logic over a set of
possible worlds and an accessibility relation between worlds. The modal operators
are then interpreted over the accessibility relation of the worlds.

About 20 years later, these ideas penetrated the veriÞcation community. In a land-
mark paper, Pnueli introduced PriorÕs tense operators to veriÞcation and suggested
that they can be used for checking the correctness of programs [42]. In particular,
PnueliÕs ideas considered ongoing and non-terminating computations of programs.
The existing paradigm of veriÞcation was that of pre- and post-conditions matching
programs that get an input and produce an output upon termination. Instead, what
were later termed as reactive systems [23] continuously interact with their environ-
ment, receive inputs, send outputs, and importantly do not terminate. In order to
describe the behaviors of such programs one needs to describe, for example, causal-
ity of interactions and their order. Temporal logic proved a convenient way to do
this. It can be used to capture the speciÞcation of programs in a formal notation that
can then be checked on programs.

Linear Temporal Logic (abbreviated LTL), the logic introduced by Pnueli, is lin-
ear in the sense that at every moment in time there is only one possible future. In
the linear view an execution is a sequence of states. Multiple possible executions
(e.g., due to different inputs) are treated separately as independent sequences. Logi-
cians also had another possible option, to view time as branching: at every moment
in time there may be multiple possible futures. An alternative view, that of branch-
ing time, was introduced to veriÞcation in [5]. In the branching-time approach, the
program itself provides a branching structure, in which every possible snapshot of
the program may have multiple options to continue. Then, the program is one logi-
cal structure that encompasses all possible behaviors. This was shortly followed by
a second revolution. Clarke and Emerson [17] and Queille and Sifakis [45] intro-
duced a more elaborate branching-time logic, Computation Tree Logic (abbreviated
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CTL), and the idea of model checking: Model checking is the algorithmic analysis
for determining whether a program satisÞes a given temporal logic speciÞcation.

The linear—branching dichotomy, originating in a religious debate regarding free-
dom of choice and determinacy of fate, led to an ideological debate regarding the
usage of temporal logic in veriÞcation (see [53]). Various studies compared the
linear-time and branching-time approaches, which led also to the invention of CTL�,
a logic that combines linear temporal logic and computation tree logic [19].

Over the years, extensive knowledge about all aspects of temporal logic and its
usage in model checking and veriÞcation has been gathered: what properties can
and cannot be expressed in various logics, how to extend the expressive power of
logics, and algorithmic aspects of different questions. In particular, effective model-
checking algorithms scaled to huge systems and established model checking as a
successful technique in both industry and academia.

In this chapter, we cover the basics of temporal logic, the speciÞcation language
used for model checking. In Sect. 2.2 we introduce Kripke semantics and a variant
of it that we are going to use as a mathematical model for representing programs;
we then present fair discrete systems and explain how to use them for representing
programs. In Sect. 2.3 we present LTL, the basic linear temporal logic; we give the
basic deÞnition of the logic, discuss several possible extensions of it, and, Þnally,
deÞne and show how to perform model checking for LTL formulas. In Sect. 2.4 we
present CTL, the basic branching temporal logic, including its deÞnition, extensions
to it, and model checking. Then, in Sect. 2.5 we cover examples for the usage of both
logics. Finally, in Sect. 2.6, we compare the expressive power of the linear-time and
branching-time variants and introduce the logic CTL�, a powerful branching-time
logic that combines both LTL and CTL.

2.2 Fair Discrete Systems

In order to be able to formally reason about systems and programs, we have to
agree on a formal mathematical model in which reasoning can be applied. Tran-
sition systems are, by now, a standard tool in computer science for representing
programs. Transition systems are essentially labeled graphs, where labels appear ei-
ther on states, edges, or both. There are many different variants of transition systems
supplying many different ßavors and supporting different needs. We deÞne Kripke
structures, one of the most popular versions of transition systems used in modeling.
Then, we present a symbolic version of transition systems, which we call fair dis-
crete systems or FDS for short, where the states arise as interpretations of variables
and transitions correspond to changes in variablesÕ values. As their name suggests,
variables range over discrete domains, such as integers, Booleans, or other Þnite-
range domains. Continuous variables will be considered later in this Handbook in [8]
(Bouyer et al., Model Checking Real-Time Systems) and [14] (Doyen et al., Veri-
Þcation of Hybrid Systems). One of the most important features of programs and
systems is concurrency, or the ability to communicate with other programs. Here,
communication is by reading and writing the values of shared variables. In order to
reason about multiple communicating programs (and also about temporal logic) our
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systems include weak and strong fairness. Fairness requirements restrict our atten-
tion to certain paths in the system that Òhave some good qualitiesÓ when considering
interaction and communication.

2.2.1 Kripke Structures

We give a short exposition of Kripke structures [28], one of the most popular for-
malisms for representing transition systems in the context of model checking. These
are transition systems where states are elements of an abstract set, and initial states
and transitions are deÞned over this explicit set. In addition, states are labeled with
propositions (or observations about the state).

Definition 1 (Kripke structure) A Kripke structure is of the form K = �AP,S,S0,
R,L�, where AP is a Þnite set of atomic propositions, S is a set of states, S0 � S
is a set of initial states, R � S × S is a transition relation, and L : S� 2AP is a
labeling function.

Kripke structures are state-labeled transition systems. We specify in advance a
set of labels (propositions), which are the basic facts that might be known about the
world. The labeling function associates every state with the set of atomic proposi-
tions that are true in it. The set of initial states and the transition relation allow us to
add a notion of executions to Kripke structures.

Definition 2 (Paths and runs) A path of a Kripke structure K starting at state
s 	 S is a maximal sequence of states � = s0, s1, . . . such that s0 = s and for every
j 
 0 we have (si , si+1) 	 R. A sequence � is maximal if either � is inÞnite or
� = s0, . . . , sk and sk has no successor, i.e., for all s 	 S we have (sk, s) /	R.

A path starting in a state s0 	 S0 is called a run. We denote by Runs(K ) the set
of runs of K .

The direct representation of states and transitions makes Kripke structures con-
venient for certain needs. However, in model checking, higher-level representations
of transition systems provide a more direct relation to programs and enable us to
reason about systems using sets of states rather than individual states. We now in-
troduce one such modeling framework, called Fair Discrete Systems. The idea is
that states are obtained by interpreting the values of variables of the system. In ad-
dition, in the context of model checking it is sometimes necessary to ignore some
Ònot interestingÓ runs of the system. For this we introduce the notion of fairness,
which is usually not considered with Kripke structures.

2.2.2 Definition of Fair Discrete System

Definition 3 (Fair discrete system) An FDS is of the form D = �V , 	, 
,J ,C �,
where V is a Þnite set of typed variables, 	 is an initial condition, 
 is a transition
relation, J a set of justice requirements, and C a set of compassion requirements.
Further details about these components are given below.



2 Temporal Logic and Fair Discrete Systems 31

� V = {v1, . . . , vn}: A Þnite set of typed variables. Variables range over discrete
domains, such as Booleans or integers. Although variables ranging over Þnite
domains can be represented by multiple Boolean variables, sometimes it is con-
venient to use variables with a larger range. Program counters, ranging over the
domain of program locations, are a prominent example.

A state s is an interpretation of V , i.e., if Dv is the domain of v, then s is
an element in

�
vi	V Dvi . We denote the set of possible states by �V . Given a

subset V1 of V , we denote by s �V1 the projection of s on the variables in V1.
That is, the assignment to variables in V1 that agrees with s.

When all variables range over Þnite domains, the system has a Þnite number of
states, and is called a finite-state system. Otherwise, it is an infinite-state system.

We assume some underlying Þrst-order language over V that includes (i) ex-
pressions constructed from the variables in V , (ii) atomic formulas, which are
either Boolean variables or the application of different predicates to expressions,
and (iii) assertions, which are Þrst-order formulas constructed from atomic for-
mulas using Boolean connectives or quantiÞcation of variables. Assertions, also
sometimes called state formulas, characterize states through restriction of the pos-
sible variable values in them. For example, for a variable x ranging over inte-
gers, x + 1> 5 is an atomic formula, and for a Boolean variable b, the assertion
‹b � x + 1> 5 characterizes the set of states where b is false and x is at least 5.

� 	 : The initial condition. This is an assertion over V characterizing all the initial
states of the FDS. A state is called initial if it satisÞes 	 .

� 
: A transition relation. This is an assertion 
(V � V �), where V � is a primed
copy of the variables in V . The transition relation 
 relates a state s 	 � to its
D -successors s� 	� , i.e., (s, s�) |= 
, where s supplies the interpretation to the
variables in V and s� supplies the interpretation to the variables in V �.

For example, the assignment x = x + 1 is written x� = x + 1, stating that the
next value of x is equal to the current value of x plus one. Given a set of variables
X � V , we denote by keep(X ) the formula

�
x	X x = x�, which preserves the

values of all variables in X .
� J = {J1, . . . , Jm}: A set of justice requirements (weak fairness). Each require-

ment J 	J is an assertion over V that is intended to hold inÞnitely many times
in every computation.

� C = {(P1,Q1), . . . , (Pn,Qn)}: A set of compassion requirements (strong fair-
ness). Each requirement (P,Q) 	 C consists of a pair of assertions, such that if
a computation contains inÞnitely many P -states, it should also contain inÞnitely
many Q-states.

Definition 4 (Paths, runs, and computations) A path of an FDS D starting in state
s is a maximal sequence of states � = s0, s1, . . . such that s0 = s and for every
i 
 0 we have (si , s�i+1) |= 
, where s�i+1 is a primed copy of si+1, i.e., it is an
assignment to V � such that for every v 	 V we have si+1(v)= s�i+1(v

�). A sequence
� is maximal if either � is inÞnite or � = s0, . . . , sk and sk has no D -successor, i.e.,
for all sk+1 	� , (sk, s�k+1) �|= 
. We denote by |� | the length of � , that is |� | = � if
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� is inÞnite and |� | = k + 1 if � = s0, . . . , sk is Þnite. Given a path � = s0, s1, . . .,
we denote by � �V1 the path s0 �V1 , s1 �V1 , . . ..

A path � is fair if it is inÞnite and satisÞes the following additional requirements:
(i) justice (or weak fairness), i.e., for each J 	J , � contains inÞnitely many J -
positions, i.e., positions j 
 0, such that sj |= J , and (ii) compassion (or strong
fairness), i.e., for each (P,Q) 	 C , if � contains inÞnitely many P -positions, it
must also contain inÞnitely many Q-positions.

A path starting in a state s such that s |= 	 is called a run. A fair path that is a
run is called a computation. We denote by Runs(D) the set of runs of D and by
Comp(D) the set of computations of D .

A state s is said to be reachable if it appears in some run. It is reachable from
t if it appears on some path starting in t . A state s is viable if it appears in some
computation. An FDS is called viable if it has some computation.

An FDS is said to be fairness-free if J = C = �. It is called a just discrete
system (JDS) if C = �. When J = � or C = � we simply omit them from the
description of D . Note that for most reactive systems, it is sufÞcient to use a JDS
(i.e., compassion-free) model. Compassion is only needed in cases in which the
system uses built-in synchronization constructs such as semaphores or synchronous
communication.

A fairness-free FDS can be converted to a Kripke structure. Given an FDS D =
�V , 	, 
� and a set of basic assertions over its variables {a1, . . . , ak} the Kripke
structure obtained from it is KD = �AP,S,S0,R,L�, where the components of
KD are as follows. The set of states S is the set of possible interpretations of the
variables in V , namely �V . The set of initial states S0 is the set of states s such
that s |= 	 , i.e., S0 = {s |= 	}. The transition relation R contains the pairs (s, t)
such that (s, t �) |= 
. Notice that t � is a primed copy of t and is interpreted over
the primed variables V �. Finally, the set of propositions is AP = {a1, . . . , ak} and
ai 	 L(s) iff s |= ai . We note that the number of states of the Kripke structure may
be exponentially larger than the description of the FDS. We state without proof that
this translation maintains the notion of a run. We note that one can add fairness to
Kripke structures and deÞne a notion of computation that is similar to that of FDSs.

Lemma 1 Given an FDS D , the sets of runs of D and KD are equivalent, namely,
Runs(D)= Runs(KD ).

Sometimes it will be convenient to construct larger FDSs from smaller FDSs.
Consider two FDSs D1 = �V1, 	1, 
1,J1,C1� and D2 = �V2, 	2, 
2,J2,C2�,
where V1 and V2 are not necessarily disjoint. The synchronous parallel composi-
tion, written D1 |||D2, of D1 and D2 is the FDS deÞned as follows.

D1 |||D2 = �V1 � V2, 	1 � 	2, 
1 � 
2,J1 �J2,C1 �C2�

A transition of the synchronous parallel composition is a joint transition of the two
systems. A computation of the synchronous parallel composition when restricted to



2 Temporal Logic and Fair Discrete Systems 33

Fig. 1 A simple loop Var n:Integer initially n= 10
l0 : while (n > 0) {
l1 : n= n� 1;
l2 : }
l3 :

the variables in one of the systems is a computation of that system. Formally, we
have the following.

Lemma 2 A sequence � 	 (�V1�V2)
� is a computation of D1 |||D2 iff � �V1 is a

computation of D1 and � �V2 is a computation of D2.

The proof is omitted.
The asynchronous parallel composition D1�D2 of D1 and D2 is the FDS deÞned

as follows.

D1�D2 = �V1 � V2, 	1 � 	2, 
,J1 �J2,C1 �C2�,

where 
 = (
1 � keep(V2 \ V1)) � (
2 � keep(V1 \ V2)). A transition of the asyn-
chronous parallel composition is a transition of one of the systems preserving un-
changed the variables of the other. A computation of the asynchronous parallel com-
position, when restricted to the variables in one of the systems is not necessarily a
computation of that system. For example, if the sets of variables of the two systems
intersect and system one modiÞes the variables of system two, the projection of the
computation on the variables of system two could include changes not allowed by
the transition of system two.

2.2.3 Representing Programs

We show how FDSs can represent programs. We do not formally deÞne a program-
ming language, however, the meaning of commands and constructs will be clear
from the translation to FDSs. A more thorough discussion of representation of pro-
grams is given elsewhere in this Handbook in [47] (Seshia et al., Modeling for Ver-
iÞcation). FDSs are a simple variant of the State Transition Systems (STSs) deÞned
in that chapter.

Consider for example the program in Fig. 1. It can be represented as an FDS
with the variables � and n, where � is the program location variable ranging over
{l0, . . . , l3} and n is an integer that starts as 10. Formally, D = �{�,n}, 	, 
,J ,C �,
where J = �, C = �, and 	 and 
 are as follows.

	 : � = l0 � n= 10,

 : (� = l0 � n > 0� � � = l1 � n� = n) � (� = l0 � n
 0� � � = l3 � n� = n) �
(� = l1 � � � = l2 � n� = n� 1) � (� = l2 � � � = l0 � n� = n) �
(� � = � � n� = n).
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For software programs, we always assume that the transition relation 
 includes
as a disjunct the option to stutter, that is, do nothing. This allows us to model the
environment of a single processor that devotes attention to one of many threads.
Given a program counter variable, we denote by atli the formula � = li . In case of
multiple program counters, we assume that their ranges are disjoint and identify the
right variable by its range, e.g., one program counter ranges over li and the other
over mi making � =mi unambiguous. Similarly, at�li is � � = li

The following sequence of states is a run of the simple loop in Fig. 1.

� = �� : l0, n : 10�, �� : l1, n : 10�, �� : l2, n : 9�, �� : l0, n : 9�, �� : l1, n : 9�,
�� : l2, n : 8�, �� : l0, n : 8�, . . . , �� : l0, n : 1�, �� : l1, n : 1�, �� : l2, n : 0�,
�� : l0, n : 0�, �� : l3, n : 0�, . . .

Indeed, it starts in an initial state, where � = l0 and n= 10, and every two adjacent
states satisfy the transition relation. For example, the two states �� : l1, n : 9� and
�� : l2, n : 8� satisfy the disjunct atl1 � at�l2 � n

� = n� 1 where � and n range over
the Þrst state and � � and n� range over the second state.

Consider the two processes in Fig. 2, depicting PetersonÕs mutual exclusion al-
gorithm [41]. Consider the process on the left. It can be represented as an FDS with
Boolean variables x, y, and t and a location variable �1 ranging over {l0, . . . , l7}.
Formally, D1 = �{�1, x, y, t}, 	1, 
1,J ,C �, where the components of D1 are as
follows.

	1 : atl0 � x = 0,

1 : (atl0 � at�l1 � keep(x, y, t)) � (atl1 � at�l2 � keep(x, y, t)) �

(atl2 � at�l3 � x
� = 1� keep(y, t)) � (atl3 � at�l4 � t

� = 1� keep(x, y)) �
(atl4 � (t = 0� y = 0)� at�l5 � keep(x, y, t)) �
(atl5 � at�l6 � keep(x, y, t)) � (atl6 � x� = 0� at�l7 � keep(y, t)) �
(atl7 � at�l0 � keep(x, y, t)) � keep(�1, x, y, t).

Notice that the disjunct keep(�1, x, y, t) allows this process to stutter, but also
includes the transition from l4 to l4 in case t �= 0 and y �= 0. Dually, the
process on the right can be represented as an FDS with Boolean variables
{x, y, t} and location variable �2 ranging over {m0, . . . ,m7}. Formally D2 =
�{�2, x, y, t}, 	2, 
2,J ,C �, where the components of D2 are as follows.

	2 : atm0 � y = 0,

2 : (atm0 � at�m1

� keep(x, y, t)) � (atm1 � at�m2
� keep(x, y, t)) �

(atm2 � at�m3
� y� = 1� keep(x, t)) � (atm3 � at�m4

� t � = 0� keep(x, y)) �
(atm4 � (t = 1� x = 0)� at�m5

� keep(x, y, t)) �
(atm5 � at�m6

� keep(x, y, t)) � (atm6 � y� = 0� at�m7
� keep(x, t)) �

(atm7 � at�m0
� keep(x, y, t)) � keep(�2, x, y, t).

In addition we add an FDS T that sets t = 0 initially. Let T = �{t}, t = 0, t = t �,
�,��.
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Var t,x,y: Boolean initially t = 0, x = 0, y = 0

�

���������
�

l0 : while (true) {
l1 : Non Critical;
l2 : x = 1;
l3 : t = 1;
l4 : await (t == 0� y == 0);
l5 : Critical;
l6 : x = 0;
l7 : }

�

���������
	

�

�

���������
�

m0 : while (true) {
m1 : Non Critical;
m2 : y = 1;
m3 : t = 0;
m4 : await (t == 1� x == 0);
m5 : Critical;
m6 : y = 0;
m7 : }

�

���������
	

Fig. 2 PetersonÕs mutual exclusion algorithm

In order to obtain an FDS that represents the entire behavior of the two pro-
cesses together, we construct the asynchronous parallel composition of D1, D2,
and T . That is, the FDS representing PetersonÕs mutual exclusion protocol is
D =D1�D2�T .

The following sequence of states is a run of the processes in Fig. 2. Between
every two states we write the location from which a transition is applied.

� : ��1 : l0, x : 0,�2 :m0, y : 0, t : 0�
m0�� ��1 : l0, x : 0,�2 :m1, y : 0, t : 0�

m1��

��1 : l0, x : 0,�2 :m2, y : 0, t : 0�
m2�� ��1 : l0, x : 0,�2 :m3, y : 1, t : 0�

l0��

��1 : l1, x : 0,�2 :m3, y : 1, t : 0�
l1�� ��1 : l2, x : 0,�2 :m3, y : 1, t : 0�

l2��

��1 : l3, x : 1,�2 :m3, y : 1, t : 0�
l3�� ��1 : l4, x : 1,�2 :m3, y : 1, t : 1�

l4��

��1 : l4, x : 1,�2 :m3, y : 1, t : 1�
l4�� • • •

l4�� • • •
l4�� • • •

l4�� • • •
l4�� • • •

However, this run seems to violate our basic intuition regarding scheduling of differ-
ent threads. Indeed, from some point onwards the processor gives attention only to
the Þrst thread. In order to remove such behaviors we add the following two justice
requirements.

J1 :


‹atli ,‹atl4 � (t = 1� y = 1)

�� i 	 {0,2,3,5,6,7}
�
,

J2 :


‹atmi ,‹atm4 � (t = 0� x = 1)

�� i 	 {0,2,3,5,6,7}
�
.

The justice requirement for their composition D is J =J1 �J2. Notice that it is
Þne for the processes to remain forever in their non-critical sections. Now, the run
above violates the justice requirement. Indeed, the requirement ‹atm3 does not hold
on the last state. Thus, in this run there are only Þnitely many positions satisfying
‹atm3 . In order to constitute a computation the following sufÞx, for example, could
be added.

��1 : l4, x : 1,�2 :m3, y : 1, t : 1�
m3�� ��1 : l4, x : 1,�2 :m4, y : 1, t : 0�

l4��

��1 : l5, x : 1,�2 :m4, y : 1, t : 0�
l5�� ��1 : l6, x : 1,�2 :m4, y : 1, t : 0�

l6��
��1 : l7, x : 0,�2 :m4, y : 1, t : 0�

m4�� ��1 : l7, x : 0,�2 :m5, y : 1, t : 0� • • •
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Var x: Boolean initially x = 1

�

�����
�

l0 : while (true) {
l1 : Non Critical;
l2 : request (x);
l3 : Critical;
l4 : release (x);
l5 : }

�

�����
	
�

�

�����
�

m0 : while (true) {
m1 : Non Critical;
m2 : request (x);
m3 : Critical;
m4 : release (x);
m5 : }

�

�����
	

Fig. 3 Mutual exclusion using semaphores

We now turn to an example eliciting the need for compassion. Consider the
two processes in Fig. 3. Here, the command request(x) is an atomic statement
equivalent to await(x == 1);x = 0; Thus, at locations l2 and m2 the respective
process proceeds only if x is 1 and it sets x to 0. The command release(x)
sets x to 1 again. The process on the left can be represented as an FDS with a
Boolean variable x and a location variable �1 ranging over {l0, . . . , l5}. Formally
D1 = �{�1, x}, 	1, 
1,J ,C �, where the components of D1 are as follows.

	1 : atl0 � x = 1

1 : (atl0 � at�l1 � keep(x)) � (atl1 � at�l2 � keep(x)) �

(atl2 � at�l3 � x = 1� x� = 0) � (atl3 � at�l4 � keep(x)) �
(atl4 � at�l5 � x

� = 1) � (atl5 � at�l0 � keep(x)) � keep(�1, x)

The system D2 is obtained from D1 by replacing every reference to l by a reference
to m. It is clear that we also have to include requirements from a scheduler. This
time, location l2 is problematic. Suppose that we try, as before, the following sets.

J1 :


‹atli ,‹atl2 � x = 0

�� i 	 {0,3,4,5}
�
,

J2 :


‹atmi ,‹atm2 � x = 0

�� i 	 {0,3,4,5}
�
.

However, it is simple to see that this is not strong enough. Consider the following
computation.

� : ��1 : l0,�2 :m0, x : 1�
m0�� ��1 : l0,�2 :m1, x : 1�

m1��

��1 : l0,�2 :m2, x : 1�
m2�� ��1 : l0,�2 :m3, x : 0�

l0��

��1 : l1,�2 :m3, x : 0�
l1�� ��1 : l2,�2 :m3, x : 0�

l2��
��1 : l2,�2 :m3, x : 0�

m3�� ��1 : l2,�2 :m4, x : 0�
m4��

��1 : l2,�2 :m5, x : 1�
m5�� • • •

m0�� • • •
m1�� • • •

m2�� • • •
l2�� • • •

m3�� • • •
m4�� • • •

This computation keeps D1 in location 2 forever. This is indeed a computation as
there are inÞnitely many positions where the transition from l2 is not enabled and
‹atl2 � x = 0 holds. Clearly, this does not seem acceptable. One could ask why not
replace the justice requirement related to location 2 by ‹atl2 . However, this is too
strong. If we replace D2 by an FDS that sets x to 0 and never resets it to 1, clearly,
we cannot expect a computation that fulÞls the justice requirement ‹atl2 .
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In order to solve this problem we replace the justice requirements relating to
location 2 by the following compassion.

C1 :


�atl2 � x = 1,‹atl2�

�
,

C2 :


�atm2 � x = 1,‹atm2�

�
.

Namely, if there are enough opportunities where D1 is at location 2 and x is free,
we expect D1 to get an option to move when x is free; and similarly for D2.

2.2.4 Algorithms

We now consider the algorithms that show whether a given FDS has some com-
putation. For inÞnite-state systems the question is in general undecidable, as an
inÞnite-state system can easily represent the halting problem or its dual. For var-
ious kinds of inÞnite-state systems this question is discussed in later chapters of
this Handbook [25] (Jhala et al., Predicate Abstraction for Program VeriÞcation),
[8], and [14]. Here, we concentrate on the case of Þnite-state systems, where all
variables range over Þnite domains. For such systems, simple algorithms establish
whether an FDS is viable. We start with the simple case of a fairness-free FDS. We
then show how to solve the same problem for JDSs and for general FDSs. Here,
we concentrate on symbolic algorithms that handle sets of states. We assume that
we have some efÞcient way to represent, manipulate, and compare assertions. One
such system is discussed elsewhere in this Handbook [9] (Bryant, Binary Decision
Diagrams). Enumerative algorithms, which consider individual states, are discussed
in this Handbook in [24] (Holzmann, Explicit-State Model Checking).

We Þx an FDS D = �V , 	, 
,J ,C �. In the algorithm we use the operators
post() and pre(). The operator post(S,
) returns the set {t | �s 	 S . (s, t �) |= 
} of
successors of the states in S according to 
. Similarly, the operator pre(S,
) returns
the set {s | �t 	 S . (s, t �) |= 
} of predecessors of the states in S. For an assertion �
characterizing the set of states S, we use the following operators.

prime(� )=�V . (� � (
�
v	V v = v

�)) unprime(� )=�V � . (� � (
�
v	V v = v

�))
post(�, 
)=unprime(�V . (� � 
)) pre(�, 
)=�V � . (prime(� )� 
)

For example, given an assertion � , the operator post(�, 
) produces an assertion
describing the successors of the states satisfying � . Indeed, the assertion � � 
 de-
scribes the pairs of states satisfying the transition relation 
 such that the Þrst (un-
primed) satisÞes � . Then, �V . (� �
) quantiÞes out the Þrst state leaving us with a
description over the set of variables V � of the set of successors of states in � . Finally,
unprime(�V . (� �
)) converts it to an assertion over the variables in V . The opera-
tor pre(�, 
) Þrst converts the assertion � to an assertion over V � using the operator
prime(� ), then the conjunction with 
 creates a description of pairs that satisfy the
transition such that the second state (primed) satisÞes � . Finally, quantifying the
primed variables creates an assertion describing the predecessors of � .
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Algorithm 1 Reachable states
1: new := 	 ;
2: old := ‹new;
3: while (new �= old)
4: old := new;
5: new := new� post(new, 
)
6: end while

We are now ready to present the Þrst algorithm. Algorithm 1 computes an asser-
tion characterizing the reachable states. All variables range over assertions.

As the system has a Þnite number of states, it is clear that this algorithm termi-
nates. Indeed, each time the loop body is run the assertion new characterizes more
and more states. As the number of states is Þnite, at some point, old is equivalent
to new. It is also simple to see that when the loop terminates, the assertion new
characterizes the set of reachable states. Indeed, the algorithm starts with all ini-
tial states and gradually adds states that are reachable with an increasing number of
steps. We do not prove this formally. To simplify future algorithms, we introduce the
operators reach(�, 
) and backreach(�, 
) that compute the set of states reachable
from � using the transition relation 
 and the set of states that can reach � using the
transition relation 
, respectively. The operator reach(�, 
) is the result of running
the algorithm for reachability initializing new to � . The operator backreach(�, 
) is
the result of running the algorithm obtained from the algorithm for reachability by
replacing the usage of post() by pre() and initializing new to � .

Algorithm 1 computes the Þxpoint of the operator new := new � post(new, 
)
in the loop body. We introduce a shorthand for this type of while loop. The loop
header fix(new:= � ), initializes the variable new to � , initializes the variable old to
‹� , terminates when old and new represent the same assertion, and updates old to
new whenever it starts the loop body. We denote by new0 the initial value of the
loop variable and by newi the value at the end of the ith iteration. Generally, as for
some j 
 0 we have newj+1 = newj , we consider the value of newi for i 
 j to be
newj . Let newÞx denote the value of the variable new when exiting the loop.

We now turn our attention to the question of viability, starting in the case of
fairness-free FDSs.

For Þnite-state FDS, viability is essentially reduced to Þnding the set of reachable
states from which inÞnite paths can start.

Again, like the reachability algorithm, it is clear that this algorithm terminates.
The set of states represented by new is non-increasing when recomputed by the loop
body. As the system is Þnite-state, at some point, this set either becomes empty or
does not change, leading to termination.

Lemma 3 For a fairness free FDS D Algorithm 2 computes the set of viable states.

Proof We show that for every i and for every s such that s |= newi there is a path
of length at least i + 1 starting from s. For i = 0 this clearly holds as from every
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Algorithm 2 Viability (no fairness)
1: reach := reach(	, 
);
2: fix (new := reach)
3: 
f := 
 � new� prime(new);
4: new := new� pre(new, 
f);

13: end fix

state there is a path of length 1. Suppose that for s |= newi there is a path of length
at least i + 1 starting at s. Then clearly, newi+1 = newi � pre(newi , 
) includes the
set of states from which there is a path of length at least i + 2. It follows that for
every s |= newÞx for every i 
 0 there is a path of length i + 1 starting at s. Arrange
all the paths starting in s in the form of a tree such that a path of length i + 1 is a
descendant of a path of length i. The tree has Þnite branching degree and an inÞnite
number of nodes. It follows from K�nigÕs lemma that the tree contains an inÞnite
path. Hence, from s there is an inÞnite path.

Let inf denote the set of reachable states s that have an inÞnite path starting from
them. Then, inf � newÞx. Indeed, for every i 
 0 we have inf � newi . Clearly,
inf� new0. Suppose that inf� newi . But for every state s such that s |= inf there
is a successor t such that t |= inf. Indeed, this state t is the Þrst state after s in the
inÞnite path starting from s. Then, for every s |= inf we have s |= newi+1.

Finally, as new starts from the set of reachable states, if new is not empty the
FDS has some inÞnite run. �

If a system contains the stuttering clause, i.e., every state is allowed to stutter, Al-
gorithm 2 returns all reachable states. Indeed, for every state s we have (s, s) |= 
.
We start with new including all reachable states. Then, pre(new, 
f) is new again. So
the Þxpoint terminates immediately with all states. This is because in such system
every state has a computation that remains forever in that state. In order to restrict
attention to ÒinterestingÓ inÞnite computations, we could replace the transition re-
lation 
 in Algorithm 2 by 
 �



v	V v �= v

� that removes stuttering steps from

.

We now turn to consider JDSs. For such systems, it is not enough to just Þnd
inÞnite paths in the system. We have to ensure in addition that we can Þnd an inÞnite
path that visits each J 	J inÞnitely often. For that, we extend Algorithm 2 by
adding the lines 5—8.

Lemma 4 For a JDS D Algorithm 3 computes the set of viable states.

Proof Every state s such that s |= newÞx is reachable. Furthermore, for every s such
that s |= newÞx and for every J 	J we have that there is some state t reachable
from s such that t |= newÞx, t |= J and t has a successor in newÞx. It is possible now
to construct paths of increasing length that visit all J 	J . Let J = {J1, . . . , Jm}.
Start from some state s0 in newÞx. Then, there is a state t1 in newÞx reachable from s
that satisÞes J1 with a successor s1 in newÞx. Similarly, extend this path from s0 to
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Algorithm 3 Viability (justice)
1: reach := reach(	, 
);
2: fix (new := reach)
3: 
f := 
 � new� prime(new);
4: new := new� pre(new, 
f);
5: for all (J 	J )
6: reachJ := backreach(new� J,
f);
7: new := new� reachJ ;
8: end for {all (J 	J )}

13: end fix

Algorithm 4 Viability (compassion)
1: reach := reach(	, 
);
2: fix (new := reach)
3: 
f := 
 � new� prime(new);
4: new := new� pre(new, 
f);
5: for all (J 	J )
6: reachJ := backreach(new� J,
f);
7: new := new� reachJ ;
8: end for {all (J 	J )}
9: for all ((P,Q) 	 C )

10: reachQ := backreach(new�Q,
f);
11: new := new� (‹P � reachQ);
12: end for {all ((P,Q) 	 C )}
13: end fix {(new)}

s1 to a path that visits also J2 and ends in s2 and so on. As before, we organize these
paths in the form of a tree. An inÞnite path in this tree visits all J 	J inÞnitely
often. Indeed, such an inÞnite path is the limit of paths that visit all J 	J an
increasing number of times.

In the other direction we show that every viable state appears in newÞx. Similarly
to the previous proof, a computation that starts from state s is used to show that s
can reach all J 	J . The sufÞx of this path is used to show that it is possible to
continue from s to some successor in the Þxpoint. �

Finally, we consider a general FDS. We extend Algorithm 3 by adding the lines
9—12. These lines ensure, in addition, that every compassion requirement is satisÞed.
This algorithm is due to [27].

Lemma 5 For an FDS D Algorithm 4 computes the set of viable states.

The proof is similar to that of Lemma 4.
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Theorem 1 Viability of a finite-state FDS can be checked in time polynomial in the
number of states of the FDS and space logarithmic in the number of states.

The polynomial upper bound follows from the analysis of termination of the
algorithm. The space complexity follows from the algorithms in [54].

We note that the number of states of the system may be exponential in the size of
its description. Indeed, a system with n Boolean variables potentially has 2n states.
Thus, if we consider the size of the description of the FDS, these algorithms can be
considered to run in exponential time and polynomial space, respectively.

The reliance of these algorithms on computing the set of reachable states makes
it problematic to apply them to inÞnite-state systems. Indeed, for such systems the
iterative search for new states may never terminate. For some inÞnite-state systems,
other techniques for the computation of the reachable and back-reachable states are
available. In such cases, viability algorithms may be available. See elsewhere in this
Handbook [8], [14], and [2] (Alur et al., Model Checking Procedural Programs) for
treatment of inÞnite-state systems.

In what follows we use FDSs as a formal model of systems. We now turn our
attention to a way to describe properties of such systems. We start with a description
of linear temporal logic.

2.3 Linear Temporal Logic

We use logic to specify computations of FDS. SpeciÞcations that tell us what com-
putations should and should not do are written formally as logic formulas. The tem-
poral operators of the logic connect different stages of the computation and talk
about dependencies and relations between them. Then, correctness of computations
can be checked by checking whether they satisfy logical speciÞcations. Here, we
present linear temporal logic (abbreviated LTL). As its name suggests, it takes the
linear-time view. That is, every point in time has a unique successor and models are
inÞnite sequences of ÒworldsÓ. Systems, as deÞned in Sect. 2.2, may have multiple
successors for a given state. From LTLÕs point of view, a branching from some state
would result in two different computations that are considered separately (though
they share a preÞx). We start with a deÞnition of LTL, viewing inÞnite sequences
as models of the logic and a logical formula as deÞning a set of models. We then
discuss several extensions of LTL and what properties it can (and cannot) express.
Finally, we connect the discussion to the FDSs deÞned in Sect. 2.2, deÞne model
checking, and show how to perform it.

We note that the discussion of LTL is restricted to inÞnite models. When consid-
ering FDS D , we assume that Runs(D) contains only inÞnite paths. If this is not
the case, some modiÞcations need to be made either to the deÞnition of LTL or the
FDS itself in order to handle Þnite paths, see later in this Handbook [15] (Eisner and
Fisman, Functional SpeciÞcation of Hardware via Temporal Logic).
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2.3.1 Definition of Linear Temporal Logic

We assume a countable set of Boolean propositions P . A model � for a formula �
is an inÞnite sequence of truth assignments to propositions. Namely, if �P is the set
of propositions appearing in �, then for every Þnite set P such that �P � P , a word
in (2P )� is a model. Given a model � = �0, �1, . . ., we denote by �i the set of
propositions at position i. We also refer to sets of models as languages.

LTL formulas are constructed using the normal Boolean connectives for disjunc-
tion and negation and introduce the temporal operators next, previous, until, and
since.

� ::= p | ‹� | �1 � �2 | X � | Y � | �1 U �2 | �1 S �2. (1)

As mentioned, a model for an LTL formula is an inÞnite sequence. While Boolean
connectives have their Ônormal rolesÕ, the temporal connectives go between the dif-
ferent locations in the model. Intuitively, the unary next operator X indicates that
the rest of the formula is true in the next location in the sequence; the unary previ-
ous operator Y indicates that the rest of the formula is true in the previous location;
the binary until operator U indicates that its Þrst operand holds at all points in the
future until some future point where its second operand holds; and dually (with re-
spect to time) the binary since operator S indicates that its Þrst operand holds at
all points in the past until some past point where its second operand holds. Formu-
las that do not use Y or S are pure future formulas. Formulas that do not use X
or U are pure past formulas. In many cases (in practice and in this Handbook),
attention is restricted to pure future LTL and the past is omitted.

In general, as we will see below the satisfaction of a formula is considered at a
certain position of a model. If we are interested in satisfaction of a formula in the Þrst
position of a model, then, as there is no past from the Þrst position, a formula with
past can be converted to a pure future formula [22, 26]. The conversion, however,
can be exponential [34].

Formally, for a formula � and a position i 
 0, we say that � holds at position i
of � , written �, i |= �, and deÞne it inductively as follows:

� For p 	 P we have �, i |= p iff p 	 �i .
� �, i |= ‹� iff �, i �|= �.
� �, i |= � �� iff �, i |= � or �, i |=� .
� �, i |= X � iff �, i + 1 |= �.
� �, i |= �U � iff there exists k 
 i such that �, k |= � and �, j |= � for all j ,
i 
 j < k.

� �, i |= Y � iff i > 0 and �, i � 1 |= �.
� �, i |= �S � iff there exists k,0
 k 
 i such that �, k |= � and �, j |= � for all
j , k < j 
 i.

We note that the interpretation of future and past is non-strict. The until operator
interpreted in location i characterizes the locations greater than i as well as i itself;
and similarly for the past. If �,0 |= �, then we say that � holds on � and denote



2 Temporal Logic and Fair Discrete Systems 43

it by � |= �. A set of models M satisÞes �, denoted M |= �, if every model in M
satisÞes �.

We use the usual abbreviations of the Boolean connectives �,� and� and the
usual deÞnitions for true and false. We introduce the following temporal abbrevia-
tions F (eventually), G (globally), W (weak-until), and for the past fragment H
(historically), P (once), and B (back-to) which are deÞned as follows.

� F 
 � true U 
,
� G � �‹F ‹� ,
� �W � � (�U �)�G �,
� P 
 � true S 
,
� H � �‹P ‹�, and
� �B� � (�S �)�H �.

For example, the formula �1 � G (p� F q) holds in models in which every
location where p is true is followed later (or concurrently) by a location where q
holds. A location where p happened in the past but no q happened since satisÞes
‹qS (‹q � p). Thus, �2 �GF (‹(‹qS (‹q � p))) means that there is no lo-
cation where p holds and no q occurs after it, i.e., when checked in the beginning
of a model it is the same as G (p� F q).

Another common notation for the temporal operators is X for next, Y for previ-
ous, F for eventually (or future), G for globally, H for historically, and P for once
(past). Using this notation G (p� F q) becomes G(p� Fq) and G (p� X q)
becomes G(p�Xq).

For an LTL formula �, we denote by L (�) the set of models that satisÞes �.
That is,

L (�)= {� | � |= �}.

We are mostly interested in when an LTL formula is satisÞed in the Þrst location in
a sequence. However, generally, the satisfaction is related to a location. This duality
gives rise to two notions of equivalence for LTL formulas. We say that two LTL
formulas � and � are equivalent if L (�)=L (�). We say that two LTL formulas
� and � are globally equivalent if for every model � and every location i 
 0
we have �, i |= � iff �, i |= � . For example, the two formulas mentioned above,
�1 and �2, are equivalent but not globally equivalent. Indeed, consider a model
where p holds in the Þrst location and both p and q are false forever after that. In
the second location in this sequence the formula �1 holds. However, the formula �2
does not hold in the second location as it notices the p in the Þrst location is never
followed by a q .

2.3.2 Safety Versus Liveness and the Temporal Hierarchy

A very important distinction in LTL formulas is between safety and liveness. Intu-
itively, a safety property says that bad things will never happen. A liveness property
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says that the system will also do good things. Algorithmically, safety is much easier
to check than liveness and this is the most prevalent form of speciÞcation that is
encountered in practice. Nevertheless, we further reÞne the properties expressible
in LTL to a temporal hierarchy that relates to expressiveness, the topology of sets
of models characterized by them, and the types of deterministic FDSs (or automata)
that accept them. Formally, we have the following.

A property � is a safety property for a set of models if for every model � that
violates �, i.e., � �|= �, there exists an i such that for every � � that agrees with �
up to position i, i.e., �0 
 j 
 i, � �i = �i , �

� also violates �. As mentioned, safety
properties specify bad things that should never happen. Thus, once an error has
occurred (in location i), it is impossible to undo it. Every possible extension also
includes the same error and is unsafe.

A property � is a liveness property for a set of models if for every preÞx of a
model w0, . . . ,wi there exists an inÞnite model � that starts with w0, . . . ,wi and
� |= �. As mentioned liveness properties specify good things that should occur.
Thus, regardless of the history of the computation, it is still possible to Þnd an
extension that will fulÞll the speciÞcation.

One prevalent form of safety is the invariant, a formula of the form G p where
p is propositional. In general, safety properties are easier to check than liveness
properties. As we are interested in violations of safety, we may restrict attention to
Þnite paths and hence to reachability of violations. In particular, for every safety
property � and an FDS D , it is possible to construct an FDS D1 and an invariant
G p such that there is no initial path in D that violates � iff all reachable states
of D1 satisfy p. Checking p over D1 is much easier to do and this is indeed the
way safety properties are checked in practice. Compare this with the more complex
algorithm for viability in the presence of justice in Sect. 2.2 (in the next subsection
we see that this is required for LTL model checking even if the model is fairness
free).

More theoretically, Alpern and Schneider [1] show that every language can be
described as the intersection of a liveness and a safety property (not restricted to
properties expressed in LTL).

Theorem 2 Every language L� (2P )� is expressible as the intersection Ls �Ll ,
where Ls is a safety property and Ll is a liveness property.

Proof Consider a language L� (2P )� . We have the following deÞnitions.

pref (L) = {w0, . . . ,wn | w0, . . . ,wn is a preÞx of some w 	 L},
Ls =



w0,w1, . . .

�� for every i, w0, . . . ,wi 	 pref (L)
�
,

Ll = L�


w0,w1, . . .

�� there exists i such that w0, . . . ,wi /	 pref (L)
�
.

It is simple to see that Ls is a safety property. In order to see that Ll is a liveness
property consider some preÞx w0, . . . ,wi . If w0, . . . ,wi 	 pref (L), then clearly
there is some extension � of w0, . . . ,wi such that � 	 L � Ll . Otherwise, if
w0, . . . ,wi /	 pref (L) then all extensions � of w0, . . . ,wi are in Ll .
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Fig. 4 The temporal hierarchy, where � , � , �i , and �i are pure past temporal properties

Finally, it is simple to see that L � Ls and L � Ll hence L � Ls � Ll . In the
other direction, consider a word � 	 Ls � Ll . It follows that either � 	 Ls � L or
� 	 Ls � {w0,w1, . . . | there is i such that w0, . . . ,wi /	 pref (L)}. In the Þrst case,
clearly � 	 L. The second intersection must be empty as � cannot at the same time
have all its preÞxes in pref (L) and some preÞx not in pref (L). �

We now discuss a more reÞned classiÞcation of temporal properties. Although
Safety, as appearing in this classiÞcation, seems different from the description of
safety above, Theorem 3 shows that they are actually the same. This classiÞcation
is important, for example and as described later in this Handbook, in synthesis ([6]
(Bloem et al., Graph Games and Reactive Synthesis)) and deductive veriÞcation
([48] (Shankar, Combining Model Checking and Deduction)). In Fig. 4 we deÞne six
different classes of properties. In both synthesis and deductive veriÞcation, formulas
in one of these classes have a better (i.e., more efÞcient or simpler) treatment than
formulas in higher classes. Furthermore, this classiÞcation is related to the ability
to convert such properties to deterministic �-automata, see later in this Handbook
[30] (Kupferman, Automata Theory and Model Checking), and to the topological
complexity of properties.

We do not state formally most properties of this hierarchy. As shown in Fig. 4, all
containments are strict. Furthermore, there are Safety properties that are not Guar-
antee properties and vice versa. Similarly, there are Recurrence properties that are
not Persistence properties and vice versa. Each of Obligation and Reactivity form a
strict hierarchy according to the number of conjuncts. The lowest in the Obligation
and Reactivity hierarchies (i.e., one conjunct) contain all the classes below them.
Then, all classes are closed under disjunction and conjunction and Obligation and
Reactivity are also closed under negation. The complement of every Safety property
is a Guarantee property and vice versa. Similarly, the complement of every Recur-
rence property is a Persistence property and vice versa.

We state formally that the classiÞcation is exhaustive.

Theorem 3 Every Safety property expressible in LTL can be expressed as a for-
mula of the form G � , where � is a pure past formula. Every LTL formula can be
expressed as a Reactivity formula.

We note that the translation to this normal form causes an explosion in the size
of the formula. The translation uses as subroutines translations between LTL, au-
tomata, and regular expressions [22]. A characterization of safety and liveness in
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terms of pure-future LTL and decision procedures for whether a formula is a safety
or liveness property are given in [49].

Further details about these classes, formal statement of the claims above, their
proofs, and the relation of these classes to topology and to automata on inÞnite
words are available in [39]. The intersection of Safety and Guarantee is studied in
[32]. Exhaustiveness of the hierarchy is covered in [37].

2.3.3 Extensions of LTL

For many years logicians have been studying the Þrst-order logic and second-order
logic of inÞnite sequences, denoted FOL1 and S1S, respectively. In our context,
these logics are restricted to use the relations < and =, and the function +1. Nat-
urally, LTL was compared with these logics. It was shown that LTL and FOL1 are
equally expressive [26]. That is, for every FOL1 formula there is an LTL formula
that characterizes the same models. As the semantics of LTL is expressed in FOL1,
it is quite clear that it cannot be more expressive that FOL1. Showing that LTL is
as expressive as FOL1 is more complicated and is not covered here. This observa-
tion led to the declaration that ÒLTL is expressively completeÓ [22]. However, very
natural properties that are required for specifying programs cannot be expressed in
LTL [55]. Following this realization different studies of how to extend the expres-
sive power of LTL so that it becomes equivalent to S1S followed, culminating in the
deÞnition of PSL (see [15] in this Handbook).

S1S formulas extend Boolean connectives by using location and predicate vari-
ables. We assume a countable set of location variables var = {x, y, . . .} and a count-
able set of predicate variables VAR = {X,Y, . . .}. We deÞne the set of terms (� ),
atomic formulas (�), and formulas (�) of S1S.

� ::= x | � + 1,
� ::= X(�) | p(�) | �1 < �2 | �1 = �2,
� ::= � | ‹� | �1 � �2 | �x.� | �X.�.

(2)

FOL1 is obtained by allowing only the use of location variables.
We evaluate the truth of formulas over models (as before) augmented with valua-

tions v : var�N and V : VAR� 2N. Given a valuation v we denote by v[x �� i]
the valuation that assigns v(y) to every y �= x and assigns i to x. Similarly, we de-
note by V [X �� I ] the valuation that assigns V (Y ) for every Y �= X and assigns I
to X. For uniformity of notation, given a model � =w0,w1, . . . we treat a proposi-
tion p as a subset of N, where i 	 p iff p 	wi . Given a model � =w0,w1, . . . over
a set of propositions P , and valuations v and V the semantics of an S1S formula is
deÞned as follows (Boolean connectives omitted).

� For a term � , we deÞne v(�) as expected: for a variable x, v(x) is given by the
valuation v and v(� + 1)= v(�)+ 1.

� �, v,V |=X(�) iff v(�) 	 V (X).
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� �, v,V |= p(�) iff v(�) 	 p.
� �, v,V |= �1 < �2 iff v(�1) < v(�2).
� �, v,V |= �1 = �2 iff v(�1)= v(�2).
� �, v,V |= �x.� iff there is some i 	N such that �, v[x �� i],V |= �.
� �, v,V |= �X.� iff there is some I �N such that �, v,V [X �� I ] |= �.

If all variables in � are bound by quantiÞers, then the initial valuations v and V
are not important and we may write � |= �. We introduce the shorthands �x.� �
‹�x.‹�, �X.� � ‹�X.‹�, and the formula �1 
 �2 � �1 < �2 � �1 = �2. Finally,
using the formula �z.�y.z 
 y we can easily express the term 0. We can now show
that LTL is less expressive than S1S.

Lemma 6 The property “p holds only in even positions” is expressible in S1S but
not in LTL.

Proof The following S1S formula expresses this property.

�T .
�
T (0)�

�
�x.T (x)�‹T (x + 1)

�
�
�
�x.p(x)� T (x)

��
.

That is, T must be assigned the set of even numbers, indeed, T must include 0 and
exactly one of every two consecutive numbers. Then, whenever p is true, it must be
the case that T is true as well, implying that the location is even.

We show that this cannot be expressed in LTL. Here we consider LTL restricted
to future operators. We omit the longer proof (of a very similar ßavor).

Consider the family of models ri = wi0,w
i
1, . . . over the proposition p, where

wii = {p} and wij = � for j �= i. That is, in the i-th model, the proposition p is true
exactly at the i-th location and nowhere else. We show that for every future LTL
formula � there is some n large enough so that � cannot distinguish rn from rn+1.

For a future LTL formula �, let n(�) denote the number of next operators used
in �. We show by induction on the structure of the formula that for every i > n(�)
we have ri |= � iff ri+1 |= �. For propositions, Boolean operators, and formulas of
the form X � the proof is simple.

Consider the case that � = �1 U �2. By assumption, for �k , k = 1,2, and for
every i > n(�k) we have ri |=�k�ri+1 |= �k . Clearly, n(�)
max(n(�1), n(�2)).
Consider some i > n(�). Suppose that ri |= �, then there is some k 
 0 such that
ri , k |=�2 and for every 0
 j < k we have ri , j |=�1. If k = 0, then by assumption
ri |= �2 iff ri+1 |= �2 and we are done. Otherwise, the Þrst sufÞx of ri+1 is ri and
hence ri+1,1 |= �. However, ri and ri+1 agree on the satisfaction of �1 implying
that ri+1,0 |= �1. Thus, ri+1 |= �. As ‹� is (‹�2)W (‹�1 � ‹�2) the proof in
the case that � does not hold is similar. �

Corollary 1 LTL is less expressive than S1S.

The question now arises, what needs to be added to LTL in order to increase
its expressive power. The original solution suggested in [55] was to add left-linear
grammars, i.e., regular languages. This was later revised and extended by using
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Þnite automata connectives [54]. An alternative solution was to add to LTL quan-
tiÞcation over predicates [51]. The resulting logic, QPTL, has a similar ßavor to
S1S.

Here, in order to increase the expressive power of LTL we are going to add au-
tomata connectives to it. The resulting logic, called ETL, is deÞned as follows. As
before, we consider a countable set of propositions.

� ::= p | ‹� | �1 � �2 | A(�1, . . . , �n). (3)

That is, an automaton A over alphabet {a1, . . . , an} can be used as an n-ary operator
A(�a1 , . . . ,�an).

For an automaton operator � = A(�a1 , . . . ,�an) we deÞne the satisfaction rela-
tion �, i |= � as follows.

� �, i |= A(�a1 , . . . ,�an) iff there is a word b0b1 • • •bm�1 accepted by A and for
every 0
 j < m we have �, i + j |=�bj .

It is simple enough to see that future LTL can be easily expressed in ETL. Indeed,
X � is A(true,�), where A is an automaton with alphabet {a1, a2} accepting ex-
actly the word a1a2. Similarly, �1 U �2 is A(�1,�2), where A is an automaton
with alphabet {a1, a2} accepting the regular expression a�1a2. Also, the problematic
property Òp holds only in even positionsÓ can be expressed by ‹A(true,p), where
A is the automaton accepting a1(a1a1)�a2. That is, it cannot be the case that the
distance to a location where p holds is an odd number. The proof that ETL is as ex-
pressive as S1S is quite complex. It uses the proof that S1S is equally expressive as
nondeterministic B�chi automata (see elsewhere in this Handbook in [30] (Kupfer-
man, Automata Theory and Model Checking)) and a proof that the language of a
nondeterministic B�chi automaton can be expressed in ETL. The interested reader
is referred to [54].

Theorem 4 ETL and S1S are equally expressive.

We now turn our attention to a different extension of LTL. So far, we have re-
stricted our attention to atomic formulas that are propositions, i.e., Boolean vari-
ables. However, the FDSs deÞned in Sect. 2.2 were more general; we allowed vari-
ables ranging over other discrete domains. In order to reason about such FDSs, we
introduce Þrst-order elements into LTL. In general, incorporating a Þrst-order part
into LTL results in a very expressive language. Here, we concentrate on a fragment
that is expressive enough to reason about FDS. This will be particularly useful later
in this Handbook in [25] and [3] (Barrett, SatisÞability Modulo Theories). Even
more general deÞnitions of FOLTL are described, e.g., in [16, 29].

In order to reason about general FDS we consider models with more general
letters. Namely, instead of letters that are truth assignments to propositions we con-
sider letters that are Þrst-order models. We generalize the set of propositions to a set
of n-ary predicates for n 
 0, where propositions are 0-ary predicates. We denote
by R the set of predicates and use r, s, . . . to range over individual predicates. We
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use the symbols f,g, . . . to denote n-ary functions for n
 1 and c, d, . . . to denote
constants (or 0-ary functions). For example, � and + are now two binary functions
with the expected meanings. Let var = {x, y, . . .} be a countable set of variables.
We deÞne the set of terms (� ), atomic formulas (�), and formulas (�) of FOLTL.

� ::= c | x | X x | f (�, . . . , � ),
� ::= r(�1, . . . , �n) | ‹� | �1 � �2 | �x.�,
� ::= � | �1 � �2 | ‹� | X � | Y � | �1 U �2 | �1 S �2.

(4)

A model for FOLTL is � :w0,w1, . . ., where wi gives an interpretation for the pred-
icate, function, constant, and variable symbols used in the formula. Given a model
� =w0,w1, . . . over propositions P , variables var , functions F , and predicates R,
the semantics of an FOLTL formula is deÞned as follows (for cases that were not
previously deÞned).

� For a term � and a letter wi we deÞne wi(�) as expected; for a variable x, wi(x)
is the interpretation of x in wi , wi(X x) is wi+1(x), wi(c) is the interpretation of
c in wi , and wi(f (�1, . . . , �n)) is wi(f )(wi(�1), . . . ,wi(�n)).

� For an atomic formula � and a model � , we deÞne when � satisÞes � in location i,
denoted �, i |= �, as follows.

— �, i |= r(�1, . . . , �n) iff wi(r)(wi(�1), . . . ,wi(�n))= true.
— �, i |= ‹� iff �, i �|= �.
— �, i |= �1 � �2 iff �, i |= �1 or �, i |= �2.
— �, i |= �x.� iff there is a model �� such that �� agrees with � on all locations

different from i and �wi agrees with wi on the interpretation of all functions,
predicates, constants, and variables different from x such that �� , i |= �.

Notice that the relations < or = can now be deÞned as binary predicates. This
deÞnition is quite general. In particular, it allows every letter in the model to interpret
a predicate in a different way. For the purpose of this book it is mostly enough to
assume that predicates will be interpreted in the natural way and will not change
their meaning between different states. Notice that quantiÞcation is local to one
location, this can be made more general.

Given this deÞnition of FOLTL, for every FDS D , there exists an FOLTL for-
mula �D , called the temporal semantics of D , which characterizes the computations
of D . It is given by:

�D : 	 �G (
(V ,X V ))�
�

J	J

G F J �
�

(P,Q)	C

(G F P �GF Q),

where 
(V ,X V ) is the formula obtained from 
 by replacing each instance of
the primed variable v� by the LTL formula X v. Note that we assume some Þxed
deÞnition of relations (such as < and =) and functions (such as +, +1, or �) that
may be used in the deÞnition of D .



50 N. Piterman and A. Pnueli

2.3.4 Temporal Testers, Satisfiability, and Model Checking

Given an LTL formula we convert it to an FDS that recognizes its truth or falsity. We
start with construction of a temporal tester, an FDS that merely monitors the truth
value of the formula in a computation. That is, the temporal tester has a computation
for every possible sequence of truth assignments to propositions. It then annotates
this sequence of truth assignments with the value of the formula in every location.
A temporal tester can be thought of as adding a new proposition that marks the truth
value of the formula. We then use these FDSs to check the satisÞability of a formula
or for model checking.

Definition 5 (Temporal tester) A temporal tester for a formula � is a JDS T� that
has a distinguished Boolean variable x� such that the following hold. Let P be the
set of propositions appearing in �.

For every computation � : s0, s1, . . . of T� we have si[x�] = 1 iff (�, i) |= �.
For every sequence of states � : t0, t1, . . . in (�P )� there is a computation � :

s0, s1, . . . of T� such that for every i we have si �P= ti .

We show how to construct testers by induction on the structure of the formula.
Thus, we construct a small FDS for each formula � using Boolean variables that
signal the truth values of the subformulas of � . We then take the synchronous par-
allel composition of these FDS for all the subformulas of �.

� For a proposition p, we have Tp = �{p}, true, true�.
� For a formula � =‹�1, we have T� = �{x�, x�1}, true, x� =‹x�1�.
� For a formula � = �1 � �2, we have T� = �{x�, x�1 , x�2}, true, (x� = (x�1 �
x�2))�.

� For a formula � = X �1, we have T� = �{x�, x�1}, true, (x� = x��1
)�.

� For a formula � =�1 U �2, we have

T� =
�
{x�, x�1 , x�2}, true, x� =

�
x�2 �

�
x�1 � x

�
�
��
, {‹x� � x�2}

�
.

� For a formula � = Y �1, we have T� = �{x�, x�1},‹x�, x
�
� = x�1�.

� For a formula � =�1 S �2, we have

T� =
�
{x�, x�1, x�2}, x� = x�2 , x

�
� =

�
x��2

�
�
x��1

� x�
���
.

Notice that the only case that the temporal tester requires fairness (justice) is the
case of until. Also the temporal testers for past operators are set to a deÞnite value.
This is due to the knowledge of the (nonexistent) past. For an LTL formula � let
sub(�) denote the set of subformulas of �, according to the grammar in Eq. (1).
Consider an LTL formula �, let sub(�) = {�1, . . . ,�n}. Then, the temporal tester
for � is T� = T�1 ||| • • • |||T�n .

Theorem 5 The JDS T� is a temporal tester for �.
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While a tester signals the truth value of every subformula in every location in
a computation, we are sometimes interested in an FDS all of whose computations
satisfy the formula. For that, we specialize the tester into an acceptor.

Definition 6 (Acceptor) An acceptor for a formula � is a JDS A� such that the
following hold. Let P be the set of propositions appearing in �.

For every computation � : s0, s1, . . . of A� we have � |= �.
For every model � : t0, t1, . . . in (�P )� such that � |= � there is a computation

� : s0, s1, . . . of A� such that for every i we have si �P= ti .

An acceptor is a mild variant of a temporal tester. Indeed, all we have to do is
to add an initial condition demanding that the variable x� is true in the initial state.
Formally, for a formula � let A� = �{x�}, x�, true�. Then, A� =A� |||T� .

Theorem 6 The JDS A� is an acceptor for �.

For further details on temporal testers and proofs of Theorems 5 and 6 we refer
the reader to [43].

We are Þnally ready to deÞne the notion of linear-time model checking. While
satisÞability calls for Þnding a model that satisÞes a logical formula, model check-
ing in fact seeks the validity of a formula over the set of models produced by an
FDS. Algorithmically, as we show below, we check validity by reducing it to non-
satisÞability of the complement. So both validity and model checking are reduced to
satisÞability, the Þrst by considering the satisÞability of the complement, the second
by considering the satisÞability of the complement over the FDS representing the
system.

Definition 7 (SatisÞability) An LTL formula � is satisÞable if its set of models is
non-empty. That is, � is satisÞable if L (�) �= �.

Theorem 7 LTL satisfiability is decidable in polynomial space.

Proof Consider an acceptor A� for �. Clearly, if Comp(A�) �= � we can conclude
that � has some model. As A� is a JDS, Algorithm 3 can check whether A� has
some computation. The number of Boolean variables used in the acceptor A� is
proportional to the size of the formula �. Thus, in the worst case, the number of
states of A� is exponential in the size of � and the polynomial space upper bound
follows from the logarithmic space algorithm for checking viability. �

Definition 8 (Validity) An LTL formula � is valid if every sequence in (�P �)� is
a model of �, where P� � P � is the set of propositions appearing in �.

Theorem 8 LTL validity is decidable in polynomial space.

Theorem 8 follows from the fact that an LTL formula � is valid iff ‹� is not
satisÞable.
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Definition 9 (Implementation) We say that an FDS D implements speciÞcation �,
denoted D |= �, if every computation of D satisÞes �.

Definition 10 (Model checking) Given an FDS D and an LTL formula �, the
model-checking problem for D and � is to decide whether D implements �.

Theorem 9 LTL model checking is decidable in polynomial space.

In the proof below, the model-checking problem for an FDS D and an LTL for-
mula � is solved by trying to Þnd a single computation of D that does not satisfy �.
For that, we use the acceptor for ‹�.

Proof Consider the acceptor A‹� and the synchronous composition K =A‹� |||D .
Suppose that K is viable. That is, there is some computation � of K . By Lemma 2
the projection of � on the variables of D is a computation of D and the projection of
� on the variables of A‹� is a computation of A‹� . By Theorem 6, a computation
of A‹� is a model of ‹�. It follows that � is a computation of D that does not
satisfy �.

In the other direction, suppose that � is a computation of D that does not sat-
isfy �. Then, by Theorem 6, there is a computation � � of A‹� that agrees with �
on all the propositions. It follows that � |||� �, where in every position � |||� � agrees
with � on the variables of D and with � � on the variables of A‹� , is a computation
of D |||A‹� . �

We note that the complexity results for satisÞability and model checking were
obtained initially with different techniques from those described here [50].

We now turn our attention to a different approach to specifying properties of
programs.

2.4 Computation Tree Logic

In this section we present branching-time logic and computation tree logic (abbre-
viated CTL). In the branching-time view there may be multiple possible futures in
a given state, corresponding to its different successors. A computation, then, is a
single structure that captures the branching of the entire program. Originally, CTL
would view a program as a generator of a computation treeÑa tree structure in
which every node is labeled by states of the program and the same state may la-
bel different nodes on the same branch of the tree (corresponding to a loop in the
program). Here, we choose to deÞne CTL satisfaction directly over FDSs and not
over their computation trees. Thus, a CTL formula characterizes a set of possible
systems. We deÞne CTL and study some extensions of it. We then connect this back
to model checking and show how to solve the model checking problem for CTL.
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2.4.1 Definition of Computation Tree Logic

We assume a countable set of Boolean propositions P . Here, we choose to deÞne
fairness-free FDSs as the models of CTL formulas. We view an FDS as giving truth
assignments to propositions by demanding that the propositions are Boolean vari-
ables of the FDS. Namely, if �P is the set of propositions appearing in �, then every
FDS D such that �P � V is a model for �.

CTL formulas use the Boolean connectives and augment the temporal connec-
tives from LTL with path quantiÞcation. Each temporal connective is combined with
either Òfor allÓ or Òfor someÓ paths, giving rise to interpretation over the states of
the FDS.

� ::= p | ‹� | �1 � �2 | A X (�) | A(�1 U �2) | A(�1 W �2). (5)

The intuitive meaning of A is that the temporal formula nested within should hold
for all paths that start in a state.

Formally, for a formula � and an FDS D = �V , 	, 
�, we say that � holds in
state s of D , written D, s |= �, and deÞne it inductively as follows:

� For p 	 P we have D, s |= p iff s |= p.
� D, s |= ‹� iff D, s �|= �.
� D, s |= �1 � �2 iff D, s |= �1 or D, s |= �2.
� D, s |=A X (�) if for every t such that (s, t �) |= 
 we have D, t |= �.
� D, s |= A(�1 U �2) if for every path � = s0, s1, . . . starting in s there is some

0
 i < |� | such that D, si |= �2 and for every 0
 j < i we have D, sj |= �1.
� D, s |= A(�1 W �2) if for every path � = s0, s1, . . . starting in s and for every

0
 j < |� | either D, sj |= �1 or there is 0
 i 
 j such that D, si |= �2.

We use the usual abbreviations of the Boolean connectives and the temporal con-
nectives F and G as in LTL. We introduce the path quantiÞer E as an abbreviation,
as follows.

� E X (�)�‹A X (‹�),
� E(�1 U �2)�‹A(‹�2 W (‹�1 �‹�2)),
� E(�1 W �2)�‹A(‹�2 U (‹�1 �‹�2)).

For example, the formula E X (p) holds in a state that has some successor in
which proposition p holds. The formula E(pU q) holds in a state from which there
is a path over which pU q holds. We note that FDSs are assumed to be fairness-free
and, in general, CTL does not use the concept of runs and computations.

Also here, sometimes letters replace the symbols and A X becomes AX, A F
becomes AF, and A G becomes AG, and similarly for the existential path quantiÞ-
cation.

For a CTL formula � and an FDS D , we denote by [[D, �]] the set of states for
which D, s |= �. Formally, [[D, �]] = {s 	�V | D, s |= �}.

Definition 11 (Implementation) We say that an FDS D implements speciÞcation �,
denoted D |= �, if every initial state of D satisÞes the formula.
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2.4.2 Extensions

We consider extensions of CTL that are similar to those considered for LTL. Due to
the branching nature of CTL, the deÞnition of past is more involved and we treat it
here. We then proceed to consider FOCTL. These are presented more brießy than
the case for LTL as they are used less often in practical model checking.

When coming to extend CTL with past we have to make several decisions. Firstly,
we need to decide whether the past is branching or linear. In the Þrst interpretation,
every state has all its predecessors as possible pasts. In the second interpretation
we consider an unwinding of the system to a tree (from a certain state) and every
node in this tree has a unique past. Secondly, we need to decide whether the past
may be inÞnite. Here, we choose to deÞne a branching but Þnite past. This decision
somewhat simpliÞes the treatment of CTL with past. For an in-depth treatment of
all options we refer the reader to [31].

Past CTL formulas augment the deÞnition of CTL by including the following
clauses in the grammar in Eq. (5).

� ::=A Y (�) | A(�1 S �2) | A(�1 B�2). (6)

The deÞnition of D, s |= � is augmented as follows.

� D, s |=A Y (�) if for every t such that (t, s�) |= 
 we have D, t |=� .
� D, s |= A(�1 S �2) iff for every run s0, s1, . . . and for every i such that s = si

there exists some j 
 i such that D, sj |= �2 and for all j < k 
 i we have
D, sk |=�1.

� D, s |= A(�1 B�2) iff for every run s0, s1, . . . and for every i such that s = si
then for every j 
 i we have D, sj |= �1 or there is some j < k 
 i such that
D, sk |=�2.

As before, and similar to LTL, we introduce the following abbreviations.

� E Y (�)�‹A Y (‹�),
� E(�1 S �2)�‹A(‹�2 B(‹�1 �‹�2)),
� E(�1 B�2)�‹A(‹�2 S (‹�1 �‹�2)).

Notice, that unlike in LTL, where the formula ‹(Y true) identiÞes the initial loca-
tion, the formula E Y (true) holds in initial states that have predecessors in D . This
is different from the treatment in [31], where it is assumed that initial states have no
incoming transitions.

Our choice to have a branching past induces some strange consequences. For
example, the formula A G (grant� E P (request)) says that every reachable state
where grant is supplied is also reachable from a state where request is supplied and
not necessarily on its actual past. On the other hand, A G (grant�A P (request))
says that all ways to reach grant must have a request on them. We note that choos-
ing a linear past increases the complexity of CTL model checking to that of LTL.
Additional studies of CTL with past are available in [35, 36].



2 Temporal Logic and Fair Discrete Systems 55

We turn now to FOCTL, the extension of CTL to a logic that can reason about
FDS with discrete variables that are not necessarily Boolean. As before, we gener-
alize the set of propositions to a set of n-ary predicates for n 
 0, denoted R. We
use f,g, . . . to denote n-ary functions for n 
 0 and c, d, . . . to denote constants.
Let var = {x, y, . . .} be a countable set of variables. We deÞne the set of terms (� ),
atomic formulas (�), and formulas (�).

� ::= c | x | f (�, . . . , � )
� ::= r(�1, . . . , �n) | ‹� | �1 � �2 | �x.�
� ::= � | �1 � �2 | ‹� | A X (�) | A(�1 U �2) | A(�1 W �2).

(7)

Notice that the term X x that was included in the deÞnition of FOLTL is removed
here. As there may be multiple next states, it is not clear how to deÞne the value of
X x.

A model for such a formula is an FDS D = �V , 	, 
�, where every state s 	�V
has an interpretation for functions, constants, and variable symbols. Given such a
model the semantics is deÞned as follows.

� For a term � and a state s we deÞne s(� ) as expected; for a variable x, s(x) is
given by the valuation in state s, for a constant c, s(c) is given by the valuation in
state s, and s(f (�1, . . . , �n)) is s(f )(s(�1), . . . , s(�n)).

� For an atomic formula � and a state s, we deÞne when s satisÞes �, denoted
s |= �, as follows.

— s |= r(�1, . . . , �n) iff s(r)(s(�1), . . . , s(�n))= true.
— s |= ‹� iff s �|= �.
— s |= �1 � �2 iff s |= �1 or s |= �2.
— s |= �x.� iff there exists a model �s such that �s agrees with s on the interpreta-

tion of all functions, predicates, constants, and variables different from x such
that �s |= �.

As in LTL, the main intention is to include references to variables ranging over
discrete and inÞnite domains within a temporal context.

We mention informally CTL with past regular expressions. In this language, reg-
ular expressions are used to identify states that are reachable from an initial state
with a computation that satisÞes a given regular expression. This is the basis of the
industrial speciÞcation language SUGAR that was succeeded by PSL (see [15] in
this Handbook). We avoid deÞning this extension of CTL as it requires us to change
the treatment of satisfaction from FDS to their computation trees, which we have
not deÞned.

Finally, we discuss an extension of CTL that has to do with the ability to ex-
press fairness. The justice requirement can be stated in CTL as A G (A F (p)) (if
every state has some successor). However, compassion cannot be expressed in CTL
and CTL is not strong enough to demand that liveness properties hold only on fair
paths. In order to solve this deÞciency we add the path quantiÞers Af and Ef ,
which range over fair paths. Formally, we extend the grammar in Eq. (5) by includ-
ing Af (�1 U �2) and Af (�1 W �2) and consider FDS with fairness as models. The
satisfaction of these formulas is deÞned over fair paths only:
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� D, s |=Af (�1 U �2) iff for every fair path s0, s1, . . . starting in s there is some i
such that si |= �2 and for all 0
 j < i we have sj |= �1.

� D, s |= Af (�1 W �2) iff for every fair path s0, s1, . . . starting in s and for every
j 
 0 either D, sj |= �1 or there is i 
 j such that D, si |= �2.

As usual, we introduce the abbreviations Ef (�1 U �2) for ‹Af (‹�2 W (‹�1 �
‹�2)) and Ef (�1 W �2) for‹Af (‹�2 U (‹�1�‹�2)). We note that there are some
complications when the FDS has some runs that are not computations, i.e., if there
are reachable states that have no successors. Further details are available in [13, 20].
This issue is revisited in the next section, where we consider various examples of
the usage of LTL and CTL.

2.4.3 Model Checking and Satisfiability

When handling LTL, model checking and satisÞability are similar and indeed use
almost the same techniques. Here, handling CTL, satisÞability is more complex than
model checking and will use model checking as a subroutine. Thus, we start with
studying model checking and then turn to satisÞability. Here we consider fairness-
free FDSs as we do not discuss the extension to fair CTL.

Definition 12 (Model checking) Given an FDS D and a CTL formula �, the model-
checking problem for D and � is to decide whether D implements �.

Theorem 10 CTL model checking is decidable in polynomial time.

As before, the stated polynomial bound is in terms of the number of states of the
FDS, which could be exponential in its representation. In order to solve the model-
checking problem for a model D and a CTL formula � we recursively compute the
set of states that satisfy subformulas of �.

Proof Consider an FDS D = �V , 	, 
� and a CTL formula �. For every subformula
� of � we compute the set of states [[D,�]]. As before, we assume an efÞcient way
to represent, manipulate, and compare assertions.

For a proposition p we have [[D,p]] = p.
For � =�1 ��2 we have [[D,�]] = [[D,�1]] � [[D,�2]].
For � =‹�1 we have [[D,�]] = ‹[[D,�1]].
For � =A X (�1) we have [[D,�]] = ‹pre(‹[[D,�1]], 
). That is, it is not the

case that there is some successor that is not in [[D,�1]].
For � = A(�1 U �2) Algorithm 5 computes [[D,�]] (using Þxpoints). When

the Þxpoint terminates, its value characterizes [[D,�]]. Intuitively, a state that is in
[[D,�2]] deÞnitely satisÞes A(�1 U �2). Otherwise, we gradually add states all of
whose successors we know already satisfy A(�1 U �2) and are also in [[D,�1]].
We are careful not to include states in [[D,�1]] that have no successors.
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Algorithm 5 Model check A(�1 U �2)
fix (new := [[D,�2]])

new := new� ([[D,�1]] � ‹pre(‹new, 
)� pre(true, 
));
end fix

Algorithm 6 Model check A(�1 W �2)
fix (new := true)

new := new� ([[D,�2]] � ([[D,�1]] � ‹pre(‹new, 
)));
end fix

For � = A(�1 W �2) Algorithm 6 computes [[D,�]]. When the Þxpoint ter-
minates, its value characterizes [[D,�]]. Intuitively, a state that is included in the
Þxpoint is either in [[D,�2]], in which case it clearly satisÞes � , or it is in [[D,�1]]
and all its successors are in the Þxpoint as well. It follows that a maximal path start-
ing at such a state either remains in the Þxpoint forever (i.e., all states on the path
satisfy �1), or at some point reaches �2 passing through states that satisfy �1.

Finally, once the formula characterizing [[D, �]] is computed, we check whether
	�[[D, �]] to ensure that all initial states satisfy �.

The number of stages of computation is related to the size of �. Each and every
one of the Þxpoints is computed in time that is linear in the number of transitions
of the given FDS. As before, the algorithm may be exponential in the size of the
representation of the FDS. �

We now proceed to check satisÞability of CTL formulas. Given a CTL formula
we construct a canonical FDS that checks whether it is satisÞable or not. This is
called the tableau for �. Essentially, we add Boolean variables for every subfor-
mula of � and ensure that the transition relation satisÞes the requirements of the
subformulas. Unfortunately, this does not capture well the existential path formu-
las (negation of universal path formulas) and the fulÞllment of until formulas (i.e.,
getting to a point where the second operand holds). So after building an initial FDS
(referred to as a pre-tableau) we reÞne it (using Algorithm 7) to ensure that all for-
mulas indeed hold. Algorithm 7 uses Algorithms 5 and 6 for model checking.

Assume that � is converted to a formula that is syntactically derived from the
grammar in Eq. (5). Let cl(�) denote the set of subformulas of �. Let V be the set
of Boolean variables {v� |� 	 cl(�)}. We deÞne the following essential consistency
rules for these variables.

cons�
�

‹�	cl(�)

(v‹� �‹v�)�
�

�1��2	cl(�)

�
v�1��2 � (v�1 � v�2)

�
.
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Algorithm 7 ReÞne Pre-tableau
1: fix (new := true)
2: 
f := 
 � new� prime(new);
3: new := new�

�

AX (�)	cl(�)

(‹vAX (�)� pre(‹v��,
f));

4: for all (A(�1 U �2) 	 cl(�))
5: fix (until := new)
6: until := until�‹v�2 � (‹v�1 � pre(until, 
f)�‹pre(true, 
f));
7: end fix
8: new := new� (‹vA(�1 U �2)� until);
9: fix (until := new� v�2 )

10: until := until� (v�1 � new�‹pre(‹until, 
f)� pre(true, 
f));
11: end fix
12: new := new� (vA(�1 U �2)� until);
13: end for
14: for all (A(�1 W �2) 	 cl(�))
15: wuntil := backreach(new�‹v�1,‹v�2 � 
f);
16: new := new� (‹vA(�1 W �2)�wuntil);
17: end for
18: end fix

Then a pre-tableau for � is the FDS D� = �V , 	, 
�, where 	 and 
 are deÞned as
follows.

	 = v� � cons,

 = cons� prime(cons) ��

AX (�)	cl(�)

vAX (�)� v�� �

�

A(�1 U �2)	cl(�)

vA(�1 U �2)� (v�2 � (v�1 � v
�
A(�1 U �2)

)) �

�

A(�1 W �2)	cl(�)

vA(�1 W �2)� (v�2 � (v�1 � v
�
A(�1 W �2)

)) .

We are now going to restrict the pre-tableau so that it respects the truth of ex-
istential formulas and delivery of until (so far until and weak-until are treated the
same). Essentially, we compute the set of states that do not satisfy such formulas
and effectively add conjuncts to 	 and 
 (much like cons) that remove such states.
Formally, we apply Algorithm 7 on the pre-tableau D� .

The algorithm handles all existential path formulas and eventualities as follows.
In line 3 we add the requirement that every subformula of the form A X (�) behaves
consistently. That is, if vAX (�) is false in a state, then some successor must have
v� false. In lines 5—8 we similarly handle consistency for subformulas of the form
A(�1 U �2). We compute the set of states that satisfy E(‹�2 W (‹�1 �‹�2)) by
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computing the Þxpoint of new � ((‹�1 � ‹�2) � (‹�2 � pre(new)) � (‹�2 �
‹pre(true))), which is simpliÞed as above. Then, we require that if vA(�1 U �2)
does not hold, then the state satisÞes the computed assertion new. A similar consis-
tency requirement is added for subformulas of the form A(�1 W �2) in lines 15—16.
Finally, lines 9—12 compute the set of states that satisfy A(�1 U �2) and add a
positive guarantee that when vA(�1 U �2) holds then it is the case that A(�1 U �2)
indeed holds. The external Þxpoint ensures that the effect of removed states and
transitions is further propagated backward until stabilization. This ensures that all
eventualities and existential path properties are indeed fulÞlled. Finally, a tableau
for � is T� = �V , 	 � new, 
f�. We are now ready to deÞne and decide satisÞability.

Definition 13 (SatisÞability) A CTL formula � is satisÞable if some FDS imple-
ments it. That is, � is satisÞable if there is an FDS D such that D |= �.

Theorem 11 CTL satisfiability is decidable in exponential time.

Proof If in T� the initial condition is not equivalent to false we conclude that � is
satisÞable.

It is simple to see by construction of T� that if v� holds in a state s of T�
then T�, s |=� . In particular, the initial condition requires that v� holds, thus if the
initial condition is not false we have found an FDS that satisÞes �.

Showing that if � is satisÞable then the above construction will supply an FDS
that satisÞes � is more complicated. The proof proceeds by taking an arbitrary FDS
D implementing � (including inÞnite state) and constructing a quotient D/�. Two
states, s and t , are considered equivalent s � t iff they agree on the truth value
of all formulas in cl(�). Then, D/� is obtained from D by considering equiva-
lence classes as new states. Two equivalence classes [s] and [t] are connected if

(s, t) in D . Unfortunately, the quotient operation may introduce loops that inter-
fere with satisfaction of until formulas (either of the type A(�1 U �2) or of the
type ‹A(�1 W �2)). So the quotient structure needs to be pruned to ensure that all
eventualities are fulÞlled. For a full account we refer the reader to [18].

We note that the number of states of the pre-tableau is exponential in the size
of �. Thus, checking that until subformulas hold on the pre-tableau may require
exponential time and lead to the stated time bound. �

2.5 Examples for LTL and CTL

In this section we explore the usage of LTL and CTL. We give examples of speciÞ-
cations and discuss their meaning. We also start hinting at the differences between
LTL and CTL and their respective advantages and disadvantages. As our deÞnition
of LTL considers only inÞnite paths we assume that FDSs considered in this section
have no Þnite paths.
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2.5.1 Invariance and Safety

We start with the simplest type of property. An invariance simply says that there
is an assertion that holds over all reachable states of the program. Consider Peter-
sonÕs mutual exclusion algorithm represented in Fig. 2. We would like to estab-
lish that no matter what, the two processes will not visit their respective critical
sections at the same time. The assertion that characterizes states where both sys-
tems are in their critical section is atl5 � atm5 . Then, G ‹(atl5 � atm5) in LTL and
A G (‹(atl5 � atm5)) in CTL say exactly that: it globally holds, i.e., in every reach-
able state, that the two programs are not both in their critical sections. The same
property for the semaphore example in Fig. 3 is written G ‹(atl3 � atm3) in LTL
and A G (‹(atl3 � atm3)) in CTL.

Invariants can also be used to specify that some locations in a program are never
reached. Consider for example the case of a software program that includes an as-
sertion. Then, we can replace this assertion by a conditional statement and check
an invariant saying that the location inside the condition is never reached. Invariants
are relatively easy to check as they just require the computation of the set of reach-
able states. Furthermore, if exploring the states walking forward (using reach and
not backreach) then the exploration can be stopped as soon as a violation is found.

An interesting property is a transition invariant. While invariants must hold for
all reachable states, transition invariants must hold for all reachable transitions. In
general, they can be written as G (�) or A G (�), where � allows Boolean operators
and at most one level of nesting of the X (or A X ) operator. For example, the
unless property of unity [11] is such a transition invariant. Whenever assertion p
holds and q does not hold, then the next state must satisfy p or q . Formally, G ((p�
‹q)� X (p � q)) in LTL and A G ((p �‹q)�A X (p � q)) in CTL. We note
that the same property can be written as G (p� pW q), which may be clearer,
and similarly in CTL. Another transition invariant is the property of stabilization.
Whenever assertion p becomes true it remains true forever. Formally, G (p�G p)
or A G (p�A G (p)) can be written also as G (p� X p) or A G (p�A X (p)).
Transition invariants are important as they are relatively easy to check. Computation
of reachable states inevitably has to take transitions into account. Thus, checking of
transition invariants can be easily integrated into reachability analysis.

The formula G (grant � P request) states the precedence in time of request
over grant. It is equivalent to (‹grant)W request and can be expressed in CTL
as A(‹grant W request). The stronger property G (grant� Y (‹grant S request))
states that every grant comes after a previous request and that once a grant has been
given no additional grant can be given without a new request. The property

G
�
grant2 �P grant1 �

�
‹request1 S (request2 �P request1)

��

states that whenever grant2 comes after grant1, the respective requests happened in
the same order.

Similarly, the property G (light� light S call) [4], taken from a speciÞcation of
a lift system, says that if the light is on it has been on continuously since a call
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was made. The same property can be stated without usage of past operators as
G (X light � (light � call)). Here we assume that light and call cannot occur to-
gether.

Finally, we mention that the two properties pW (qW r) and (pW q)W r are
not equivalent. Indeed, the Þrst requires that p holds continuously either forever
or up to a point where qW r starts holding. The second requires that pW q hold
continuously either forever or until r . In particular, the satisfaction of pW q may
need to be checked after the occurrence of r , which may be slightly less clear. For
example, a sequence of pÕs followed by an r (and neither p nor q) satisÞes the Þrst
but not the second.

2.5.2 Liveness

We now proceed to present some liveness properties. The simplest liveness property
is F p for some atomic proposition p. For example, consider the program in Fig. 1.
Termination of this program is expressed as F atl3 . We note that this property does
not hold for the program as presented as an FDS in Sect. 2.2. Indeed, the program
includes the stuttering clause allowing the program to stay in every one of its states
forever. If we add the justice requirements J = {‹atli | i 	 {0,1,2}} then every
computation does satisfy the property. The same property in CTL is A F (atl3). As
in LTL, it does not hold over this system. As this program runs in isolation, we
can Òfactor inÓ the effects of justice. By removing the stuttering clause from the
transitions of the system we get a system that does satisfy this property. Another
option is to use fairness and replace A F (atl3) by Af F (atl3).

We turn our attention to PetersonÕs mutual exclusion algorithm (Fig. 2). Here,
we would like to establish that each process can access the critical section. Without
loss of generality, we consider only the left-hand process. The case of the other pro-
cess is identical. In LTL this is expressed as G (atl2 � F atl5). Namely, whenever
the left-hand-side process leaves the non-critical section and starts the process of
reaching the critical section it will eventually get there. As before, to express the
same in CTL we have to either remove all stutteringÑleaving the option to stay
in the noncritical sectionÑor use fair path quantiÞcation. Here, we could use ei-
ther Af G (atl2 � Af F (atl5)) or A G (atl2 �Af F (atl5)). Accessibility in the
program using semaphores in Fig. 3 is G (atl2 � F atl3). The same property in
CTL is A G (atl2 �A F (atl3)). This time, as the program uses compassion, the
only way to reason about this property is by using fair path quantiÞcation as in
A G (atl2 �Af F (atl3)).

In general the property of justiceÑthat an assertion is true inÞnitely often along a
computationÑis expressible in both LTL and CTL. Given a justice requirement J ,
writing GF J in LTL or A G (A F (J )) in CTL has exactly the same meaning.
However, this property checks whether all paths of the program are fair. When
checking liveness properties, we often rely on fairness to make progress. Thus, the
property is only going to hold on fair paths. This is easily expressed in LTL by writ-
ing G F J � �, where � is the liveness property we are interested in. However,
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A G (A F (J ))� � , even if � is the CTL equivalent of �, says that only if all
paths of the program are fair do we expect � to hold. This is the reason to introduce
the fair path quantiÞer.

A similar issue arises when we consider assumptions about the behavior of the
program. In many cases, model checking is applied to part of a program, or a pro-
gram that is expected to be used in a given environment. This is very similar to
fairness, where we assume that some scheduler is going to handle the many pro-
cesses in some fair way but do not model this scheduler explicitly. In LTL such a
situation is easily handled by using implication. Indeed, �� � says exactly that
only computations that satisfy � should satisfy � . If � is some environment as-
sumption, then we get that � should hold only on paths where the environment
is well behaved. Consider for example PetersonÕs mutual exclusion algorithm in
Fig. 2. Using assume-guarantee we could analyze just one of the components of
the program. Indeed, if we add the assumption that G (t = 1� F t = 0) or that
GF (y = 0), then every environment that changes y and t arbitrarily but ensures
either of these properties will guarantee accessibility. Thus, the left-hand-side pro-
cess fulÞlls G (t = 1� F t = 0)�G (atl2 � F atl5). Notice, however, that we
have to add an environment that changes t and y arbitrarily when the system is
not changing them. Similarly, for the semaphores example in Fig. 3 it is enough to
assume that the environment releases x inÞnitely often. Thus, the left-hand-side sys-
tem satisÞes (G F x = 1)�G (atl2 � F atl3). Notice, that the environment can
increase the value of x even when the process owns x. This will obviously violate
the safety of the protocol but will guarantee its liveness. Notice, that the assump-
tions have to be discharged in an acyclic way. For example, in order to complete
the proof of accessibility for Peterson we have to show that the environment guar-
antees G (t = 1 � F t = 0) and do that without relying on accessibility of the
left-hand-side process. Circular reasoning in the context of liveness usually does
not work. One simple strategy to avoid cyclic reasoning is by having an order on the
components of the system that supply assumptions. CTL does not support a simple
implementation of assume-guarantee.

2.5.3 Additional Examples

So far most examples were equally easily expressed in LTL and CTL. We now
explore a few speciÞcations that show the differences between the two.

We start with an example that presents the exact meaning of the tight pairing of
path quantiÞers and temporal operators in CTL. Consider the two CTL properties,
A F (A X (p)) and A X (A F (p)). The two are different. Indeed, in the Þrst, every
path of the system must reach a state all of whose successors satisfy p. On the other
hand in the second, it is enough that every path of the system reaches a state that
satisÞes p. Thus, the Þrst requires the pÕs to be all successors of the same state
and the second does not. Interestingly, the second property is expressible in LTL
as either X F p or F X p. The property A F (A X (p)) cannot be expressed in
LTL.



2 Temporal Logic and Fair Discrete Systems 63

Consider the property A G (withdrawal� (A X (success)�A X (‹success)))
[10]. It states that following a withdrawal request either in all possible futures the
request is successful or in all possible futures the request is unsuccessful. Clearly,
this property is not expressible in LTL.

The problem of deadlock, when all processes in a system are stuck, or rather
its avoidance, is a very important property of concurrent systems. This can be ex-
pressed in CTL as A G (E X (true)). That is, every state has some successor. Clearly,
we have to disallow stuttering in order for the check of this property to be mean-
ingful. In LTL we restrict attention to inÞnite computations and avoid the issue of
deadlocks. It is simple to incorporate search for deadlocks when computing the set
of reachable states. However, the LTL model-checking algorithm calls for the com-
position of an FDS with a temporal tester. Even if the FDS does not have deadlocks,
its composition with the temporal tester may have deadlocks (due to nondetermin-
ism and deadlocks of the temporal tester). Thus, in order to check for deadlocks in
the LTL framework we have to implement it separately.

An interesting property, of a similar ßavor, showing the power of CTL is that of
recovery. Essentially, it says that a system can always recover. Suppose that start is
an assertion characterizing some states in which the system can start again. A prop-
erty like A G (E F (start)) states that from every reachable state of the program,
it is possible to get to a state satisfying start. Having a reset sequence that gets a
program to a safe initial state is important in hardware design. Recovery is also an
assumption of black-box checking [40]. Clearly, this combination of universal and
existential path quantiÞcation is impossible to express in LTL.

2.6 CTL�

As demonstrated in Sect. 2.5, LTL and CTL are different. However, in order to
compare them formally, we have to reason about the same sets of models. In order
to do that, we think about both LTL and CTL as characterizing sets of FDSs. We then
show that LTL and CTL are incomparable. We exhibit families of models that can
be distinguished by LTL formulas but cannot be distinguished by CTL formulas and
vice versa. This leads to the deÞnition of CTL�, an expressive logic that combines
both LTL and CTL. Effectively, it combines the full LTL with the path quantiÞers
introduced in CTL.

2.6.1 Branching vs. Linear Time

As explained, models of LTL formulas are inÞnite sequences and models of CTL
formulas are FDSs. In order to be able to compare the two, we consider the deÞnition
of implementation for both logics. We show that some formulas in LTL cannot be
expressed in CTL and some formulas in CTL cannot be expressed in LTL. That is,
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Fig. 5 Systems Mi that
satisfy F G p

for an LTL/CTL formula � let Imp(�) denote the set of implementations of �. Then,
there is an LTL formula � such that for every CTL formula � we have Imp(�) �=
Imp(�), and vice versa.

We start by showing that LTL can express properties that cannot be expressed in
CTL. SpeciÞcally, the formula FG p cannot be expressed in CTL. As we explain
below, the natural CTL candidate to express the same property is A F (A G (p)).
However, the latter requires that p starts holding in all futures simultaneously, which
is more than the LTL formula stipulates. We deÞne a family of systems M such that
FG p holds over M . We show that every CTL formula that holds over all the
systems in M must hold also over a system that falsiÞes F G p. The system is
depicted in Fig. 5. For convenience, we depict all the family M as one inÞnite-state
system, however, every instance in the family includes a Þnite number of states.
Formally, using a

.
�b � max(0, a � b) we set Mi = �{p,y},p � y = i, 
i�, where

p is a Boolean variable and y ranges over {0, . . . , i} and 
i is deÞned as follows.


i �
�
p� y = y�

�
�
�
‹p� y� = y

.
�1

�
�
�
(p � y > 0)� p�

�
.

It is simple to see that for j 
 1 state s2j�1 corresponds to the valuation y = j and
‹p and for j 
 0 state s2j corresponds to the valuation y = j and p. Also, every
inÞnite path eventually remains in state s2j for some j . Hence, every inÞnite path
satisÞes FG p and every system Mi satisÞes the LTL formula FG p.

We now show that this cannot be the case for a CTL formula.

Lemma 7 For every CTL formula � such that for all i 
 0 we have Mi , t2i |= �
there is a system N such that N |= � and N �|= FG p.

Proof Let n be the number of subformulas of � and let m denote 2n. Consider the
system Mm. We are going to identify two states t2i and t2j for i < j 
m such that
the sets of subformulas of � that hold in t2i and t2j are identical. Furthermore, we
are going to identify a path between t2i and t2j such that all universal eventualities
that should be true in t2i are fulÞlled before arriving at t2j and all existential eventu-
alities that should be true in t2i are fulÞlled on paths that diverge from this identiÞed
path. Then, we create a modiÞed system where this speciÞc path between t2i and
t2j is closed to form a loop. Clearly, this path falsiÞes the LTL formula FG p.
However, from the construction of this path, all subformulas of � that hold in t2m
still hold in the modiÞed system. In particular, � holds in t2m showing that � cannot
be equivalent to FG p.

We modify the system Mm as follows. Consider the state t2m and let Cm be
the set of subformulas of � that hold in t2m. Consider a subformula � 	 Cm of
the form � = A(�1 U �2). As � holds in t2m it must be the case that �2 holds
in t2m, otherwise � does not hold on the path t2m, t2m, t2m, . . .. Consider the set of
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Fig. 6 Systems Mi that
satisfy A F (A G (p)) and
system N that does not

subformulas of the form E X (�1) or E(�1 U �2) that hold in t2m. There is a Þnite
set of paths that start in t2m and show satisfaction of all existential path formulas.
Of all these paths, there is a maximal number km of repetitions of the state t2m on
a path. Let Nm denote the system that is obtained from Mm by replacing the state
t2m by a chain of states t12m, . . . , t

km
2m such that tj2m is connected to tj�1

2m and to a copy
of Mm�1. Clearly, all formulas of Cm still hold over Nm and all eventualities that
are promised in t12m are fulÞlled before arriving at tkm2m.

We now modify Nm by changing the copy of t2m�2 that is connected to tkm2m to
create Nm�1 by the same process. We repeat this process until at some point, we
Þnd that the set of subformulas of � that hold in t2i is equivalent to Cm. Then, we
simply connect t12m instead of t2i and create a loop.

The modiÞed system still satisÞes all CTL formulas that are promised to hold in
Cm and in particular �. �

Our proof is based on RabinÕs result about expressiveness of tree automata [46].
An alternative proof based on systems with fairness constraints is available in [12].

Corollary 2 CTL is not as expressive as LTL.

We now show that LTL is not as expressive as CTL, establishing the two as
incomparable. It is simple to Þnd a formula that combines universal and existen-
tial path quantiÞcation, such as A G (E F (p)), that cannot be expressed in LTL.
It is more interesting to Þnd a formula that uses only universal path quantiÞers
and is not expressible in LTL. We prove the dual of Lemma 7 and show that
A F (A G (p)) cannot be expressed in LTL. We deÞne a family of systems that
satisfy A F (A G (p)) and a system that does not satisfy A F (A G (p)). Con-
sider the family of systems M and the system N depicted in Fig. 6. For conve-
nience, we depict all the family M as one inÞnite-state system. Formally, we set
Mi = �{p,y}, 	i, 
i�, where p is a Boolean variable and y ranges over {0, . . . , i}
and 	i and 
i are deÞned as follows.

	i � (y = i)� (p� i �= 1),

i �

�
p� � i �= 2

�
�
�
y� = y ��1

�
.

For j 
 1 state sj corresponds to the valuation y = j . It is simple to see that for
1
 j 
 i we have Mi , sj |=A F (A G (p)). We set N = �{p,x}, 
,p � x�, where
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p and x are Boolean variables and 
 is deÞned as follows.


 �
�
p�

�
x� = x

��
�
�
‹p�‹x�

�
�
�
(p � x)� p�

�

State t2 corresponds to x�p, state t1 corresponds to x�‹p, and state t0 corresponds
to ‹x �p. The Þgure does not depict the unreachable state ‹x �‹p. It is simple to
see that N , t2 �|=A F (A G (p)).

Lemma 8 For every LTL formula � such that for all i 
 0 we have Mi , ti |= � it
holds that N , t2 |= �.

Proof By assumption � holds over Mi , ti . For every i > 0, the label of the unique
computation of Mi that starts in ti is {p}i�{p}� and the computation of M0 that
starts in t0 is {p}�. Let W be the set of all such models. That is,

W =


{p}�, {p}i�{p}�

�� i > 0
�
.

It follows that for every word w 	W we have w |= �.
However, the set of paths of N is exactly W . Hence, it must be the case that

N |= �. �

Corollary 3 LTL is not as expressive as CTL.

The differences between model checking CTL and LTL justify further studies
into which formulas are expressible in both. An initial result analyzed which CTL
formulas are expressible in LTL. It established that a CTL formula is expressible in
LTL if and only if it can be expressed in LTL by removing all path quantiÞers [12].
Formally, given a CTL formula � let �d denote the LTL formula that is obtained
from � by removing (syntactically) all the path quantiÞers.

Theorem 12 The formula � is expressible in LTL iff � = �d .

Given this correspondence and the interpretation of LTL as holding over all paths
in an FDS, it makes sense to concentrate on universal path quantiÞcation in CTL.
This motivates the introduction of the sub-logic ACTL. Formally, ACTL is the logic
obtained from CTL by disallowing the use of universal path quantiÞers under an
odd number of negations. Equivalently, we can add � to the syntax of CTL and
allow negation only to be applied to propositions. There is a good characterization
of ACTL formulas that can be expressed in LTL [38]. Such ACTL formulas are
called deterministic. Formally, propositional formulas and ACTLdet formulas are
deÞned by the following grammar:

� ::= p | ‹� | �1 � �2,
� ::= � | (� � �1)� (‹� � �2) | �1 � �2 | A X (�) |
A
�
(� � �1)U (‹� � �2)

�
| A

�
(� � �1)W (‹� � �2)

�
.

(8)
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Intuitively, ACTLdet has no ÒrealÓ choices. Operators that display choice are �, U ,
and W . In these operators the same propositional formula is conjuncted positively
on one side and negatively on the other. So the valuation of propositions in a state
dictates which branch of the choice applies.

Theorem 13 An ACTL formula is expressible in LTL iff it is in ACTLdet.

Furthermore, the language of the equivalent LTL formula (which according to
Theorem 12 is obtained by removing the path quantiÞers) can be expressed as the
complement of a Þnite union of sets of the following form.

��1 •w1 •��2 •w2 . . .wn�1 •��n�1 •wn •�
�
n ,

where wi is a letter over the propositions appearing in the formula and �i is a set
of letters over the propositions appearing in the formula. For further details we refer
the reader to [38].

However, it turns out that there are CTL formulas that are expressible in LTL
that are not ACTL formulas [7]. Thus, it may be necessary to use existential path
quantiÞcation in order to express universal properties expressible in both CTL and
LTL.

Theorem 14 There is an LTL formula expressible in CTL but not in ACTL.

For an example of such an LTL formula and further details we refer the reader
to [7]. We note that a full characterization of which CTL formulas are expressible
in LTL is unknown.

2.6.2 CTL� Definition

The mutual deÞciencies of LTL and CTL motivated the introduction of a logic that
encompasses both. Essentially, CTL� combines LTLÕs unrestricted nesting of tem-
poral operators with CTLÕs universal and existential path quantiÞcation. The result-
ing logic, called CTL�, is a very expressive temporal logic that includes both. We
now deÞne CTL�.

As before, we assume a countable set of Boolean propositions P . Models for
CTL�, as for CTL, are fairness-free FDSs. Here we assume that the FDS has no
dead ends. If �P is the set of propositions appearing in �, then every FDS D such
that �P � V is a model for �.

We deÞne state formulas (�) and path formulas (� ) as follows. CTL� formulas
are state formulas.

� ::= p | ‹� | �1 � �2 | A�,
� ::= � | ‹� | �1 ��2 | X � | �1 U �2.

(9)
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The truth of state formulas is interpreted over states, thus, as in CTL, we deÞne the
set of states that satisfy such a formula. The truth of path formulas is interpreted
over paths, thus, as in LTL, we deÞne the set of paths that satisfy such a formula.

Formally, for a formula � and an FDS D = �V , 	, 
�, we say that � holds in
state s of D , written D, s |= � and deÞne it inductively as follows (omitting Boolean
connectives).

� For p 	 P we have D, s |= p iff s |= p.
� D, s |=A� iff for every path � = s0, s1, . . . starting in state s we have �,0 |=� .
� For path formulas we deÞne satisfaction over paths as follows.

— �, i |= � iff D, si |= �, for a state formula �.
— �, i |= X � iff �, i + 1 |=� .
— �, i |=�1 U �2 iff there exists k 
 i such that �, k |=�2 and �, j |=�1 for all
j , i 
 j < k.

We can use the same abbreviations as previously for existential path quantiÞcation
E and the temporal operators F , G , and W .

As in CTL, given a state formula � and an FDS D , we denote by [[D, �]] =
{s 	�V | D, s |= �}.

Definition 14 (Implementation) We say that an FDS D implements speciÞcation
�, denoted D |= �, if every initial state of D satisÞes the formula.

We note that, syntactically, CTL� includes both CTL and (future) LTL. Here we
have chosen not to include past operators in CTL�. In order to include past operators,
we would include in the universal path quantiÞcation all the possible points in paths
that pass through a state s.

2.6.3 Examples of Usage of CTL�

One of the main deÞciencies of CTL is its inability to express fairness and the lack of
support for assume guarantee. Clearly, CTL� solves the two deÞciencies. Regarding
fairness, in CTL� the path quantiÞer Af can be expressed within the logic. Given
justice and compassion J and C , the formula

A
�� �

J	J

G F J �
�

�P,Q�	C

(G F P �GF Q)
�
� �

�

is equivalent to Af �. Furthermore, � can nest temporal operators freely. This way,
CTL� can combine quantiÞcation on all paths and on some paths in the same for-
mula. Similarly, the assume-guarantee framework works in CTL� just as simply as
it does in LTL. Also, assumptions can be restricted to speciÞc parts of the speciÞca-
tion.
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CTL� is strong enough to act similarly with respect to properties expressed in
CTL. Recall the property of recovery A G (E F (start)). CTL� can express the
property that every computation that maintains recoverability will actually recover
A(G (E F (start))� F start), which is not expressible either in LTL or in CTL.

Finally, CTL� is strong enough to express the problem of realizability of LTL
speciÞcations (see elsewhere in this Handbook [6] (Bloem et al., Graph Games and
Reactive Synthesis)). A system is called open with respect to a set of variables X if
for every state s and for every valuation �t of X there is a successor t of s such that
�t = t �X . Realizability is essentially the question of existence of open implementa-
tions. Clearly, this question can be expressed in CTL�. For every possible valuation
v of X the formula E X (v) requires that a state has a successor with valuation v.
Then open�A G (

�
v	�X

E X (v)) requires that a system be open. Finally, given
an LTL formula �, the formula open�A� is satisÞable exactly iff there is an open
system satisfying �.

2.6.4 Model Checking and Satisfiability

We now turn to model checking of CTL�, which, like LTL, can be solved in poly-
nomial space [13]. The model-checking algorithm we present is a combination of
the LTL algorithm and the CTL algorithm. Essentially, just like in CTL we com-
pute the set of states satisfying a formula by Þrst starting from simpler formulas.
In order to compute the set of states satisfying the path formula we invoke the LTL
model checking algorithm. Then, using the set of states satisfying a path formula we
treat the computed assertion as a new proposition and continue with the recursive
treatment as in CTL.

Definition 15 (Model checking) Given an FDS D and a CTL� formula �, the
model-checking problem for D is to decide whether D implements �.

Theorem 15 CTL� model checking is decidable in polynomial space.

Proof Consider an FDS D = �V , 	, 
� and a CTL� formula �. For every state sub-
formula � of � we compute the set of states [[D,�]]. As before, we assume an
efÞcient way to represent, manipulate, and compare assertions.

For a proposition p and Boolean combinations of state formulas the treatment is
no different from the treatment of CTL.

For � =A�1, where �1 is an LTL formula we effectively apply the LTL model-
checking algorithm for ‹�1. Let T‹�1 be the temporal tester constructed for ‹�1
as in Sect. 2.3 and let X be the set of variables of T‹�1 . Consider the sys-
tem D |||T‹�1 . Consider Algorithm 3 from Sect. 2.2. Recall that the system D is
fairness-free. Thus, the only fairness requirements in the composition D |||T‹�1 are
the justice requirements of T‹�1 . The algorithm computes the set of viable states of
D |||T‹�1 . Consider a viable state (s, d) of D |||T‹�1 , where s 	�V and d 	�X .
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If d |= x‹�1 , then there is a fair path that starts in (s, d). In particular, the projections
of this fair path on the variables in V and X , respectively, show that there is a path
starting in s that does not satisfy �1. Thus, state s of D cannot satisfy A�1. Dually,
for a state s that satisÞes A�1 in D , there cannot be a state d such that d |= x‹�1

and (s, d) is viable. Let viable be the assertion characterizing the set of viable states
of D |||T‹�1 . Then, sat� �X .viable�‹x‹�1 is the assertion characterizing the
set of states of D that satisfy A�1.

We now construct a new system D1 that embeds this information with a new
Boolean variable x� . Let D1 = �V � {x� }, 	1, 
1�, where 	1 � 	 � (x� � sat) and

1 � 
 � (x�� � prime(sat)). Furthermore, for every subformula �� of � that con-

tains � , we replace every occurrence of A�1 in �� by the new proposition x� .
The treatment of formulas of the form E�1 is similar. We construct a temporal

tester for �1 and compute the set of viable states of D |||T�1 . Then, we compute
the assertion viable characterizing the viable states of D |||T�1 . The assertion sat�
�X .viable � x�1 characterizes the states of D that satisfy E� . We then construct
the system D1 with the additional variable x� and replace every occurrence of E�1
by x� . �

As in the case of CTL, satisÞability is more complicated than model checking.
Here, the techniques required to prove satisÞability involve the use of automata over
inÞnite trees and determinization of automata over inÞnite words (cf. Þrst proof
[21]). We do not cover these techniques here and state the following.

Definition 16 (SatisÞability) A CTL� formula � is satisÞable if some FDS imple-
ments it. That is, � is satisÞable if there is an FDS D such that D |= �.

Theorem 16 CTL� satisfiability is decidable in doubly exponential time.

The reader interested in the proof is referred to [33] for the construction of au-
tomata on inÞnite trees that accept the set of models of CTL� formulas. The algo-
rithm that then checks whether such an automaton accepts a non-empty language,
corresponding to satisÞability of the original CTL� formula, is available, for exam-
ple, in [52].
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Chapter 3
Modeling for Verification

Sanjit A. Seshia, Natasha Sharygina, and Stavros Tripakis

Abstract System modeling is the initial, and often crucial, step in veriÞcation. The
right choice of model and modeling language is important for both designers and
users of veriÞcation tools. This chapter aims to provide a guide to system modeling
in four stages. First, it provides an overview of the main issues one must consider
in modeling systems for veriÞcation. These issues involve both the selection or de-
sign of a modeling language and the steps of model creation. Next, it introduces a
simple modeling language, SML, for illustrating the issues involved in selecting or
designing a modeling language. SML uses an abstract state machine formalism that
captures key features of widely-used languages based on transition system represen-
tations. We introduce the simple modeling language to simplify the connection be-
tween languages used by practitioners (such as Verilog, Simulink, or C) and various
underlying formalisms (e.g., automata or Kripke structures) used in model check-
ing. Third, the chapter demonstrates key steps in model creation using SML with
illustrative examples. Finally, the presented modeling language SML is mapped to
standard formalisms such as Kripke structures.

3.1 Introduction

A model, broadly speaking, can be thought of as the description of a system Òon
paperÓ, or as a ÒvirtualÓ system. This is in contrast to a ÒrealÓ system, which can be
thought of as a physical artifact: a car, a medical device, a Java program, or a stock
market. Characterizing Java programs or stock markets as ÒphysicalÓ may seem
strange; however, philosophical considerations aside, most people would agree that
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these systems are concrete and real enough to affect our lives in a direct way. Models
also affect our lives, but in a more indirect way, as we discuss below.

The type of model is deÞned by its purpose. Models of existing systems are often
referred to simply as ÒmodelsÓ, whereas models of systems yet to be built may be
termed ÒspeciÞcationsÓ or ÒdesignsÓ. Some models are written using informal no-
tations that are open to interpretation, whereas others are written in languages with
mathematical semantics and are called Òformal modelsÓ. Most importantly, models
rarely capture an entire, complete system, since the sheer size and complexity of
most systems make this an impossible task. As a result, models usually focus only
on ÒrelevantÓ parts of a system and/or only on speciÞc aspects of a system. For ex-
ample, a model of a system that involves both hardware (HW) and software (SW)
may only focus on the SW part; or a model may only focus on the logical aspects of a
communication system, e.g., the communication protocol, and ignore other aspects
such as performance (e.g., throughput, latency) or energy consumption.

Models are essential for our lives. They likely always have been. Humans as
well as many other organisms need to form in their brain internal representations
of how the external world ÒworksÓ. These representations can be seen as models.
Closer to the focus of this book, engineering and technology heavily rely on mathe-
matical models. In fact, the tasks of designing and building a system are intimately
linked with various modeling tasks. SpeciÞcation models are used to communicate
the goals and requirements of a system among different engineering teams. De-
tailed design models are built in order to estimate behavior of a system prior to its
construction. This is essential in order to avoid the costs and dangers of building
deÞcient systems. After a system is built, models are still essential in order to oper-
ate and maintain the system, calibrate and tune it, monitor abnormal behavior, and
ultimately upgrade it.

The goal of this chapter is to illuminate the key issues in modeling systems for
formal veriÞcation, in general, and model checking, in particular. Because there are
so many different types of systems and application domains, with varying concerns,
even within the Þeld of formal veriÞcation there is a plethora of modeling languages,
formalisms, and tools, as well as modeling techniques, uses, and methodologies. It
is beyond the scope of this chapter to give a thorough account of these; such an
account would probably require an entire book by itself. Rather, this chapter has
three more modest aims. First, we seek to provide an overview of the main issues
one must consider in modeling systems for veriÞcation. These issues involve both
the selection or design of a modeling language and the steps of model creation. Sec-
ond, we introduce a simple modeling language, SML, to illustrate the issues involved
in selecting or designing a modeling language. SML uses an abstract state machine
formalism that captures key features of widely used languages based on transition
system representations, and can serve to bind together the modeling languages in-
troduced or used throughout the Handbook. By introducing SML, we seek also to
simplify the connection between real languages (say Verilog, Simulink, or C) used
by practitioners and various underlying formalisms (e.g., automata or Kripke struc-
tures) used in model checking. Finally, the chapter demonstrates key steps in model
creation using SML with illustrative examples drawn from three different domains:
hardware, software, and cyberphysical systems.
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There are at least two possible audiences for the material in this chapter. The Þrst
are users of veriÞcation tools who need to make decisions about the right model-
ing language and veriÞcation tool for their task, and how best to model the system
so as to get useful results from the chosen tool. The second audience comprises
tool builders who may want to choose the appropriate modeling constructs for their
domain (e.g., a tool for synthetic biology) or for easing the veriÞcation of a par-
ticular class of problems (e.g., parameterized systems with large data structures).
Researchers working in related areas, such as program synthesis, may also Þnd the
concepts discussed in this chapter useful for better understanding the characteristics
of veriÞcation techniques that they build upon.

We begin this chapter, in Sect. 3.2, by discussing the main issues one must con-
sider in modeling systems for veriÞcation. In Sect. 3.3, we present SML, a simple
language that illustrates many of the aspects of formal modeling languages. Three
illustrative examples of system modeling with SML are presented in Sect. 3.4. We
relate SML to the well-known formalism of Kripke structures in Sect. 3.5, and con-
clude in Sect. 3.6.

3.2 Major Considerations in System Modeling

Models are built for different reasons. It is important to emphasize that models are
primarily tools used to achieve a certain purpose. They are means to a goal, rather
than the goal itself. As such, the notion of a model being ÒgoodÓ or ÒbadÓ has little
meaning by itself. It is more appropriate to examine whether a model is good or not
with respect to a certain goal. For example, a model may be good for estimating the
throughput of a system but useless for checking whether the system has deadlocks,
or vice versa.

While models are built with many different goals in mind, they generally sup-
port the system design process. Stakeholders in this process must choose the right
modeling formalisms, languages, and tools, to achieve their respective goals. As
in [17], we distinguish between a modeling formalism and a modeling language.
Formalisms are mathematical objects consisting of an abstract syntax and a for-
mal semantics. Languages are concrete implementations of formalisms. A language
has a concrete syntax, may deviate from the formalism in the semantics that it im-
plements, and may implement multiple semantics (e.g., changing the type of the
numerical solver in a simulation tool may change the behavior of a model). Also,
a language may implement more than one formalism. Finally, a language usually
comes together with a tool such as a compiler, simulator, or model checker. As an
example of the distinction between formalisms and languages, timed automata [4] is
a formalism, whereas Uppaal timed automata [47] and Kronos timed automata [31]
are languages.

In this section, we discuss some of the main factors one must consider while
choosing a modeling formalism and the challenges in modeling. We also give a
brief survey of some modeling languages used for model checking.
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3.2.1 Selecting a Modeling Formalism and Language

Here are some of the main factors one typically considers when selecting a good
modeling formalism and language, for formal veriÞcation in general and model
checking in particular:

� type of system;
� type of properties;
� relevant information about the environment;
� level of abstraction;
� clarity and modularity;
� form of composition;
� computational engines; and
� practical ease of modeling and expressiveness.

We discuss each of these factors in more detail below.

3.2.1.1 Type of System

Different modeling formalisms have been developed based on the character of the
system being modeled. Some of the more common formalisms include:

� for discrete(-time) systems, formalisms such as Þnite state machines and push-
down automata [38, 44], extended state machines with discrete variables, hierar-
chical extensions such as Statecharts [35], as well as more declarative formalisms
such as propositional temporal logics [52];

� for continuous(-time) systems, formalisms such as ordinary differential equations
(ODEs) and differential algebraic equations (DAEs);

� for concurrent processes, formalisms such as communicating sequential pro-
cesses (CSP) [36], a calculus of communicating systems (CCS) [53], the pi-
calculus [54], Petri nets [56], marked graphs [26, 43], etc.;

� for compositional modeling, formalisms such as process algebras [33, 36, 53],
and Reactive Modules [6];

� for dataflow systems, formalisms such as Kahn process networks [42] and var-
ious subclasses such as synchronous dataßow (SDF) [48], Boolean dataßow
(BDF) [21], scenario-aware dataßow (SADF) [59], etc.;

� scenario-oriented formalisms such as message sequence charts [40, 41] and live
sequence charts [28];

� for timed and hybrid systems, which combine discrete and continuous dynam-
ics, formalisms such as timed and hybrid automata [3, 4], or real-time temporal
logics [2, 5];

� discrete-event formalisms for timed systems, such as the denotational ones pro-
posed in [9, 18, 50, 62], as well as operational ones inspired by discrete-event
simulation and tools like Ptolemy [58, 61];
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� probabilistic variants of many of the above formalisms, such as Markov chains,
Markov Decision Processes, stochastic timed and hybrid automata, etc., for ex-
ample, see [7, 8, 30, 39, 45];

� game- or cost-theoretic variants of some of the above formalisms, focusing on
optimization and synthesis, instead of analysis, for example, see [12, 23, 24].

In addition to the above formalisms which focus on somewhat speciÞc classes
of systems, the need for modeling heterogeneity, that is, capturing systems that
combine semantically heterogeneous components, such as timed and untimed, dis-
crete and continuous, etc., has resulted in heterogeneous modeling frameworks
such as Focus [18], Ptolemy [32], or Metropolis [10, 29], and corresponding for-
malisms [13, 18, 61].

3.2.1.2 Type of Property

During veriÞcation, the system model is coupled with a speciÞcation of the property
to be veriÞed. Several classes of properties exist, each supported by corresponding
speciÞcation languages. Examples of speciÞcation languages for reactive systems
include computation tree logic, regular expressions, Statecharts diagrams, graphical
interval logics, a modal mu-calculus and a linear-time temporal logic just to name a
few (more details can be found in Chap. 2 on temporal logic).

The choice of speciÞcation language and system model usually depends on the
type of property one wishes to verify. For example, if one wishes to verify real-
time properties of a systemÕs execution over time, a real-time temporal logic might
be the right choice of speciÞcation, and the system might best be represented as a
timed automaton or timed CSP program. On the other hand, if for the same system
one only wishes to verify Boolean properties such as absence of deadlock, then
propositional temporal logic might sufÞce as the speciÞcation language.

It should be noted that the property speciÞcation language is not necessarily sep-
arate from the language used to model the system under veriÞcation. Often, the latter
language provides mechanisms such as assertions or monitors that can be used to
specify (usually safety) properties.

3.2.1.3 Modeling the Environment

One of the trickiest aspects of veriÞcation, which can both miss bugs and create spu-
rious ones, is the task of modeling the environment of the system. The environment
is usually much larger than the system, essentially incorporating everything other
than the system under veriÞcation. On the other hand, it is also likely to be the part
of the system that is least well understood, since often even a complete description
of the environment is not available.

For example, in software model checking, one often needs to model the libraries
that a piece of code uses, which form its environment. If only propositional temporal
properties involving the sequence of system calls are relevant, then environment
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models such as Þnite automata representing the language of system calls generated
by a library component might be sufÞcient.

3.2.1.4 Level of Abstraction

The level of abstraction, i.e., the detail or faithfulness of a model, is an essential
consideration in modeling. A highly detailed model may be hard or impossible to
build due to time and cost constraints. Even if it can be built, it may be too large or
complex for it to be amenable to (manual or automated) analysis. State explosion is
a well-known phenomenon that plagues many techniques such as model checking.
Abstraction methods are essential in building simpler and smaller models, by hiding
unnecessary details. The difÞculty is in understanding which details are truly irrel-
evant. Errors in this task often result in models that omit critical information. This
may compromise the faithfulness of a model and ultimately render it useless.

As an example of successful use of abstraction, consider the process of modeling
cache coherence protocols. Typically, one models the messages sent by the various
processors as belonging to an abstract enumerated data type rather than represent
the speciÞc data formats actually used in the implementation of the protocol. Such
abstraction is usually appropriate for the veriÞcation task, which depends only on
the sequence and type of messages sent, rather than the speciÞc bit-encoding of the
message formats.

VeriÞers that build models automatically from code usually rely heavily on au-
tomatic abstraction in the process. Selecting the right modeling formalism for such
tools is usually critical to effective abstraction. Chapters 10 and 13 in this Handbook
provide more detail on techniques for automatic abstraction.

3.2.1.5 Clarity and Modularity

Models are often, although not always, designed to be viewed by humans. In such
cases, the models must be clear and easy to understand. One way to ensure this is to
use a modular approach in constructing the model. Typically a modeling language
will include some notion of a module or process, and provide means to combine
or compose such modules/processes into larger entities. Such notation usually also
includes ways to hide internal details during the composition process, so as to retain
only essential information in the interfaces of modules [60]. In addition to mak-
ing models easier to understand, modularity can sometimes also be exploited to
make the veriÞcation task itself easier, e.g., by using compositional techniques (see
Chap. 12 on compositional methods).

A related point is the speciÞc form of composition of modules, which we discuss
next.
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3.2.1.6 Form of Composition

Systems are rarely constructed monolithically. They are usually built by combining
and modifying existing components. The form in which such components interact
can determine the modeling formalism that is suitable for veriÞcation.

For example, consider a sequential circuit built up by connecting several mod-
ules, all of which share the same clock. Since all modules step on the same clock
tick, a synchronous composition of these modules is a suitable choice, even when
many of these modules are represented at a very coarse level of abstraction.

Similarly, consider modeling a distributed database that uses a protocol to ensure
that replicated state is consistent. Different nodes connected through the Internet are
unlikely to share a synchronized clock, and hence, for this problem, asynchronous
composition is the appropriate form of composition.

For some systems, a hybrid of synchronous and asynchronous composition might
be suitable; for example, processes might synchronize on certain input actions while
stepping asynchronously otherwise. This is particularly the case in formalisms such
as timed and hybrid automata, where processes synchronize in time (i.e., time
elapses at the same rate for all processes) while their discrete actions may be asyn-
chronous.

Notions such as synchronous/asynchronous composition are particularly relevant
in formalisms with operational semantics, such as transition systems. In formalisms
with denotational semantics, other forms of composition may be better suited. For
instance, in Kahn Process Networks [42] processes are typically viewed as functions
from streams to streams, composition is deÞned as functional composition, and Þx-
point theory is used to give semantics to feedback. In continuous-time formalisms
processes may also be seen as functions manipulating continuous-time signals, and
functional composition may be used here as well.

3.2.1.7 Computational Engines

A Þnal consideration for modeling is the availability of suitable, scalable computa-
tional engines that power the veriÞcation tools for that class of models. For Þnite-
state model checking, these include Binary Decision Diagrams (BDDs) [19] and
Boolean satisÞability (SAT) solvers [51]. For model-checking software and high-
level models of hardware, satisÞability modulo theories (SMT) solvers [11] play a
central role. (See also Chaps. 7, 9, and 11 in this Handbook for further details on
BDDs, SAT, and SMT.)

Even within the realm of SAT and SMT solvers, modeling plays an important
role in ensuring the scalability of veriÞcation. For example, hardware designs can
be represented most naturally at the bit-vector level, where signals can take bit-
vector values or be arranged into arrays (memories) of such bit-vector values. One
strategy that has proved highly effective for control-dominated hardware designs is
to Òbit-blastÓ the model to generate a SAT problem whose solution determines the
result of veriÞcation. However, for many data-dependent properties, or for proving
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equivalence or reÞnement of systems, one might need a higher level of abstraction.
It is here that techniques for automatically abstracting designs to a higher Òterm
levelÓ come in handyÑfunctional blocks can be abstracted using uninterpreted or
partially-interpreted functions, and data words can be represented as abstract terms
without regard to their speciÞc bit-encoding (see, for example, [16, 20]). Such a rep-
resentation then enables the use of SMT solvers in a rich set of theories including
linear and non-linear arithmetic over the integers and reals, arrays, lists, uninter-
preted functions, and bit-vector arithmetic.

3.2.1.8 Practical Ease of Modeling and Expressiveness

Even though theoretically two modeling languages may be equivalent in terms of
expressiveness, in practice one may be much easier to use than another. For exam-
ple, a language which provides no explicit notion of variables but requires users
to encode the values of variables in the control states of an automaton is cumber-
some to use except for toy systems. Also, a language which only provides Boolean
data types is harder to use than a language which offers bounded integers or user-
deÞned enumerations, even though the two languages are theoretically equivalent in
terms of expressiveness. As a Þnal example, a language which allows declaration
of process types and then creation of multiple process instances, each with different
parameters, is easier to use than a language which requires every process instance
to be created in the model Òby handÓ.

3.2.2 Modeling Languages

As mentioned earlier, it is useful to distinguish between formalisms, which are
mathematical objects, and concrete modeling languages (and tools) which support
such formalisms. A plethora of modeling languages exist, developed for different
purposes, including:

� Hardware description languages (HDLs). These languages have been developed
for modeling digital, analog, or so-called mixed-signal (combining digital and
analog) circuits. Verilog, VHDL, and SystemC are widespread HDLs. Tools im-
plementing HDLs provide features such as simulation, formal veriÞcation in some
cases, and most importantly, automatic implementation such as logic synthesis
and layout.

� General-purpose modeling languages, such as UML and SysML. These lan-
guages aim to capture many different aspects of software and systems in gen-
eral, and offer different sub-languages implementing various formalisms, from
hierarchical state machines to sequence diagrams.

� Architecture Description Languages (ADLs), such as AADL. These languages
aim to be system-level design languages, for software and other domain-speciÞc
systems (e.g., originally avionics systems, in the case of AADL).
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� Simulation-oriented languages and tools, such as Matlab-Simulink or Modelica.
These languages have their origin in modeling and simulation of physical systems
and support ODE and DAE modeling. They have recently evolved, however, to
encompass discrete models such as state machines, and to target the larger do-
main of control, embedded, and cyber-physical systems. Simulink and related
tools provide primarily simulation, but also code generation and even formal ver-
iÞcation in some cases.

� Reactive programming languages, such as the synchronous languages Lustre [22]
and Esterel [14]. These languages were initially conceived as programming lan-
guages for reactive, real-time, and embedded systems. As a result, the tools that
come with these languages are typically compilers and code generators, typically
providing simulation for debugging purposes. However, synchronous languages
and tools sometimes also provide exhaustive veriÞcation features, and include
mechanisms for modeling environment assumptions and non-determinism. As a
result, these languages can be used for more general modeling purposes, too.

� Verification languages. These languages have been developed speciÞcally for for-
mal veriÞcation purposes, using model-checking or theorem-proving techniques,
including satisÞability solving. This class is the main focus of the present chapter.

It is beyond the scope of this chapter to provide a complete survey of modeling
languages. As the topic of this book is formal veriÞcation, we focus on modeling
languages developed speciÞcally for veriÞcation purposes. However, even within
this narrower domain, we can only list a small selection of languages, among all
those proposed in the formal veriÞcation literature.

The list is presented in Table 1. Each language has been tailored to the particu-
lar kind of veriÞcation problem that it was designed to model, and the engines that
underlie the corresponding tool. We have classiÞed the languages along Þve dimen-
sions: the supported formalism, data types, form of composition, properties (safety
or liveness) and the underlying computational engines. This listing is not meant to
be exhaustive; rather the goal is to give the reader a ßavor of the range of languages
used in model checking today. We also note that several languages listed in the table
were inspired by other formalisms; for example, the SAL language listed in Table 1
was inspired, in part, by the Reactive Modules formalism [6]. Further, it is important
to remember that even veriÞcation tools that operate ÒdirectlyÓ on programming lan-
guages such as C or Verilog extract some sort of formal model Þrst, and this formal
representation is typically very similar to modeling languages such as those listed
in Table 1.

3.2.3 Challenges in Modeling

Beyond the computational difÞculties of analyzing the models (e.g., state explosion
during model checking, trace/time explosion during simulation, etc.) there are other
difÞculties in modeling that may be viewed as being at a more high level, and thus
harder to address. Some of these difÞculties are as follows:
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� Except in cases where the model is generated automatically (e.g., extracted from
code), modeling is a creative process which can be quite difÞcult to get right.

� The choice of a modeling language/formalism is currently more of an art than
a systematic science. There are few guidelines on how to go about this, and of-
ten the choice is dictated by historical or other reasons (e.g., company tradition,
legacy models, etc.).

� Even after a model is constructed, it can be difÞcult to know whether the model is
good, complete, or consistent. For speciÞcations, this boils down to the problem
often stated as: Òhave we speciÞed enough properties?Ó

� Since models can themselves be incorrect or inconsistent, one must carefully in-
terpret the results of veriÞcation. For example, in model checking, when a model
fails to satisfy a property, is the model of the system wrong, or is the property
incorrect? Such analysis usually requires some human insight.

� Constructing models of the environment, in particular, can be extremely tedious
and error-prone. For instance, in automatic synthesis of systems from speciÞca-
tions (e.g., temporal logic), the process of writing down the speciÞcation, includ-
ing constraints on the environment, is usually one of the hardest tasks. Similarly,
for the problem of timing analysis of embedded software, many techniques in-
volve having a human engineer painstakingly construct an abstract timing model
of a microprocessor for use in software timing analysis (e.g., see [57] for a longer
discussion). Automating the construction of environment models is an important
challenge for extending the reach of formal veriÞcation and synthesis.

3.2.4 Scope of This Chapter

In the rest of this chapter, we seek to give a ßavor of the above issues by introducing
a simple modeling language, SML, and using it to model a small but diverse collec-
tion of systems. SML adopts many of the common features of modeling languages
such as the idea of modeling a system as a transition system or an abstract state
machine [34]. SML may not be the best Þt, or even expressive enough, to model all
types of systems and properties. With this in mind, we have chosen to make SML

parametric with respect to its data types and the operations on those data types, il-
lustrating with examples how different types of systems can be captured in the SML

syntax. Some chapters in this Handbook will introduce modeling formalisms of their
own, which are similar to SML, but differ in their emphasis; for example, Chap. 16
on Software VeriÞcation introduces a transition system formalism that emphasizes
aspects important in verifying safety properties of programs, such as having a spe-
cial variable to model the program counter, and the notion of an error condition.
Using SML we emphasize the issues that arise across various system types, such as
modularity, types of composition, and abstraction levels.



86 S.A. Seshia et al.

Fig. 1 Module Syntax in
SML. A primitive module
does not have the
composition,
sharedvars,
instances, and connect
sections

3.3 Modeling Basics

We deÞne a language for modeling abstract state machines called SML, which stands
for ÒSimple Modeling LanguageÓ. In this section, we present the syntax and seman-
tics of SML.

3.3.1 Syntax

An SML program is made up of modules. Syntactically, an SML program is a list of
module deÞnitions. Each module deÞnition comprises a module name followed by
a module body. A module body, in turn, is made up of a list of deÞnitions:

� a list of input variable declarations, i1 : �1, i2 : �2, . . . , ik : �k ;
� a list of output variable declarations, o1 : � �1, o2 : � �2, . . . , om : �

�
m;

� a list of state variable declarations, v1 : � ��1 , v2 : � ��2 , . . . , vl : �
��
l ;

� a list of shared variable declarations, u1 : � ���1 , u2 : � ���2 , . . . , uh : �
���
h ; and

� a behavior definition which deÞnes the transition and output relations of the mod-
ule.

Some state variables may also be output variables. Shared variables are used for
communication between asynchronously composed modules.

Declarations of variables may be omitted when the corresponding list is empty,
e.g., a module with no shared variables will have no sharedvars section. Each
variable has an associated type (domain of possible values), indicated above by
the �i variables. We leave the types unspeciÞed in this section; see Sect. 3.4 for
examples.

The syntax of a module is given in Fig. 1. It is useful to make a distinction
between two kinds of modules:

� primitive modules, which are not made up of simpler modules, and thus omit the
composition, instances, and connect sections of the syntax; and

� composite modules, which are compositions of simpler modules, and thus include
these sections.
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A behavior deÞnition of a primitive module comprises an initial state definition
followed by a transition relation definition.

An initial state deÞnition is a formula on state variables. A transition relation def-
inition is a formula on input, output, state, and Ònext-stateÓ variables of the module.
A next-state variable is of the form next(v) where v is a state variable.

A composite module, in addition to the initial state and transition relation deÞni-
tions, also includes:

� a composition-instances declaration, which declares the module instances that
comprise the composite module, and the form of composition, either synchronous
or asynchronous; and

� a connections definition, which is a list (denoting conjunction) of binary equalities
between two variables of the instances and of the composite module, or between
a variable and a constant.

For a composite module, the transition relation section deÞnes how variables
deÞned locally in this module (i.e., not in sub-modules) evolve.

Given two instances m1 and m2 of a moduleM containing a variable x, we refer
to the instances of x in m1 and m2 as m1.x and m2.x.

For examples of primitive modules, see the Constant, Scale, Difference, and Dis-
creteIntegrator modules in Fig. 11. For examples of composite modules, see the
Helicopter and System modules in Fig. 11.

3.3.2 Dynamics

We give semantics to an SML program by viewing it as a symbolic transition system
(STS). In Sect. 3.5, we will relate STSs to one of the classical modeling formalisms,
Kripke structures.

An STS is a tuple (I,O,V,U,�, �) where:

� I,O,V,U are Þnite sets of input, output, state and shared variables, each variable
also having an associated type;

� � is a formula over V �U (the initial states predicate);
� � is a formula over I � O � V � U � V � � U � (the transition relation), where
V � = {s� | s 	 V } is a set of primed state variables representing the Ònext-state
variablesÓ, and similarly with U �.

Given an SML module M as in Fig. 1, we deÞne the STS for it as follows.
If M is primitive, its syntax directly deÞnes the tuple (I,O,V,�, �, �) (the set
of shared variables is empty). If M is composite, then we deÞne its STS in
terms of the STSs for its constituent module instances. Suppose M is a composi-
tion of module instances M1,M2, . . . ,Mn, with corresponding STSs of the form
(Ii,Oi,Vi,Ui,�i, �i), for i = 1, . . . , n. Let � be the predicate derived from the ini-
tial state declaration of M (not its constituent modules). Let � be the predicate
derived from the connections declarations of M as a conjunction of each of the



88 S.A. Seshia et al.

equations making up those declarations. Then, the STS for M is (I,O,V,U,�, �),
where:

� I is (
�n
i=1 Ii) \ I0, where I0 is the set of those input variables that are connected

to an output variable in the connections declarations of M ;
� O is

�n
i=1Oi ;

� V is
�n
i=1 Vi ;

� U is
�n
i=1Ui ;

� � is � �
�n
i=1 �i ;

� � depends on the form of composition:

— For synchronous composition, � is deÞned as � �
�n
i=1 �i .

— For asynchronous composition there are a couple of choices. We will de-
Þne here the choice of interleaving semantics, where a transition of the
composition involves one module taking a transition while all others stut-
ter with their state variables remaining unchanged. Under this choice, � is
� �


n
i=1(�i �

�
j �=i �j ), where �j =

�
v	Vj v = v

� deÞnes stuttering of mod-
ule Mj .

3.3.3 Modeling Concepts

Open and Closed Systems. A closed system is one that has no inputs. Any sys-
tem with one or more inputs is open. In veriÞcation, we typically deal with closed
systems, obtained by composing the system under veriÞcation with (a model of)
its environment. In SML, we typically model interacting open systems as individual
SML modules, and their composition, which is to be veriÞed, is a closed system.
Safety and Liveness. Modeling formalisms for veriÞcation must be designed for
the class of properties to be veriÞed. In this regard, the most general categorization
of properties is into safety and liveness. Formally, a property 
 is a safety property
if, for any inÞnite trace (execution) of the system, it does not satisfy 
 if and only
if there exists a Þnite preÞx of that trace that cannot be extended to an inÞnite trace
satisfying 
. We say that 
 is a liveness property if every Þnite-length execution
trace can be extended to an inÞnite trace that satisÞes 
.1 Chapter 2 gives several
examples of safety and liveness properties, expressed in temporal logic.

Models encode safety or liveness concerns in different ways. Safety properties
are deÞned by the transition relation of the model. With suitable encoding, the vio-
lation of a safety condition can be viewed as taking one of a set of ÒbadÓ transitions.
Thus, by allowing certain transitions and disallowing others, a model can restrict
its permitted executions to those adhering to a safety property. On the other hand,
liveness properties are usually represented using fairness conditions on inÞnite ex-
ecution paths of a model. We discuss fairness in more depth below, but, in essence,

1See papers by Lamport [46] and Alpern and Schneider [1] for a detailed treatment of safety and
liveness.
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fairness constraints can be used to rule out ways in which a Þnite-length execution
of the model can be extended to an inÞnite execution violating the desired liveness
condition.
Fairness. An important concept in execution of composed modules is fairness. Fair-
ness constraints block inÞnite executions that are not realistic for concurrent sys-
tems, and are often required to demonstrate liveness properties. In other words, the
fairness constraints are needed to ensure a proper resolution of the nondetermin-
istic decisions taken during the execution of a concurrent system: no module gets
neglected and each module always makes progress.

There are two major types of fairness: strong and weak. Weak (Buchi) fairness
establishes that a step in the module execution cannot be enabled forever without be-
ing taken. Strong (Streett) fairness guarantees that a step cannot be enabled infinitely
often without being taken.

Fairness can be useful in many different veriÞcation settings. For instance, con-
sider the asynchronous (interleaved) composition of modules (considered above).
One usually requires (weak) fairness in this setting: no module should be enabled
forever without proceeding. Operationally, this could be modeled using a Boolean
variable that indicates whether or not a module is enabled to make a transition, and
then specifying that this variable must be true inÞnitely often.

Definition 1 An execution of a composite system is fair, if all modules progress
inÞnitely often.

Fairness can be useful for modeling behavior even within a single module. An
example of this setting is presented in Sect. 3.4.1.5.
Encapsulation. The module interface is deÞned in terms of its inputs and outputs,
i.e., the environment communicates with the module by updating its input variables,
which in response reacts by updating its output variables. A good model will expose
all internal state that can (should) be accessed by its environment and only that
state: this is important for ensuring that the veriÞer does not miss bugs or generate
spurious error reports.
Moore and Mealy machines. The SML notation can be easily used both for Mealy
and Moore machines, the standard modeling formalisms. For Moore machines, the
output relation simply takes the form

�m
j=1 oj = fj (V ), where fj denotes the out-

put function for output variable oj . Similarly, for Mealy machines, the output rela-
tion would take the form

�m
j=1 oj = fj (V, I ).

3.4 Examples

In order to illustrate modeling with SML, we present three examples from three dif-
ferent problem domains: digital circuits (Sect. 3.4.1), control systems (Sect. 3.4.2),
and concurrent software (Sect. 3.4.3). Each example is a simpliÞed version of a de-
sign artifact arising in practice. In each case, we begin by presenting this design, its
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Fig. 2 Anatomy of a flit. A ßit contains a 24-bit data payload, a 6-bit destination address, and a
2-bit type

simpliÞcation, and the corresponding SML model. We then describe how the SML

model might need to be transformed in order to succeed at various veriÞcation tasks
associated with the model. Our goal is to illustrate the various modeling considera-
tions discussed in Sect. 3.2.1 in the particular context of each example.

3.4.1 Synchronous Circuits

Our representative example of digital circuits is a simple chip multiprocessor (CMP)
router. First, we present a brief description of this example, and then describe it in
SML notation.

3.4.1.1 Router Design

Network-on-chip (NoC) architectures are the backbone of modern, multicore pro-
cessors and system-on-chip (SoC) designs, serving as the communication fabric be-
tween processor cores and other on-chip devices such as controllers for memory and
input-output devices. It is important to prove that individual routers and networks
of interconnected routers operate as per speciÞcation. The CMP router design [55]
we focus on is part of an on-chip interconnection network that connects processor
cores with memory and with each other. The main function of the router is to di-
rect incoming packets to the correct output port. Each packet is made up of smaller
components called flits. There are three kinds of ßits: a head flit, which reserves an
output channel, one or more body flits, which contain the data payload, and a tail flit,
which signals the end of the packet. The typical data layout of a ßit is depicted in
Fig. 2. The two least signiÞcant bits represent the ßit type, the next six bits represent
the destination address, and the 24 most signiÞcant bits contain the data payload.

The CMP router consists of four main modules, as shown in Fig. 3. The input
controller buffers incoming ßits and interacts with the arbiter. Upon receipt of a
head ßit, the input controller requests access to an output port based on the des-
tination address contained in the head ßit. The arbiter grants access to the output
ports in a fair manner, using a simple round-robin arbitration scheme. The remain-
ing modules are the encoder and crossbar. When the arbiter grants access to a par-
ticular output port, a signal is sent to the input controller to release the ßits from the
buffers, and at the same time, an allocation signal is sent to the encoder which in
turn conÞgures the crossbar to route the ßits to the appropriate output port.
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Fig. 3 Chip-Multiprocessor
(CMP) Router. There are
four main modules: the input
controller, the arbiter, the
encoder, and the crossbar

3.4.1.2 Simplifications and SML Model

Since the original router design is quite large, we make several simpliÞcations to
create a small example for this introductory chapter. First, we assume that each
ßit that makes up the packet raises a request to the arbiter, not just the head ßit;
this eliminates some logic tracking the type of ßit. Second, we assume that the
destination address, which indicates the output port to which a ßit must be directed,
is exactly two bits. SpeciÞcally, bits 2 and 3 of each ßit encode the address, with 01
encoding output port 0 (bit 2 is 1 and bit 3 is 0), and 10 encoding output port 1. The
destination address is directly copied to the request lines of the arbiter; the encoding
00 for a request line indicates the absence of a request. Finally, we eliminate the
Encoder module, directly using the alloc signals to route ßits through the crossbar
to the output ports of the router.

Figure 4 shows the SML representation of the router. We use the usual short form
of declarations where variables of the same type are grouped together in the same
declaration statement. The top-level module is termed System. Note that it has
two inputs, and therefore is an open system. The top-level module is a synchronous
composition of three modules: the input controller, the arbiter, and the crossbar. The
input controller module in turn is a synchronous composition of two instances of
the module modeling a FIFO buffer, plus some additional control logic to request
access to an output port from the arbiter. Note how the buffers are deÞned as arrays
mapping bitvectors to bitvectors, and implemented as circular queues. The arbiter
uses a single priority bit to mediate access to an output port when both input ports
request that same output port; if there is no conßict between output port requests,
both can be granted simultaneously. The alloc signals generated by the arbiter are
used in the crossbar to direct the ßit at the head of the input buffers to the corre-
sponding output port, if one is granted. If no ßit is directed to an output port, the
value of that output is set to a default invalid value NAF (standing for Ònot a ßitÓ).

3.4.1.3 Verification Task: Progress Through the Router

Consider the following veriÞcation problem stated in English below:

Any incoming ßit on an input port is routed to its correct output port, as speciÞed by its
destination address, within L clock cycles.
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Fig. 4 A simpliÞed chip multiprocessor router modeled in SML. NAF stands for Ònot a ßitÓ, and
is implemented as the bitvector value 0x00000003. We use a wires declaration to introduce
new names for expressions. SZ is a parameter denoting the size of queues

This is a typical latency bound property that every router must satisfy. The bound L
on the latency is left parametric for now.

A latency bound property with a Þxed bound L falls within a broader class of
properties known as quality-of-service properties.

It is common, however, to use an abstraction of this property that only requires L
to be Þnite, but places no other requirement on its value. In essence, such a property
speciÞes that any incoming ßit is to be eventually routed to the correct output port.

Both forms of the latency bound property can be expressed in temporal logic,
a speciÞcation formalism that is explored in greater depth in Chap. 2 on temporal
logic.
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Fig. 5 A simple environment model for the chip multiprocessor router modeled in Fig. 4. PKT_SZ
is a parameter denoting the size of the packet (i.e., the number of ßits per packet)

3.4.1.4 Data Type Abstraction

Consider a simple environment that injects exactly one packet into each input port,
with the destination of the packets modeled by symbolic destination Þeld in the re-
spective head ßit. Each packet comprises a head ßit, several body ßits, and a tail ßit.
By making the destination Þeld symbolic, we can model both interesting scenarios:
the case where the two injected packets are destined for different output ports as well
as the case where they are headed for the same output port (resulting in contention
to be resolved by the arbiter).

Figure 5 gives the SML code for the above environment model. Note that the out-
puts generated by this environment are the inputs to the top-level module System
in the router design. These outputs are modeled as bit-vector variables.

The choice of how to model the data type of the ßit can have a big impact on the
scalability of veriÞcation. In work by Brady et al. [15], a router design almost iden-
tical to the one given in this chapter was considered for veriÞcation.2 Two types of
veriÞcation tasks were performed. In both cases, bounded model checking (BMC)
(covered in Chap. 10) was used to check that starting from a reset state, the router
correctly forwards both packets to their respective output ports within a Þxed num-
ber of cycles that depends on the length of the packet (PKT_SZ). The difference was
in how the data component of ßits in all modules of the design were represented.
In one case, the data component of each ßit was modeled as a bit-vector 28 bits
wide (as in Fig. 5), while in the second case this was modeled as an abstract term,

2The differences have to do with modeling the crossbar and routing logic more accurately than we
have in this chapter, and are not signiÞcant for the discussion herein.
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Fig. 6 Runtime comparison
for increasing packet size in
CMP router model. The
runtimes for the
bitvector-level and term-level
designs are compared for
increasing packet size.
Runtimes for the underlying
decision procedure are broken
up into that required for
generating a SAT solver
encoding (ÒDPÓ) and that
taken for the SAT solving
(ÒSATÓ)

which can be encoded with fewer bits by an underlying decision procedure for a
combination of uninterpreted functions and equality and bit-vector arithmetic (see
Chap. 11). In Fig. 6, we see that indeed the runtime of the veriÞer scales much better
with increasing PKT_SZ in the case where such term-level modeling is employed
than in the case where pure bitvector-level modeling is used.

This example illustrates the points in Sect. 3.2.1 related to the right level of ab-
straction required to ensure that the underlying computational engine (a SAT-based
decision procedureÑalso known as an SMT solverÑin this case) can efÞciently
verify the problem at hand.

3.4.1.5 Environment Modeling

In the previous section, we considered the veriÞcation of a router with a rather con-
trived environment model that simply injects one packet into the routerÕs input ports.
In reality, such a router will be interconnected with other network elements in a spec-
iÞed topology. For example, consider an 8×8 grid of interconnected nodes shown in
Fig. 7(a), where each node typically represents a router and network interface logic
(e.g., connecting the router with a core or memory element). For this section, we
will assume that each node is simply a router design similar to that given in Fig. 4,
but with Þve input and output portsÑfour of these can be connected to neighboring
nodes on the grid, and one can be connected to the processor or memory element
associated with that node.

Next, consider a speciÞc node in the grid labeled A. Suppose that we want to
verify the property that every packet traveling through A spends no more than 15
cycles within A. One approach is to model the overall network as a synchronous
composition of 64 routers, one for each node. However, this results in a model with
tens of thousands of Boolean state variables, which is beyond the capacity of the
best current formal veriÞcation tools.

An obvious alternative approach involves abstraction and modeling with non-
determinism. SpeciÞcally, as depicted in Fig. 7(b), one can abstract all nodes in the
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Fig. 7 Verifying latency through a router in an on-chip network. We wish to verify a bound
on the latency through node A

network other than A into an environment model E, where E is a transition system
which, at each cycle, non-deterministically selects a port to send an input packet to
A, sets the destination port for that packet, and chooses a data payload. If we apply
this technique to the problem of verifying a latency bound of 15 through the router,
it fails to prove the latency bound using a sequence of input packets that causes
contention for the same output port within the router. The question is, however,
whether such a pattern can arise in this particular network for the trafÞc patterns
that the architect has in mind. Purely non-deterministic modeling of trafÞc sources
does not permit us to model trafÞc sources in a more precise manner.

Thus, as mentioned in Sect. 3.2.1, the environment model must be tailored to the
type of property to be veriÞed. In this case, in order to prove a particular latency
bound, we must come up with a suitable model of trafÞc sources (and sinks).

One formalism for more Þne-grained modeling of any channel of NoC trafÞc (in-
cluding sources and sinks) is a bounded channel regulator, introduced by Holcomb
et al. [37] based on the regulator model described by Cruz [27]. A channel in an
NoC is any link between components in the network. A bounded channel regulator
TR is a monitor on a channel that checks three constraints: the rate 
, burstiness � ,
and bound B on the trafÞc that traverses the channel. Figure 8 illustrates a bounded
channel regulator. The buffer of size � begins Þlled with tokens, and one token is re-
moved whenever a head ßit passes through the channel being monitored. Src
 adds
a token to the buffer once every 
 cycles, unless the buffer is already full. During
a simulation, Src
 becomes inactive once it has produced a total of B � � tokens.
If a head ßit ever passes through the channel when the regulator queue is empty,
then a Boolean ßag ai is set to signal that the channel trafÞc does not conform to
the constraints of regulator i. We refer to a regulator with rate 
, burstiness � , and
bound B as TR(
,�,B). It is easy to model a bounded regulator in SML using non-
deterministic assignment for generating packets, a FIFO buffer for storing tokens,
and a counter for enforcing the rate of the trafÞc regulator.

The regulator can be applied to any channel in a network that is viewed as a gen-
erator of packets, such as a neighboring router, a processing element, or a memory
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Fig. 8 Traffic regulator.
The bounded channel
regulator TR (
,�,B) models
all trafÞc patterns with
average rate constrained by 
,
burstiness by � , and total
number of packets bounded
by B

element. Such packet generators can be modeled as a completely non-deterministic
source SrcND (as shown in Fig. 8). Combining SrcND with the regulator provides a
way to restrict behaviors of the non-deterministic source that are overly adversarial
compared to the actual design that this model abstracts away. It is also possible to
model trafÞc sinks in a similar fashion.

Since router A in Fig. 7(b) is at a corner of the grid, it sees less incoming traf-
Þc than other routers in the center. With suitable parameters 
, � , and B for the
bounded regulator model, one can verify the latency bound of 15 through the router
A, as reported by Holcomb et al. [37]. The parameters can be generated manually or
inferred automatically from traces generated from program executions.

3.4.1.6 Summary

In this section, we discussed the latency bound veriÞcation problem for a CMP
router. Several of the considerations outlined in Sect. 3.2.1 arose. First, since the
system was a digital circuit with a single clock, a discrete state machine formalism
based on synchronous composition was suitable. Next, additional data type abstrac-
tion was necessary to reduce the search space for the underlying SAT-based compu-
tational engines. A suitable environment model had to be created to reason about a
latency bound property. We started with a simplistic environment model, but then,
in order to consider the more realistic whole-network scenario, had to formulate
suitable models for sources (and sinks) of network trafÞc. This environment model
also incorporates relevant abstractions to reduce the search space for veriÞcation.

3.4.2 Synchronous Control Systems

In the previous section we presented an example of a synchronous digital circuit
modeled in SML. Synchronous digital circuits are an important class of systems that
can be modeled using the synchronous model of computation. Another important
class of systems which can often be viewed as synchronous systems are control
systems, implemented either in hardware or software. Control systems typically
consist of a controller which interacts with a plant, that is, a physical process to
be controlled, in a closed-loop manner. The controller typically samples certain ob-
servable variables of the plant periodically through sensors, and issues commands
to the plant through actuators.
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Fig. 9 A simple feedback
control system.
A proportional controller for
a helicopter model (taken
from [49])

Fig. 10 A simple helicopter
model. The Helicopter block
of Fig. 9 (from [49])

In this section we present a toy feedback control system consisting of a simple
proportional controller for a helicopter model. The example is an adapted version of
the one described in Sect. 2.4 of [49]. There, the model is a continuous-time model.
Here, we present a discrete-time (synchronous) version with the aim of illustrating
how it could be captured in SML.

The system is shown graphically in a block-diagram notation in Fig. 9. It con-
tains, at the top level, the Controller and Helicopter modules connected in feedback.
The input of the Helicopter module is torque, denoted by Ty , and its output is an-
gular velocity, which is the time derivative �	y of the angle 	y . The input of the
Controller is the error e, that is, the difference between the target angular velocity �
(which we will take to be constant) and the actual angular velocity.

In this toy example the Controller is a simple proportional controller which mul-
tiplies the error by a constant K , that is, the controller implements Ty = K • e.
The Helicopter consists of two sub-modules, a Scale and an Integrator, as shown in
Fig. 10.

The entire system, modeled in SML, is shown in Fig. 11. The top-level System
module instantiates and connects four sub-modules, a Helicopter, a Proportional-
Controller, a Constant (modeling the target angular velocity � ) and a Difference
module (computing the error e). The Helicopter module consists of a Scale and a
DiscreteIntegrator (replacing the continuous integrator of Fig. 10). The Proportion-
alController consists simply of a Scale. The Constant, Scale, Difference and Dis-
creteIntegrator modules are primitive modules, while the rest are composite mod-
ules.

Properties of interest in control systems are stability, robustness, and control per-
formance. Such properties can sometimes be expressed in formal speciÞcation lan-
guages such as temporal logic. For instance, in the helicopter example above, we
may wish the error e to eventually become almost zero, and remain close to zero
forever after. We may also want e to become almost zero within a certain deadline.
Finally, we may also want e not to exceed certain upper and lower bounds as it con-
verges to zero (i.e., bounded ÒovershootÓ and ÒundershootÓ). All these properties
can be formalized in temporal logic.
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Fig. 11 A toy synchronous control system modeled in SML

3.4.3 Concurrent Software

Concurrent software has long been a key application domain for model checking.
In this section, we show how modeling a concurrent program for veriÞcation can
require subtlety, even for small programs with limited concurrency.
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Fig. 12 Modeling a program that does something for two seconds and then continues to do some-
thing else (Þgure from [49])

Consider the program outlined in Fig. 12.3 The main function seeks to perform
some action (at the program location denoted B) for two seconds and then do some-
thing else (at location C). To keep track of time, the program uses a timer interrupt.
The function ISR is registered as the interrupt service routine for this timer inter-
rupt. The interrupt is raised every millisecond, so ISR will be invoked 2000 times
in two seconds. The program seeks to track the number of invocations of ISR by
using the shared variable timerCount.

Consider verifying the following property:

The main function of the program will always reach position C.

In other words, will the program eventually move beyond whatever computation it
was to perform for two seconds?

A natural approach to answer this question is to model both the main and ISR
functions as state machines. In Fig. 12, we show two Þnite state machines that model
ISR and main. The states of the FSMs correspond to positions in the execution
labeled A through E, as shown in the program listing. Let us further assume that the
main function loops in location C.

Note that these state machine models incorporate some important assumptions.
One of these is on the atomicity of operations in the program. The program locations
A through E are between C statements, so implicitly we are assuming that each C
statement is an atomic operationÑa questionable assumption in general. However,
for simplicity, we will make this assumption here.

Another modeling assumption concerns the frequency with which interrupts can
be raised. The raising of an interrupt is modeled in Fig. 12 using the input assert,

3This example is taken from a textbook on Embedded Systems [49].
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which is a ÒpureÓ signal meaning that it is an event that is either present or absent at
any time step (this can be modeled in SML as a Boolean). Assuming that interrupts
can occur inÞnitely often, we can model the environment that raises interrupts as a
state machine that non-deterministically raises an interrupt (sets assert) at each
step.

The next question becomes how to compose these state machines to correctly
model the interaction between the two pieces of sequential code in the procedures
ISR and main. As Þrst glance, one might think of asynchronous composition as
a suitable choice. However, that choice is incorrect in this context because the in-
terleavings are not arbitrary. In particular, main can be interrupted by ISR, but
ISR cannot be interrupted by main. Asynchronous composition fails to capture
this asymmetry.

Synchronous composition is also not a good Þt. When ISR is running, the main
function is not, and vice versa, unlike synchronous composition where the transition
systems move in lock step.

Therefore, to accurately compose main and ISR, we need to combine them with
a scheduler state machine. The scheduler has two modes: one in which main is exe-
cuting, and one in which ISR is executing after it pre-empts main. This model also
requires minor modiÞcations to the state machines main and ISR. All three state
machines are then composed together hierarchically and synchronously. Figure 13
shows the SML model for the combination.

The resulting machine is composed with its environment state machine, which
models the raising of an interrupt. This Þnal composition is asynchronous, reßecting
the modeling assumption that the environment and the concurrent program do not
share a common clock. However, we probably want to rule out the interleaving
in which only the environment steps without ever giving the concurrent program
a chance to execute. A fairness speciÞcation allows us to impose this modeling
constraint.

With this model, we are able to verify that, in fact, the program does not satisfy
the desired property. One counterexample involves an interrupt being repeatedly
raised by Env and the program spends all its time in invocations of ISR with main
unable to make any progress.

To summarize this example, we note that even the simplest concurrent programs,
such as the interrupt-driven program of this section, can be tricky to model. Al-
though conventional wisdom holds that asynchronous composition is the ÒrightÓ
choice for concurrent software veriÞcation, one must be careful to take into consid-
eration relative priorities of tasks/processes and scheduling policies.

3.5 Kripke Structures

This section introduces Kripke Structures, perhaps the most common formalism for
specifying system models. It then deÞnes the mapping between the constructs of the
modeling language deÞned in Sect. 3.3 and the elements of the Kripke Structures.
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Fig. 13 A simple interrupt-driven program modeled in SML

3.5.1 Transition Systems

Transition systems are the most common formalism used in formal veriÞcation since
they naturally capture the dynamics of a discrete system. Transition systems are di-
rected graphs where nodes model states, and the edges represent transitions denot-
ing the state changes. A state encapsulates information of the system (i.e., values
of the system variables) at a particular moment in time during its execution. For
instance, a state of the mutual exclusion protocol can indicate the critical or noncrit-
ical sections of the system processes. Similarily, for example in hardware circuits
executing synchronously, a state can represent the register values in addition to the
values of the input bits. Transitions encapsulate the gradual changes that the system
parameters exhibit at each execution step of the system. In the case of the mutual ex-
clusion protocol a transition may indicate that a process moves from its non-critical
section to a waiting or critical section state. In software, on the other hand, the tran-
sition may correspond to the execution of a program statement (say, an assignment
operation) which may result in a change of the values of some program variables to-
gether with a program counter. Correspondingly in hardware a transition models the
update of the registers and the output bits in response to the updated set of inputs.
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There exist many classes of transition systems. The choice of a particular tran-
sition system depends on the nature of the system being modeled. This chapter
presents the most common formalism, called Kripke Structures, which is suitable for
modeling most hardware and software systems. Kripke structures are transition sys-
tems which are speciÞed by constructs called atomic propositions. Atomic proposi-
tions express facts about the states of the system, for example, ÒHeli.coeff = 10.0Ó
for variable Heli.coeff from the helicopter control system example.

Definition 2 (Kripke Structure) (cf. [25]) Let AP be a non-empty set of atomic
propositions. A Kripke structure is a transition system deÞned as a four-tuple M =
(S;S0;R;L), where S is a Þnite set of states, S0 	 S is a Þnite set of initial states
(S0 � S), R � S× S is a transition relation, for which it holds that �s 	 S : �s� 	 S :
(s; s�) 	 R, and L : S� 2AP is the labeling function which labels each state with
the atomic propositions which hold in that state.

A path of the Kripke structure is a sequence of states s0, s1, s2, . . . such that
s0 	 S0 and for each i 
 0, si+1 =R(si).

The word on the path is a sequence of sets of the atomic propositions � =
L(s1),L(s2),L(s3), . . ., which is an �-word over alphabet 2AP .

The program semantics is deÞned by its language which is the set of Þnite (inÞ-
nite) words of all possible paths which the system can take during its execution.

Kripke structures are the models deÞning the semantics (deÞnition of when a
speciÞed property holds) of the most widely used speciÞcation languages for reac-
tive systems, namely temporal logics.

Kripke structures can be seen as describing the behavior of the modeled system
in a modeling-language-independent manner. Therefore, temporal logics are really
modeling-formalism independent. The deÞnition of atomic propositions is the only
thing that needs to be adjusted for each formalism.

A fair execution of the program modeled by a Kripke structure is ensured by
fairness constraints which rule out the unrealistic paths. A fair path ensures that cer-
tain fairness constraints hold. In general, a strong fairness constraint can be deÞned
as a temporal logic formula of the following form: GF AP �� F AP, where AP
is a set of atomic propositions of interest. The formula states that if some atomic
propositions are true periodically (corresponding to the fact that a process is ready
to execute or transition to a new state) then they will be true inÞnitely often in the
future as well (the transitions will be taken). The weak fairness constraint is similar-
ily deÞned as G AP�� F AP, stating that every process that is continuously ready
to execute from some time point gets its turn inÞnitely often.

3.5.2 From SML Programs to Kripke Structures

For purposes of veriÞcation, we must close the model of the system under veriÞca-
tion with the model of its environment. For such a closed SML program, suppose that
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the corresponding STS is (�,O,V,�, �). From this STS, we obtain the correspond-
ing Kripke structure as (S,S0,R,L), where S = 2V�O , S0 = {s 	 S |�(s)= true},
R = �, and L is such that L(s) is the value of variables in V �O in state s.

3.6 Summary

This chapter has reviewed some of the fundamental issues in system modeling for
veriÞcation. We introduced SML, a simple modeling language for abstract state ma-
chines or transition systems, and illustrated its use on three examples from different
domains. We also gave semantics to SML using the well-known formalism of Kripke
structures. Other chapters in this Handbook will cover several concepts in model
checking, many of which are based on domain-speciÞc modeling formalisms. SML

captures the essential features of those formalisms and potentially provides a basis
for better understanding the connections between chapters and even creating new
connections.
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Chapter 4
Automata Theory and Model Checking

Orna Kupferman

Abstract We study automata on inÞnite words and their applications in system
speciÞcation and veriÞcation. We Þrst introduce B�chi automata and survey their
closure properties, expressive power, and determinization. We then introduce addi-
tional acceptance conditions and the model of alternating automata. We compare
the different classes of automata in terms of expressive power and succinctness, and
describe decision problems for them. Finally, we describe the automata-theoretic
approach to system speciÞcation and veriÞcation.

4.1 Introduction

Finite automata on inÞnite objects were Þrst introduced in the 1960s. Motivated by
decision problems in mathematics and logic, B�chi, McNaughton, and Rabin devel-
oped a framework for reasoning about inÞnite words and inÞnite trees [6, 52, 61].
The framework has proved to be very powerful. Automata and their tight relation
to second-order monadic logics were the key to the solution of several fundamental
decision problems in mathematics and logic [62, 74]. Today, automata on inÞnite
objects are used for speciÞcation and veriÞcation of nonterminating systems. The
idea is simple: when a system is deÞned with respect to a Þnite set AP of proposi-
tions, each of the systemÕs states can be associated with a set of propositions that
hold in this state. Then, each of the systemÕs computations induces an inÞnite word
over the alphabet 2AP, and the system itself induces a language of inÞnite words
over this alphabet. This language can be deÞned by an automaton. Similarly, a sys-
tem speciÞcation, which describes all the allowed computations, can be viewed as a
language of inÞnite words over 2AP, and can therefore be deÞned by an automaton.
In the automata-theoretic approach to veriÞcation, we reduce questions about sys-
tems and their speciÞcations to questions about automata. More speciÞcally, ques-
tions such as satisÞability of speciÞcations and correctness of systems with respect
to their speciÞcations are reduced to questions such as non-emptiness and language
containment [48, 77, 79].
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The automata-theoretic approach separates the logical and the combinatorial as-
pects of reasoning about systems. The translation of speciÞcations to automata han-
dles the logic and shifts all the combinatorial difÞculties to automata-theoretic prob-
lems, yielding clean and asymptotically optimal algorithms, as well as better under-
standing of the complexity of the problems. Beyond leading to tight complexity
bounds, automata have proven to be very helpful in practice. Automata are the key
to techniques such as on-the-ßy model checking [11, 21], and they are useful also for
modular model checking [41], partial-order model checking [23, 31, 75, 78], model
checking of real-time and hybrid systems [26], open systems [1], and inÞnite-state
systems [40, 43]. Automata also serve as expressive speciÞcation formalisms [2, 39]
and in algorithms for sanity checks [37]. Automata-based methods have been imple-
mented in both academic and industrial automated-veriÞcation tools (e.g., COSPAN
[24], SPIN [27], ForSpec [72], and NuSMV [9]).

This chapter studies automata on inÞnite words and their applications in sys-
tem speciÞcation and veriÞcation. We Þrst introduce B�chi automata, survey their
closure properties, expressive power, and determinization. We then introduce addi-
tional acceptance conditions and the model of alternating automata. We compare
the different classes of automata in terms of expressive power and succinctness, and
describe decision problems for them. Finally, we describe the automata-theoretic
approach to system speciÞcation and veriÞcation.

4.2 Nondeterministic Büchi Automata on Infinite Words

4.2.1 Definitions

For a Þnite alphabet� , an inÞnite word w = �1 •�2 •�3 • • • is an inÞnite sequence of
letters from� . We use�� to denote the set of all inÞnite words over the alphabet� .
A language L��� is a set of words. We sometimes refer also to Þnite words, and
to languages L��� of Þnite words over� . A prefix ofw = �1 •�2 • • • is a (possibly
empty) Þnite word �1 • �2 • �3 • • •�i , for some i 
 0. A suffix of w is an inÞnite
word �i • �i+1 • • •, for some i 
 1. A property of a system with a set AP of atomic
propositions can be viewed as a language over the alphabet 2AP. We have seen in
Chap. 2 that languages over this alphabet can be deÞned by linear temporal-logic
(LTL, for short) formulas. Another way to deÞne languages is by automata.

A nondeterministic finite automaton is a tuple A = ��,Q,Q0, �,��, where �
is a Þnite non-empty alphabet, Q is a Þnite non-empty set of states, Q0 �Q is a
non-empty set of initial states, � :Q×�� 2Q is a transition function, and � is an
acceptance condition, to be deÞned below.

Intuitively, when the automaton A runs on an input word over � , it starts in
one of the initial states, and it proceeds along the word according to the transition
function. Thus, �(q, � ) is the set of states that A can move into when it is in state
q and it reads the letter � . Note that the automaton may be nondeterministic, since
it may have several initial states and the transition function may specify several
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Fig. 1 A DBW for {w :w has inÞnitely many aÕs}

possible transitions for each state and letter. The automaton A is deterministic if
|Q0| = 1 and |�(q, � )| = 1 for all states q 	 Q and symbols � 	 � . Specifying
deterministic automata, we sometimes describe the single initial state or destination
state, rather than a singleton set.

Formally, a run r of A on a Þnite word w = �1 •�2 • • •�n 	�� is a sequence r =
q0, q1, . . . , qn of n+ 1 states in Q such that q0 	Q0, and for all 0
 i < n we have
qi+1 	 �(qi, �i+1). Note that a nondeterministic automaton may have several runs
on a given input word. In contrast, a deterministic automaton has exactly one run on
a given input word. When the input word is inÞnite, thus w = �1 • �2 • �3 • • • 	��,
then a run of A on it is an inÞnite sequence of states r = q0, q1, q2, . . . such that
q0 	 Q0, and for all i 
 0, we have qi+1 	 �(qi, �i+1). For an inÞnite run r , let
inf (r) = {q : qi = q for inÞnitely many iÕs }. Thus, inf (r) is the set of states that r
visits inÞnitely often.

The acceptance condition � determines which runs are ÒgoodÓ. For automata on
Þnite words, � � Q and a run r is accepting if qn 	 �. For automata on inÞnite
words, one can consider several acceptance conditions. Let us start with the B�chi
acceptance condition [6]. There, � �Q, and a run r is accepting if it visits some
state in � inÞnitely often. Formally, r is accepting iff inf (r) � � �= �. A run that is
not accepting is rejecting. A word w is accepted by an automaton A if there is an
accepting run of A on w. The language recognized by A , denoted L (A ), is the
set of words that A accepts. We sometimes refer to L (A ) also as the language
of A .

We use NBW and DBW to abbreviate nondeterministic and deterministic B�chi
automata, respectively.1 For a class � of automata (so far, we have introduced � 	
{NBW,DBW}), we say that a language L � �� is � -recognizable iff there is an
automaton in the class � that recognizes L. A language is �-regular iff it is NBW-
recognizable.

Example 1 Consider the DBW A1 appearing in Fig. 1. When we draw automata,
states are denoted by circles. Directed edges between states are labeled with letters
and describe the transitions. Initial states (q0, in the Þgure) have an edge entering
them with no source, and accepting states (q1, in the Þgure) are identiÞed by double
circles. The DBW moves to the accepting state whenever it reads the letter a, and
it moves to the non-accepting state whenever it reads the letter b. Accordingly, the
single run r on a word w visits the accepting state inÞnitely often iff w has inÞnitely
many aÕs. Hence, L (A1)= {w :w has inÞnitely many aÕs}.

1The letter W indicates that the automata run on words (rather than, say, trees).
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Fig. 2 An NBW for {w :w has only Þnitely many aÕs}

Example 2 Consider the NBW A2 appearing in Fig. 2. The automaton is non-
deterministic, and in order for a run to be accepting it has to eventually move to
the accepting state, where it has to stay forever while reading b. Note that if A2
reads a from the accepting state it gets stuck. Accordingly, A2 has an accepting run
on a word w iff w has a position from which an inÞnite tail of bÕs starts. Hence,
L (A2)= {w :w has only Þnitely many aÕs}.

Consider a directed graph G= �V,E�. A strongly connected set of G (SCS) is a
set C � V of vertices such that for every two vertices v, v� 	 C, there is a path from
v to v�. An SCS C is maximal if it cannot be extended to a larger SCS. Formally,
for every nonempty C� � V \ C, we have that C � C� is not an SCS. The maximal
strongly connected sets are also termed strongly connected components (SCC). An
automaton A = ��,Q,Q0, �,�� induces a directed graph GA = �Q,E� in which
�q, q �� 	E iff there is a letter � such that q � 	 �(q, � ). When we talk about the SCSs
and SCCs of A , we refer to those of GA . Consider a run r of an automaton A . It
is not hard to see that the set inf (r) is an SCS. Indeed, since every two states q and
q � in inf (r) are visited inÞnitely often, the state q � must be reachable from q .

4.2.2 Closure Properties

Automata on Þnite words are closed under union, intersection, and complemen-
tation. In this section we study closure properties for nondeterministic B�chi au-
tomata.

4.2.2.1 Closure Under Union and Intersection

We start with closure under union, where the construction that works for nondeter-
ministic automata on Þnite words, namely putting the two automata Òone next to
the otherÓ, works also for nondeterministic B�chi automata. Formally, we have the
following.

Theorem 1 ([8]) Let A1 and A2 be NBWs with n1 and n2 states, respectively.
There is an NBW A such that L (A ) = L (A1) � L (A2) and A has n1 + n2
states.

Proof Let A1 = ��,Q1,Q0
1, �1, �1� and A2 = ��,Q2,Q0

2, �2, �2�. We assume,
without loss of generality, that Q1 and Q2 are disjoint. Since nondeterministic au-
tomata may have several initial states, we can deÞne A as the NBW obtained by



4 Automata Theory and Model Checking 111

Fig. 3 Two B�chi automata accepting the language {a�}, and their empty product

taking the union of A1 and A2. Thus, A = ��,Q1 �Q2,Q0
1 �Q

0
2, �,�1 � �2�,

where for every state q 	Q1 �Q2, we have that �(q, � ) = �i(q, � ), for the index
i 	 {1,2} such that q 	Qi . It is easy to see that for every wordw 	��, the NBW A
has an accepting run on w iff at least one of the NBWs A1 and A2 has an accepting
run on w. �

We proceed to closure under intersection. For the case of Þnite words, one proves
closure under intersection by constructing, given A1 and A2, a Òproduct automatonÓ
that hasQ1×Q2 as its state space and simulates the runs of both A1 and A2 on the
input words. A word is then accepted by both A1 and A2 iff the product automaton
has a run that leads to a state in �1 × �2. As the example below demonstrates, this
construction does not work for B�chi automata.

Example 3 Consider the two DBWs A1 and A2 on the left of Fig. 3. The product
automaton A1 ×A2 is shown on the right. Clearly, L (A1)=L (A2) = {a�}, but
L (A1 ×A2)= �.

As demonstrated in Example 3, the problem with the product automaton is that
the deÞnition of the set of accepting states to be �1 × �2 forces the accepting runs
of A1 and A2 to visit �1 and �2 simultaneously. This requirement is too strong, as
an input word may still be accepted by both A1 and A2, but the accepting runs on it
visit �1 and �2 in different positions. As we show below, the product automaton is a
good basis for proving closure under intersection, but one needs to take two copies
of it: one that waits for visits of runs of A1 to �1 (and moves to the second copy
when such a visit is detected) and one that waits for visits of runs of A2 to �2 (and
returns to the Þrst copy when such a visit is detected). The acceptance condition
then requires the run to alternate between the two copies inÞnitely often, which is
possible exactly when both the run of A1 visits �1 inÞnitely often, and the run of
A2 visits �2 inÞnitely often. Note that A2 may visit �2 when the run is in the Þrst
copy, in which case the visit to �2 is ignored, and in fact this may happen inÞnitely
many times. Still, if there are inÞnitely many visits to �1 and �2, then eventually the
run moves to the second copy, where it eventually comes across a visit to �2 that is
not ignored. Formally, we have the following.

Theorem 2 ([8]) Let A1 and A2 be NBWs with n1 and n2 states, respectively.
There is an NBW A such that L (A )=L (A1)�L (A2) and A has 2n1n2 states.

Proof Let A1 = ��,Q1,Q0
1, �1, �1� and A2 = ��,Q2,Q0

2, �2, �2�. We deÞne
A = ��,Q,Q0, �,��, where

� Q = Q1 × Q2 × {1,2}. That is, the state space consists of two copies of the
product automaton.
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� Q0 =Q0
1 ×Q

0
2 × {1}. That is, the initial states are triples �s1, s2,1� such that s1

and s2 are initial in A1 and A2, respectively. The run starts in the Þrst copy.
� For all q1 	 Q1, q2 	 Q2, c 	 {1,2}, and � 	 � , we deÞne �(�s1, s2, c�, � ) =
�1(s1, � )× �2(s2, � )× {next(s1, s2, c)}, where

next(s1, s2, c)=
�

1 if (c= 1 and s1 /	 �1) or (c= 2 and s2 	 �2),
2 if (c= 1 and s1 	 �1) or (c= 2 and s2 /	 �2).

That is, A proceeds according to the product automaton, and it moves from the
Þrst copy to the second copy when s1 	 �1, and from the second copy to the Þrst
copy when s2 	 �2. In all other cases it stays in the current copy.

� � = �1 ×Q2 × {1}. That is, a run of A is accepting if it visits inÞnitely many
states in the Þrst copy in which the Q1-component is in �1. Note that after such
a visit, A moves to the second copy, from which it returns to the Þrst copy after
visiting a state in which theQ2-component is in �2. Accordingly, there must be a
visit to a state in which theQ2-component is in �2 between every two successive
visits to states in �. This is why a run visits � inÞnitely often iff itsQ1-component
visits �1 inÞnitely often and its Q2-component visits �2 inÞnitely often. �

Note that the product construction retains determinism; i.e., starting with deter-
ministic A1 and A2, the product A is deterministic. Thus, DBWs are also closed
under intersection. Also, while the union construction we have described does not
retain determinism, DBWs are closed also under union. Indeed, if we take the prod-
uct construction (one copy of it is sufÞcient), which retains determinism, and deÞne
the set of accepting states to be (�1×Q2)� (Q1×�2), we get a DBW for the union.
Note, however, that unlike the n1 + n2 blow-up in Theorem 1, the blow-up now is
n1n2.

4.2.2.2 Closure Under Complementation

For deterministic automata on Þnite words, complementation is easy: the single run
is rejecting iff its last state is not accepting, thus complementing a deterministic
automaton can proceed by dualizing its acceptance condition: for an automaton
with state space Q and set � of accepting states, the dual acceptance condition
is �� =Q \ �, and it is easy to see that dualizing the acceptance condition of a de-
terministic automaton on Þnite words results in a deterministic automaton for the
complement language. It is also easy to see that such a simple dualization does not
work for DBWs. Indeed, a run of a B�chi automaton is rejecting iff it visits � only
Þnitely often, which is different from requiring it to visit �� inÞnitely often. As a
concrete example, consider the DBW A1 from Fig. 1. Recall that L (A1)= {w :w
has inÞnitely many aÕs}. An attempt to complement it by deÞning the set of ac-
cepting states to be {q0} results in a DBW whose language is {w : w has inÞnitely
many bÕs}, which does not complement L (A1). For example, the word (a • b)� be-
longs to both languages. In this section we study the complementation problem for
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B�chi automata. We start with deterministic automata and show that while dualiza-
tion does not work, their complementation is quite simple, but results in a nondeter-
ministic automaton. We then move on to nondeterministic automata, and describe a
complementation procedure for them.

Theorem 3 ([47]) Let A be a DBW with n states. There is an NBW A � such that
L (A �)=�� \L (A ), and A � has at most 2n states.

Proof Let A = ��,Q,q0, �,��. The NBW A � should accept exactly all words w
for which the single run of A onw visits � only Þnitely often. It does so by guessing
a position from which no more visits of A to � take place. For that, A � consists
of two copies of A : one that includes all the states and transitions of A , and one
that excludes the accepting states of A , and to which A � moves when it guesses
that no more states in � are going to be visited. All the states in the second copy are
accepting. Formally, A � = ��,Q�,Q�0, �

�, ���, where

� Q� = (Q× {0})� ((Q \ �)× {1}).
� Q�0 = {�q0,0�}.
� For every q 	Q, c 	 {0,1}, and � 	� with �(q, � )= q �, we have

��(�q, c�, � )=

�

��
�

{�q �,0�, �q �,1�} if c= 0 and q � /	 �,
{�q �,0�} if c= 0 and q � 	 �,
{�q �,1�} if c= 1 and q � /	 �,
� if c= 1 and q � 	 �.

� �� = (Q \ �)× {1}.

Thus, A � can stay in the Þrst copy forever, but in order for a run of A � to be ac-
cepting, it must eventually move to the second copy, from where it cannot go back
to the Þrst copy and must avoid states in �. �

The construction described in the proof of Theorem 3 can be applied also to non-
deterministic automata. Since, however, A � accepts a word w iff there exists a run
of A on w that visits � only Þnitely often, whereas a complementing automaton
should accept a word w iff all the runs of A on w visit � only Þnitely often, the
construction has a one-sided error when applied to nondeterministic automata. This
is not surprising, as the same difÞculty exists when we complement nondeterminis-
tic automata on Þnite words. By restricting attention to deterministic automata, we
guarantee that the existential and universal quantiÞcation on the runs of A coincide.

We now turn to consider complementation for nondeterministic B�chi automata.
In the case of Þnite words, one Þrst determinizes the automaton and then comple-
ments the result. An attempt to follow a similar plan for NBWs, namely a translation
to a DBW and then an application of Theorem 3, does not work: as we shall see in
Sect. 4.2.3, DBWs are strictly less expressive than NBWs, thus not all NBWs can
be determinized. Nevertheless, NBWs are closed under complementation.

Efforts to develop a complementation construction for NBWs started in the early
1960s, motivated by decision problems for second-order logics. B�chi introduced
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a complementation construction that involved a complicated Ramsey-based combi-
natorial argument and a doubly-exponential blow-up in the state space [6]. Thus,
complementing an NBW with n states resulted in an NBW with 22O(n) states. In
[70], Sistla et al. suggested an improved implementation of B�chiÕs construction,
with only 2O(n

2) states, which is still not optimal.2 Only in [64], Safra introduced a
determinization construction that involves an acceptance condition that is stronger
than B�chi, and used it in order to present a 2O(n logn) complementation construc-
tion, matching the known lower bound [54]. The use of complementation in practice
has led to a resurgent interest in the exact blow-up that complementation involves
and the feasibility of the complementation construction (e.g., issues like whether
the construction can be implemented symbolically, whether it is amenable to opti-
mizations or heuristicsÑthese are all important criteria that complementation con-
structions that involve determinization do not satisfy). In [33], Klarlund introduced
an optimal complementation construction that avoids determinization. Rather, the
states of the complementing automaton utilize progress measuresÑa generic con-
cept for quantifying how each step of a system contributes to bringing a compu-
tation closer to its speciÞcation. In [44], Kupferman and Vardi used ranks, which
are similar to progress measures, in a complementation construction that goes via
intermediate alternating co-B�chi automata. Below we describe the construction of
[44] circumventing the intermediate alternating automata.

Let A = ��,Q,Q0, �,�� be an NBW with n states. Let w = �1 • �2 • �3 • • • be a
word in ��. We deÞne an inÞnite DAG G that embodies all the possible runs of A
on w. Formally, G= �V,E�, where

� V �Q× N is the union
�
l
0(Ql × {l}), where for all l 
 0, we have Ql+1 =�

q	Ql �(q, �l+1).
� E �

�
l
0(Ql × {l}) × (Ql+1 × {l + 1}) is such that for all l 
 0, we have

E(�q, l�, �q �, l + 1�) iff q � 	 �(q, �l+1).

We refer toG as the run DAG of A on w. We say that a vertex �q �, l�� is a successor
of a vertex �q, l� iff E(�q, l�, �q �, l��). We say that �q �, l�� is reachable from �q, l�
iff there exists a sequence �q0, l0�, �q1, l1�, �q2, l2�, . . . of successive vertices such
that �q, l� = �q0, l0�, and there exists i 
 0 such that �q �, l�� = �qi, li�. We say that
a vertex �q, l� is an �-vertex iff q 	 �. Finally, we say that G is an accepting run
DAG if G has a path with inÞnitely many �-vertices. Otherwise, we say that G is
rejecting. It is easy to see that A accepts w iff G is accepting.

For k 	 N, let [k] denote the set {0,1, . . . , k}. A ranking for G is a function
f : V �[2n] that satisÞes the following two conditions:

1. For all vertices �q, l� 	 V , if f (�q, l�) is odd, then q /	 �.
2. For all edges ��q, l�, �q �, l��� 	E, we have f (�q �, l��)
 f (�q, l�).

2Interestingly, by carrying out some simple optimizations, the Ramsey-based approach in the con-
structions in [6] and [70] can be improved to produce complementing NBWs with the optimal
2O(n logn) blow-up [5].
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Thus, a ranking associates with each vertex in G a rank in [2n] so that the ranks
along paths decrease monotonically, and �-vertices get only even ranks. Note that
each path in G eventually gets trapped in some rank. We say that the ranking f is
an odd ranking if all the paths ofG eventually get trapped in an odd rank. Formally,
f is odd iff for all paths �q0,0�, �q1,1�, �q2,2�, . . . in G, there is j 
 0 such that
f (�qj , j �) is odd, and for all i 
 1, we have f (�qj+i , j + i�)= f (�qj , j �).

We are going to prove that G is rejecting iff it has an odd ranking. The difÞcult
direction is to show that if G is rejecting, then it has an odd ranking. Below we
make some observations on rejecting run DAGs that help us with this direction. We
say that a vertex �q, l� is finite in a DAG G� �G iff only Þnitely many vertices inG�
are reachable from �q, l�. The vertex �q, l� is �-free in G� iff all the vertices in G�
that are reachable from �q, l� are not �-vertices. Note that, in particular, an �-free
vertex is not an �-vertex. We deÞne an inÞnite sequence G0 � G1 � G2 � . . . of
DAGs inductively as follows.

� G0 =G.
� For i 
 0, we have G2i+1 =G2i \ {�q, l� : �q, l� is Þnite in G2i}.
� For i 
 0, we have G2i+2 =G2i+1 \ {�q, l� : �q, l� is �-free in G2i+1}.

Lemma 1 If G is rejecting, then for every i 
 0, there exists li such that for all
l 
 li , there are at most n� i vertices of the form �q, l� in G2i .

Proof We prove the lemma by an induction on i. The case where i = 0 follows from
the deÞnition of G0 = G. Indeed, in G all levels l 
 0 have at most n vertices of
the form �q, l�. Assume that the lemmaÕs requirement holds for i; we prove it for
i + 1. Consider the DAG G2i . We distinguish between two cases. First, if G2i is
Þnite, thenG2i+1 is empty,G2i+2 is empty as well, and we are done. Otherwise, we
claim that there must be some �-free vertex in G2i+1. To see this, assume, by way
of contradiction, that G2i is inÞnite and no vertex in G2i+1 is �-free. Since G2i is
inÞnite,G2i+1 is also inÞnite. Also, each vertex in G2i+1 has at least one successor.
Consider some vertex �q0, l0� in G2i+1. Since, by the assumption, it is not �-free,
there exists an �-vertex �q �0, l

�
0� reachable from �q0, l0�. Let �q1, l1� be a successor

of �q �0, l
�
0�. By the assumption, �q1, l1� is also not �-free. Hence, there exists an �-

vertex �q �1, l
�
1� reachable from �q1, l1�. Let �q2, l2� be a successor of �q �1, j

�
1�. By the

assumption, �q2, l2� is also not �-free. Thus, we can continue similarly and con-
struct an inÞnite sequence of vertices �qj , lj �, �q �j , l

�
j � such that for all j , the vertex

�q �j , l
�
j � is an �-vertex reachable from �qj , lj �, and �qj+1, lj+1� is a successor of

�q �j , l
�
j �. Such a sequence, however, corresponds to a path in G with inÞnitely many

�-vertices, contradicting the assumption that G is rejecting.
So, let �q, l� be an �-free vertex in G2i+1. We claim that taking li+1 =max{l, li}

satisÞes the requirement of the lemma. That is, we claim that for all j 
max{l, li},
there are at most n � (i + 1) vertices of the form �q, j � in G2i+2. Since �q, l� is
in G2i+1, it is not Þnite in G2i . Thus, there are inÞnitely many vertices in G2i that
are reachable from �q, l�. Hence, by K�nigÕs Lemma, G2i contains an inÞnite path
�q, l�, �q1, l + 1�, �q2, l + 2�, . . .. For all k 
 1, the vertex �qk, l + k� has inÞnitely
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many vertices reachable from it in G2i and thus, it is not Þnite in G2i . Therefore,
the path �q, l�, �q1, l + 1�, �q2, l + 2�, . . . exists also in G2i+1. Recall that �q, l� is
�-free. Hence, being reachable from �q, l�, all the vertices �qk, l + k� in the path
are �-free as well. Therefore, they are not in G2i+2. It follows that for all j 
 l, the
number of vertices of the form �q, j � in G2i+2 is strictly smaller than their number
in G2i . Hence, by the induction hypothesis, we are done. �

Note that, in particular, by Lemma 1, if G is rejecting then G2n is Þnite. Hence
the following corollary.

Corollary 1 If G is rejecting then G2n+1 is empty.

We can now prove the main lemma required for complementation, which reduces
the fact that all the runs of A on w are rejecting to the existence of an odd ranking
for the run DAG of A on w.

Lemma 2 An NBW A rejects a word w iff there is an odd ranking for the run DAG

of A on w.

Proof LetG be the run DAG of A onw. We Þrst claim that if there is an odd ranking
for G, then A rejects w. To see this, recall that in an odd ranking, every path in G
eventually gets trapped in an odd rank. Hence, as �-vertices get only even ranks, it
follows that all the paths ofG, and thus all the possible runs of A on w, visit � only
Þnitely often.

Assume now that A rejects w. We describe an odd ranking for G. Recall that if
A rejects w, then G is rejecting and thus, by Corollary 1, each vertex �q, l� in G is
removed from Gj , for some 0
 j 
 2n. Thus, there is 0
 i 
 n such that �q, l� is
Þnite in G2i or �-free in G2i+1. Given a vertex �q, l�, we deÞne the rank of �q, l�,
denoted f (q, l), as follows.

f (q, l)=
�

2i if �q, l� is Þnite in G2i .
2i + 1 if �q, l� is �-free in G2i+1.

We claim that f is an odd ranking for G. First, by Lemma 1, the subgraph G2n
is Þnite. Hence, the maximal rank that a vertex can get is 2n. Also, since an �-free
vertex cannot be an �-vertex and f (�q, l�) is odd only for �-free �q, l�, the Þrst
condition for f being a ranking holds. We proceed to the second condition. We
Þrst argue (and a proof proceeds easily by an induction on i) that for every vertex
�q, l� in G and rank i 	 [2n], if �q, l� /	 Gi , then f (q, l) < i. Now, we prove that
for every two vertices �q, l� and �q �, l�� in G, if �q �, l�� is reachable from �q, l� (in
particular, if ��q, l�, �q �, l��� 	E), then f (q �, l�)
 f (q, l). Assume that f (q, l)= i.
We distinguish between two cases. If i is even, in which case �q, l� is Þnite in Gi ,
then either �q �, l�� is not in Gi , in which case, by the above claim, its rank is at most
i� 1, or �q �, l�� is inGi , in which case, being reachable from �q, l�, it must be Þnite
in Gi and have rank i. If i is odd, in which case �q, l� is �-free in Gi , then either
�q �, l�� is not in Gi , in which case, by the above claim, its rank is at most i � 1, or
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�q �, l�� is in Gi , in which case, being reachable from �q, l�, it must by �-free in Gi
and have rank i.

It remains to be proved that f is an odd ranking. By the above, in every inÞnite
path in G, there exists a vertex �q, l� such that all the vertices �q �, l�� in the path
that are reachable from �q, l� have f (q �, l�) = f (q, l). We need to prove that the
rank of �q, l� is odd. Assume, by way of contradiction, that the rank of �q, l� is
some even i. Thus, �q, l� is Þnite in Gi . Then, the rank of all the vertices in the path
that are reachable from �q, l� is also i, so they all belong to Gi . Since the path is
inÞnite, there are inÞnitely many such vertices, contradicting the fact that �q, l� is
Þnite in Gi . �

By Lemma 2, an NBW A � that complements A can proceed on an input word
w by guessing an odd ranking for the run DAG of A on w. We now deÞne such an
NBW A � formally. We Þrst need some deÞnitions and notations.

A level ranking for A is a function g : Q� [2n] � {�}, such that if g(q) is
odd, then q /	 �. For two level rankings g and g�, we say that g� covers g if for all
q and q � in Q, if g(q) 
 0 and q � 	 �(q, � ), then 0 
 g�(q �) 
 g(q). For a level
ranking g, let even(g) be the set of states that g maps to an even rank. Formally,
even(g)= {q : g(q) is even}.

Theorem 4 Let A be an NBW with n states. There is an NBW A � such that
L (A �)=�� \L (A ), and A � has at most 2O(n logn) states.

Proof Let A = ��,Q,Q0, �,��. Let R be the set of all level rankings for A .
When A � runs on a word w, it guesses an odd ranking for the run DAG of A on w.
Each state of A � is a pair �g,P � 	R×2Q. The level ranking g maintains the states
in the current level of the DAG (those that are not mapped to�) and the guessed rank
for them. The set P is a subset of these states, used for ensuring that all paths visit
odd ranks inÞnitely often, which, by the deÞnition of odd rankings, implies that all
paths get stuck in some odd rank.

Formally, A � = ��,R × 2Q,Q�0, �
�,R × {�}�, where

� Q�0 = {�g0,��}, where g0(q)= 2n for q 	Q0, and g0(q)=� for q /	Q0. Thus,
the odd ranking that A � guesses maps the vertices �q,0� of the run DAG to 2n.

� For a state �g,P � 	R × 2Q and a letter � 	� , we deÞne ��(�g,P �, � ) as fol-
lows.

— If P �= �, then ��(�g,P �, � )= {�g�, �(P,� )� even(g�)� : g� covers g}.
— If P = �, then ��(�g,P �, � )= {�g�, even(g�)� : g� covers g}.

Thus, when A � reads the l-th letter in the input, for l 
 1, it guesses the level
ranking for level l in the run DAG. This level ranking should cover the level rank-
ing of level l�1. In addition, in the P component, A � keeps track of states whose
corresponding vertices in the DAG have even ranks. Paths that traverse such ver-
tices should eventually reach a vertex with an odd rank. When all the paths of the
DAG have visited a vertex with an odd rank, the set P becomes empty (a formal
proof of the latter requires the use of K�nigÕs Lemma, showing that if P does
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Fig. 4 The NBW An

not become empty we can point to an inÞnite path that visits only even ranks).
The set P is then initiated by new obligations for visits to vertices with odd ranks
according to the current level ranking. The acceptance condition R × {�} then
checks that there are inÞnitely many levels in which all the obligations have been
fulÞlled.

Since there are (2n + 1)n level rankings and 2n subsets of Q, the automaton A �

indeed has 2O(n logn) states. �

The blow-up of NBW complementation is thus 2O(n logn) and goes beyond the
2n blow-up of the subset construction used in determinization and complementation
of nondeterministic automata on Þnite words. As we see below, this blow-up cannot
be avoided.

Theorem 5 ([54]) There is a family of languages L1,L2, . . . such that Ln � ��n
can be recognized by an NBW with n + 1 states but an NBW for ��n \ Ln has at
least n! states.

Proof For n 
 1, we deÞne Ln as the language of the NBW An = ��n,Qn,Q0
n,

�n,��, where (see Fig. 4)

� �n = {1, . . . , n,#},
� Qn = {q0, q1, . . . , qn},
� Q0

n = {q1, . . . , qn},
� �n is deÞned as follows:

�n(qi, � )=

�

��
�

� if i = 0 and � = #,
{q� } if i = 0 and � 	 {1, . . . , n},
{qi} if i /	 {0, � },
{q0, qi} if � = i.

� � = {q0}.

Note that a run of An is accepting if it contains inÞnitely many segments of the
form q+i1 q0q+i2 q0 • • •q0q+ik q0q+i1 for some distinct i1, . . . , ik 
 1. Accordingly, a word
w is accepted by An iff there are k letters �1, �2, . . . , �k 	 {1, . . . , n}, such that all
the pairs �1�2, �2�3, . . . , �k�1 appear inw inÞnitely many times. A good intuition to
keep in mind is that a wordw 	��n induces a directed graphGw = �{1, . . . , n},Ew�
such that Ew(i, j) iff the subword i • j appears in w inÞnitely often. Then, Ln
accepts exactly all words w such that Gw contains a cycle.
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Consider an NBW A �
n = ��n,Q�n,Q�

0
n, ��n,��n� that complements An, and con-

sider a permutation � = ��1, . . . , �n� of {1, . . . , n}. Note that the word w� =
(�1 • • •�n • #)� is not in Ln. Thus, w� is accepted by A �

n . Let r� be an accepting run
of A �

n on w� , and let S� �Q�n be the set of states that are visited inÞnitely often
in r� . We prove that for every two different permutations �1 and �2 of {1, . . . , n},
it must be that S�1 � S�2 = �. Since there are n! different permutations, this implies
that A �

n must have at least n! states.
Assume by way of contradiction that �1 and �2 are such that S�1 � S�2 �= �. Let

q 	Q�n be a state in S�1 � S�2 . We deÞne three Þnite words in ��n :

� a preÞx h of w�1 with which r�1 moves from an initial state of A �
n to q ,

� an inÞx u1 of w�1 that includes the permutation �1 and with which r�1 moves
from q back to q and visits ��n at least once when it does so, and

� an inÞx u2 of w�2 that includes the permutation �2 and with which r�2 moves
from q back to q .

Note that since A �
n accepts w�1 and w�2 , the words h, u1, and u2 exist. In particular,

since r�1 is accepting and q is visited inÞnitely often in r�1 , there is at least one (in
fact, there are inÞnitely many) inÞx in r�1 that leads from q to itself and visits ��n.

Consider the word w = h • (u1 • u2)� . We claim that w 	 Ln and w 	L (A �
n),

contradicting the fact that A �
n complements An. We Þrst point to an accepting run

r of A �
n on w. The run r Þrst follows r�1 and gets to q while reading h. Then, the

run r repeatedly follows the run r�1 when it moves from q via ��n back to q while
reading u1, and the run r�2 when it moves from q back to q while reading u2. It is
easy to see that r is a run on w that visits ��n inÞnitely often, thus w 	L (A �

n).
Now, let �1 = �� 1

1 , . . . , �
1
n � and �2 = �� 2

1 , . . . , �
2
n �, and let j be the mini-

mal index for which � 1
j �= �

2
j . There must exist j < k, l 
 n such that � 1

j =
� 2
k , and � 2

j = �
1
l . Since u1 includes the permutation �1 and u2 includes the

permutation �2, the pairs � 1
j �

1
j+1, � 1

j+1�
1
j+2, . . . , �

1
l�1�

1
l , � 1

l �
2
j+1(= �

2
j �

2
j+1),

� 2
j+1�

2
j+2, . . . , �

2
k�1�

2
k , � 2

k �
1
j+1(= �

1
j �

1
j+1) repeat inÞnitely often. Hence, w 	 Ln

and we are done. �

Remark 1 Note that the alphabets of the languages Ln used in the proof of Theo-
rem 5 depend on n. As shown in [50], it is possible to encode the languages and
prove a 2�(n logn) lower bound with a Þxed alphabet.

We note that the upper and lower bounds here are based on classical and relatively
simple constructions and proofs, but are still not tight. A tighter upper bound, based
on a restriction and a more precise counting of the required level rankings has been
suggested in [18], and tightened further in [66]. An alternative approach, yielding a
similar bound, is based on tracking levels of Òsplit treesÓÑrun trees in which only
essential information about the history of each run is maintained [17, 30]. A tighter
lower bound, based on the notion of full automata, is described in [80].
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Fig. 5 The DBW obtained by applying the subset construction to A2

4.2.3 Determinization

Nondeterministic automata on Þnite words can be determinized by applying
the subset construction [63]. Starting with a nondeterministic automaton A =
��,Q,Q0, �,��, the subset construction generates a deterministic automaton A �

with state space 2Q. The intuition is that the single run of A � is in state S 	 2Q after
reading a word w 	�� iff S is the set of states that A could have been at, in one of
its runs, after reading w. Accordingly, the single initial state of A � is the setQ0, and
the transition of A � from a state S 	 2Q and a letter � 	� is the set

�
s	S �(s, � ).

Since A � accepts exactly all words on which there is a run of A that ends in �,
the set of accepting states of A � consists of these sets S such that S � � �= �. The
exponential blow-up that the subset construction involves is justiÞed by a matching
lower bound.

It is not hard to see that the subset construction does not result in an equivalent
automaton when applied to an NBW. For example, applying the subset construction
to the NBW A2 from Example 2 results in the DBW A �

2 in Fig. 5. Recall that A2
recognizes the language of all words with Þnitely many aÕs. On the other hand,
A �

2 recognizes the language of all words with inÞnitely many bÕs. Thus, L (A �
2) �=

L (A2). For example, the word (a • b)� is in L (A �
2) \L (A2).

Note that not only L (A �
2) �=L (A2), there is no way to deÞne a B�chi accep-

tance condition on top of the structure of A �
2 and obtain a DBW that would be

equivalent to A2. In fact, as we shall see now, there is no DBW that is equivalent
to A2.

Theorem 6 ([49]) There is a language L that is NBW-recognizable but not DBW-
recognizable.

Proof Consider the language L described in Example 2. I.e., L is over the alphabet
{a, b} and it consists of all inÞnite words in which a occurs only Þnitely many times.
The language L is recognized by the NBW A2 appearing in Fig. 2. We prove that L
is not DBW-recognizable. Assume by way of contradiction that A is a DBW such
that L (A ) = L. Let A = �{a, b},Q,q0, �,��. Recall that � can be viewed as a
partial mapping from Q× {a, b}� to Q.

Consider the inÞnite word w0 = b�. Clearly, w0 is in L, so the run of A on w0 is
accepting. Thus, there is i1 
 0 such that the preÞx bi1 ofw0 is such that �(q0, bi1) 	
�. Consider now the inÞnite word w1 = bi1 • a • b�. Clearly, w1 is also in L, so the
run of A on w1 is accepting. Thus, there is i2 
 0 such that the preÞx bi1 • a • bi2 of
w1 is such that �(q0, bi1 • a • bi2) 	 �. In a similar fashion we can continue to Þnd
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indices i1, i2, . . . such that �(q0, bi1 • a • bi2 • a • • •abij ) 	 � for all j 
 1. SinceQ is
Þnite, there are iterations j and k, such that 1
 j < k 
 |�| + 1 and there is a state
q such that q = �(q0, bi1 • a • bi2 • a • • •a • bij )= �(q0, bi1 • a • bi2 • a • • •a • bik ). Since
j < k, the extension abij+1 • • •bik�1 • a • bik is not empty and at least one state in �
is visited when A loops in q while running through it. It follows that the run of A
on the word

w = bi1 • a • bi2 • a • • •abij •
�
abij+1 • • •bik�1 • a • bik

��

is accepting. But w has inÞnitely many occurrences of a, so it is not in L, and we
have reached a contradiction. �

Note that the complementary language (a+ b)� \L, which is the language of in-
Þnite words in which a occurs inÞnitely often, is recognized by the DBW described
in Example 1. It follows that DBWs are not closed under complementation.

A good way to understand why the subset construction does not work for deter-
minization on NBWs is to note that the DBW A �

2 discussed above accepts exactly all
words that have inÞnitely many preÞxes on which there is a run of A2 that reaches
an accepting state. Since A2 is nondeterministic, the different runs need not extend
each other, and thus they need not induce a single run of A2 that visits the accepting
state inÞnitely often. In Sect. 4.3.2, we are going to return to this example and study
NBW determinization in general. Here, we use the Òextend each otherÓ intuition for
the following characterization of languages that are DBW-recognizable.

For a language R � ��, let lim(R) � �� be the set of inÞnite words
that have inÞnitely many preÞxes in R. Formally, lim(R) = {w = �1 • �2 • • • :
�1 • • •�i 	 R for inÞnitely many i 
 0}. Thus, lim is an operator that takes a lan-
guage of Þnite words and turns it into a language of inÞnite words. For example,
if R is the language of words ending with a, then lim(R) is the language of words
with inÞnitely many aÕs.

Theorem 7 ([49]) A language L��� is DBW-recognizable iff there is a regular
language R ��� such that L= lim(R).

Proof Assume Þrst that L is DBW-recognizable. Let A be a DBW that recog-
nizes L, let AF be A when viewed as an automaton on Þnite words, and let
R =L (AF ). It is easy to see that since A , and therefore also AF , are determin-
istic, we have that L (A ) = lim(R). Assume now that there is a regular language
R ��� such that L= lim(R). Let A be a deterministic automaton on Þnite words
that recognizes R, and let AB be A when viewed as a DBW. Again, since A is
deterministic, and thus runs on different preÞxes of a word extend each other, it is
easy to see that L (AB)= lim(L (A )). Hence, L is DBW-recognizable. �

Note that a DBW-recognizable language may be the limit of several different
regular languages. As we demonstrate in Theorem 8 below, this explains why, unlike
the case of automata on Þnite words, a language may have different minimal DBWs.
In fact, while minimization of automata on Þnite words can be done in polynomial
time, the problem of DBW minimization in NP-complete [68].



122 O. Kupferman

Fig. 6 Two minimal DBWs for L

Theorem 8 A DBW-recognizable language L may not have a unique minimal
DBW.

Proof Let � = {a, b}. Consider the language L of all words that contain inÞnitely
many aÕs and inÞnitely many bÕs. It is not hard to prove that L cannot be recognized
by a DBW with two states. Figure 6 describes two three-state, and thus minimal,
DBWs for the language. In fact, each of the states in the automata may be the initial
state, so the Þgure describes six such (non-isomorphic) automata. �

Theorem 6 implies that we cannot hope to develop a determinization construction
for NBWs. Suppose, however, that we have changed the deÞnition of acceptance,
and work with a deÞnition in which a run is accepting iff it visits the set of accept-
ing states only Þnitely often; i.e., inf (r) � � = �. It is not hard to see that using
such a deÞnition, termed co-Büchi, we could have a deterministic automaton that
recognizes the language L used in the proof of Theorem 6. In particular, the lan-
guage is recognized by the deterministic automaton A1 from Fig. 1 when we view
it as a co-B�chi automaton. While the co-B�chi condition enables us to recognize
the language L with a deterministic automaton, it is not expressive enough to rec-
ognize all languages that are recognizable by NBWs. In Sect. 4.3, we are going to
introduce and study several acceptance conditions, and see how NBWs can be deter-
minized using acceptance conditions that are stronger than the B�chi and co-B�chi
conditions.

4.3 Additional Acceptance Conditions

The B�chi acceptance condition suggests one possible way to refer to inf (r) for
deÞning when a run r is accepting. The fact that DBWs are strictly less expressive
than NBWs motivates the introduction of other acceptance conditions. In this sec-
tion we review some acceptance conditions and discuss the expressive power and
succinctness of the corresponding automata.

Consider an automaton with state space Q. We deÞne the following acceptance
conditions.

� Co-Büchi, where � �Q, and a run r is accepting iff inf (r)� � = �.
� Generalized Büchi, where � = {�1, . . . , �k}, with �i �Q, and a run r is accepting

if inf (r)� �i �= � for all 1
 i 
 k.
� Rabin, where � = {��1, �1�, ��2, �2�, . . . , ��k,�k�}, with �i,�i �Q, and a run
r is accepting if for some 1 
 i 
 k, we have that inf (r) � �i �= � and inf (r) �
�i = �.
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� Streett, where � = {��1, �1�, ��2, �2�, . . . , ��k,�k�}, with �i,�i �Q and a run r
is accepting if for all 1
 i 
 k, we have that inf (r)� �i = � or inf (r)� �i �= �.

� Parity, where � = {�1, �2, . . . , �k} with �1 � �2 � • • • � �k =Q, and a run r is
accepting if the minimal index i for which inf (r)� �i �= � is even.

� Muller, where � = {�1, �2, . . . , �k}, with �i �Q and a run r is accepting if for
some 1
 i 
 k, we have that inf (r)= �i .

The number of sets in the generalized B�chi, parity, and Muller acceptance con-
ditions or pairs in the Rabin and Streett acceptance conditions is called the index of
the automaton. We extend our NBW and DBW notations to the above classes of au-
tomata, and we use the letters C, R, S, P, and M to denote co-B�chi, Rabin, Streett,
parity, and Muller automata, respectively. Thus, for example, DPW stands for de-
terministic parity automata. We sometimes talk about satisfaction of an acceptance
condition � by a set S of states. As expected, S satisÞes � iff a run r with inf (r)= S
is accepting. For example, a set S satisÞes a B�chi condition � iff S � � �= �.

It is easy to see that the co-B�chi acceptance condition is dual to the B�chi
acceptance condition in the sense that a run r is accepting with a B�chi condi-
tion � iff r is not accepting when � is viewed as a co-B�chi condition, and vice
versa. This implies, for example, that for a deterministic automaton A , we have
that L (AB) = �� \ L (AC), where AB and AC are the automata obtained by
viewing A as a B�chi and co-B�chi automaton, respectively. Similarly, the Ra-
bin acceptance condition is dual to the Streett acceptance condition. Indeed, if
� = {��1, �1�, ��2, �2�, . . . , ��k,�k�}, then for every run r , there is no 1 
 i 
 k
such that inf (r) � �i �= � and inf (r) � �i = � iff for all 1 
 i 
 k, we have that
inf (r)� �i = � or inf (r)� �i �= �.

For two classes � and � of automata, we say that � is at least as expressive
as � if for every �-automaton A , there is a � -automaton A � such that L (A �) =
L (A ). If both � is at least as expressive as � and � is at least as expressive as � ,
then � is as expressive as � . One way to prove that � is at least as expressive
as � is to show a translation of �-automata to � -automata. In the next section we
are going to see such translations. As we shall see there, NBWs are as expressive
as NRWs, NSWs, NPWs, and NMWs. On the other hand, NCWs are strictly less
expressive than NBWs. Also, as we shall see in Sect. 4.3.2, nondeterminism does
not add expressive power in automata with the richer acceptance conditions. Thus,
DRWs, DSWs, DPWs, and DMWs recognize all �-regular languages, and are as
expressive as NBWs. This is in contrast with the B�chi condition, where, as we
have seen in Theorem 6, NBWs are strictly more expressive than DBWs. Finally,
nondeterminism does not add expressive power also in co-B�chi automata, thus
NCWs are as expressive as DCW, where both are weaker than NBW and coincide
with the set of languages whose complement languages are NBW-recognizable (see
Remark 3).



124 O. Kupferman

4.3.1 Translations Among the Different Classes

We distinguish between three types of translations among automata of the different
classes: (1) Translations among the different conditions. This is the simplest case,
where it is possible to translate the acceptance condition itself, regardless of the
automaton on top of which the condition is deÞned. For example, a B�chi accep-
tance condition � is equivalent to the Rabin condition {��,��}. (2) Translations in
which we still do not change the structure of the automaton, yet the deÞnition of
the acceptance condition may depend on its structure. Following the terminology of
[35], we refer to such translations as typed. (3) Translations that manipulate the state
space. This is the most general case, where the translation may involve a blow-up
in the state space of the automaton. Accordingly, here we are interested also in the
succinctness of the different classes, namely the worst-case bound on the blow-up
when we translate. In this section we survey the three types.

4.3.1.1 Translations Among the Different Conditions

Some conditions are special cases of other conditions, making the translation among
the corresponding automata straightforward. We list these cases below. Consider an
automaton with state space Q.

� A B�chi condition � is equivalent to the Rabin condition {��,��}, the Streett
condition {�Q,��}, and the parity condition {�, �,Q}.

� A co-B�chi condition � is equivalent to the Rabin condition {�Q,��}, the Streett
condition {��,��}, and the parity condition {�,Q}.

� A generalized B�chi condition {�1, . . . , �k} is equivalent to the Streett condition
{�Q,�1�, �Q,�2�, . . . , �Q,�k�}.

� A parity condition {�1, . . . , �k} (for simplicity, assume that k is even; otherwise,
we can duplicate �k) is equivalent to the Rabin condition {��2, �1�, ��4, �3�, . . . ,
��k,�k�1�}, and to the Streett condition {��1,��, ��3, �2�, . . . , ��k�1, �k�2�}.
(Recall that �k =Q, so there is no need to include the pair �Q,�k� in the Streett
condition.)

� A B�chi, co-B�chi, Rabin, Streett, or parity acceptance condition � is equivalent
to the Muller condition {F : F satisÞes �}.

4.3.1.2 Typeness

In [35], the authors studied the expressive power of DBWs and introduced the notion
of typeness for automata. For two classes � and � of automata, we say that � is �-
type if for every � -automaton A , if L (A ) is �-recognizable, then it is possible to
deÞne a �-automaton A � such that L (A �)=L (A ) and A � differs from A only
in the deÞnition of the acceptance condition. Clearly, if an acceptance condition can
be translated to another acceptance condition, as discussed in Sect. 4.3.1.1, then
typeness for the corresponding classes follows. Interestingly, typeness may be valid
also when � is more expressive than � . We demonstrate this below.
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Theorem 9 ([35]) DRWs are DBW-type.

Proof Consider a DRW A = ��,Q,q0, �,��. Let � = {��1, �1�, . . . , ��k,�k�}. We
say that a state q 	Q is good in A if all the cycles C �Q that contain q satisfy the
acceptance condition �. Consider the DBW A � = ��,Q,q0, �,���, where �� = {q :
q is good in A }. We prove that if A is DBW-recognizable, then L (A )=L (A �).
Hence, if A is DBW-recognizable, then there is a DBW equivalent to A that can
be obtained by only changing the acceptance condition of A .

We Þrst prove that L (A �)�L (A ). In fact, this direction is independent of A
being DBW-recognizable. Consider a word w 	L (A �). Let r be the accepting run
of A � on w. Since r is accepting, there is a state q 	 inf (r) � ��. Recall that the
states in inf (r) constitute an SCS and thus also constitute a cycle that contains q .
Therefore, as q is good, inf (r) satisÞes �, and r is also an accepting run of A on w.
Hence, w 	L (A ) and we are done.

We now prove that L (A ) � L (A �). Consider a word w 	 L (A ). Let r be
the accepting run of A on w. We prove that inf (r) � �� �= �. Assume by way of
contradiction that inf (r)� �� = �. Thus, no state in inf (r) is good, so for each state
q 	 inf (r), there is a cycle Cq that contains q and does not satisfy �. By [49],
a deterministic automaton A recognizes a language that is in DBW iff for every
strongly connected component C of A , if C satisÞes �, then all the strongly con-
nected components C� with C� � C satisfy � too. Consider the strongly connected
component C� =

�
q	inf (r) Cq . Since C� contains inf (r), and inf (r) satisÞes �, then,

by the above, C� satisÞes � too. Therefore, there is 1
 i 
 k such that C� � �i �= �
and C� ��i = �. Consider a state s 	 C� ��i . Let q be such that s 	 Cq . Observe that
Cq � �i �= � and Cq � �i = �, contradicting the fact that Cq does not satisfy �. �

Theorem 10 ([35]) DSWs are not DBW-type.

Proof Consider the automaton A1 appearing in Fig. 1, now with the Streett condi-
tion {�{q0, q1}, {q0}�, �{q0, q1}, {q1}�}. The language L of A1 then consists of ex-
actly all words with inÞnitely many aÕs and inÞnitely many bÕs. As we have seen in
the proof of Theorem 8, L is DBW-recognizable. Yet, none of the four possibilities
to deÞne a DBW on top of the structure of A1 result in a DBW that recognizes L. �

Note that, by dualization, we get from Theorems 9 and 10 that DSWs are DCW-
type and DRWs are not DCW-type.

The deÞnition of typeness may be applied to nondeterministic automata too. As
we show below, typeness need not coincide for nondeterministic and deterministic
automata.

Theorem 11 ([38]) DBWs are DCW-type, but NBWs are not NCW-type.

Proof The Þrst claim follows from the fact that DBWs are a special case of DSWs,
and the latter are DCW-type. For the second claim, consider the NBW A appearing
in Fig. 7. The NBW A has two initial states, in two disjoint components. Thus, the
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Fig. 7 An NBW that recognizes an NCW-recognizable language but has no equivalent NCW on
the same structure

language of A is the union of the languages of the two NBWs associated with its
two components. The NBW on the left accepts all words over the alphabet {a, b}
that satisfy Òeventually a and inÞnitely many bÕsÓ. The NBW on the right accepts
all words that satisfy Òeventually b and inÞnitely many aÕsÓ. While each of these
languages is not NCW-recognizable, their union recognizes the language L of all
words satisfying Òeventually a and eventually bÓ, which is NCW-recognizable. It is
not hard to see that none of the four possibilities to deÞne a co-B�chi acceptance
condition on top of A result in an NCW that recognizes L. �

Researchers have considered additional variants of typeness. We mention two
here. Let � and � be two acceptance conditions. In powerset typeness, we ask
whether a deterministic �-automaton can be deÞned on top of the subset construc-
tion of a nondeterministic � -automaton. For example, NCWs are DBW-powerset-
type: if the language of an NCW A is DBW-recognizable, then a DBW for L (A )
can be deÞned on top of the subset construction of A [51]. In combined typeness,
we ask whether the ability to deÞne a certain language on top of the same automa-
ton using two different acceptance conditions implies we can deÞne it using a third,
weaker, condition. For example, DRWs+DSWs are DPW-type: if a language L can
be deÞned on top of a deterministic automaton A using both a Streett and a Ra-
bin acceptance condition, then L can be deÞned on top of A also using a parity
acceptance condition [4, 81]. For more results on typeness, see [38].

4.3.1.3 Translations That Require a New State Space

We now turn to the most general type of translationsÑthose that may involve a
blow-up in the state space. We do not specify all the translations, and rather describe
the translation of nondeterministic generalized B�chi, Rabin, and Streett automata
into NBWs. For the case of NSW, where the translation involves a blow-up that is
exponential in the index, we also describe a lower bound.

Theorem 12 Let A be a nondeterministic generalized Büchi automaton with n
states and index k. There is an NBW A � with n •k states such that L (A �)=L (A ).

Proof Let A = ��,Q,Q0, �, {�1, . . . , �k}�. The idea of the construction of A � is
similar to the one used for deÞning the intersection of NBWs. Informally, A � con-
sists of k copies of A , and it stays in the i-th copy until it visits a state in �i , in
which case it moves to the next copy (modulo k). The acceptance condition of A �

then makes sure that all copies are visited inÞnitely often.
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Formally, A � = ��,Q�,Q�0, �
�, ��, where

� Q� =Q× {1, . . . , k}.
� Q�0 =Q× {1}.
� For every q 	Q, i 	 {1, . . . , k}, and � 	� , we have �(�q, i�, � )= �(q, � )×{j},

where j = i if q /	 �i and j = (i mod k)+ 1 if q 	 �i .
� � = �1 × {1}. Note that after a visit to �1 in the Þrst copy, the run moves to the

second copy, where it waits for visits to �2, and so on until it visits �k in the
k-th copy, and moves back to the Þrst copy. Therefore, inÞnitely many visits in
�1 in the Þrst copy indeed ensure that all copies, and thus also all �i Õs are visited
inÞnitely often. �

Theorem 13 Let A be an NRW with n states and index k. There is an NBW A �

with at most n(k + 1) states such that L (A �)=L (A ).

Proof Let A = ��,Q,Q0, �, {��1, �1�, . . . , ��k,�k�}�. It is easy to see that
L (A ) =

�k
i=1 L (Ai ), where Ai = (�,Q,Q0, �, {��i,�i�}). By Theorem 1,

NBWs are closed under union. It therefore sufÞces to show a translation to NBWs
of NRWs with index 1.

Consider an NRW U = ��,Q,Q0, �, {��,��}� with index 1. We translate U to
an NBW U �. The idea of the construction is similar to the one used for complement-
ing DBWs: the NBW U � consists of two copies of U , and it nondeterministically
moves to the second copy, which contains only states that are not in � , and in which
it has to visit inÞnitely many states in �. Formally, U � = ��,Q�,Q�0, �

�, ���, where

� Q� = (Q× {0})� ((Q \ �)× {1}).
� Q�0 =Q0 × {0}.
� For all q 	Q and � 	 � , we have ��(�q,0�, � ) = (�(q, � )× {0}) � ((�(q, � ) \
�)× {1}), and ��(�q,1�, � )= (�(q, � ) \ �)× {1} for q 	Q \ � .

� �� = �× {1}.

Since for an NRW U with n states, the NBW U � has at most 2n states, the
union NBW has at most 2nk states. Now, in order to reduce the state space to
n(k + 1), we observe that the Þrst copy of U � can be shared by all Ai Õs. Thus,
A � guesses both the pair �i,�i with which the acceptance condition is satisÞed
and the point from which states from �i are no longer visited. Formally, we deÞne
A � = ��,Q�,Q0 × {0}, ��, ���, where

� Q� = (Q× {0})�
�

1
i
k((Q \ �i)× {i}).
� For all q 	 Q and � 	 � , we have ��(�q,0�, � ) = (�(q, � ) × {0}) ��

1
i
k((�(q, � )\�i)×{i}), and ��(�q, i�, � )= (�(q, � )\�i)×{i} for 1
 i 
 k
and q 	Q \ �i .

� �� =
�

1
i
k �i × {i}. �

Translating NRWs to NBWs, we took the union of the NRWs of index 1 that
are obtained by decomposing the acceptance condition. For NSW, it is tempting to
proceed dually, and deÞne the NBW as the intersection of the NSWs of index 1
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that are obtained by decomposing the acceptance condition. Such an intersection,
however, may accept words that are not in the language of the NSW. To see this,
consider an automaton A , a Streett acceptance condition � = {��1, �1�, ��2, �2�},
and a word w. It may be that there is a run r1 of A on w that satisÞes the Streett
acceptance condition {��1, �1�} and also a run r2 of A on w that satisÞes the Streett
acceptance condition {��2, �2�}. Yet, the runs r1 and r2 may be different, and there
need not be a run of A on w that satisÞes both {��1, �1�} and {��2, �2�}. Conse-
quently, the translation of NSWs to NBWs has to consider the relation among the
different pairs in �, giving rise to a blow-up that is exponential in k. Formally, we
have the following.

Theorem 14 Let A be an NSW with n states and index k. There is an NBW A �

with at most n(1+ k2k) states such that L (A �)=L (A ).

Proof Let A = ��,Q,Q0, �, {��1, �1�, . . . , ��k,�k�}�. Recall that in an accepting
run r of A , we have that inf (r) � �i = � or inf (r) � �i �= � for all 1 
 i 
 k. For
I � {1, . . . , k}, we deÞne an NBW AI that accepts exactly all words w such that
there is a run r of A on w for which inf (r)��i = � for all i 	 I and inf (r)��i �= �
for all i /	 I . Thus, I indicates how the acceptance condition � is satisÞed. It is easy
to see that L (A )=

�
I�{1,...,k}L (AI ).

The idea behind the construction of AI is similar to the Òtwo copiesÓ idea we
have seen above, except that now, in the copy in which AI avoids the states in �i ,
for all i 	 I , it also has to visit all the states in �i , for i /	 I . This can be easily
achieved by Þrst deÞning AI as a nondeterministic generalized B�chi automaton.
Formally, we deÞne AI = ��,QI ,Q�0, �I , �I � as follows. Let �I =

�
i	I �i . Then,

� QI = (Q× {0})� ((Q \ �I )× {1}).
� Q�0 =Q0 × {0}.
� For every q 	Q and � 	� , we have �I (�q,0�, � )= (�(q, � )×{0})� ((�(q, � )\
�I )× {1}). For q 	Q \ �I , we also have �I (�q,1�, � )= (�(q, � ) \ �I )× {1}.

� �I = {�i × {1} : i /	 I }.

Since AI has at most 2n states and index k, an equivalent B�chi automaton has
at most 2nk states. A slightly more careful analysis observes that the generalized
B�chi condition applies only to the second copy of AI , thus a translation to NBW
results in an automaton with at most n+ nk states. The automaton A � is then the
union of all the 2k NBWs obtained from the different AI and thus has at most
(n+ nk)2k states. Moreover, as in the proof of Theorem 13, the Þrst copy of all the
NBWs in the union can be shared, tightening the bound further to n+ nk2k . �

In Theorem 15 below we show that the exponential blow-up in the translation of
NSWs to NBWs cannot be avoided. In fact, as the theorem shows, the blow-up may
occur even when one starts with a DSW.

Theorem 15 ([65]) There is a family of languages L1,L2, . . . such that Ln can be
recognized by a DSW with 3n states and index 2n, but an NBW for Ln has at least
2n states.
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Proof Let� = {0,1,2}. We can view an inÞnite word over� as a wordw 	 (�n)� ,
thus w = u1 • u2 • u3 • • •, where each uj is a word in �n. We refer to such words as
blocks. We say that index i 	 {0, . . . , n� 1} is 0-active in w iff there are inÞnitely
many j Õs such that the i-th letter in uj is 0. Similarly, i is 1-active in w iff there are
inÞnitely many j Õs such that the i-th letter in uj is 1. For n
 1, let

Ln = {w : for all 0
 i 
 n� 1, the index i is 0-active in w iff i is 1-active in w}.

We Þrst describe a DSW An with 3n states such that L (An) = Ln. We deÞne
An = �{0,1,2},Qn, {�0,0�}, �n,�n�, where

� Qn = {1, . . . , n} × {0,1,2}. Intuitively, An moves to the state �i, � � after it reads
the (i�1)-th letter in the current block, and this letter is � . Accordingly, an index
0
 i 
 n� 1 is � -active in w iff the run of An on w visits states in {i+ 1}× {� }
inÞnitely often.

� For all 0
 i 
 n� 1 and �,� � 	 {0,1,2}, we have �n(�i, � �, � �)= �(i + 1) mod
n,� ��.

� �n =
�

1
i
n{�{�i,0�}, {�i,1�}�, �{�i,1�}, {�i,0�}�}.

It is easy to see that An has 3n states and that L (An) = Ln. Now, assume by
way of contradiction that there is an NBW A �

n that recognizes Ln and has fewer
than 2n states. We say that a position in a word or in a run of A �

n is relevant if it is
0 mod n. That is, A �

n starts to read each block in a relevant position. For a set S �
{0, . . . , n�1}, letw0

S 	 {0,2}
n be the word of length n in which for all 0
 i 
 n�1,

the i-th letter is 0 iff i 	 S, and is 2 otherwise. Similarly, letw1
S 	 {1,2}

n be the word
in which the i-th letter is 1 iff i 	 S, and is 2 otherwise. Note that if w0

S appears in a
word w in inÞnitely many relevant positions, then all the indices in S are 0-active,
and similarly for w1

S and 1-active. Consider the inÞnite word wS = ((w0
S)

2n •w1
S)
� .

Clearly, for index i 	 {0, . . . , n � 1}, we have that i is 0-active in wS iff i is 1-
active in wS iff i 	 S. Hence, wS 	 Ln. Let rS be an accepting run of A �

n on wS .
We say that a position p 
 0 in rS is important if it is relevant and there is a state
q and a position p� > p such that q is visited in both positions p and p� and the
subword read between them is in (w0

S)
�. We then say that q supports p. Let QS be

the set of states that support inÞnitely many important positions. Since Q is Þnite
and there are inÞnitely many relevant positions, the set QS is not empty. Since A �

n
has fewer than 2n states, there must be two subsets S and T , such that T �= S and
QS �QT �= �. Let S and T be two such subsets. Assume without loss of generality
that T \ S �= �, and let q be a state in QS �QT . By the deÞnition of QT , there is
i 
 1 such that A �

n can move from q back to itself when it reads (w0
T )
i . We claim

that we can then obtain from wS a word w�S that is not in Ln and is accepted by A �
n .

We obtain w�S by inserting the word (w0
T )
i inside the (w0

S)
2n subwords whenever

the run of A �
n reaches the state q in important positions. The accepting run of A �

n is
then similar to rS , except that we pump visits to q in important positions to traverse
the cycle along which (w0

T )
i is read. Since A �

n is a B�chi automaton, the run stays
accepting, whereas the word it reads has indices (those in T \ S) that are 0-active
but not 1-active, and is therefore not in L�n. �
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4.3.2 Determinization of NBWs

Recall that NBWs are strictly more expressive than DBWs. In this section we de-
scribe the intuition behind a determinization construction that translates a given
NBW to an equivalent DPW. Detailed description of the construction can be found
in [59, 64, 67]. As in the case of NBW complementation, efforts to determinize
NBWs started in the 1960s, and involve several landmarks. In [52], McNaughton
proved that NBWs can be determinized and described a doubly-exponential trans-
lation of NBWs to DMWs. Only in 1988, Safra improved the bound and described
an optimal translation of NBWs to DRWs: given an NBW with n states, the equiv-
alent DRW has 2O(n logn) states and index n. A different construction, with similar
bounds, was given in [58]. The same considerations that hold for NBW comple-
mentation can be used in order to show a matching 2�(n logn) lower bound [50, 54].
While SafraÕs determinization construction is asymptotically optimal, efforts to im-
prove it have continued, aiming at reducing the state space and generating automata
with the parity acceptance condition. Indeed, the parity acceptance condition has
important advantages: it is easy to complement, and when used as a winning con-
dition in a two-player game, both players can proceed according to memoryless
strategies. Also, solving parity games is easier than solving Rabin games [12, 29]
(see Chap. 27). In [59], Piterman described a direct translation of NBW to DPW,
which also reduces the state blow-up in SafraÕs determinization. PitermanÕs con-
struction has been further tightened in [67]. The translation is a variant of SafraÕs
determinization construction, and we present the intuition behind it here. It is im-
portant to note that in addition to efforts to improve SafraÕs determinization con-
struction, there have been efforts to develop algorithms that avoid determinization
in constructions and methodologies that traditionally involve determinization; e.g.,
complementation of NBW [44], LTL synthesis [45], and more [36].

Before we describe the intuition behind the determinization construction, let us
understand why NBW determinization is a difÞcult problem. Consider the NBW
A2 from Example 2. In Fig. 5 we described the DBW A �

2 obtained by applying
the subset construction to A2. While A2 recognizes the language of all words with
Þnitely many aÕs, the DBW A �

2 recognizes the language of all words with inÞnitely
many bÕs. Why does the subset construction work for Þnite words and fail here?
Consider the word w = (b • a)�. The fact the run of A �

2 on w visits the state {q0, q1}
inÞnitely often implies that there are inÞnitely many preÞxes of w such that A2 has
a run on the preÞx that ends in q1. Nothing, however, is guaranteed about our ability
to compose the runs on these preÞxes into a single run. In particular, in the case
of w, the run on each of the preÞxes visits q1 only once, as the destination of its last
transition, and there is no way to continue and read the sufÞx of w from q1.

Consider an NBW A = ��,Q,Q0, �,�� and an input word w = �1 • �2 • �3 • • •.
As the example above demonstrates, an equivalent deterministic automaton should
not only make sure that w has inÞnitely many preÞxes on which A can reach �,
but also that A does so with runs that can be composed into a single run. Let
S0, S1, S2, . . . 	 (2Q)� be the result of applying the subset construction of A



4 Automata Theory and Model Checking 131

on w. That is, Si is the set of states that A can be at after reading �1 • �2 • • •�i .
The deterministic automaton that is equivalent to A tries to Þnd a sequence
� = T0, T1, T2, . . . 	 (2Q)� such that T0 � S0 and for all i 
 0, we have that
Ti+1 � �(Ti, �i+1). In addition, there are inÞnitely many positions j1, j2, j3, . . .
such that for all k 
 1, each of the states in Tjk+1 is reachable from some state
in Tjk via a run that visits �. We refer to � as a witness sequence and refer to the
positions j1, j2, j3, . . . as break-points. Note that for all i 
 0 we have Ti � Si , and
that indeed A accepts w iff such a witness sequence exists. First, if A accepts w
with a run q0, q1, . . ., then we can take Ti = {qi}. Also, if � exists, then we can
generate an accepting run of A on w by reaching some state in Tj1 , then reaching,
via �, some state in Tj2 , then reaching, via �, some state in Tj3 , and so on. The big
challenge in the determinization construction is to detect a witness sequence without
guessing.

One naive way to detect a witness sequence is to maintain full information about
the runs of A on w. In Sect. 4.2.2.2, we deÞned the run DAG G that embodies all
the possible runs of A on w. The preÞx of G up to level i clearly contains all the
information one needs about Si and the history of all the states in it. The preÞxes
of G, however, are of increasing and unbounded sizes. A key point in the deter-
minization construction is to extract from each preÞx of G a Þnite presentation that
is sufÞciently informative. For the case of Þnite words, this is easyÑthe set of states
in the last level of the preÞx (that is, Si ) is sufÞcient. For the case of inÞnite words,
the presentation is much more complicated, and is based on the data structure of
history trees.

Essentially, the history tree that is reached after reading a preÞx of length i of w
maintains subsets of Si that may serve as Ti . One challenge is to maintain these sub-
sets in a compact way. A second challenge is to use the parity acceptance condition
in order to guarantee that one of the maintained subsets can indeed serve as Ti in a
witness sequence. The Þrst challenge is addressed by arranging all candidate subsets
in a tree in which each state in Si is associated with at most one node of the tree. This
bounds the number of history trees by nO(n). The second challenge is addressed by
updating the history trees in each transition in a way that relates the choice of the
subset that would serve as Ti with the choice of the even index that witnesses the
satisfaction of the parity condition: the subsets are ordered, essentially, according to
their seniorityÑthe point at which the deterministic automaton started to take them
into account as a possible Ti . In each update, each subset may be declared as Òsta-
bleÓ, meaning that it continues to serve as a possible Ti , and may also be declared as
ÒacceptingÓ, meaning that the position i is a break-point in the witness sequence in
which Ti is a member. The parity acceptance condition then uses labels of seniority
in order to look for a subset that is eventually always stable and inÞnitely often ac-
cepting. The above is only a high-level intuition, and in particular it misses the way
in which the subsets are ordered and how the updates interfere with this order. As
pointed out above, details can be found in the original papers [59, 64, 67].



132 O. Kupferman

4.4 Decision Procedures

Automata deÞne languages, which are sets of words. Natural questions to ask about
sets are whether they are trivial (that is, empty or universal), and whether two sets
contain each other. Note that equivalence between two sets amounts to containment
in both directions. In this section we study the following three problems, which
address the above questions for languages deÞned by automata.

� The non-emptiness problem is to decide, given an automaton A , whether
L (A ) �= �.

� The non-universality problemis to decide, given an automaton A , whether
L (A ) �=��.

� The language-containment problem is to decide, given automata A1 and A2,
whether L (A1)�L (A2).

It is not hard to see that the non-emptiness and non-universality problems are
dual, in the sense that an automaton is non-empty iff its complement is non-
universal, and that both can be viewed as a special case of the language-containment
problem. Indeed, if A� and A� are such that L (A�) = � and L (A�) = ��,
then an automaton A is empty if L (A ) �L (A�) and is universal if L (A�) �
L (A ). As we shall see below, however, the non-emptiness problem is easier than
the other two. We note that the hardness results and proofs described in this section
hold already for automata on Þnite words. We still present direct proofs for NBWs.
An alternative would be to carry out a reduction from the setting of Þnite words.

Theorem 16 ([14, 15, 77]) The non-emptiness problem for NBWs is decidable in
linear time and is NLOGSPACE-complete.

Proof Consider an NBW A = ��,Q,Q0, �,��. Recall that A induces a directed
graph GA = �Q,E� where �q, q �� 	 E iff there is a letter � such that q � 	 �(q, � ).
We claim that L (A ) is non-empty iff there are states q0 	Q0 and qacc 	 � such that
GA contains a path leading from q0 to qacc and a cycle going though qacc. Assume
Þrst that L (A ) is non-empty. Then, there is an accepting run r = q0, q1, . . . of
A on some input word, which corresponds to an inÞnite path of GA . Since r is
accepting, some state qacc 	 � occurs in r inÞnitely often; in particular, there are
i, j , where 0 
 i < j , such that qacc = qi = qj . Thus, q0, . . . , qi corresponds to a
(possibly empty) path from q0 to qacc, and qi, . . . , qj to a cycle going through qacc.

Conversely, assume that GA contains a path leading from q0 to a state qacc 	 �
and a cycle going though qacc. We can then construct an inÞnite path ofGA starting
at q0 and visiting qacc inÞnitely often. This path induces a run on a word accepted
by A .

Thus, NBW non-emptiness is reducible to graph reachability. The algorithm that
proves membership in NLOGSPACE Þrst guesses states q0 	Q0 and qacc 	 �, and
then checks the reachability requirements by guessing a path from q0 to qacc and a
path from qacc to itself. Guessing these paths is done by remembering the current
state on the path and the value of a counter for the length of the path traversed so far,
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and proceeding to a successor state while increasing the counter. When the counter
value exceeds |Q|, the algorithm returns ÒnoÓ (that is, the guess is not good). Note
that the algorithm has to remember q0, qacc, the current state and counter value, each
requiring logarithmic space.

NLOGSPACE-hardness can be proved by an easy reduction from the reachability
problem in directed graphs [28]. There, one is given a directed graph G = �V,E�
along with two vertices s and t , and the goal is to decide whether there is a path from
s to t . It is easy to see that such a path exists iff the NBW AG = �{a},V , {s}, �, {t}�
with v� 	 �(v, a) iff E(v, v�) or v� = v = t is not empty.

To check non-emptiness in linear time, we Þrst Þnd the decomposition of GA
into SCCs [10, 73]. An SCC is nontrivial if it contains an edge, which means, since
it is strongly connected, that it contains a cycle. It is not hard to see that A is non-
empty iff from an SCC whose intersection with Q0 is not empty it is possible to
reach a nontrivial SCC whose intersection with � is not empty. �

Theorem 17 ([70]) The non-universality problem for NBWs is decidable in expo-
nential time and is PSPACE-complete.

Proof Consider an NBW A . Clearly, L (A ) �= �� iff �� \L (A ) �= �, which
holds iff L (A �) �= �, where A � is an NBW that complements A . Thus, to test
A for non-universality, it sufÞces to test A � for non-emptiness. The construction
of A � can proceed Òon-the-ßyÓ (that is, there is no need to construct and store A �

and then perform the non-emptiness test, but rather it is possible to construct only
the components required for the non-emptiness test on demand; such a construction
requires only polynomial space). Hence, as A � is exponentially bigger than A , the
time and space bounds from Theorem 16 imply the two upper bounds.

For the lower bound, we do a reduction from polynomial-space Turing machines.
The reduction does not use the fact that B�chi automata run on inÞnite words and
follows the same considerations as the reduction showing that the non-universality
problem is PSPACE-hard for nondeterministic automata on Þnite words [53]. Note
that we could also have reduced from this latter problem, but preferred to give the
details of the generic reduction.

Given a Turing machine T of space complexity s(n), we construct an NBW AT
of size linear in T and s(n) such that AT is universal iff T does not accept the
empty tape. We assume, without loss of generality, that all the computations of T
eventually reach a Þnal state. Also, once T reaches a Þnal state it loops there forever.
The NBW AT accepts a word w iff w is not an encoding of a legal computation of
T over the empty tape or if w is an encoding of a legal yet rejecting computation
of T over the empty tape. Thus, AT rejects a word w iff w encodes a legal and
accepting computation of T over the empty tape. Hence, AT is universal iff T does
not accept the empty tape.

We now give the details of the construction of AT . Let T = ��,Q,�, q0,
qacc, qreq�, where � is the alphabet, Q is the set of states, �� Q × � ×Q ×
� × {L,R} is the transition relation (we use (q, a)� (q �, b,�) to indicate that
when T is in state q and it reads the input a in the current tape cell, it moves to
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state q �, writes b in the current tape cell, and its reading head moves one cell to
the left/right, according to �), and q0, qacc, and qrej are the initial, accepting, and
rejecting states.

We encode a conÞguration of T by a word #�1�2 . . . (q, �i) . . . �s(n). That is, a
conÞguration starts with #, and all its other letters are in � , except for one letter
in Q× � . The meaning of such a conÞguration is that the j -th cell in T , for 1 

j 
 s(n), is labeled �j , the reading head points at cell i, and T is in state q . For
example, the initial conÞguration of T is #(q0, b)b . . . b (with s(n)� 1 occurrences
of b) where b stands for an empty cell. We can now encode a computation of T by
a sequence of conÞgurations.

Let � = {#} � � � (Q × � ) and let #�1 . . . �s(n)#� �1 . . . �
�
s(n) be two succes-

sive conÞgurations of T . We also set �0, � �0, and �s(n)+1 to #. For each triple
��i�1, �i, �i+1� with 1
 i 
 s(n), we know, by the transition relation of T , what � �i
should be. In addition, the letter # should repeat exactly every s(n)+ 1 letters. Let
next(��i�1, �i, �i+1�) denote our expectation for � �i . That is,

� next(��i�1, �i, �i+1�)= next(�#, �i, �i+1�)= next(��i�1, �i,#�)= �i .
� next(�(q, �i�1), �i, �i+1�)= next(�(q, �i�1), �i,#�)=

�
�i if (q, �i�1)� (q �, � �i�1,L)
(q �, �i) if (q, �i�1)� (q �, � �i�1,R)

� next(��i�1, (q, �i), �i+1�) = next(�#, (q, �i), �i+1�) = next(��i�1, (q, �i),#�) =
� �i where (q, �i)� (q �, � �i ,�).

3

� next(��i�1, �i, (q, �i+1)�)= next(�#, �i, (q, �i+1)�)=
�
�i if (q, �i+1)� (q �, � �i+1,R)
(q �, �i) if (q, �i+1)� (q �, � �i ,L)

� next(��s(n),#, � �1�)= #.

Consistency with next now gives us a necessary condition for a trace to encode a
legal computation. In addition, the computation should start with the initial conÞg-
uration.

In order to check consistency with next, the NBW AT can use its nondeterminism
and guess when there is a violation of next. Thus, AT guesses ��i�1, �i, �i+1� 	�3,
guesses a position in the trace, checks whether the three letters to be read starting
in this position are �i�1, �i , and �i+1, and checks whether next(��i�1, �i, �i+1�) is
not the letter to come s(n)+ 1 letters later. Once AT sees such a violation, it goes
to an accepting sink. In order to check that the Þrst conÞguration is not the initial
conÞguration, AT simply compares the Þrst s(n) + 1 letters with #(q0, b)b . . . b.
Finally, checking whether a legal computation is rejecting is also easy: the compu-
tation should reach a conÞguration in which T visits qrej . �

3We assume that the reading head of T does not ÒfallÓ from the right or the left boundaries of the
tape. Thus, the case where (i = 1) and (q, �i)� (q �, � �i ,L) and the dual case where (i = s(n))
and (q, �i)� (q �, � �i ,R) are not possible.
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Theorem 18 ([70]) The containment problem for NBWs is decidable in exponential
time and is PSPACE-complete.

Proof Consider NBWs A1 and A2. Note that L (A1)�L (A2) iff L (A1)� (�� \
L (A2))= �, which holds iff L (A �)= �, where A � is an NBW for the intersection
of A1 with an NBW that complements A2. Thus, to check the containment of A1
in A2 we can test A � for emptiness. Since the construction of A � can proceed on-
the-ßy and its size is linear in the size of A1 and exponential in the size of A2, the
required complexity follows, as in the proof of Theorem 17. Since A2 is universal
iff �� �L (A2) and �� can be recognized by an NBW with one state, hardness
in PSPACE follows from hardness of the universality problem. �

Recall that the algorithm for deciding non-emptiness of an NBW A operates
on the graph GA induced by A and thus ignores the alphabet of A . In partic-
ular, the algorithm does not distinguish between deterministic and nondeterminis-
tic automata. In contrast, the algorithms for deciding universality and containment
complement the NBW and thus, can beneÞt from determinization.

Theorem 19 The non-emptiness, non-universality, and containment problems for
DBWs are NLOGSPACE-complete.

Proof When applied to DBWs, the intermediate automaton A � used in the proofs
of Theorems 17 and 18 is polynomial in the size of the input, thus its non-emptiness
can be tested in NLOGSPACE. Hardness in NLOGSPACE follows from the fact
that reachability in directed graphs can be reduced to the three problems. �

Theorems 16, 17, and 18 refer to B�chi automata. For the other types of au-
tomata, one can translate to NBWs and apply the algorithm for them. While in many
cases this results in an optimal algorithm, sometimes it is more efÞcient to work di-
rectly on the input automaton. In particular, for NSW, the translation to NBW results
in an NBW with O(n22k) states, whereas non-emptiness can be checked in sub-
quadratic time [16, 25]. We note, however, that unlike NBWs and NRWs, for which
the non-emptiness problem is NLOGSPACE-complete, it is PTIME-complete for
NSWs [42]. For NPWs, the translation to NBWs results in an NBW with O(nk)
states, whereas non-emptiness can be checked in time O(n logk) [32].

4.5 Alternating Automata on Infinite Words

In [7], Chandra et al. introduced alternating Turing machines. In the alternating
model, the states of the machine, and accordingly also its conÞgurations, are par-
titioned into existential and universal ones. When the machine is in an existential
conÞguration, one of its successors should lead to acceptance. When the machine
is in a universal conÞguration, all its successors should lead to acceptance. In this
section we deÞne alternating B�chi automata [55] and study their properties.
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4.5.1 Definition

For a given set X, let B+(X) be the set of positive Boolean formulas over X (i.e.,
Boolean formulas built from elements inX using � and �), where we also allow the
formulas true and false. For Y �X, we say that Y satisfies a formula 	 	B+(X) iff
the truth assignment that assigns true to the members of Y and assigns false to the
members of X \ Y satisÞes 	 . We say that Y satisÞes 	 in a minimal manner if no
strict subset of Y satisÞes 	 . For example, the sets {q1, q3}, {q2, q3}, and {q1, q2, q3}
all satisfy the formula (q1�q2)�q3, yet only the Þrst two sets satisfy it in a minimal
manner. Also, the set {q1, q2} does not satisfy this formula.

Consider an automaton A = ��,Q,Q0, �,��. We can represent � using
B+(Q). For example, a transition �(q, � )= {q1, q2, q3} of a nondeterministic au-
tomaton A can be written as �(q, � )= q1 � q2 � q3. The dual of nondeterminism
is universality. A word w is accepted by a universal automaton A if all the runs of
A on w are accepting. Accordingly, if A is universal, then the transition can be
written as �(q, � )= q1 � q2 � q3. While transitions of nondeterministic and univer-
sal automata correspond to disjunctions and conjunctions, respectively, transitions
of alternating automata can be arbitrary formulas in B+(Q). We can have, for in-
stance, a transition �(q, � ) = (q1 � q2) � (q3 � q4), meaning that the automaton
accepts a word of the form � •w from state q , if it accepts w from both q1 and q2 or
from both q3 and q4. Such a transition combines existential and universal choices.

Formally, an alternating automaton on infinite words is a tuple A = ��,Q,q0,
�,��, where �,Q, and � are as in nondeterministic automata, q0 	Q is an initial
state (we will later explain why it is technically easier to assume a single initial
state), and � : Q × � �B+(Q) is a transition function. In order to deÞne runs
of alternating automata, we Þrst have to deÞne trees and labeled trees. A tree is
a preÞx-closed set T � N� (i.e., if x • c 	 T , where x 	 N� and c 	 N, then also
x 	 T ). The elements of T are called nodes, and the empty word � is the root of T .
For every x 	 T , the nodes x • c, for c 	N, are the successors of x. A node is a leaf
if it has no successors. We sometimes refer to the length |x| of x as its level in the
tree. A path � of a tree T is a set � � T such that � 	 � and for every x 	 � , either
x is a leaf or there exists a unique c 	 N such that x • c 	 � . Given an alphabet � ,
a � -labeled tree is a pair �T ,V � where T is a tree and V : T �� maps each node
of T to a letter in � .

While a run of a nondeterministic automaton on an inÞnite word is an inÞnite
sequence of states, a run of an alternating automaton is a Q-labeled tree. Formally,
given an inÞnite word w = �1 • �2 • • •, a run of A on w is a Q-labeled tree �Tr, r�
such that the following hold:

� � 	 Tr and r(�)= q0.
� Let x 	 Tr with r(x) = q and �(q, �|x|+1) = 	 . There is a (possibly empty) set
S = {q1, . . . , qk} such that S satisÞes 	 in a minimal manner and for all 1
 c 
 k,
we have that x • c 	 Tr and r(x • c)= qc.

For example, if �(q0, �1)= (q1�q2)� (q3�q4), then possible runs of A on w have
a root labeled q0, have one node in level 1 labeled q1 or q2, and have another node
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in level 1 labeled q3 or q4. Note that if 	 = true, then x does not have children. This
is the reason why Tr may have leaves. Also, since there exists no set S satisfying 	
for 	 = false, we cannot have a run that takes a transition with 	 = false.

A run �Tr, r� is accepting iff all its inÞnite paths, which are labeled by words
in Q� , satisfy the acceptance condition. A word w is accepted iff there exists an
accepting run on it. Note that while conjunctions in the transition function of A are
reßected in branches of �Tr, r�, disjunctions are reßected in the fact we can have
many runs on the same word. The language of A , denoted L (A ), is the set of
inÞnite words that A accepts. We use ABW to abbreviate alternating B�chi word
automata.

Example 4 For n 
 1, let �n = {1,2, . . . , n}. We describe an ABW An such that
An accepts exactly all words w 	��n such that w contains the subword i • i • i for
all letters i 	�n.

We deÞne An = ��n,Qn,q0, �,��, where

� Qn = {q0} � (� × {3,2,1}). Thus, in addition to an initial state, An contains
three states for each letter i 	�n, where state �i, c�, for c 	 {1,2,3}, waits for a
subword ic .

� In its Þrst transition, An spawns into n copies, with copy i waiting for the subword
i3 (or i2, in case the Þrst letter read is i). Thus, for all i 	�n, we have �n(q0, i)=
�i,2� �

�
j �=i �j,3�. In addition, for all i 	�n and c 	 {3,2,1}, we have

�n(�i, c�, j)=

�

�
�i, c� 1� if j = i and c 	 {3,2},
true if j = i and c= 1,
�i,3� if j �= i.

Note that no state in Qn is accepting. Thus, all copies have to eventually take the
transition to true, guaranteeing that i • i • i is indeed read, for all i 	�n. Note also
that while An has 3n+1 states, it is not hard to prove that an NBW for the language
is exponential in n, as it has to remember the subsets of letters for which the subword
i • i • i has already appeared.

A slightly more general deÞnition of alternating automata could replace the sin-
gle initial state by an initial transition in B+(Q), describing possible subsets of
states from which the word should be accepted. Staying with the deÞnition of a set
of initial states used in nondeterministic automata would have broken the symmetry
between the existential and universal components of alternation.

4.5.2 Closure Properties

The rich structure of alternating automata makes it easy to deÞne the union and
intersection of ABWs. Indeed, the same way union is easy for automata with non-
determinism, intersection is easy for automata with universal branches.
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Theorem 20 Let A1 and A2 be ABWs with n1 and n2 states, respectively. There
are ABWs A� and A� such that L (A�)=L (A1)�L (A2), L (A�)=L (A1)�
L (A2), and A� and A� have n1 + n2 + 1 states.

Proof Let A1 = ��,Q1, q0
1 , �1, �1� and A2 = ��,Q2, q0

2 , �2, �2�. We assume,
without loss of generality, that Q1 and Q2 are disjoint. We deÞne A� as the union
of A1 and A2, with an additional initial state that proceeds like the union of the
initial states of A1 and A2. Thus, A� = ��,Q1 �Q2 � {q0}, q0, �,�1 � �2�, where
�(q0, � ) = �1(q0

1 , � ) � �2(q0
2 , � ), and for every state q 	 Q1 �Q2, we have that

�(q, � )= �i(q, � ), for the index i 	 {1,2} such that q 	Qi . It is easy to see that for
every word w 	��, the ABW A has an accepting run on w iff at least one of the
ABWs A1 and A2 has an accepting run onw. The deÞnition of A� is similar, except
that from q0 we proceed with the conjunction of the transitions from q0

1 and q0
2 . �

We note that with a deÞnition of ABWs in which an initial transition in B+(Q)
is allowed, closing ABWs under union and intersection can be done by applying the
corresponding operation on the initial transitions. We proceed to closure of ABWs
under complementation. Given a transition function �, let �� denote the function dual
to �. That is, for every q and � with �(q, � )= 	 , we have that ��(q, � )= �	 , where �	
is obtained from 	 by switching � and � and switching true and false. If, for exam-
ple, 	 = p� (true� q), then �	 = p� (false� q). Given an acceptance condition �,
let �� be an acceptance condition that dualizes �. Thus, a set of states S satisÞes �
iff S does not satisfy ��. In particular, if � is a B�chi condition, then �� is a co-B�chi
condition. For deterministic automata, it is easy to complement an automaton A by
dualizing the acceptance condition. In particular, given a DBW A , viewing A as
a DCW complements its language. For an NBW A , the situation is more involved
as we have to make sure that all runs satisfy the dual condition. This can be done
by viewing A as a universal co-B�chi automaton. As Lemma 3 below argues, this
approach can be generalized to all alternating automata and acceptance conditions.

Lemma 3 ([58]) Given an alternating automaton A = ��,Q,q0, �,��, the alter-
nating automaton �A = ��,Q,q0, ��, ��� is such that L ( �A )=�� \L (A ).

Lemma 3 suggests a straightforward translation of an ABW A to a complement-
ing ACW �A , and vice versa. In order to end up with an ABW, one has to translate
�A to an ABW [44], which uses the ranking method described in the context of

NBW complementation and involves a quadratic blow-up:

Theorem 21 ([44]) Given an ABW A with n states, there is an ABW A � with
O(n2) states such that L (A �)=�� \L (A ).

We note that the ABW constructed in the proof of Theorem 21 is a weak alter-
nating automaton [56]. In a weak automaton, each SCC of the automaton is either
contained in � or is disjoint from �. Every inÞnite path of a run ultimately gets
ÒtrappedÓ within some SCC. The path then satisÞes the acceptance condition iff this
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component is contained in �. It is easy to see that weak automata are a special case
of both B�chi and co-B�chi alternating automata. A run gets trapped in a component
contained in � iff it visits � inÞnitely often iff it visitsQ \� only Þnitely often. The
study of weak alternating automata is motivated by the fact that the translation of
formulas in several temporal logics to alternating automata results in weak automata
[46, 56]. Another motivation is the fact that dualizing a weak automaton is straight-
forward: taking �� =Q \ � amounts to switching the classiÞcation of accepting and
rejecting sets, and thus dualizes the acceptance condition.

Remark 2 In the non-elementary translation of monadic second-order logic for-
mulas to NBWs [6], an exponential blow-up occurs with each negation. While a
blow-up that is non-elementary in the quantiÞer alternation depth is unavoidable,
the fact that complementation is easy for alternating automata raises the question
whether ABWs may be used in a simpler decision procedure. The negative answer
follows from the fact that the existential projection operator, which is easy for non-
deterministic automata, involves an exponential blow-up when applied to alternat-
ing automata. For a language L� (�1 ×�2)� , we deÞne the existential projection
of L on �1 as the language L1 of all words w1 	 ��1 such that there is a word
w2 	 ��2 for which w1  w2 	 L, where w1  w2 is the word over �1 ×�2 ob-
tained by ÒmergingÓ the letters of w1 and w2 in the expected way. For example,
abba  0010 = �a0��b0��b1��a0�. Given an NBW for L, it is easy to see that an
NBW for L1 can be obtained by replacing a letter ��1, �2� by the letter �1. Such
a simple replacement, however, would not work for alternating automata. Indeed,
there, one has to ensure that different copies of the automaton proceed according
to the same word over �2. Consequently, existential projection requires alterna-
tion removal. In the context of translations of formulas to automata, the exponential
blow-up with each negation when working with NBWs is traded for an exponential
blow-up with each existential quantiÞer when working with ABWs. It is easy to
see, say by pushing negations inside, that negations and existential quantiÞers can
be traded also at the syntactic level of the formula.

4.5.3 Decision Procedures

The rich structure of alternating automata makes them exponentially more suc-
cinct than nondeterministic automata. On the other hand, reasoning about alter-
nating automata is complicated. For example, while the algorithm for testing the
non-emptiness of a nondeterministic automaton can ignore the alphabet and be re-
duced to reachability questions in the underlying graph of the automaton, ignoring
the alphabet in an alternating automaton leads to an algorithm with a one-sided
error. Indeed, as noted in the context of existential projection in Remark 2, the al-
gorithm should make sure that the different copies it spawns into follow the same
word. Consequently, many algorithms for alternating automata involve alternation
removalÑa translation to an equivalent nondeterministic automaton. Below we de-
scribe such a translation for the case of B�chi automata.
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Theorem 22 ([55]) Consider an ABW A with n states. There is an NBW A � with
3n states such that L (A �)=L (A ).

Proof The automaton A � guesses a run of A . At a given point of a run of A �, it
keeps in its memory the states in a whole level of the run tree of A . As it reads
the next input letter, it guesses the states in the next level of the run tree of A .
In order to make sure that every inÞnite path visits states in � inÞnitely often, A �

keeps track of states that ÒoweÓ a visit to �. Let A = ��,Q,q0, �,��. Then A � =
��,2Q × 2Q, �{q0},��, ��,2Q × {�}�, where �� is deÞned, for all �S,O� 	 2Q× 2Q

and � 	� , as follows.

� IfO �= �, then ��(�S,O�, � )= {�S�,O � \ �� : S� satisÞes
�
q	S �(q, � ),O

� � S�,
and O � satisÞes

�
q	O �(q,� )}.

� If O = �, then ��(�S,O�, � )= {�S�, S� \ �� : S� satisÞes �q	S �(q, � )}.

Note that all the reachable states �S,O� in A � satisfy O � S. Accordingly, if the
number of states in A is n, then the number of states in A � is at most 3n. �

Note that the construction has the ßavor of the subset construction [63], but in a
dual interpretation: a set of states is interpreted conjunctively: the sufÞx of the word
has to be accepted from all the states in S. While such a dual subset construction is
sufÞcient for automata on Þnite words, the case of B�chi requires also the mainte-
nance of a subsetO of S, leading to a 3O(n), rather than a 2O(n), blow-up. As shown
in [3], this additional blow-up cannot be avoided.

Remark 3 It is not hard to see that if A is a universal automaton (that is, the tran-
sition function � only has conjunctions), then the automaton A � constructed in the
proof of Theorem 22 is deterministic. Indeed, in the deÞnition of ��(�S,O�, � ),
there is a single set S� that satisÞes �q	S�(q, � ) in a minimal manner. It follows that
universal B�chi automata are not more expressive than DBWs. Dually, NCWs are
not more expressive than DCW: Given an NCW A , we can apply the construction
above on the dual universal B�chi automaton �A (see Lemma 3), and then dualize
the obtained DBW. We end up with a DCW equivalent to A .

We can now use alternation removal in order to solve decision problems for al-
ternating automata.

Theorem 23 The non-emptiness, non-universality, and containment problems for
ABW are PSPACE-complete.

Proof We describe the proof for the non-emptiness problem. Since ABWs are easily
closed for negation and intersection, the proof for non-universality and containment
is similar. Consider an ABW A . In order to check A for non-emptiness, we trans-
late it into an NBW A � and check the non-emptiness of A �. By Theorem 22, the
size of A � is exponential in the size of A . Since the construction of A � can proceed
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on-the-ßy, and, by Theorem 16, its non-emptiness can be checked in NLOGSPACE,
membership in PSPACE follows.

In order to prove hardness in PSPACE, we do a reduction from NBW non-
universality. Given an NBW A , we have that L (A ) �= �� iff �� \L (A ) �= �.
Thus, non-universality of A can be reduced to non-emptiness of an automaton A �

that complements A . Since we can deÞne A � as an ABW with quadratically many
states, hardness in PSPACE follows. �

4.6 Automata-Based Algorithms

In this section we describe the application of automata theory in formal veriÞcation.
Recall that the logic LTL is used for specifying properties of reactive systems. The
syntax and semantics of LTL are described in Chap. 2. For completeness, we de-
scribe them here brießy. Formulas of LTL are constructed from a set AP of atomic
propositions using the usual Boolean operators and the temporal operators X (Ònext
timeÓ) and U (ÒuntilÓ). Formally, an LTL formula over AP is deÞned as follows:

� true, false, or p, for p 	 AP.
� ‹�1, �1 ��2, X�1, or �1U�2, where �1 and �2 are LTL formulas.

The semantics of LTL is deÞned with respect to inÞnite computations � =
�1, �2, �3, . . ., where for every j 
 1, the set �j � AP is the set of atomic propo-
sitions that hold in the j -th position of � . Systems that generate computations
are modeled by Kripke structures. A (Þnite) Kripke structure is a tuple K =
�AP,W,W0,R, ��, where AP is a Þnite set of atomic propositions, W is a Þnite
set of states, W0 �W is a set of initial states, R �W ×W is a transition relation,
and � : W � 2AP maps each state w to the set of atomic propositions that hold
in w. We require that each state has at least one successor. That is, for each state
w 	W there is at least one state w� such that R(w,w�). A path in K is an inÞnite
sequence 
 =w0,w1,w2, . . . of states such that w0 	W0 and for all i 
 0, we have
R(wi,wi+1). The path 
 induces the computation �(w0), �(w1), �(w2), . . ..

Consider a computation � = �1, �2, �3, . . .. We denote the sufÞx �j , �j+1, . . . of
� by �j . We use � |� � to indicate that an LTL formula � holds in the computa-
tion � . The relation |� is inductively deÞned as follows:

� For all � , we have that � |� true and � �|� false.
� For an atomic proposition p 	 AP, we have that � |� p iff p 	 �1.
� � |� ‹�1 iff � �|��1.
� � |��1 ��2 iff � |��1 and � |��2.
� � |�X�1 iff �2 |��1.
� � |� �1U�2 iff there exists k 
 1 such that �k |� �2 and �i |� �1 for all

1
 i < k.

Writing LTL formulas, it is convenient to use the abbreviations G (ÒalwaysÓ),
F (ÒeventuallyÓ), and R (ÒreleaseÓ). Formally, the abbreviations follow the follow-
ing semantics.
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� F�1 = trueU�1. That is, � |� F�1 iff there exists k 
 1 such that �k |��1.
� G�1 =‹F‹�1. That is, � |�G�1 iff for all k 
 1 we have that �k |��1.
� �1R�2 =‹((‹�1)U(‹�2)). That is, � |� �1R�2 iff for all k 
 1, if �k �|� �2,

then there is 1
 i < k such that �i |��1.

Each LTL formula � over AP deÞnes a language L (�)� (2AP)� of the compu-
tations that satisfy � , Formally,

L (�)=


� 	

�
2AP�� : � |��

�
.

Two natural problems arise in the context of systems and their speciÞcations:

� Satisfiability: given an LTL formula � , is there a computation � such that
� |��?

� Model Checking: given a Kripke structure K and an LTL formula � , do all the
computations of K satisfy �?

We describe a translation of LTL formulas into B�chi automata and discuss how
such a translation is used for solving the above two problems.

4.6.1 Translating LTL to Büchi Automata

In this section we describe a translation of LTL formulas to NBW. We start with
a translation that goes via ABWs. For completeness, we also present the original
translation of [77], which directly generates NBWs. The translation involves an ex-
ponential blow-up, which we show to be tight.

4.6.1.1 A Translation via ABWs

Consider an LTL formula � . For simplicity, we assume that � is given in positive
normal form. Thus, negation is applied only to atomic propositions. Formally, given
a set AP of atomic propositions, an LTL formula in positive normal form is deÞned
as follows:

� true, false, p, or ‹p, for p 	 AP.
� �1, �1 � �2, �1 � �2, X�1, �1U�2, or �1R�2, where �1 and �2 are LTL

formulas in positive normal form.

Note that the fact negation is restricted to atomic propositions has forced us to
add not only the Boolean operator � but also the temporal operator R. Still, it is
easy to see that transforming an LTL formula to a formula in positive normal form
involves no blow-up. The closure of an LTL formula � , denoted cl(�), is the set of
all its subformulas. Formally, cl(�) is the smallest set of formulas that satisfy the
following.

� � 	 cl(�).
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{p} �
GFp GFp GFp � Fp
Fp true Fp

Fig. 8 The transition function of an ABW for GFp

� If �1 � �2, �1 � �2, �1U�2 or �1R�2 is in cl(�), then �1 	 cl(�) and �2 	
cl(�).

� If X�1 is in cl(�), then �1 	 cl(�).

For example, cl(p � ((Xp)Uq)) is {p � ((Xp)Uq),p, (Xp)Uq,Xp,q}. It is easy
to see that the size of cl(�) is linear in |� |.

Theorem 24 For every LTL formula � , there is an ABW A� with O(|� |) states
such that L (A�)=L (�).

Proof We deÞne A� = �2AP, cl(�),�, �,��, where

� The transition �(�,� ) is deÞned according to the form of � as follows.

— �(p,� )=
� true if p 	 � ,

false if p /	 � .

— �(‹p,�)=
� true if p /	 � ,

false if p 	 � .
— �(�1 � �2, � )= �(�1, � )� �(�2, � ).
— �(�1 � �2, � )= �(�1, � )� �(�2, � ).
— �(X�,� )= �.
— �(�1U�2, � )= �(�2, � )� (�(�1, � )� �1U�2).
— �(�1R�2, � )= �(�2, � )� (�(�1, � )� �1R�2).

� The set � of accepting states consists of all the formulas in cl(�) of the form
�1R�2.

The proof of the correctness of the construction proceeds by induction on the struc-
ture of � . For a formula � 	 cl(�), we prove that when A� is in state �, it accepts
exactly all words that satisfy �. The base case, when � is an atomic proposition or
its negation, follows from the deÞnition of the transition function. The other cases
follow from the semantics of LTL and the induction hypothesis. In particular, the
deÞnition of � guarantees that in order for a word to satisfy �1U�2, it must have
a sufÞx that satisÞes �2. Indeed, otherwise, the run of A� has an inÞnite path that
remains forever in the state �1U�2, and thus does not satisfy �. �

Example 5 We describe an ABW A� for the LTL formula � = GFp. Note that
� = falseR(trueUp). In the example, we use the F and G abbreviations. The al-
phabet of A� consists of the two letters in 2{p}. The set of accepting states is {GFp},
and the states and transitions are described in the table in Fig. 8.

Example 6 We describe an ABW A� for the LTL formula � = p� ((Xp)Uq). The
alphabet of A� consists of the four letters in 2{p,q}. The states and transitions are
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{p,q} {p} {q} �
p � ((Xp)Uq)) true p � ((Xp)Uq) false false
p true true false false
(Xp)Uq true p � ((Xp)Uq)) true p � ((Xp)Uq))

Fig. 9 The transition function of an ABW for p � ((Xp)Uq))

described in the table in Fig. 9. No state is accepting. Note that only the initial state
is reachable.

Combining Theorems 24 and 22, we get the following.

Theorem 25 For every LTL formula � , there is an NBW A� such that L (A�)=
L (�) and the size of A� is exponential in |� |.

In Sect. 4.6.1.3 we show a matching exponential lower bound. Let us note here
that while the 3n blow-up in Theorem 22 refers to general ABWs, the ABWs ob-
tained from LTL in the proof of Theorem 24 have a special structure: all the cycles
in the automata are self-loops. For such automata (termed very-weak alternating au-
tomata, as they are weak alternating automata in which all SCCs are singletons),
alternation can be removed with only an n2n blow-up [3, 20].

4.6.1.2 A Direct Translation to NBWs

The original translation of LTL to NBW [77] does not go via intermediate alternat-
ing automata. For completeness, we detail it here. The translation does not assume
a positive normal form, and uses the extended closure of the given formula: For an
LTL formula � , the extended closure of � , denoted ecl(�), is the set of � Õs sub-
formulas and their negations (‹‹� is identiÞed with � ). Formally, ecl(�) is the
smallest set of formulas that satisfy the following.

� � 	 ecl(�).
� If �1 	 ecl(�) then ‹�1 	 ecl(�).
� If ‹�1 	 ecl(�) then �1 	 ecl(�).
� If �1 ��2 	 ecl(�) then �1 	 ecl(�) and �2 	 ecl(�).
� If X�1 	 ecl(�) then �1 	 ecl(�).
� If �1U�2 	 ecl(�) then �1 	 ecl(�) and �2 	 ecl(�).

For example, ecl(p � ((Xp)Uq)) is {p � ((Xp)Uq),‹(p � ((Xp)Uq)),p,‹p,
(Xp)Uq , ‹((Xp)Uq),Xp,‹Xp,q,‹q}.

The translation is based on the observation that the question of satisfaction of an
LTL formula � in a computation � can be reduced to questions about the satisfac-
tion of formulas in ecl(�) in the sufÞxes of � . More formally, given a computa-
tion � , it is possible to (uniquely) label each sufÞx of � by the subset of formulas in
ecl(�) that are satisÞed in this sufÞx. The correctness of this labeling can be veriÞed
by local consistency checks, which relate the labeling of successive sufÞxes, and by
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a global consistency check, which takes care of satisfaction of eventualities. Since
it is easier to check the satisfaction of each eventuality in isolation, we describe
a translation to nondeterministic automata with the generalized B�chi acceptance
condition. One can then use Theorem 12 in order to obtain an NBW.

Formally, given an LTL formula � over AP, we deÞne A� = �2AP,Q,Q0, �,��,
as follows.

� We say that a set S � ecl(�) is good in ecl(�) if S is a maximal set of formulas
in ecl(�) that does not have propositional inconsistency. Thus, S satisÞes the
following conditions.

1. For all �1 	 ecl(�), we have �1 	 S iff ‹�1 /	 S, and
2. For all �1 ��2 	 ecl(�), we have �1 ��2 	 S iff �1 	 S and �2 	 S.

The state space Q� 2ecl(�) is the set of all the good sets in ecl(�).
� Let S and S� be two good sets in ecl(�), and let � � AP be a letter. Then S� 	
�(S,� ) if the following hold.

1. � = S � AP,
2. For all X�1 	 ecl(�), we have X�1 	 S iff �1 	 S�, and
3. For all �1U�2 	 ecl(�), we have �1U�2 	 S iff either �2 	 S or both �1 	 S

and �1U�2 	 S�.

Note that the last condition also means that for all ‹(�1U�2) 	 ecl(�), we
have that ‹(�1U�2) 	 S iff ‹�2 	 S and either ‹�1 	 S or ‹(�1U�2) 	 S�.

� Q0 �Q is the set of all states S 	Q for which � 	 S.
� Every formula �1U�2 contributes to the generalized B�chi condition � the set

��1U�2 =


S 	Q :�2 	 S or ‹(�1U�2) 	 S

�
.

We now turn to discuss the size of A� . It is easy to see that the size of ecl(�) is
O(|� |), so A� has 2O(|� |) states. Note that since � has at most |� | subformulas of
the form �1U�2, the index of � is at most |� |. It follows from Theorem 12 that �
can also be translated into an NBW with 2O(|� |) states.

Remark 4 Note that the construction of A� can proceed on-the-fly. Thus, given a
state S of A� and a letter � 	 2AP, it is possible to compute the set �(S,� ) based
on the formulas in S. As we shall see in Sect. 4.6.2, this fact is very helpful, as it
implies that reasoning about A� need not construct the whole state space of A� but
can rather proceed in an on-demand fashion.

4.6.1.3 The Blow-up in the LTL to NBW Translation

In this section we describe an exponential lower bound for the translation of LTL
to NBW, implying that the blow-up that both translations above involve cannot in
general be avoided. We do so by describing a doubly-exponential lower bound for
the translation of LTL to DBW. Recall that NBWs are strictly more expressive than
DBWs. The expressiveness gap carries over to languages that can be speciÞed in
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LTL. For example, the formula FGb (Òeventually always bÓ, which is similar to the
language used in the proof of Theorem 6), cannot be translated into a DBW. We now
show that when a translation exists, it is doubly-exponential. Thus, the exponential
blow-ups in Theorem 25 and determinization (when possible) are additive:

Theorem 26 When possible, the translation of LTL formulas to deterministic Büchi
automata is doubly-exponential.

Proof Let � be an LTL formula of length n and let A� be an NBW that recog-
nizes � . By Theorem 25, the automaton A� has 2O(n) states. By determinizing A� ,

we get a DPW U� with 22O(n) states [59, 64]. By B�chi typeness of DPWs [35] (see
also Theorem 9), if U� has an equivalent DBW, it can be translated into a DBW
with the same state space. Hence the upper bound.

For the lower bound, consider the following �-regular language Ln over the al-
phabet {0,1,#,$}:4

Ln =


{0,1,#}� • # •w • # • {0,1,#}� • $ •w • #� :w 	 {0,1}n

�
.

A word � is in Ln iff the sufÞx of length n that comes after the single $ in �
appears somewhere before the $. By [7], the smallest deterministic automaton that
accepts Ln has at least 22n states. (The proof in [7] considers the language of the
Þnite words obtained from Ln by omitting the #� sufÞx. The proof, however, is in-
dependent of this technical detail: reaching the $, the automaton should remember
the possible set of words in {0,1}n that have appeared before.) We can specify Ln
with an LTL formula of length quadratic in n. The formula is a conjunction of two
formulas. The Þrst conjunct, �1, makes sure that there is only one $ in the word,
followed by a word in {0,1}n, which is followed by an inÞnite tail of #Õs. The sec-
ond conjunct, �2, states that eventually there exists a position with # and for all
1
 i 
 n, the i-th letter from this position is 0 or 1 and it agrees with the i-th letter
after the $. Also, the (n+ 1)-th letter from this position is #. Formally,

� �1 = (‹$)U($�X((0� 1)�X(0� 1)�
n
• • •X((0� 1)�XG#))) • • •).

� �2 = F(#�Xn+1#�
�

1
i
n((X
i0�G($�Xi0))� (Xi1�G($�Xi1)))).

Note that the argument about the size of the smallest deterministic automaton that
recognizes Ln is independent of the automatonÕs acceptance condition. Thus, the
theorem holds for deterministic Rabin, Streett, and Muller automata as well. �

4.6.2 Model Checking and Satisfiability

In this section we describe the automata-theoretic approach to LTL satisÞability
and model checking. We show how, using the translation of LTL into NBW, these
problems can be reduced to problems about automata and their languages.

4Note that, for technical convenience, the alphabet of Ln is not of the form 2AP. It is easy to adjust
the proof to this setting, say by encoding {0,1,#,$} by two atomic propositions.
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Theorem 27 The LTL satisfiability problem is PSPACE-complete.

Proof An LTL formula � is satisÞable iff the automaton A� is not empty. Indeed,
A� accepts exactly all the computations that satisfy � . By Theorem 16, the non-
emptiness problem for NBWs is in NLOGSPACE. Since the size of A� is expo-
nential in |� |, and its construction can be done on-the-ßy, membership in PSPACE
follows. Hardness in PSPACE is proved in [69], and the proof is similar to the hard-
ness proof we detailed for NBW non-universality in Theorem 17. Indeed, as there,
given a polynomial-space Turing machine T , we can construct an LTL formula �T
of polynomial size that describes exactly all words that either do not encode a le-
gal computation of T on the empty tape, or encode a rejecting computation. The
formula ‹� is then satisÞable iff T accepts the empty tape. �

Theorem 28 The LTL model-checking problem is PSPACE-complete.

Proof Consider a Kripke structure K = �AP,W,W0,R, ��. We construct an NBW
AK such that AK accepts a computation � 	 (2AP)� iff � is a computation of K .
The construction of AK essentially moves the labels of K from the states to the
transitions. Thus, AK = �2AP,W,W0, �,W �, where for all w 	W and � 	 2AP, we
have

�(w,� )=
�
{w� :R(w,w�)} if � = �(w),
� if � �= �(w).

Now,K satisÞes � iff all the computations ofK satisfy � , thus L (AK)�L (A�).
A naive check of the above would construct A� and complement it. Complementa-
tion, however, involves an exponential blow-up, on top of the exponential blow-up
in the translation of � to A� . Instead, we exploit the fact that LTL formulas are easy
to complement and check that L (AK)�L (A‹�)= �, where A‹� is the NBW for
‹� . Accordingly, the model-checking problem can be reduced to the non-emptiness
problem of the intersection of AK and A‹� . Let AK,‹� be an NBW accepting the
intersection of the languages of AK and A‹� . Since AK has no acceptance condi-
tion, the construction of AK,‹� can proceed by simply taking the product of AK
with A‹� . Then,K satisÞes � iff AK,‹� is empty. By Theorem 25, the size of A‹�
is exponential in |� |. Also, the size of AK is linear in |K|. Thus, the size of AK,‹�
is |K| • 2O(|� |). Since the construction of A‹� , and hence also AK,‹� , can be done
on-the-ßy, membership in PSPACE follows from the membership in NLOGSPACE
of the non-emptiness problem for NBW. Hardness in PSPACE is proved in [69], and
again, proceeds by a generic reduction from polynomial-space Turing machines. �

As described in the proof of Theorem 28, the PSPACE complexity of the LTL
model-checking problem follows from the exponential size of the product automa-
ton AK,‹� . Note that AK,‹� is exponential only in |� |, and is linear in |K|. Nev-
ertheless, as K is typically much bigger than � , and the exponential blow-up of the
translation of � to A‹� rarely appears in practice, it is the linear dependency in |K|,
rather than the exponential dependency in |� |, that makes LTL model checking so
challenging in practice.



148 O. Kupferman

We note that the translations described in Sect. 4.6.1 are the classic ones. Since
their introduction, researchers have suggested many heuristics and optimizations,
with rapidly changing state of the art. Prominent ideas involve a reduction of the
state space by associating states with smaller subsets of the closure [21], possibly as
a result of starting with alternating automata [20, 46], reductions based on relations
between the states, in either the alternating or nondeterministic automaton [19, 71],
working with acceptance conditions that are deÞned with respect to edges rather
than states [22], and a study of easy fragments [34]. In addition, variants of NBWs
are used for particular applications, such as testers in the context of composition
reasoning [60]. Finally, the automata-theoretic approach has been extended also to
branching temporal logics. There, formulas are interpreted over branching struc-
tures, and the techniques are based on automata on inÞnite trees [12, 13, 46, 57, 76].

Acknowledgement I thank Javier Esparza and Moshe Y. Vardi for many helpful comments and
discussions.
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Chapter 5
Explicit-State Model Checking

Gerard J. Holzmann

Abstract In this chapter we discuss the methodology used in explicit-state logic
model checking, speciÞcally as applied to asynchronous software systems. As the
name indicates, in an explicit-state model checker the state descriptor for a system is
maintained in explicit, and not symbolic, form, as are all state transitions. Abstrac-
tion techniques and partial-order reduction algorithms are used to reduce the search
space to a minimum, and advanced storage techniques can be used to extend the
reach of this form of veriÞcation to very large system sizes. The basic algorithms
for explicit-state model checking date from the late 1970s and early 1980s. More
advanced versions of these algorithms remain an active area of research.

5.1 Introduction

There are many different approaches that can be used for the implementation of a
model-checking procedure. One of the Þrst methods, the origins of which we can
trace back to basic reachability analysis techniques that were explored as early as
in the 1970s, is explicit-state model checking. Explicit-state model checking turns
out to be well suited for applications in software veriÞcation, speciÞcally the veri-
Þcation of systems of interacting asynchronous processes. Explicit-state techniques
have gained much of their power from their integration with partial-order reduction
techniques (discussed in more detail in Chap. 6 of this Handbook [25]), which make
it possible to limit the number of states that must be explored to prove or disprove a
property by up to an exponential factor. This has made the use of explicit-state ap-
proaches with partial-order reduction for asynchronous software systems extremely
competitive when compared with the use of symbolic model-checking techniques
in the veriÞcation of, for instance, synchronous circuits [2, 7, 15].

A basic reachability analysis lends itself most easily to the veriÞcation of safety
properties, such as the validity of invariants, assertions, or the absence of deadlock
in a multi-process system. As we shall see though, explicit-state model-checking
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algorithms can also be used to prove liveness properties, including all properties
that can be formalized in Linear Temporal Logic (LTL) and more broadly the class
of all �-regular properties.

An explicit-state model-checking procedure is only possible if a few important
assumptions are satisÞed. First, the system that is the target of the veriÞcation must
be Þnite state. The state of the system is a, possibly abstracted, Þnite tuple of values,
which can be chosen from any Þnite domain. The system can change state by execut-
ing state transitions. This means that we assume that the system can be represented
as (a set of) Þnite state automata. A second assumption is that system execution can
be modeled as a sequence of separate state transitions. This means that even when
we describe systems with multiple processes, each modeled as a Þnite state automa-
ton, the effect of a system execution can be modeled by an arbitrary interleaving of
individual process actions. With this approach we can accurately represent process
scheduling on a single CPU in a multi-threaded system, where the main CPU exe-
cutes one instruction at a time, interleaving the actions of different processes based
on scheduling decisions. It can, however, also represent process execution on multi-
ple CPUs, e.g., in a multi-core system, or in a networked system. Note, for instance,
that also in a multi-core system it is not possible for multiple processes to access
a shared memory location truly simultaneously. Although the precise ordering of
read and write operations cannot always be known, at some level of granularity it is
always possible to determine an interleaving order that represents the actual execu-
tion sequence. The same is not necessarily true in asynchronous hardware circuits,
which therefore require a different approach to model checking.

The Þrst attempts to build automated tools for reachability analysis targeted
simple Þnite-state descriptions of communication protocols. In 1979, Jan Hajek
used a graph exploration tool [12] to verify properties of the protocols in Tanen-
baumÕs primer on computer networks [27]. Around the same time, Colin West
and Pitro ZaÞropulo developed a reachability analysis procedure for the veriÞca-
tion of another protocol, CCITT recommendation X.21, and identiÞed a series of
ßaws [29, 30]. In 1980, the Þrst version of what later became the logic model
checker Spin was developed at Bell Labs. This tool, called pan, was successfully
used in subsequent years to expose violations of safety properties in Þnite-state
models of telephone switching systems and communication protocols [13].

5.1.1 The Importance of Abstraction

Clearly, if we model the executions of a software system in full detail, it will gen-
erally not be feasible to perform an exhaustive veriÞcation with an explicit-state
method. As a very simple example to illustrate this, consider two asynchronously
executing processes each containing a single 32-bit counter. If all the two processes
do is to increment their counters, executing in a simple loop, then a fully detailed
model would need to represent and explore 2(32+32) or more than 1019 system states.
Clearly, not all those 1019 states are relevant to speciÞc correctness properties that
we may be interested in proving about this system. We may, for instance, want to
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prove that the system does or does not terminate, or that the counter-values can wrap
around the maximum. For none of these properties will it be necessary to compute
all possible combinations of values held by the two counters.

The early applications to protocol veriÞcation were successful because they could
be focused on the control-aspects of a protocol and they could abstract from the
data-aspects. By focusing on control, one can effectively prove correctness of data
transmission across unreliable channels in a way that is independent of the actual
data being transmitted. An elegant example of the use of this principle is known
as WolperÕs data independence theorem [31]. Similarly, if we model a mutual-
exclusion algorithm, the detailed computations that may be performed both outside
and inside the critical section that is to be protected from multiple access are ir-
relevant to the correctness of the algorithm itself, and can be abstracted during the
veriÞcation.

The veriÞcation process begins with the identiÞcation of the smallest sufficient
model that allows us to prove a property of a system. What the smallest sufÞcient
model is will generally depend on the speciÞc property to be proven. The smallest
sufÞcient model is generally an abstraction of the real system, which we refer to as
the concrete system in what follows. There are of course requirements on the type
of abstractions that can be used in this step. It should, for instance, be impossible
to prove a property about the abstract system that does not hold for the correspond-
ing concrete system, that is: the abstraction should be logically sound. In addition
to abstraction, a frequently used technique in the veriÞcation of complex systems
is that of restriction or specialization. A restriction reduces the abstract system to a
subset of behaviors in such a way that a counter-example to a correctness claim that
is generated for the restricted system is also a counter-example of the non-restricted
system, but the absence of a counter-example does not logically imply the absence
of a counter-example also in the non-restricted system. In practice, both abstraction
(generalization) and restriction (specialization) can play a critical role in manag-
ing the complexity of software veriÞcation with explicit-state model-checking tech-
niques. We will return to this shortly, after we discuss the basic automata-theoretic
framework and the main search algorithms that are used for explicit-state model
checking. More on the use of abstraction techniques in applications of logic model
checking can also be found in Chap. 13 of this Handbook [9].

5.2 Basic Search Algorithms

A basic reachability analysis algorithm, sufÞcient for proving safety properties, is
readily implemented as either a breadth-Þrst or depth-Þrst search. The search can be
done as a basic check on all system states that are reachable from a given initial state.
System states then, can be thought of as the control-ßow states and variable values of
a program. When we apply a model-checking algorithm to a multi-threaded system,
the system state is given as a combination of local process states, and the reachability
graph is the interleaving product of process actions. We start by describing this
interleaving product in a little more detail.
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1 Open D = {}; // typically an ordered set
2 Visited V = {};
3
4 start()
5 { V!s0; D!s0;
6 bfs();
7 }
8
9 bfs()
10 { while (D != {})
11 { D?s;
12 check_validity(s);
13 foreach (s, e, s’) in T
14 { if !(s’ 	 V) { V!s’; D!s’; }
15 } } }

Fig. 1 Breadth-Þrst search

Let A = {S, s0,L,T ,F } be a finite state automaton, where S is a Þnite set of
states, s0 is an element of S called the initial state, L is a set of symbols called the
label set or also the alphabet, T � S × L× S is a set of transitions, and F � S is
the set of final states. Automaton A is said to accept any Þnite execution that ends
in any state s 	 F .

The interleaving product of Þnite state automata A0, . . . ,AN is another Þnite
state automaton A� = {S�, s�0,L

�, T �,F �}, with

� S� =A0.S ×A1.S × • • • ×AN.S,
� s�0 = (A0.s0,A1.s0, . . . ,AN .s0),
� L� =A0.L�A1.L� • • • �AN.L,
� T � � S� × L� × S� such that for each transition ((A0.s0,A1.s1, . . . ,AN .sN), e,
(A0.t0,A1.t1, . . . ,AN .tN )) 	 T �, we have �i, 0
 i 
N , (Ai.si , e,Ai.ti) 	Ai.T ,
with e 	Ai.L and �j �= i, Aj .sj =Aj .tj , and

� F � =A0.F ×A1.F × • • • ×AN.F .

A basic reachability algorithm can now be constructed as shown in Fig. 1, exploring
and checking all states that are reachable from the initial state s0 of a Þnite automa-
ton as deÞned above. The algorithm uses two data structures, a set of open states D
and a set of visited states V . Open states are states that are currently being explored,
with not all of their successor states visited yet. We use the following notation for
operations on sets:

� X!y adds y to set X; if X is ordered then it adds y as the last element of X,
� X!!y adds y to set X; if X is ordered then it adds y as the first element in X,
� X?y removes an element from set X and names it y; if X is ordered then the

element removed is the first element inX, ifX is empty then the operation returns
the null element fl.

The search procedure illustrated in Fig. 1 generates all states reachable from
initial state s0, while checking for violations of safety properties by calling function
check_validity() at each state, including s0. Set V is an unordered set. For
the correctness of the basic search procedure, it does not matter if the set of open
states D is ordered or not. To get a breadth-Þrst search discipline, though, D has to
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1 Open D = {}; // an ordered set
2 Visited V = {};
3
4 start()
5 { V!s0; D!s0;
6 dfs();
7 }
8
9 dfs()
10 { if (D != {})
11 { D?s;
12 check_validity(s);
13 foreach (s, e, s’) in T
14 { if !(s’ 	 V) { V!s’; D!!s’; dfs(); }
15 } } }

Fig. 2 Depth-Þrst search

be ordered and used as a queue: the retrieval operation on line 11 removes the Þrst
(and oldest) element, and the add operation on line 14 adds new elements at the end.

To make it possible to generate an example execution for any state that is found
to violate the property (called a counter-example), we can extend set V to store
a pointer back to the parent state whenever a new state is added. To generate the
counter-example, we then only have to follow these back-pointers to Þnd a path
from the initial state to the violating state.

At the end of the breadth-Þrst search, setD is empty, and set V contains all states
reachable in a Þnite number of steps from initial state s0.

The dual of breadth-Þrst search is depth-Þrst search. Depth-Þrst search is most
naturally written as a recursive procedure. It is illustrated in Fig. 2. There are two
key changes in this version of the algorithm compared to breadth-Þrst search. The
Þrst change is the recursive call that is placed in the inner loop, on line 14, after a
newly generated state is added to the open and visited sets, and the matching change
of the surrounding while-loop into an if-statement, on line 10. The second change
is the change from D!s� to D!!s�, on line 14, which means that instead of using D
as a queue, we now use it as a stack. Generating a counter-example when a safety
violation is found is now simple and requires no addition to the information stored
in stack D: the execution is given by the contents of stack D at the point in the
search that the safety violation is detected.

Although the change looks minor, and both algorithms have the same computa-
tional complexity (both are linear in the number of reachable states) the two algo-
rithms behave very differently. In favor of depth-Þrst search is that the amount of
information that must be stored in set D to enable counter-example generation is
smaller. In favor of breadth-Þrst search is that any counter-example generated tends
to be smaller than it is for depth-Þrst search. In fact, it is easy to show that the
counter-examples generated with a breadth-Þrst search are the shortest possible. In
this case then, we have to make a tradeoff between minimizing memory use, and
thus being able to handle larger problem sizes, or shortening counter-examples, and
thus making it easier to understand errors found.

Note that both algorithms can work on the fly, which means that the reacha-
bility graph (the automaton describing the global state space as a product of the
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smaller automata that formalize individual process behaviors) need not be known a
priori, provided that the state transition relations are given. Both breadth-Þrst and
depth-Þrst search can generate the product automaton on the ßy, and both may be
terminated as soon as a counter-example is discovered.

An important advantage of depth-Þrst search is that it can fairly easily be ex-
tended to support not only the veriÞcation of safety but also liveness properties,
without increasing the computational complexity of the search, which remains lin-
ear in the number of reachable states. Before we can discuss this extension, though,
we have to discuss the extension from Þnite automata to �-automata, and the fun-
damental relation between �-automata and temporal logic. Both topics are covered
in greater detail in other chapters of this Handbook, so a general description will
sufÞce here.

5.3 Linear Temporal Logic

A formula in linear temporal logic (LTL) is formally deÞned as follows. Let f and
g be arbitrary LTL formulas and let p by an arbitrary state formula: a Boolean
expression that can be evaluated to yield a truth value for any given system state.

f ::= p | true | false | (f) | f binop f | unop f
unop ::= � | � | !
binop ::= U | � | � | � | "

In this grammar we have used three temporal operators: the box operator �
(which is pronounced always), the diamond operator � (pronounced eventually),
and the U operator until. The symbol � stands for logical implication and " for
logical equivalence.

The semantics of temporal logic formulas is deÞned over inÞnite sequences [26].
For simplicity, we restrict ourselves here to execution sequences that start in initial
state s0.

Let � be an inÞnite execution sequence, deÞned as the sequence of states � =
s0, s1, . . . , si , . . . .

� f holds at state si if and only if
f holds at all states sj 	 � with j 
 i,

� f holds at state si if and only if
f holds for at least one state sj 	 � with j 
 i,

f U g holds at state si if and only if
either g holds at si, or f holds at si and f U g holds at si+1
(informally: f is true at least until g becomes true).

5.4 Omega Automata

Any LTL formula can be mechanically converted into a B�chi automaton that
accepts precisely those execution sequences for which the LTL formula is satis-
Þed [26, 28]. The algorithm that the Spin model checker uses to convert LTL for-
mula into B�chi automata is described in [10, 11].
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The deÞnition of a B�chi automaton B = {S, s0,L,T ,F } is similar to the deÞ-
nition of a Þnite automaton that we presented earlier, but has a different deÞnition
of acceptance. B�chi automaton B accepts execution sequence � if and only �
contains inÞnitely many states from set F . This means that acceptance for B�chi
automata is deÞned for infinite sequences only.

A real system model may of course have both Þnite and inÞnite executions. To
allow us to reason about both inÞnite and Þnite executions within the same theoreti-
cal framework we can consider any Þnite sequence to be a special case of an inÞnite
sequence by extending it with an inÞnite repetition of its Þnal state. This inÞnite
repetition then corresponds to what is commonly called a stuttering step (a no-op)
that is repeated ad inÞnitum, without leaving the Þnal state. Clearly then, a Þnite
sequence can only qualify for B�chi acceptance if the Þnal state being stuttered is
itself from set F , which matches the notion of Þnite acceptance from before.

Given a system A, formalized as a Þnite automaton, and a B�chi automaton B ,
formalizing all the executions of A that satisfy an LTL formula, the model-checking
problem can now be phrased as the problem of Þnding an accepting run in the in-
tersection of the languages accepted by the two automata. The intersection of A
and B is obtained by computing the synchronous product A×B , which is a B�chi
automaton.

The synchronous product of Þnite state automata A and B is Þnite state au-
tomaton P = {S�, s�0,L

�, T �,F �}, where S� = A.S × B.S, s�0 = (A.s0,B.s0), L
� =

A.L×B.L, and T � 	 S� ×L� × S� such that for each transition ((A.s,B.t), (e, f ),
(A.s�,B.t �))� T � we have (A.s, e,A.s�) 	A.T , and (B.t, f,B.t �) 	 B.T .

The set of Þnal states F � � A.S × B.S such that for each pair (e, f ) 	 F � we
have e 	 A.F � f 	 B.F , i.e., each component state is a Þnal state in its original
automaton.

Since the synchronous product of two Þnite state automata is also Þnite state, an
inÞnite execution of the product is necessarily cyclic.

Given a set of Þnite automata A0, . . . ,AN and an LTL formula f , the model-
checking problem can now be formalized as follows.

1. Convert LTL formula f into the corresponding B�chi automaton B .
2. Compute the interleaving product A of A0, . . . ,AN .
3. Compute the synchronous product P of A×B .
4. Find accepting runs of automaton P , using the B�chi acceptance rule.

Any runs accepted by automaton P correspond to executions of A that satisfy
formula f . If we are interested in Þnding the potential violations of f , all we have
to do is to begin this procedure by replacing f with ‹f , using logical negation.

In practice, instead of performing steps 2, 3, and 4 one at a time, it is more
efÞcient to perform them in a single step, again adopting an on-the-ßy procedure
for computing and checking P until a counter-example is found.

The model checker Spin deviates on one important point from the standard deÞ-
nition of the synchronous product of two B�chi automata given above. To determine
the set of Þnal states, Spin considers a state in the product A× B to be Þnal if at
least one of A or B is in a Þnal state. This conforms to the standard deÞnition in
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the (standard) case where the use of Þnal state labels (called accept state labels in
Spin) is restricted to the property automaton B , and all states in the interleaving
product A are considered to be Þnal. Using the alternative deÞnition allows Spin to
use a slightly more general framework that allows also the deÞnition of accept state
labels within any of the component automata A0, . . . ,AN (and thus A). We can
then also use the model-checking procedure to Þnd accepting runs within A itself,
without requiring the deÞnition of a separate property automaton B .

5.5 Nested Depth-First Search

The challenge is then to Þnd inÞnite accepting runs in Þnite state automaton P .
Because the accepting run must contain at least one Þnal state, the search problem
can be phrased as follows: does there exist at least one reachable Þnal state in P that
is also reachable from itself? This problem can be solved efÞciently with a nested
depth-Þrst search algorithm.

The Þrst part of this search serves to identify all Þnal states in P that are reachable
from the initial system state, and the second (nested) part of the search serves to
identify those Þnal states from this set that are also reachable from themselves. The
nested search can be performed in such a way that the cost in runtime increases only
by a factor of maximally two. In the worst case, each reachable state is now visited
twice, but they of course only need to be stored once, which means that the memory
requirements of a nested depth-Þrst search are no different than those of a standard
depth-Þrst search. The basic procedure is illustrated in Fig. 3. The algorithm was
implemented in the Spin model checker in 1989 [8], and revised to support partial
order reduction in 1995 [22].

The correctness of the algorithm follows from the following theorem [8].

Theorem 1 If acceptance cycles exist, the nested depth-first search algorithm will
report at least one such cycle.

Proof Let r be the Þrst accepting state encountered in the depth-Þrst search that is
also reachable from itself. The nested part of the search is initiated from this state
after all its successor states have been explored.

First note that state r itself cannot be reachable from any other state that was
previously entered into the second state space. Suppose there was such a state w. To
be in the second state space w either is itself an accepting state, or it is reachable
from an accepting state. Call that accepting state v. If r is reachable from w in the
second state space then r is also reachable from v. But, if r is reachable from v in
the second state space, it is also reachable from v in the Þrst state space. There are
now two cases to consider:

1. The path from v to r in the Þrst state space does not contain states that appear on
the depth-Þrst search stack when v is Þrst reached.
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1 Open D = {}; // ordered set
2 Visited V = {};
3
4 State seed = nil;
5
6 start()
7 { V!s0,0; D!s0,0;
8 ndfs(); // start the first search
9 }
10
11 ndfs()
12 { Bit b; // b=0: first search, b=1: nested search
13 D?s,b;
14
15 foreach (s,e,s’) in T
16 { if (s’ == seed) // seed reachable from itself
17 { liveness_violation(); return;
18 }
19 if !(s’,b 	 V) // if s’ not reached before
20 { V!s’,b; D!!s’,b; ndfs(); // continue search
21 } }
22
23 // in post-order, in first search only
24
25 if (s 	 F && b == 0)
26 { seed = s; // a reachable final state
27 D!!s,1; // push s on stack D
28 ndfs(); // start the nested search
29 seed = nil; // nested search completed
30 } }

Fig. 3 Nested depth-Þrst search

2. The path from v to r in the Þrst state space does contain at least one state x that
appears on the depth-Þrst search stack when v is Þrst reached.

In the Þrst case, r would have been entered into the second state space before v,
due to the post-order discipline, contradicting the assumption that v is entered be-
fore r . (Remember that both r and v are assumed to be accepting states.)

In the second case, v is necessarily an accepting state that is reachable from itself,
which contradicts the assumption that r is the Þrst such state entered into the second
state space.

State r is reachable from all states on the path from r back to itself, and there-
fore none of those states can already be in the second state space when this search
begins. The path therefore cannot be truncated and r is guaranteed to Þnd itself in
the successor tree that is explored in the nested part of the search. �

It should be noted that even though the nested depth-Þrst search algorithm visits
states up to two times, each state needs to be stored just once. The states can be
labeled with two bits to indicate the state space where they were Þrst encountered,
so there is virtually no increase in memory use. Another advantage of this method
is that the algorithm still works on the fly: errors are detected during the exploration
of the state space, and the search process can be cut short as soon as the Þrst error
is found.

It is clear that the computational complexity of the nested depth-Þrst search algo-
rithm is strictly linear in the size of P (measured as the number of reachable states
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in P ). The size of P itself is at most equal to the Cartesian product of the state sets
of A and B . The size of A, in turn, is at most equal to the product of the sizes of
all component automata A0, . . . ,AN . Finally, in the worst case the size of B can be
exponential in the number of temporal operators in formula f .

In most cases of practical interest, the size of B is not a major factor: it typically
contains fewer than ten states. This is in part due to the fact that most LTL formula of
practical interest have very few temporal operators: the meaning of longer formulas
can be notoriously hard to determine. It is also due to the fact that LTL to B�chi
automata conversion algorithms very rarely exhibit worst-case behavior, although
it is certainly possible to Þnd exceptions. The real bottleneck in explicit-state logic
model checking is the potential size of A.

There are two main strategies to cope with this complexity. The Þrst is the use
of partial-order reduction theory in the computation of the interleaving product A.
The use of this strategy can, in the best case, achieve an exponential reduction in
the size of A. If implemented well, the strategy has no down side; even in the worst
case where no reduction can be achieved it will then not introduce noticeable over-
head. The partial-order reduction algorithm that was implemented in the Spin model
checker is described in [21, 22]. Partial-order reduction strategies are discussed in
Chap. 6 of this Handbook [25]. The second main strategy is the use of abstraction,
which we will discuss later in this chapter. There is also a range of coding techniques
that can be used for explicit-state veriÞcation to reduce the amount of information
that is stored during the veriÞcation process, thus enabling the veriÞcation of very
large problems. We will also discuss some of these strategies later in this chapter.

5.6 Abstraction

To support abstraction methods (cf. Chap. 13), we can make one Þnal change to
nested depth-Þrst search. The revised algorithm is shown in Fig. 4. The abstraction
function used in this context can deÞne a symmetry reduction [5, 6, 23], or any other
abstraction, provided that it preserves logical soundness (i.e., it does not allow us to
prove anything that is not true, or to disprove something that is).

Let w, x, y, and z denote states, � and � denote sequences of states (paths), and
�i be the i-th state in � . Further, let � denote the transition relation, i.e., x� y
means that there exists an e such that (x, e, y) 	 T .

A symmetric relation � on states is a bisimulation relation if it satisÞes the fol-
lowing condition [24]:

�w,y, z : (w � y � y� z)� (�x :w� x � x � z) (1)

This means that states w and y are bisimilar if, whenever there is a transition from
y to z, there is also a successor x of w such that x and z are bisimilar. We say that
paths � and � correspond when �i: �i � �i .
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1 Open D = {}; // ordered set
2 Visited V = {};
3
4 State seed = nil;
5
6 start()
7 { V!f(s0),0; D!s0,0; // f is the abstraction function
8 ndfs_abstract(); // start the first search
9 }
10
11 ndfs_abstract()
12 { Bit b; // b=0: first search, b=1: nested search
13
14 D?s,b; // s is a concrete (not abstract) state
15
16 foreach (s,e,s’) in T
17 { if (f(s’) == seed) // seed reachable from itself
18 { liveness_violation(); return;
19 }
20 if !(f(s’),b 	 V) // f(s’) not reached before
21 { V!f(s’),b; D!!s’,b; ndfs(); // continue
22 } }
23
24 // in post-order, in first search only
25
26 if (s 	 F && b == 0)
27 { seed = f(s); // a reachable final state
28 D!!s,1; // push s on stack D
29 ndfs_abstract(); // start the nested search
30 seed = nil; // nested search completed
31 } }

Fig. 4 Nested depth-Þrst search with abstraction function f ()

Theorem 2 ([5]) Let � be a bisimulation relation, and let AP be a set of state
formulas such that every P 	 AP satisfies the condition

�x, y : (x � y)�
�
P(x)" P(y)

�
(2)

then any two bisimilar states satisfy the same LTL formula over the propositions in
AP.

This means that any abstraction that satisÞes conditions (1) and (2) preserves the
logical soundness of the LTL model-checking procedure [5]. We can make use of
this by deÞning powerful abstractions in the veriÞcation of implementation-level
code to reduce what otherwise would be an overwhelming amount of computational
complexity.

5.6.1 Tic-Tac-Toe

We will describe an example of the use of this type of abstraction in explicit-state
model checking as it is supported by the Spin model checker. Spin is a broadly
used logic model-checking tool that is based on explicit-state techniques [15]. As
an example we will use the familiar game of tic-tac-toe.
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1 mtype = { cross, circle };
2
3 typedef row { mtype c[3]; }
4 typedef square { row r[3]; }
5 square b;
6
7 #define match(x,y,z) (b.r[x].c[y] == z)
8 #define Row(y,z) (match(0,y,z) && match(1,y,z) && match(2,y,z))
9 #define Column(x,z) (match(x,0,z) && match(x,1,z) && match(x,2,z))
10 #define Up(z) (match(2,0,z) && match(1,1,z) && match(0,2,z))
11 #define Down(z) (match(0,0,z) && match(1,1,z) && match(2,2,z))
12 #define horizontal(z) (Row(0,z) || Row(1,z) || Row(2,z))
13 #define vertical(z) (Column(0,z) || Column(1,z) || Column(2,z))
14 #define diagonal(z) (Up(z) || Down(z))
15 #define try(x,y,z) b.r[x].c[y] == 0 -> b.r[x].c[y] = z
16
17 inline check_win(z) {
18 if
19 :: horizontal(z) || vertical(z) || diagonal(z) -> end_game: 0
20 :: else // continue the game
21 fi
22 }
23
24 inline place(z) {
25 if
26 :: try(0,0,z) :: try(0,1,z) :: try(0,2,z)
27 :: try(1,0,z) :: try(1,1,z) :: try(1,2,z)
28 :: try(2,0,z) :: try(2,1,z) :: try(2,2,z)
29 // if no moves are possible, it is a draw
30 fi
31 }
32
33 init {
34 mtype symbol = cross;
35 end: do
36 :: atomic {
37 place(symbol);
38 check_win(symbol);
39 symbol = (symbol == circle -> cross : circle);
40 }
41 od
42 }

Fig. 5 Pure Spin model for the game of tic-tac-toe

The game itself is easily modeled. We need to model the game board as a 3×3
square board. Each place can either be empty (represented by the initial value zero),
or it can contain a cross or a circle. The game proceeds by selecting an arbitrary
empty place on the board, placing a symbol (cross or circle) on that place, check-
ing for a win, and then switching sides by alternating the symbol, as shown in
Fig. 5. Spin starts by using the standard C preprocessor to interpret all macro deÞ-
nitions and include directives. In this example we have used only macro deÞnitions.
Both macros and inlines (two of the latter are used in Fig. 5) deÞne a purely tex-
tual expansion of function names with optional parameter replacement. The inline
place(symbol), for instance, is an inline call where the parameter z from the inline
deÞnition is replaced with the text symbol.

The initial process (named init) contains an inÞnite loop (do . . . od) that contains
a single indivisibly executed sequence of statements. Inline place deÞnes a non-
deterministic selection (if . . . f i) of the nine possible moves that each player can
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make. The inline check Þnally checks whether the game is won, and if it is it will
bring the execution to a halt by attempting to execute the unexecutable statement 0.

Placing a symbol on a square is modeled as a non-deterministic selection of a
free space on the board, and checking for a win is simply checking for a completed
row, column, or diagonal involving the last-placed symbol.

Given three possible values for any one of the nine places on the game board
we have maximally 39 = 19,683 possible board states. Not all of these states are
reachable within the game. It is, for instance, not possible to Þll all the places on the
board with the same symbol.

The model checker explores 5,528 states for this version of the model. We have
written the model in such a way that only draw or win states are counted for the total,
by grouping all actions that are part of a single move inside an atomic statement.
Clearly, though, there is still a signiÞcant amount of redundancy in this set.

For every unique state of the game board there are up to eight variations of what
is essentially the same state that can be obtained by rotating or mirroring the board.
We can deÞne an abstraction function f that captures this equivalence relation on
board states, to reduce the amount of work that the model checker has to do to
just one member of each equivalence class. If we do so, it should be possible to
reduce the number of states explored to a much smaller number, and to increase the
efÞciency of the veriÞcation process signiÞcantly.

We can encode the state of the game board as a nine-place ternary number, by
assigning place values in a Þxed order, e.g., but numbering the places on the board
from one to nine starting at the top left, row by row, ending at the bottom right. This
Þnal number uniquely represents the board conÞguration. This board state is one of
16 equivalent states though, obtained by rotation and mirroring of the board. To ob-
tain all 16 numbers all we have to do is to assign the place values in all 16 possible
ways. The abstraction function can now be deÞned by simply choosing one canon-
ical representative from each set of 16 board conÞgurations. In our example weÕll
use the smallest of the 16 values for the abstraction. Complexity is not a signiÞcant
concern in this small example, but we will also illustrate how the abstraction can be
computed in a C function that can be integrated into the model.

The Spin model checker can deÞne transitions either as statements in the speci-
Þcation language, or as standard blocks of C code. No special treatment is needed
to support this capability since the C code fragments merely act as state transform-
ers, just like any other type of statements. The extension that supports this is very
powerful though, as we will illustrate.

The extended model for the tic-tac-toe example, using C code for the abstrac-
tion function, is shown in Fig. 6. The changes from Fig. 5 are shown in bold (lines
5—10, and 43). First, after each move we now call the abstraction function to com-
pute the new abstract state. This is done with a call to a C function called ab-
stract_value(), which is placed in an embedded C code statement. The func-
tion returns an integer value, the abstract representation of the game board, which
we assign to a new global integer variable named abstract in the top-level model.
To be able to refer to this variable from within a C code fragment, we have to preÞx
this variable with the name of the state-vector (called now.).
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1 mtype = { cross, circle };
2
3 typedef row { mtype c[3]; }
4 typedef square { row r[3]; }
5 hidden square b;
6 c_track "&b" "sizeof(struct square)" "UnMatched";
7 int abstract;
8 c_code {
9 \#include "abstraction.c"
10 }
11
12 #define match(x,y,z) (b.r[x].c[y] == z)
13 #define Row(y,z) (match(0,y,z) && match(1,y,z) && match(2,y,z))
14 #define Column(x,z) (match(x,0,z) && match(x,1,z) && match(x,2,z))
15 #define Up(z) (match(2,0,z) && match(1,1,z) && match(0,2,z))
16 #define Down(z) (match(0,0,z) && match(1,1,z) && match(2,2,z))
17 #define horizontal(z) (Row(0,z) || Row(1,z) || Row(2,z))
18 #define vertical(z) (Column(0,z) || Column(1,z) || Column(2,z))
19 #define diagonal(z) (Up(z) || Down(z))
20 #define try(x,y,z) b.r[x].c[y] == 0 -> b.r[x].c[y] = z
21
22 inline check_win(z) {
23 if
24 :: horizontal(z) || vertical(z) || diagonal(z) -> end_game: 0
25 :: else // continue the game
26 fi
27 }
28
29 inline place(z) {
30 if
31 :: try(0,0,z) :: try(0,1,z) :: try(0,2,z)
32 :: try(1,0,z) :: try(1,1,z) :: try(1,2,z)
33 :: try(2,0,z) :: try(2,1,z) :: try(2,2,z)
34 // if no moves are possible, it?s a draw
35 fi
36 }
37
38 init {
39 mtype symbol = cross;
40 end: do
41 :: atomic {
42 place(symbol);
43 c_code { now.abstract = abstract_value(); };
44 check_win(symbol);
45 symbol = (symbol == circle -> cross : circle);
46 }
47 od
48 }

Fig. 6 Spin model for the game of tic-tac-toe using an abstraction function

The only other issue that we now have to address is that with only the change
above the model checker would see two representations of the same state: the con-
crete representation from before and the abstract representation that we just added.
Clearly we will need both, since the concrete state determines at each point which
moves are valid, and we need the abstract state to determine whether we are explor-
ing a previously unseen board state. The method we can use in Spin to accomplish
this exploits the fact that depth-Þrst search uses two different data structures: the set
of open statesD (also known as the search stack) and the set of visited states V (also
known as the state space). The nested depth-Þrst search with abstraction illustrated
in Fig. 4 stores the abstract states in V and the concrete states in D. The only thing
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we need to be able to do, then, is to effect that the concrete state of the game board,
square b in Fig. 5, is not stored in V but in D.

Hiding the concrete state of square b from both the state vector and the stack
is done with declaration primitive hidden. But this accomplishes too much, since
we do want to track the state of square b in search stack D. We can do this with
the help of a c_track statement.

The Þrst argument to c_track is a pointer to the data structure that we want
to track. Because square b is declared hidden, this is a simple reference to b,
without the need for a preÞx (i.e., it is not part of the state vector). The second ar-
gument speciÞes the size of the object being tracked, which in this case is simply
the size of data structure square. For the third argument we use the keyword Un-
Matched, which indicates that indeed the value of this object is not part of the
system state as stored in the state space. The only alternative option for the third
argument would be the keyword Matched, which however would completely undo
the effect of declaration preÞx hidden. In this case it seems redundant to have to
use both hidden in the data declaration and UnMatched in the c_track state-
ment, but note that in general c_track statements can be used to track the state
of any data object, including those that are declared in C code external to the model
checker where we often need the capability to consider this external data to be part
of the state as stored in state space V .

We can now complete the model by including the abstraction function itself,
which is written in C here, into the model. We can do this with an embedded
c_code statement, which in Fig. 6 is placed immediately following the declara-
tion of the new variable abstract.

The revised model using the abstraction function reaches 765 states, down from
the original 5,528 states, matching the exact number of uniquely different board
positions [1]. The abstraction we have used is logically sound (satisfying conditions
(1) and (2) above), which means that the abstract model can prove precisely the
same properties as the non-abstract version.

5.7 Model-Driven Verification

In the process of constructing the abstract version of the tic-tac-toe model, we have
also seen how an explicit-state model checker can be used to track data that is de-
clared outside the model itself, in C code, and how it can call an external C function
to perform a state transition (e.g., one that modiÞes the externally declared tracked
data). This is a powerful concept that makes it possible to use abstraction in full LTL
veriÞcation of implementation level code.

In this model-driven verification approach, the non-determinism that is supported
by the model checker can be used to drive an application into all relevant states, as
reßected in the values of the tracked variables. An abstraction function is again
used to compute an abstract representation of the data being tracked and stores it in
canonical form. A linked list data structure, for example, consists of both the data
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that is stored in the list elements and the pointers that connect the list elements. An
abstraction function can collect just the list data elements into a simple array, pre-
serving their order while abstracting from all pointer values. Note that the pointer
values have no signiÞcance other than to Þx the order of the list elements. Two linked
lists with the same contents stored in two different places in memory would differ as
concrete objects (because the pointer values differ), but they can trivially be recog-
nized as equivalent under this abstraction. Arbitrary LTL properties (both safety and
liveness) can be proven in this way with explicit-state model-checking techniques
for even large applications, while using abstraction. Any counter-example generated
is immediately also a concrete counter-example, because the concrete values for the
full error trace are available on the search stack.

5.8 Incomplete Storage

One of the beneÞts of the explicit-state model-checking procedure is that we can
store a different representation of system states in state space V than we do on search
stack D. When abstraction is used, the state space can be restricted to storing only
abstract values, which in general take up less space than the concrete values they
represent. But we can also use other storage techniques to exploit this capability.
We can, for instance, use lossless compression techniques. An attractive aspect here
is that the compression need not be reversible.

Given that we have considerable freedom in choosing a storage strategy, it is
natural to ask at this point what would happen if we permitted the state compression
technique to be lossy. If f (s) represents the compression function for state s, then a
lossless compression function has the property that

�s, s�, f (s)= f
�
s�
�
� s = s�. (3)

We lose this property if f () is allowed to be lossy.

5.8.1 Bitstate Hashing and Bloom Filters

Consider the case where we use f to compute an N -bit hash function of the bit-
representation of the state-descriptor. No matter what the size of s is, f (s) then
always returns an N -bit representation of it. To store the state now requires set-
ting just 1 bit in a 2N -bit memory arena. For N = 32, for instance, 232 bits or 512
Mbyte sufÞces to store all reachable states explicitly after this type of possibly lossy
compression. There are several reasons why this can be attractive. One reason is
that it requires only a Þxed amount of memory, independent of the actual problem
size. A second reason is that the storage operation itself is very fast, given that it
takes only one single-bit operation. But what are the possible effects of any hash
collisions?
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A hash collision occurs when two different states (s �= s�) produce the same
compressed value (f (s)= f (s�)). If this happens, the model checker will conclude
(Fig. 4) that the new state was previously visited, when in fact it was not. The search
is truncated and some reachable system states can remain unvisited. The search be-
comes incomplete. Despite this incompleteness, one very important property of the
model-checking procedure is preserved though: when a counter-example is found it
will always be an accurate counter-example to the property being checked. Counter-
examples can be missed, but those that are found are uncorrupted. In considering this
limitation it is important to realize that also a search that performs lossless storage
(with or without abstraction) can become incomplete. A computer always has only
Þnite memory and when all available memory has been used the search will come
to a stop. If the fraction of all reachable states that can be explored with the hash
method is larger than the fraction that can be explored with a lossless storage tech-
nique, then the lossy technique is clearly preferred. A small example can illustrate
this.

Consider a veriÞcation model with a reachable state space of one million states
of 1024 bytes each. Storing all states explicitly would require 1 Gbyte of memory.
If we have only 128 Mbyte of memory available then we can explore no more than
approximately 10% of all states in a single run. We can use the same 128 Mbyte of
available memory, though, as a hash arena and use a hash function that compresses
each state to 27 bits which can be used directly as bit addresses in the 128-Mbyte
arena. This hash arena would have room to store up to 109 states, of which we will
use just 0.1%.

With a good quality hash function we therefore statistically have a good prob-
ability to explore all of the 106 reachable states, giving us full problem coverage
in most cases. Even though this makes this search method (implemented in most
explicit-state model checkers as a bitstate or supertrace search mode) attractive, we
have to trade certainty of problem coverage for a statistical expectation.

The search method we have described was introduced in 1987 as the bitstate
hashing or supertrace method. Over the years, it has proven to be a very effec-
tive tool in handling large veriÞcation models in applications of explicit-state model
checking [14]. The theoretical justiÞcation for the method turns out to be very simi-
lar to that of a storage method that was Þrst described by Burton Bloom in 1970 [4].
The algorithm, or variations of it, e.g., the hash-compact method [32], have been
implemented in almost all explicit-state model-checking systems.

5.9 Extensions

The basic explicit-state model-checking procedure we have described so far can be
extended in many different ways to support different types of optimizations. The
speciÞc type of optimization to be chosen will generally depend on which critical
resource use needs to be reduced. Two relevant extensions to explicit-state model
checking that have been studied recently are, for instance,
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� Context-bounded model checking: To search for those counter-examples that con-
tain the fewest number of context switches. The enforcement of this constraint in
a model-checking procedure generally increases run-time and memory use [19].

� Multi-core model-checking algorithms: The objective of these search algorithms
is to reduce the run-time requirements of a model-checking run by leveraging the
computational power of larger numbers of processing cores (or CPUs in a grid or
cloud network) [3, 16—18, 20].

5.10 Synopsis

In this chapter we have presented an overview of explicit-state logic model-checking
procedures, speciÞcally those based on an automata-theoretic framework. We have
illustrated how this approach supports the use of powerful abstraction techniques
and, through the use of embedded C code to specify parts of a logic model, how it
can be combined with methods for the direct veriÞcation of implementation level
artifacts.
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Chapter 6
Partial-Order Reduction

Doron Peled

Abstract Partial order reduction methods help reduce the time and space required
to automatically verify concurrent asynchronous systems based on commutativity
between concurrently executed transitions. We describe partial order reduction for
various speciÞcation formalisms, such as LTL, CTL, and process algebra.

6.1 Introduction

Model checking of concurrent systems is an intractable problem; this is manifested
in the state space explosion problem, where the number of states of a concurrent
system can grow exponentially with the number of processes. However, in some
sense, many of the executions of the system are equivalent, containing the same in-
formation. The main observation in partial order reduction is that often the property
to be checked does not distinguish between executions that only differ from each
other in the order of independent (concurrent) transitions.

Interleaving semantics, which is commonly used in modeling and verifying con-
current systems, distinguishes between executions that differ only in the order of
independent transitions; those transitions appear in different orders. Partial order
semantics [25] puts an order on events, sometimes called Òcausal orderÓ, when one
event must end before the other can begin, while independently occurring events
appear unordered. The connection between these semantics is that a single partial
order execution can represent multiple interleaving executions, which are the well-
founded1 linearizations of the partial order execution. It is quite natural to expect
that the formal speciÞcation of a system often cannot distinguish between interleav-
ing executions that are linearizations of the same partial order execution. Hence, the
idea behind partial order reduction is to construct and use a smaller state space that
includes representatives for the equivalence classes of the executions [20]. In partic-
ular, a counterexample for the checked property must be present in the reduced state

1That is, each event can be preceded by Þnitely many events.
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space exactly when one exists in the full state space. The reduced state space is con-
structed directly, without Þrst constructing the full one. Ideally, it has a substantially
smaller number of states.

Although the above intuitive explanation stands behind the name partial order
reduction, in practice it is not always the case that this connection, between the
interleaving and the partial order semantics, is precisely the one that is used for
the reduction. In retrospect, commutativity-based reduction is perhaps a better name
than the historical one: partial order reduction.

6.2 Partial Order Reduction

Several methods for reducing the state space used for temporal veriÞcation were
developed around the beginning of the 1990s. The versions of the method called
ample sets [20, 29], stubborn sets [33], and persistent sets [13] were developed
independently, but with varying degrees of inßuence on each other, and sometimes
in collaboration [12, 22]. The notions that will be used here are based on ample sets,
but the other variations will also be described.

A finite transition system is a Þvetuple (S, �, T , AP, L) where

� S is a Þnite set of states,
� � 	 S is an initial state,
� T is a Þnite set of transitions such that each transition � 	 T is a partial function
� : S �� S,

� AP is a Þnite set of propositions, and
� L : S �� 2AP is an assignment function.

A transition � 	 T is enabled from a state s if �(s) is deÞned. That is, � can be
applied to s, obtaining some successor state s�. Denote by enabled(s) the set of
transitions that are enabled from s.

An execution is a maximal alternating sequence s0�0s1�1 . . . of states and transi-
tions such that s0 = �, and for each i 
 0, si+1 = �i(si). We assume that an execution
is always inÞnite. If the execution is Þnite, as there is no enabled transition that can
extend it, we have reached termination or deadlock. The difference between termi-
nation and deadlock depends only on whether the Þnite sequence is terminated in
a desired state, or prematurely, respectively. To handle just one type of sequence
(inÞnite), we can convert a Þnite execution (i.e., either terminated or deadlocked)
into an inÞnite one by repeating its last state indeÞnitely, through a new transition
that is enabled when all the others are disabled, and does not change the state. For
each execution � we can deÞne the following sequences:

� the states sequence st (�)= s0s1s2 . . .;
� the transitions sequence tr(�)= �0�1�2 . . .;
� the propositional sequence pr(�)= L(s0)L(s1)L(s2) . . ..

A segment is a Þnite or inÞnite contiguous part of an execution.
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Explicit states-based model-checking techniques (including automata-based al-
gorithms) perform a search, often a Depth-First Search (DFS), to explore the state
space of the transition system. Then, some algorithms are applied to the state space.
In practice, these algorithms are usually applied to the state space on the ßy dur-
ing its construction, rather than Þrst completing the search and then performing the
analysis.

Definition 1 An independence relation I � T ×T is a symmetric and antireßexive
relation on transitions. For each pair of independent transitions (�, �) 	 I and state
s 	 S such that �, � 	 enabled(s), the following hold:

� 	 enabled(�(s)). [Independent transitions cannot disable each other.]
�(�(s))= �(�(s)). [Executing two enabled independent transitions in any order

results in the same global state.]

The dependency relation D = (T × T ) \ I is the complement of the independence
relation. For example, two local transitions in different processes (threads) that do
not use any global variables are independent of each other. Asynchronous send and
receive transitions (in different processes) are also independent. A variant of this
deÞnition [21] replaces the Þxed independence relation with a relation that is sen-
sitive also to the states from which the transitions are taken. This reÞnement can
improve the reduction [13, 21].

Definition 2 A transition � 	 T is invisible if for each s, s� 	 S such that s� = �(s),
L(s)= L(s�).

Definition 3 The stutter removal operator � applied to a propositional sequence 

results in the sequence �(
) where each maximal block of consecutive repetition of
identical labeling by propositions is replaced with a single occurrence of that label-
ing. Two propositional sequences �, 
 are equivalent up to stuttering (or stuttering
equivalent) if �(� )= �(
). This is denoted � �� 
.

For example, if AP={p,q}, the Þnite sequences � = (p)(p, q)(p, q)(q)(q)(p, q)
and 
 = (p)(p)(p, q)(p, q)(p, q)(q)(p, q) are stuttering equivalent since �(� ) =
�(
)= (p)(p, q)(q)(p, q).

Typical speciÞcation for software (and asynchronous hardware) does not distin-
guish between two executions that are equivalent up to stuttering. In particular, Lin-
ear Temporal Logic (LTL) cannot distinguish between two stuttering equivalent se-
quences when disallowing the nexttime operator (Ô#Õ). Lamport argued that speciÞ-
cation should be closed under stuttering equivalence [24]. LTL without the nexttime
operator corresponds exactly to stuttering-closed Þrst-order monadic logic [31]. See
also [32] for an algorithm for checking whether an LTL property with the nexttime
operator is stuttering-closed.

The partial order reduction generates a reduced state space such that, for each
execution in the full state space, there is a stuttering equivalent sequence in the
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reduced one. When a pair of independent transitions �, � are enabled at s and at
most one of them is visible, we have one of the following cases:

� is invisible. L(s)= L(�(s)), L(�(s))= L(�(�(s))).
� is invisible. L(s)= L(�(s)), L(�(s))= L(�(�(s))).
�, � are invisible. L(s)= L(�(s))= L(�(s))= L(�(�(s))).

In each of these three cases, there is at most one change in L when going from s to
r = �(�(s)). The difference between executing � before � or � before � in the Þrst
two cases amounts to stuttering.

Reduction for LTL

In this section, the basic ample set partial order reduction, and some other variants,
are described. The basic partial order reduction algorithms are usually described as
variants of the classical DFS algorithm. The procedure hash is a standard hash-
ing of its parameter in a hash table. One can check whether that value was hashed
(hashed(s)), i.e., was visited already. The simple DFS algorithm is as follows.

proc Dfs(s);
local variable s’;
hash(s);
foreach � 	 enabled(s) do

Let s� be such that s ��� s�
if ‹hashed(s�) then Dfs(s’);

end Dfs;

We later use the fact that during DFS, reaching a state that is already on the search
stack means closing a cycle.

Partial order reduction (and some other reduction techniques such as symme-
try reduction) is based on calculating a subset ample(s) of the enabled transitions
enabled(s) from each state that is expanded. Then, only the transitions in ample(s)
are taken from the current state, instead of all the transitions in enabled(s):
proc Dfs(s);

local variable s’;
hash(s);
Calculate ample(s)
foreach � 	 ample(s) do

Let s� be such that s ��� s�
if ‹hashed(s�) then Dfs(s’);

end Dfs;

If ample(s) = enabled(s), we say that s is fully expanded. Choosing the subset
ample(s) of enabled transitions is done according to some conditions that are de-
scribed below. These conditions are designed to guarantee that the existence of a
counterexample for the checked property must be preserved between the full state
space and the reduced one. In fact, these conditions guarantee an even stronger prop-
erty, namely that the generated state space includes at least one representative that
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is stuttering equivalent to each execution in the full state space. For a formal proof
of that, one can refer to, e.g., [5].

C1 [13, 20, 29, 33] For every Þnite consecutive segment of an execution, starting
from the state s, a transition that is dependent on a transition in ample(s) cannot
be executed before a transition from ample(s).

To understand condition C1, consider a sufÞx � of an execution, starting at s. There
are two cases:

Case 1. For some � 	 ample(s), � is the Þrst transition from ample(s) that appears
in � . Then, � is independent of all the transitions that precede it in � . By applying
DeÞnition 1 repeatedly, all the transitions in � prior to � can be commuted with �,
obtaining a segment � �.

Case 2. Any � 	 ample(s) is independent of all the transitions in � . By DeÞni-
tion 1, one can form a segment � � by executing � and then the transitions in � in
that order.

Condition C1 is quite abstract. Implementing it needs to take into account the
particular mode of execution, e.g., shared variables, asynchronous, or synchronous
message passing [12, 13, 17, 35]. For example, such a transition � can be local to
some process.

An alternative deÞnition for Condition C1 appeared earlier in the context of de-
ductive veriÞcation. This is part of a proof system that is based on using represen-
tatives [20], rather than a model-checking algorithm. There, the set of transitions of
the veriÞed system is decomposed into three parts: (1) a set of transitions that can be
executed to generate the representative successors, (2) a set of disabled transitions
that cannot become enabled without the execution of a transition from the Þrst set,
and (3) the rest of the transitions, which must be independent of all the transitions
in the Þrst set.

A similar deÞnition to the one in [20], applied to model checking rather than a
proof system, appears in [33]: a stubborn set contains a set of currently enabled tran-
sitions (similar to the role of (1) in the previous paragraph), and currently disabled
transitions (similar to the role of (2)) that can become enabled only by the execution
of the enabled transitions in the stubborn set. The rest of the transitions must be in-
dependent with respect to the enabled transitions in the stubborn set. Furthermore,
in order to make the disabled transitions in the stubborn set become enabled, one
needs to identify variables whose value must Þrst be changed by transitions that are
in the stubborn set.

To ensure that pr(� ) and pr(� �) will be stuttering equivalent (for both of the
above cases) we enforce the following condition:

C2 [30] If s is not fully expanded then all of the transitions in ample(s) are invisi-
ble.

To see the combined effect of C1 and C2, consider a sufÞx of an execu-
tion �1 = �0�1�2 . . ., which is executed from a state s, where �0 /	 ample(s).
Then, according to Case 1 above, there is some �j 	 ample(s) such that �2 =
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Fig. 1 Reduction with ample
sets

�j�0�1 . . . �j�1�j+1 . . . is also a sufÞx of an execution from s, i.e., �2 is obtained
from �1 by commuting �j with all the transitions that precede it. Both sequences,
�1 and �2, appended to any transition sequence from � to s, form an execution of the
checked system. According to C2, �j is invisible, hence the corresponding propo-
sitional sequences are stuttering equivalent. Note that �1 is not in the reduced state
space since �0 /	 ample(s). However, �2 may also be absent from the reduced state
space due to later selections of ample sets; in this case, the same argument can be
iterated starting from �j (s) to form a sequence that is stuttering equivalent to the
original one in the reduced state space.

Handling Case 2 is similar. Suppose no transition in ample(s) appears in the
sufÞx of an execution �1 that starts from s. Then any � 	 ample(s) is independent
of all of the transitions of �1. Consequently, ��0�1�2 . . . is a sufÞx of an execution
starting from s. Due to C2 and the conditions on independence, we again obtain (to-
gether with a preÞx from � to s) a propositional sequence that is stuttering equivalent
to the one not including �. Note that the sequence that starts with � is not a permu-
tation of the original sequence, which is absent from the reduced state space. In this
way, the partial order reduction deviates from providing a representative sequence
for each set of well-founded linearizations of a partial order execution. Furthermore,
we must guarantee that selecting �0 (and subsequently �1, �2, and so forth) is not
deferred indeÞnitely in the reduced state space in favor of independent transitions
such as � in this case. This is guaranteed by imposing condition C3, which is de-
scribed below.

To illustrate the reduction obtained using Conditions C1 and C2, suppose, for ex-
ample, that we have two parallel processes, one with two local transitions �1 and �2,
executed sequentially, and the other also with two local transitions �1 and �2, also
executed sequentially. The full state space of the system is shown on the left-hand
side of Fig. 1. Applying the partial order reduction, one choice for an ample set from
the initial state consists of the single transition �1. Then, in the next state, we can
select an ample set that consists of only �2. Subsequently, only �1 is enabled, and
afterward �2. This is shown on the right-hand side of Fig. 1.

Expanding ample(s) from s instead of enabled(s) defers the execution of a tran-
sition � 	 enabled(s) \ ample(s). (Notice that � remains enabled in any state �(s)
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Fig. 2 The problem with
loops

for � 	 ample(s).) With only Conditions C1 and C2, a transition can be deferred
forever along a cycle. This may result in an execution that is not represented in the
reduced state space by another stuttering equivalent execution, and can consequently
lead to incorrect veriÞcation result. Figure 2 describes a full state space of a system
with a loop �1 then �2 in one process, and independently, a transition � in a second
process. Suppose that the ample set from each state consists of either �1 or �2; then
the reduced state space includes only the upper cycle, never taking into account the
execution of � .

The following condition guarantees that no transition is deferred forever.

C3 [29] If s is not fully expanded then no transition � 	 ample(s) is on the search
stack of the DFS.

This condition is easy to implement Ôon the ßyÕ during DFS.
There are different alternatives for condition C3, for example, Valmari [33]

presents an algorithm that guarantees the following condition:

C3i For every cycle in the reduced state space there is at least one fully expanded
node.

This is a more general condition, as it can easily be shown that C3 implies C3i. Fur-
thermore, it does not depend on a particular search strategy such as DFS, and hence
can be used, e.g., with other search methods such as Breadth-First Search (BFS),
and hence can be combined with methods that use Binary Decision Diagram (BDD)
representation [1]. However, the algorithm implementing this condition in [33] is
not completely compatible with on-the-ßy model checking (see next section), as it
requires storing the graph and correcting it to satisfy this condition.

Another variant of condition C3 is based on the observation that each cycle of
the state space must be the result of a combination of several local cycles of the
separate concurrent processes. As a preparation for implementing this variant, the
local structures of the processes can be analyzed before the global search begins,
and at least one transition from each local cycle is preselected. This can be done
by searching each local process separately, using DFS, and selecting each transition
that causes that search to hit a state in the search stack of the local DFS. The selected
transitions are called sticky transitions. The following condition is imposed:

C3ii [23] If s is not fully expanded then no transition � 	 ample(s) is sticky.

With this new condition, the need to identify when a cycle is closed during the global
state space exploration is eliminated.
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Sticky transitions decrease the reduction and thus need to be minimized. To re-
duce the sticky transitions used, observe that there are some dependencies between
local cycles of different processes. If one local cycle includes only local operations
and receiving messages, another local cycle that includes sending messages must
also be included to form a global cycle of the state space. Similarly, if one local cy-
cle only decreases a variable, a local cycle of another process that increases it is also
needed to complete a global cycle. Thus, local cycles that change some variable in a
monotonic way can be exempt from the search for sticky transitions, but at the same
time we must not exempt cycles that change that variable in the opposite polarity.

On-the-Fly Model Checking

In practice, model checking does not include a separate stage where the full or re-
duced state space is Þrst generated before it is analyzed. The analysis of the state
space can be performed during its construction. With the on-the-ßy approach, if a
counterexample is found, there is no need to further complete the construction of
the state space. This observation can sometimes considerably reduce the memory
size and time required for the veriÞcation. One way of performing on-the-ßy model
checking is to represent the state space as an automaton A recognizing the exe-
cutions of the checked system. The checked property � is also represented as an
automaton B. The automaton B accepts the sequences that do not satisfy � (by a
direct translation of ‹�) [10, 36].

The intersection of A and B is an automaton recognizing executions of the
system that do not satisfy the speciÞcation. Such executions exist iff the property �
is not satisÞed by the system, and can be presented as counterexamples. SpeciÞcally,
with on-the-ßy model checking one can combine the following [30, 34]:

� the construction of an automaton A that corresponds to the reduced state space,
� the intersecting with the automaton B, and
� checking for the emptiness of the intersection.

The conditions C1—C3 guarantee that there is a counterexample for the checked
property in the reduced state space exactly when there is a counterexample for the
full state space (although the full state space may contain more counterexamples).
The crucial change over the ofßine reduction presented in Sect. 6.2 is with respect
to the cycle-closing Condition C3. A cycle found during an on-the-ßy construction
by returning to a state that is on the search stack is a cycle of the product automaton
for A �B, rather than the cycles of the state space automaton A .

Model checking for LTL properties often uses an efÞcient on-the-ßy search strat-
egy for an ultimately periodic sequence through an accepting state called double
depth-first search [6, 18]. It is based on the fact that for Þnite state spaces, if there
exists a counterexample for a checked LTL property, then there is in particular one
that consists of a Þnite preÞx and a Þnite iterative sequence. The Þrst search then
looks for the preÞx and the second for the iterative part. The two searches are inter-
leaved, where a second search starts each time we backtrack to an accepting state
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found during the Þrst search; this means that the two searches may close a cycle at
different points. At the end of the search, the stack of the Þrst DFS consists of the
Þnite preÞx, while the stack of the second DFS (in [18], combined with part of the
stack of the Þrst DFS) consists of the recurrent part. In addition to the possibility
of the early termination of the search upon Þnding a counterexample, this search
strategy avoids the need to explicitly keep the edges between the states.

To make the on-the-ßy model checking work correctly with the partial order
reduction, we can select a method that guarantees the conditions (in fact, C3ii rather
than C3) for the state space of A . From each current pair (s, q) of states of A
and B, respectively, we select an ample set from s, and pair each transition in it
with the possible transitions of B from q . To do this, we use the sticky transition
construction [23]. In this way, we cannot close a cycle of A without executing
at least one sticky transition, and subsequently, without fully expanding at least
one state on any cycle. This construction allows us to guarantee that the selection
of ample sets is independent of whether s appears with a different B automaton
component q or whether the search happens in the Þrst or second DFS during double
depth-Þrst search.

Reduction for CTL

For branching temporal logics, we require that the partial order reduction generates
a reduced state space that is stuttering bisimilar [3] to the full state space. Such a
stuttering equivalence is deÞned between states of the full and reduced state spaces.
Two states s and s� are related if the following conditions hold:

1. L(s)= L(s�),
2. for each inÞnite sequence � starting from s there exists an inÞnite sequence � �

starting from s� such that � and � � can be partitioned into inÞnitely many Þnite
blocks of consecutive states B0B1 . . . and B0

�B1
� . . ., respectively and the states

in Bi are stuttering bisimilar to the states in Bi � for each i 
 0, and
3. symmetrically, for each sequence � � from s� there exists a blockwise matching

path � from s.

It is shown in [3] that CTL and CTL� cannot distinguish between stuttering bisim-
ilar structures. Reduction for CTL and CTL� is achieved by adding the following
constraint:

C4 [9] If s is not fully expanded, then ample(s) is a singleton.

Together with the other conditions, C4 guarantees that when s is not fully ex-
panded, s and its single successor, generated by the single transition in ample(s),
are stuttering bisimilar.



182 D. Peled

Reduction for Process Algebra

The focus in process algebras is on the branching structure of states and the ex-
ecution of transitions rather than the appearance of states and their labeling with
propositions. The models for various process algebras usually require the transitions
rather than the states to be labeled. A transition labeled with � is considered invis-
ible, regardless of its effect on the state. Correctness in process algebras is usually
based on simulation relations. Such relations associate corresponding pairs of states
that have similar branching structure. Stuttering bisimulation was discussed above.
Other relations are branching bisimulation [7, 11] and weak bisimulation [27].

The conditions C1—C4 can be applied to produce a reduced structure that is
branching bisimilar [9] and thus also weak bisimilar. One concern is that in pro-
cess algebras transitions are often nondeterministic. For that, one can reformulate
Condition C4 as follows:

C4i [35] If s is not fully expanded, then ample(s) is a singleton containing a deter-
ministic transition.

Reducing Visibility

Experimental results [17] show that the reduction decreases rapidly when the num-
ber of visible transitions is increased. One way to reduce the effect of visibility on
the partial order reduction is to let it dynamically decrease with the checked prop-
erty [22]. We will illustrate this with an example. Suppose that the property to be
checked is � =�(A��B). The negation of the property is ‹� = �(A � �‹B).
Let B be an automaton for ‹�. Once the model-checking search has reached a
state of B where A holds, one can concentrate on checking that �‹B subsequently
holds.

In this case, one may start with a set of transitions that are visible with respect to
all the propositions that appear in the formula. In this case, the relevant propositions
are {A, B}. Then once the property automaton B is left with a smaller goal, such
as �‹B , we can reduce the visible transitions to those that can affect the truth value
of B . Those transitions that can only affect A can now be considered invisible. An
LTL translation algorithm for an automaton B that can be used when reducing the
set of visible transitions appears in [10]. This translation algorithm produces an
automaton in which each state contains information about the subformulas that still
needs to be satisÞed.

6.3 Reducing Edges While Preserving States

Another kind of partial order reduction is aimed at reducing the edges traversed dur-
ing a graph search. It may not be necessary to reduce the number of states reached,
and, in fact, we may actually be required to reduce only the edges but not the states.
Again, this is done based on principles of commutativity between transitions.
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Fig. 3 Reduction with sleep sets or with TNF search

Sleep Sets

The sleep sets algorithm [14] keeps for each state s reached in the search a set
sleep(s) of transitions that will not be traversed from that set. The observation is
that if these transitions were discovered from a previous state along the current path
(which is in the search stack in DFS), then executing them from the current state
will commute with the previous occurrences.

The basic algorithm from [14] appears below. We start the execution of the algo-
rithm with the initial state � and with an empty sleep set. When reaching a new state
s from its predecessor, after each exploration of an edge marked with an enabled
transition � from s, � is added to the sleep set of s. When passing to the successor
state s� of s, upon executing a transition �, the sleep set of s is passed to s�, except
for all the transitions dependent on � (dep(�)) are removed from the sleep set.

proc SleepSetsDfs(s,sleep);
local variables s’, current;
current:=sleep;

forall � /	 sleep, s
���s’ do

begin
if s’ not hashed then

SleepSetDfs(s’,current \ dep(�));
current := current � {�};

end;
end SleepSetsDfs;

This algorithm explores all the states (but avoids a considerable number of edges)
when the state space is acyclic [2]. Figure 3 shows an execution of the sleep set
method over a system with the same transitions �1;�2 and �1;�2 in the different
processes, as in Fig. 1. The left-hand side is the full state space again, while the
right-hand side is the reduced state space. Assume that given that the transitions of
both processes are enabled, those of the left process are explored Þrst. In the Þrst
state, �1 is explored Þrst, and �1 later (after backtracking from the successors in the
�1 direction). Now, after backtracking from the successors under �1, �1 is added to
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Fig. 4 A state space for which TNF_Dfs does not explore every state

the sleep set. Since �1 and �1 are independent, �1 is not explored further from the
successors under �1.

Suppose now that there is a Þxed total order $ among the edges, according to
which they are traversed from each state (when enabled).

Figure 4 provides an example of a state space that is not fully explored by the
sleep sets algorithm. The states, except s6, are numbered in the order in which
they are discovered. The node s6 is not discovered. The transitions are {a, b, c, z},
with the ordering a $ b$ c$ z. The independence relation in this example is
the symmetric closure of b I a, b I c. Thus, z is dependent on every other letter
a, b, c, and a, c are mutually dependent. The sleep sets are: sleep(s0)= sleep(s1)=
sleep(s4) = �, sleep(s2) = sleep(s3) = {b}, sleep(s5) = {a}. The state s6 can only
be visited from s3 with the edge b, and from s5 with the edge a. The Þrst case is
eliminated since b 	 sleep(s3). The second case is eliminated since a 	 sleep(s5).

One way to increase the coverage is to store with each reached state its sleep set;
then, if a state is reached again with a different sleep set that does not contain the
old one, then the state is revisited [29]. The sleep set becomes the intersection of the
new and the old sleep sets, and enabled transitions that are not in this intersection are
reexplored [15, 29]. This algorithm can also be combined with an ample-set-style
algorithm, to exploit the reductions of both methods. This requires revisiting and
re-expanding already visited states and the storage of the sleep sets together with
each state reached. In [16], reaching all the states is achieved by checking whether
transitions in the sleep sets, explored from the current state, lead to a state on the
search stack. If they do, they are removed from the sleep set. However, this means
in fact that every edge in the full state space is explored in one way or another (but
these latter edges can then be safely removed from the reduced graph).

Trace Normal Form

Let �, 
 	��. We write � 1�
 if and only if there exist strings u,v 	�� and letters

(a, b) 	 I such that � = uabv, 
 = ubav. That is, � 1�
 if 
 is obtained from �
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(or vice versa) by transposing adjacent independent letters. Let � be the transitive

closure of
1�. It is not hard to see that � is an equivalence relation. It is often called

trace equivalence [25], where a trace is an equivalence class.

For example, for � = {a, b} and I = {(a, b), (b, a)} we have abbab 1�ababb
and abbab� bbbaa. Notice that if the system has the diamond property and u� v,
then s u�� r if and only if s v�� r .

We can extend $ to a lexicographic order on words in a standard way, i.e., by
setting v$ vu and vau$ vbw for any v, u, w 	�� and any a, b 	� such that
a$ b.

Definition 4 Let w 	��. Let �w denote the least word under the relation $ that is
equivalent to w. If w = �w, we say that w is in trace normal form (TNF) [28].

Consider now a DFS where an enabled transition � is allowed only when con-
catenating it to the path currently residing in the search stack results in a string that
is in TNF. In order not to keep and check this entire path, it is sufÞcient to keep with
each state in the stack a summary, which contains the relative order of the last oc-
currence of each transition. Thus, if an edge a that appears in the summary appears
again, it is removed from its old position, and appended to the end of the summary.
Now, when progressing with the search, we keep in the stack, together with the state,
also the index (position) of the transition that was shifted to the end. In this way, we
do not need to keep the entire summary in the stack. We keep updating the summary
as we progress and can easily recover it (using this index) upon backtracking.

The search obtained in this way progresses exactly like the sleep sets algorithm
that uses the same order $ for selecting transitions. Consequently, this algorithm
will also miss the state s6 in the example of Fig. 4 according to the same inde-
pendence relation and order of transitions. On the other hand, using only traces in
normal form during Breadth-First Search (BFS) would not miss any state [2].

We describe here an algorithm TNF_Dfs(s0) that only explores paths labeled
with words in trace normal form. This algorithm often provides a signiÞcant reduc-
tion in the size of stack needed. For acyclic state spaces, TNF_Dfs(s0) explores all
states. However, as explained above, this may not be the case in general.

Definition 5 A summary of a string � is the total order %� on the letters from �(�)
such that a %� b iff the last occurrence of a in � precedes the last occurrence of b
in � . That is, � = vaubw, where v 	��, u 	 (� \ {a})�, w 	 (� \ {a, b})�.

To perform a reduced search that only considers strings in TNF, we store the
summary in a global array summary[1..n], where n= |� |. The variable size
stores the number of different letters in the current string � . We update the summary
as we progress with the DFS, and recover the previous value when backtracking, i.e.,
the value of the summary is calculated on the ßy and not stored with the state infor-
mation in the hash table. The value of the summary is calculated on the ßy through
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the use of functions normal(), update_sumr(), and recover_sumr() de-
Þned later. This means that there is no need to save the value of the summary with
the state information.

size:=0;
TNF_Dfs(�)

proc TNF_Dfs(s)
local variables s’, i;
hash(s);

forall s a�� s� in increasing order do
if normal(a) and s’ not hashed then

i:=ord(a);
update_sumr(i,a);
TNF_Dfs(s’);
recover_sumr(i,a);

end TNF_Dfs;

In order to perform the update, we need to keep the last transition a that was
executed, and its old location i (0 if it was not introduced yet) in the summary. The
update is performed using the procedure update_sumr. It pushes all the elements
from the ith location to the left, and puts a at the end of the summary. If a did not
occur in the summary, then there is no need for the shift, but in this case the size of
the summary is increased.

proc update_sumr(i, a);
if i=0 then

size:=size+1;
else

for j:=i+1 to size do
summary[j-1]:=summary[j];

summary[size]:=a;
end update_sumr;

The function ord is used to Þnd the position of a letter a in the summary.

func ord(a);
for i:=size backto 1 do

if summary[i]=a then return(i);
return(0);

end ord;

The procedure recover_sumr is used to recover the previous summary upon
backtracking. It reverses the effect of update_sumr by shifting the vector ele-
ments indexed i (the original position of a) and higher to the right, and putting a
in the ith place. If i is zero, then there is no need for shifting, but the size of the
summary needs to be decremented.

proc recover_sumr(i, a);
if i=0 then

summary[size]:=blank;
size:=size-1;

else
for j:=size-1 downto i do



6 Partial-Order Reduction 187

summary[j+1]:=summary[j];
summary[i]:=a;

end recover_sumr;

The reduced DFS procedure TNF_Dfs(s0) considers all transitions enabled at
the current state. For each of them, it checks whether the current string augmented
with this transition is in TNF. This is done through a call to the function normal,
which checks the summary.

func normal(a);
for j:=size backto 1 do

b:=summary[j];
if ‹ (a I b) then return(true);
if a$b then return(false);

return(true);
end normal;

Edge Lean Algorithm

In order to obtain a reduction that preserves all the states of the original state space,
yet reduces edges, we use the following deÞnition.

Definition 6 Set ubav =�1 uabv if and only if a I b and a$ b, and let =� be
the transitive closure of =�1. We say that a word w 	 �� is irreducible if there
exists no w� �=w such that w =� w�.

Thus, a word is irreducible if it cannot be transformed into a smaller word with
respect to =� by permutations of adjacent independent letters. We call a path 

irreducible if its labeling �(
) is an irreducible word. Observe that a preÞx of an irre-
ducible path is also irreducible. Note that if w is in TNF, then it is irreducible. How-
ever, the converse does not necessarily hold. Indeed, consider a$ b$ c, a I b, b I c
and aD c. Then x = cab is irreducible, but �x = bca � x, and �x$ x. Hence x is not
in TNF.

The EdgeLeanDfs algorithm [2] is based on depth-Þrst search. It only explores
paths whose labelings are irreducible. For this, it sufÞces to remember the last letter
x seen along the current path, and not to extend this path with letter y whenever
x I y and y$ x.

EdgeLeanDfs(�,�);

proc EdgeLeanDfs(s,prev);
local variable s’;
hash(s);

forall s
a��s’ where prev= � or ‹(aIprev) or prev $ a do

if s’ not hashed then EdgeLeanDfs(s’, a);
end EdgeLeanDfs;
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6.4 Conclusions

Partial order reduction methods are aimed at reducing the time and space needed
to check for properties of systems. They are based on the observation that such
systems contain a lot of commutativity, generated by interleaving of concurrently
(independently) executed transitions. As the speciÞcation is often insensitive to such
order, one can exploit such a reduced state space to improve the efÞciency of model
checking. There are different techniques for achieving the reduction. Ample-set-
type algorithms estimate a subset of transitions that are sufÞcient from the current
state based on the current state and some structural properties of the system (e.g., the
type of enabled transitions, be it local, asynchronous communication, etc.) and the
nature of the search (e.g., when a cycle is closed during depth-Þrst search). Sleep-
set-type algorithms use some summary information about the history of the search
so far to avoid looking at edges that were explored in executions equivalent up to
commutativity.

Partial order reduction is most successfully applied to veriÞcation of software
and asynchronous hardware. It is implemented mostly with state-space-based model
checking. However, it can also be applied to symbolic model checking [19], by
changing the search strategy (most notably, condition C3) to apply to breadth-Þrst
search [1, 4].

Another approach that uses partial order in veriÞcation of systems is called un-
folding [26]. This approach, which was suggested by McMillan [26] is based on
building the partial order representing the executions directly, rather than on a re-
duced set of representatives. The structure that is constructed is related to WinskelÕs
events structures [37], which represent local events together with the causal order
among them. In addition, the structure explicitly represents branching due to non-
deterministic choice. The unfolding method avoids in the Þrst place constructing
executions (linearizations) that are equivalent up to commutativity. One needs to be
careful about repeated branching, in particular when modeling programs that branch
and later, the executions in the two branches meet, then branch again. A repetition
of this behavior can enlarge the state space, due to duplication of successors that
result from nondeterministic choice, making the unfolding structure much larger
than the full interleaving state space. A solution to this, along with a comprehensive
description of unfolding techniques, appears in [8].
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Chapter 7
Binary Decision Diagrams

Randal E. Bryant

Abstract Binary decision diagrams provide a data structure for representing and
manipulating Boolean functions in symbolic form. They have been especially ef-
fective as the algorithmic basis for symbolic model checkers. A binary decision
diagram represents a Boolean function as a directed acyclic graph, corresponding
to a compressed form of decision tree. Most commonly, an ordering constraint is
imposed among the occurrences of decision variables in the graph, yielding ordered
binary decision diagrams (OBDD). Representing all functions as OBDDs with a
common variable ordering has the advantages that (1) there is a unique, reduced
representation of any function, (2) there is a simple algorithm to reduce any OBDD
to the unique form for that function, and (3) there is an associated set of algorithms
to implement a wide variety of operations on Boolean functions represented as OB-
DDs. Recent work in this area has focused on generalizations to represent larger
classes of functions, as well as on scaling implementations to handle larger and
more complex problems.

7.1 Introduction

Ordered Binary Decision Diagrams (OBDDs) provide a symbolic representation of
Boolean functions. They can serve as the underlying data structure to implement
an abstract data type for creating, manipulating, and analyzing Boolean functions.
OBDDs provide a uniform representation for operations to deÞne simple functions
and then construct representations of more complex functions via the operations of
Boolean algebra, as well as function projection and composition. In the worst case,
the OBDD representation of a function can be of size exponential in the number of
function variables, but in practice they remain of tractable size for many applica-
tions.

OBDDs have been especially effective as a data structure for supporting symbolic
model checking, starting with the very Þrst implementations of tools for symboli-
cally checking the properties of Þnite-state systems [10, 21, 25, 49]. By encoding
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sets and relations as Boolean functions, the operations of model checking can be ex-
pressed as symbolic operations on Boolean functions, avoiding the need to explicitly
enumerate any states or transitions.

In the spirit of viewing OBDDs as the basis for an abstract data type, we Þrst
deÞne an Application Program Interface (API) for Boolean function manipulation,
then the OBDD representation, and then how the API can be implemented with OB-
DDs. We describe some of the reÞnements commonly seen in OBDD implementa-
tions. We present some variants of OBDDs that have been devised to improve efÞ-
ciency for some applications, as well as to extend the expressive power of OBDDs
beyond Boolean functions. The many variants of OBDDs are sometimes referred
to by the more general term decision diagrams (DDs). Many surveys of OBDDs
and their generalizations have been published over the years [17, 18, 31]. Rather
than providing a comprehensive survey, this chapter focuses on those aspects that
are most relevant to model checking. We describe some efforts to improve the per-
formance of OBDD programs, both to make them run faster and to enable them to
handle larger and more complex applications. We conclude with a brief discussion
on some relationships between OBDDs and Boolean satisÞability (SAT) solvers.

7.2 Terminology

Let x denote a vector of Boolean variables x1, x2, . . . , xn. We consider Boolean
functions over these variables, which we write as f (x) or simply f when the
arguments are clear. Let a denote a vector of values a1, a2, . . . , an, where each
ai 	 {0,1}. Then we write the valuation of function f applied to a as f (a). Note
the distinction between a function and its valuation: f (x) is a function, while f (a)
is either 0 or 1.

Let 1 denote the function that always yields 1, and 0 the function that always
yields 0.

We can deÞne Boolean operations �, �, &, and ‹ over functions as yielding
functions according to the Boolean operations on the underlying elements. So, for
example, f � g is a function h such that h(a)= f (a)� g(a) for all a.

For function f , variable xi and binary value b 	 {0,1}, deÞne a restriction of f
as the function resulting when xi is set to value b:

f |xi’b(a)= f (a1, . . . , ai�1, b, ai+1, . . . , an).

The two restrictions of a function f with respect to a variable xi are referred to as
the cofactors of f with respect to xi [13].

Given the two cofactors of f with respect to variable xi , the function can be
reconstructed as

f = (xi � f |xi’1)� (‹xi � f |xi’0). (1)

This identity is commonly referred to as the Shannon expansion of f with respect
to xi , although it was originally recognized by Boole [14].
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Other useful operations on functions can be deÞned in terms of the restriction
operation and the algebraic operations �, �, &, and ‹. Let f and g be functions
over variables x. The composition of f and g with respect to variable xi , denoted
f |xi’g , is deÞned as the result of evaluating f with variable xi replaced by the
evaluation of g:

f |xi’g(a)= f
�
a1, . . . , ai�1, g(a1, . . . , an), ai+1, . . . , an

�
.

Composition can be expressed based on a variant of the Shannon expansion:

f |xi’g = (g � f |xi’1)� (‹g � f |xi’0). (2)

Another class of operations involves eliminating one or more variables from a
function via quantiÞcation. That is, we can deÞne the operations �xi.f and �xi.f
as:

�xi.f = f |xi’1 � f |xi’0 (3)

�xi .f = f |xi’1 � f |xi’0. (4)

By way of reference, the resolution step of the original Davis—Putnam (DP) Boolean
satisÞability algorithm [28] can be seen to implement existential quantiÞcation for
a function represented in clausal form. Their method is based on the principle that
function f is satisÞable (i.e., f (a)= 1 for some a) if and only if �xi.f is satisÞable,
for any variable xi .

QuantiÞcation can be generalized to quantify over a set of variablesX � {x1, . . . ,
xn}. Existential quantiÞcation over a set of variables can deÞned recursively as

��.f = f
�(xi �X).f = �xi .(�X.f ),

and the extension for universal quantiÞcation is deÞned similarly.
The ability of OBDDs to support variable quantiÞcation operations with reason-

able efÞciency is especially important for model checking, giving them an important
advantage over Boolean satisÞability solvers. While deciding whether or not an or-
dinary Boolean formula is satisÞable is NP-hard, doing so for a quantiÞed Boolean
formula is PSPACE-complete [35].

Finally, we deÞne the relational product operation, deÞned for functions f (x),
g(x), and variablesX � {x1, . . . , xn} as �X.(f �g). As is discussed in Chap. 8 [22],
this operation is of core importance in symbolic model checking as the method to
project a set of possible system states either forward (image) or backward (preim-
age) in time. Hence, it merits a specialized algorithm, as will be described in
Sect. 7.5.

7.3 A Boolean Function API

As a way of deÞning an abstract interface for an OBDD-based Boolean function
manipulation package, Fig. 1 lists a set of operations for creating and manipulating



194 R.E. Bryant

Fig. 1 Basic operations for a
Boolean function abstract
data type

Operation Result
Base functions
CONST(b) 1 (b = 1) or 0 (b = 0)
VAR(i) xi
Algebraic operations
NOT(f ) ‹f
AND(f, g) f � g
OR(f, g) f � g
XOR(f, g) f & g
Nonalgebraic operations
RESTRICT(f, i, b) f |xi’b
COMPOSE(f, i, g) f |xi’g
EXISTS(f, I ) �XI .f
FORALL(f, I ) �XI .f
RELPROD(f, g, I ) �XI .(f � g)
Examining functions
EQUAL(f, g) f = g
EVAL(f,a) f (a)
SATISFY(f ) some a such that f (a)= 1
SATISFY-ALL(f ) {a | f (a)= 1}

Boolean functions and for examining their properties. In this Þgure f and g rep-
resent Boolean functions (represented by OBDDs), i is a variable index between
1 and n, b is either 0 or 1, and a is a vector of n 0s and 1s. For a set of indices
I � {1, . . . , n}, XI denotes the corresponding set of variables {xi | i 	 I }. This Þg-
ure is divided into several sections according to the different classes of operations.

The base operations generate the constant functions and functions corresponding
to the individual variables. The algebraic operations have functions as arguments
and generate new functions as results according to the operations �, �, &, and ‹.
The nonalgebraic operations also have functions as arguments and as results, but
they extend the functionality beyond those of Boolean algebra, implementing the
operations of restriction, composition, quantiÞcation, and relational product.

The operations in the Þnal set provide mechanisms to examine and test the prop-
erties of the generated Boolean functions. The EQUAL operation tests whether two
functions are equivalent, yielding either true or false. As special cases, this opera-
tion can be used to test for tautology (compare to 1) and (un)satisÞability (compare
to 0). The EVAL operation computes the value of a function for a speciÞc set of ar-
gument values. For a satisÞable function, we can ask the program to generate some
arbitrary satisfying solution (SATISFY) or have it enumerate all satisfying solutions
(SATISFY-ALL.) The latter operation must be used with care, of course, since there
can be as many as 2n solutions.

The set of operations listed in Fig. 1 makes it possible to implement a wide vari-
ety of tasks involving the creation and manipulation of Boolean functions, including
symbolic model checking. The overall strategy when working with OBDDs is to
break a task down into a number of steps, where each step involves creating a new
OBDD from previously computed ones. For example, a program can construct the
OBDD representation of the function denoted by a Boolean expression by starting
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with functions representing the expression variables. It then evaluates each opera-
tion in the expression using the corresponding algebraic operation on OBDDs until
the representation of the overall expression is obtained.

As an illustration, suppose we are given the Boolean expression

(x1 � x2 �‹x3)� (‹x1 � x3). (5)

We can create an OBDD for the function f denoted by this expression using a
sequence of API operations:

f1 = VAR(1)
f2 = VAR(2)
f3 = VAR(3)
f4 = AND(f1, f2)
f5 = NOT(f3)
f6 = AND(f4, f5)
f7 = NOT(f1)
f8 = AND(f7, f3)
f = OR(f6, f8)

Similarly, given a combinational logic circuit, we can generate OBDD represen-
tations of the primary output functions by starting with OBDD representations of
the primary input variables and then stepping through the network in topological
order. Each step involves generating the OBDD for the function at the output of a
gate according to the gate input functions and the gate operation.

7.4 OBDD Representation

A binary decision diagram (BDD) represents a Boolean function as an acyclic di-
rected graph, with the nonterminal vertices labeled by Boolean variables and the leaf
vertices labeled with the values 1 and 0 [1]. For nonterminal vertex v, its associated
variable is denoted var(v), while for leaf vertex v its associated value is denoted
val(v). Each nonterminal vertex v has two outgoing edges: hi(v), corresponding to
the case where its variable has value 1, and lo(v), corresponding to the case where
its variable has value 0. We refer to hi(v) and lo(v) as the hi and lo children of
vertex v. The two leaves are referred to as the 1-leaf and the 0-leaf.

As an illustration, Fig. 2 shows a BDD representation of the function given by the
expression in Eq. (5). In our Þgures, we show the arcs to the lo children as dashed
lines and to the hi children as solid lines. To see the correspondence between the
BDD and the Boolean expression, observe that there are only two paths from the
root (vertex v1) to the 1-leaf (vertex v6): one through vertices v2 and v4, such that
variables x1, x2, and x3 have values 1, 1, and 0, and one through vertex v3 such that
variables x1 and x3 have values 0 and 1.
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Fig. 2 OBDD representation
of (x1 � x2 �‹x3)�
(‹x1 � x3)

We can deÞne the Boolean function represented by a BDD by associating a func-
tion fv with each vertex v in the graph. For the two leaves, the associated values are
1 (1-leaf) and 0 (0-leaf). For nonterminal vertex v, the associated function is deÞned
as

fv =
�
var(v)� fhi(v)

�
�
�
‹var(v)� flo(v)

�
. (6)

We see here the close relation between the BDD representation of a function and
the Shannon expansion; the two children of a vertex correspond to its two cofactors
with respect to its associated variable. Every vertex in a BDD represents a Boolean
function, but we designate one or more of these to be root vertices, representing
Boolean functions that are referenced by the application program.

With ordered binary decision diagrams (OBDDs), we enforce an ordering rule
on the variables associated with the graph vertices. For each vertex v having
var(v) = xi , and for vertex u 	 {hi(v), lo(v)} having var(u) = xj , we must have
i < j . For the rest of this chapter, we assume that all functions are represented as
OBDDs with a common variable ordering. In the example BDD of Fig. 2, we see
that the variable indices along all paths from the root to the leaves are in increasing
order, and thus it is an OBDD.

We can deÞne a reduced OBDD as one satisfying the rules:

1. There can be at most one leaf having a given value.
2. There can be no vertex v such that hi(v)= lo(v).
3. There cannot be distinct nonterminal vertices u and v such that var(u)= var(v),

hi(u)= hi(v), and lo(u)= lo(v).

Given an arbitrary OBDD, we can convert it to reduced form by repeatedly applying
transformations corresponding to these three rules:

1. If leaves u and v have val(u)= val(v), then eliminate one of them and redirect
all incoming edges to the other.

2. If vertex v has lo(v) = hi(v), then eliminate vertex v and redirect all incoming
edges to its child.

3. If vertices u and v have var(u)= var(v), hi(u)= hi(v), and lo(u)= lo(v), then
eliminate one of the vertices and redirect all incoming edges to the other one.
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Fig. 3 OBDD representation
for constant functions and
variable xi

By working from the leaves upward, and by employing sparse labeling techniques,
this reduction can be performed in time linear in the size of the original graph [62].
The example OBDD of Fig. 2 is, in fact, a reduced OBDD.

Bryant showed that reduced OBDDs serve as a canonical form for Boolean func-
tions [15]. That is, for a given variable ordering, every Boolean function over these
variables has a unique (up to isomorphism) representation as a reduced OBDD.

There are two different conventions for representing multiple functions as OB-
DDs. In a split representation, each function has a separate OBDD, and each graph
has a single root. In a shared representation [52], the reduction rules are applied
across the entire set of functions, and so the entire collection of functions is repre-
sented as a single OBDD having multiple roots. The shared representation not only
reduces the space required to represent a set of functions, it has the property that
two represented functions are equal if and only if they are represented by the same
vertex in the OBDD. That is, there cannot be two distinct vertices u and v such that
fu = fv . This is sometimes referred to as a strong canonical form.

7.5 Implementing OBDD Operations

As Fig. 1 indicates, an OBDD software package must implement a number of op-
erations. For those having a Boolean function as an argument or result, we denote
this function by the root vertex in its OBDD representation. Thus, when describing
OBDD algorithms, we deÞne the operations in terms of vertex names, such as u
and v, rather than abstract function names, such as f and g. As mentioned earlier,
we can implement a set of Boolean functions as either a collection of separate OB-
DDs, each having a single root (split form), or as a single OBDD having multiple
roots (shared form). In our presentation, we consider both approaches.

The base functions listed in Fig. 1 have simple representations as OBDDs, as
shown in Fig. 3. Algorithms for the other operations follow a common framework
based on depth-Þrst traversals of the argument graphs. We present the Apply algo-
rithm, a general method for implementing the binary Boolean algebraic operations,
as an illustration.

The Apply algorithm has as arguments an operation op (equal to AND, OR, or
XOR), as well as vertices u and v. The implementation, shown in Fig. 4, performs
a depth-Þrst traversal of the two argument graphs and generates a reduced OBDD
from the bottom up as it returns from the recursive calls. The algorithm makes use
of two data structures storing keys and values. The computed cache stores results
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1. If the computed cache contains an entry with key �op, u, v�, then return the asso-
ciated value.

2. If one of the special cases shown in Fig. 5 applies, then return the speciÞed value.
3. Recursively compute the two cofactors of the result as follows:

a. Let xi = var(u), xj = var(v), and k =min(i, j).
b. Compute u1 and u0 as u1 = hi(u) and u0 = lo(u) when i = k,

and as u1 = u0 = u when i �= k.
c. Compute v1 and v0 as v1 = hi(v) and v0 = lo(v) when j = k,

and as v1 = v0 = v when j �= k.
d. Compute w1 = APPLY(op, u1, v1) and w0 = APPLY(op, u0, v0).

4. Compute result vertex w:

a. If w1 =w0, then w =w1;
b. else if the unique table contains an entry for key �xk,w1,w0�, then let w be the

associated value;
c. else create a new vertex w with var(w) = xk , hi(w) = w1, and lo(w) = w0.

Add an entry to the unique table with key �xk,w1,w0� and value w.

5. Add an entry with key �op, u, v� and value w to the computed cache and return w.

Fig. 4 Recursive algorithm to compute APPLY(op, u, v)

from previous invocations of the Apply operation, a process commonly referred to
as memoizing [50]. Each invocation of Apply Þrst checks this cache to determine
whether a vertex corresponding to the given arguments has already been computed.
As the name suggests, this data structure can be a cache where elements are evicted
when space is needed, since the purpose of this data structure is purely to speed up
the execution. The unique table contains an entry for every OBDD vertex, with a
key encoding its variable and children. This table is used to ensure that duplicate
vertices are not created. When using a split representation, this cache and table must
be reinitialized for every invocation of Apply, while for a shared representation, the
two data structures are maintained continuously.

Figure 5 shows cases where the recursive function implementing the Apply al-
gorithm can terminate. As can be seen, the use of a shared representation enables
additional terminal cases. In Sect. 7.6, we will discuss the use of complement edges
to indicate the negation of a function. Their use enables even more terminal cases.

As the Apply algorithm illustrates, standard implementations of OBDD opera-
tions perform depth-Þrst traversals of one or more argument graphs and generate
reduced graphs as the recursions complete. The unique table is used to enforce re-
duction rules 1 and 3. The computed cache is used to stop the recursion when pre-
viously computed results are encountered. This cache can guarantee that the time
required by the algorithm is bounded by the number of unique argument combina-
tions. If the top-level arguments to APPLY have Nu and Nv vertices, respectively,
then the total number of calls to APPLY is at most Nu ×Nv . Typical implementa-
tions of the computed cache and the unique table use hashing techniques, which can
yield constant average time for each access, and thus the overall time complexity of
APPLY is O(Nu ×Nv).
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Operation op Condition Restrictions Result
AND u, v are leaves CONST(val(u)� val(v))
AND u= 0 CONST(0)
AND v = 0 CONST(0)
AND u= 1 S v
AND v = 1 S u
AND u= v S u
AND u= NOT(v) S, C CONST(0)
OR u, v are leaves CONST(val(u)� val(v))
OR u= 1 CONST(1)
OR v = 1 CONST(1)
OR u= 0 S v
OR v = 0 S u
OR u= v S u
OR u= NOT(v) S, C CONST(1)
XOR u, v are leaves CONST(val(u)& val(v))
XOR u= 1 NOT(v)
XOR v = 1 NOT(u)
XOR u= 0 S v
XOR v = 0 S u
XOR u= v S CONST(0)
XOR u= NOT(v) S, C CONST(1)
S: Only with a shared representation
C: Only when complement edges are used

Fig. 5 Special cases for the Apply operation, with arguments op, u, and v

The other operations listed in Fig. 1 are implemented in a similar fashion. We give
only brief descriptions here; more details can be found in [15]. The NOT operation
proceeds by generating a copy of the argument OBDD, with the values of the leaf
vertices inverted. To compute RESTRICT(f, i, b), we want to eliminate every vertex
v in the graph for f having var(v) = xi and redirect each incoming arc to either
hi(v) (when b = 1) or lo(v) (when b = 0). Rather than modifying existing vertices,
we create new ones as needed, applying the reduction rules in the process.

We have already seen that the composition, quantiÞcation, and relational product
operations can be computed using combinations of restriction and Boolean algebraic
operations (Eqs. (2)—(4)). However, these operations are of such critical importance
in symbolic model checking and other applications that they are often implemented
with more specialized routines. As with Apply, these algorithms use a combination
of depth-Þrst traversal, memoizing, and the unique table to generate a reduced graph
as their result.

As an example, the algorithm to perform existential quantiÞcation can be ex-
pressed as a recursive function EXISTS(u, I ), where u is an OBDD vertex and I is a
set of variable indices. It maintains a quantifier cache using keys of the form �u, I �.
On a given invocation, if neither a previously computed result is found nor a termi-
nal case applies, it retrieves u1 and u0, the two children of u, and recursively com-
putes w1 = EXISTS(u1, I � {i}) and w0 = EXISTS(u0, I � {i}). For xi = var(u),
when i 	 I , it computes the result as w = APPLY(OR, u1, u0). Otherwise, it either
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retrieves or creates a vertex w with var(w)= xi , hi(w)=w1, and lo(w)=w0. Ver-
tex w is then added to the quantiÞer cache with key �u, I �. Universal quantiÞcation
can be implemented similarly, or we can simply make use of De MorganÕs Laws to
express universal quantiÞcation in terms of existential: �X.f =‹�X.(‹f ).

As mentioned earlier, the relational product operation implements �X.(f �g) for
variablesX, and functions f and g. In principle, this operation could proceed by Þrst
computing f � g and then existentially quantifying the variables in X. Experience
has shown, however, that the graph representing f � g will often be of unmanage-
able size, even though the Þnal result of the relational product is more tractable.
By combining conjunction and quantiÞcation during a single traversal of the graphs
for f and g, this problem of Òintermediate explosionÓ can often be avoided. This
algorithm is expressed by a recursive function RELPROD(f, g, I ) that uses a com-
bination of the rules we have seen in the implementations of APPLY and EXISTS

[20, 67].
We are left with the operations that test or examine one or more functions. As

already mentioned, when using a shared representation, testing for equality can be
done by simply checking whether the argument vertices are the same. With a split
representation, we can implement a simple traversal of the two graphs to test for iso-
morphism. To evaluate a function for a speciÞed set of argument values, we follow a
path from the root to a leaf, at each step branching according to the value associated
with the variable, with the leaf value serving as the result of the evaluation.

To Þnd a single satisfying assignment for a function, we can search for a path
from the root to the 1-leaf. This search does not require any backtracking, since,
with the exception of arcs leading directly to the 0-leaf, each arc is part of a path
leading to the 1-leaf. To Þnd all satisfying solutions, we can perform a depth-Þrst
traversal of the graph to enumerate every path leading to the 1-leaf.

7.6 Implementation Techniques

Dozens of OBDD software packages have been created, displaying a variety of im-
plementation strategies and features. Most implementations follow a set of prin-
ciples described in a 1990 paper by Brace, Rudell, and Bryant (BRB) [12]. In
an evaluation of many different packages for benchmarks arising from symbolic
model-checking problems [67], the best performance consistently came from pack-
ages very similar to the BRB package. Here we highlight some of its key features.
In Sect. 7.10, we describe efforts to scale OBDD implementations to handle large
graphs and to support parallel execution. An excellent discussion of implementation
issues can be found in [63].

Most OBDD packages, including BRB, use a shared representation, with all
functions represented by a single, multi-rooted graph [52]. Formally, we can de-
Þne a shared OBDD as representing a set of functions F , where each f 	 F is
designated by a root vertex in the graph. As we have seen, this approach has several
advantages over a separate representation:
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� it reduces the total number of vertices required to represent a set of functions,
� it simpliÞes the task of checking for equality, and
� it provides additional cases where the recursions for operations such as APPLYand

RESTRICT can be terminated (see Fig. 5)

On the other hand, using a shared representation introduces the need for some form
of garbage collection to avoid having the available space exhausted by vertices that
are no longer reachable from any of the active root vertices. Most shared OBDD
implementations maintain a count of the total number of references to each vertex,
including arcs from other vertices as well as external references to the root vertices.
A vertex is a candidate for reclamation when its reference count drops to zero. Re-
claiming a vertex also involves removing the corresponding entry from the unique
table as well as every entry in the computed cache that references that vertex as part
of its key or value.

The BRB package makes use of complement edges, where each edge has an ad-
ditional attribute indicating whether or not the designated function is represented in
true or complemented form. By adopting a set of conventions on the use of these at-
tributes, it is possible to deÞne a canonical form such that the NOT operation can be
computed in constant time by simply inverting the attribute at the root [12, 45, 52].
By sharing the subgraphs for functions and their complements, such a representation
can reduce the total number of vertices by as much as a factor of two. Perhaps more
importantly, it makes it possible to perform the NOT operation in unit time. We can
also see from Fig. 5 that the combination of a shared representation and complement
edges provides additional terminal cases for Apply and other operations.

The BRB package generalizes the two-operand Boolean operations to a single
three-argument operation known as ITE (short for ÒIf-Then-ElseÓ), deÞned as:

ITE(f, g,h)= (f � g)� (‹f � h). (7)

Using this single operation, we can implement other operations as:

AND(f, g)= ITE(f, g,0)

OR(f, g)= ITE(f,1, g)

XOR(f, g)= ITE
�
f,NOT(g), g

�

COMPOSE(f, i, g)= ITE
�
g,RESTRICT(f, i,1),RESTRICT(f, i,0)

�
.

By rearranging and complementing the arguments according to a simple set of
transformations, unifying the algebraic operations in this form can take advantage
of De MorganÕs Laws to increase the hit rate of the computed cache [12]. This can
dramatically improve overall performance, since each hit in the computed cache can
potentially eliminate many recursive calls.

One feature of BRB and most other packages is that the individual node data
structures are immutable. During program execution, new nodes are created, and
ones that are no longer needed can be recycled via garbage collection, but the nodes
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themselves are not altered.1 This functional programming model provides a useful
abstraction for a Boolean function API, but it also implies that the package can
expend much of its effort performing memory management tasks. New nodes must
be created and old ones recycled, rather than simply letting the program modify
existing nodes.

Several OBDD packages have been implemented that instead view the OBDD as
a mutable data structure. For example, the SMART model checker [24] represents
the set of states that have been encountered during a state-space exploration using a
variant of OBDDs, called multi-valued decision diagrams (MDDs), that we describe
in Sect. 7.9. As new states are encountered, the MDD is modiÞed directly to include
these states in its encoding. When performing model checking of asynchronous sys-
tems, as is the case with SMART, this approach seems appropriate, since each action
of the system can be captured by a small change to the MDD.

7.7 Variable Ordering and Reordering

The algorithms we have presented require that the variables along all paths for
all represented functions follow a common ordering. Any variable ordering can
be used, and so the question arises: ÒHow should the variable ordering be cho-
sen?Ó Some functions are very sensitive to variable ordering, ranging from linear
to exponential in the number of variables. These include the functions for bit-level
representations of integer addition and comparison. Others, including all symmet-
ric functions, remain of polynomial size for all variable orderings [15]. Still others
have exponential size for all possible variable orderings, including those for a bit-
level representation of integer multiplication [16].

We can express the choice of variable ordering by considering the effect of per-
muting the variables in the OBDD representation of a function. That is, for Boolean
function f and permutation � over {1, . . . , n}, deÞne �(f ) to be a function such
that

�(f )(x1, . . . , xn)= f (x�(1), . . . , x�(n)).

Different permutations � yield different OBDDs, but all of these can be viewed as
just different representations of a single underlying function. The task of Þnding
a good variable ordering for a function f can then be deÞned as one of Þnding a
permutation � that minimizes the number of vertices in the OBDD representation of
�(f ). For a shared OBDD representation, we wish to Þnd a good variable ordering
for the entire graph. That is, for permutation � and function set F , deÞne �(F) to
be {�(f ) | f 	 F}. For a shared OBDD implementation, we seek a permutation �
that minimizes the number of vertices in the OBDD representation of �(F).

1There is a nuance to this statement that we will discuss when we consider the implementation of
dynamic variable reordering.
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In general, the task of Þnding an optimal ordering � for a function f is NP-hard,
even when f is given as an OBDD [9]. There is not even a polynomial-time algo-
rithm that can guarantee Þnding a variable ordering within a constant factor of the
optimum, unless P= NP [61]. Similar results hold for a shared OBDD representa-
tion [65]. Published algorithms to Þnd the exact optimal ordering have worst-case
time complexity O(n3n) [32] for a function with n variables. Knuth has devised
clever data structures that make the process practical for up to around n= 25 [41].

Instead of attempting to Þnd the best possible ordering, a number of researchers
have derived heuristic methods that have been found to generate reasonably good
variable orders for specialized applications, such as when the Boolean function is
derived from a combinational circuit [33, 46], a sequential circuit [39], a CNF rep-
resentation [3], or a set of interacting state machines [6].

An alternate approach to Þnding a good variable ordering at the outset of the
computation is to dynamically reorder the variables as the BDD operations proceed.
This idea was introduced by Rudell [59], based on the observation that exchang-
ing two adjacent variables in a shared OBDD representation can be implemented
without making major changes to the Boolean function library API. Let �i be the
permutation that exchanges the values of i and i + 1, while keeping all other ele-
ments the same. Exchanging variables i and i+ 1 in a shared OBDD representation
involves converting the OBDD representation of function set F into one for function
set �i(F). This transformation can be implemented by introducing new vertices and
relabeling and eliminating some of the existing vertices, but with the property that
the identities of all root vertices are preserved. This is an important property, since
external references to functions being manipulated by the application program con-
sist of pointers to root vertices in the graph. Thus, the reordering can be performed
without altering any of these external references. Even though the relabeling of ver-
tices mutates the node data structures, these changes still preserve the ÒfunctionalÓ
property stated earlierÑthe underlying functions being represented do not change.

Using pairwise exchanges of adjacent variables as the basic operation, most
OBDD libraries implement dynamic variable ordering by a process known as sifting
[59]. A single variable, or a small set of variables [57], is moved up and down in
the ordering via a sequence of adjacent-variable exchanges, until a location yielding
an acceptable number of total vertices is identiÞed. In the original formulation of
sifting, a variable is moved across the entire range of possible positions and then
back to the position that minimizes the overall OBDD size. More recently, lower
bound techniques have been used to guide the range over which each variable is
moved [30]. Sifting is a very time-consuming process, but it has been shown to
greatly improve memory performanceÑoften the limiting factor for OBDD-based
applications.

7.8 Variant Representations

Researchers have examined many variants of OBDDs, both for representing
Boolean functions and for extending to functions where the domain, the range, or
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Fig. 6 BDD and ZDD
representations of the set of
sets {{1,2}, {3}, {2,3}}

both are non-Boolean. Here we survey some of the variants that have either proved
effective for model checking or that seem especially promising. Some of these were
also described in an earlier survey [18]. Other surveys provide even more compre-
hensive coverage of the many innovative variants of OBDDs that have been devised
[31].

Zero-Suppressed BDDs

Perhaps the most successful variant of OBDDs are zero-suppressed BDDs [51],
sometimes referred to as ZDDs. This representation differs from traditional OBDDs
only in the interpretation applied to the case where an arc skips one or more vari-
ables. That is, it concerns the case where there is an arc emanating from a vertex v
with label var(v) = xi to a vertex u with label var(u) = xj , such that j > i + 1.
In the example of Fig. 2 (reproduced on the left-hand side of Fig. 6), such an
arc occurs from the root vertex v1 to vertex v3. With conventional OBDDs, such
an arc indicates a case where the represented function is independent of any of
the intervening variables. In the example, f |x1’0 is independent of x2. With a
ZDD, such an arc indicates a case where the represented function is of the form
‹xi+1 � • • • � ‹xj�1 � fu, where fu is the function associated with vertex u. For
ZDDs, we replace the second reduction rule for OBDDs (that a vertex cannot have
two identical children) with a rule that no vertex can have the 0-leaf as its hi child.

More formally, we can deÞne the Boolean function denoted by a ZDD by deÞn-
ing a set of functions of the form f jv for each vertex v. For leaf vertex v, we deÞne
this set for all j 
 n+ 1 as follows:

f jv =

�
�

�

1 , j = n+ 1 and val(v)= 1
0 , j = n+ 1 and val(v)= 0

‹xj � f
j+1
v , j 
 n.
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For nonterminal vertex v having xi = var(v) we deÞne this set for all j 
 i as:

f jv =

�
xi � f i+1

hi(v) � ‹xi � f
i+1
lo(v) , j = i

‹xj � f
j+1
v , j < i.

The function associated with root vertex v is then f 1
v .

Although ZDDs can be considered an alternate representation for Boolean func-
tions, it is more useful to think of them as representing sets of sets. That is, let
Mn = {1, . . . , n}, and consider sets of sets of the form S � P(Mn). We can encode
any set A�Mn with a Boolean vector a, where ai equals 1 when i 	A, and equals
0 otherwise. The set of sets represented by Boolean function f consists of those sets
A for which the corresponding Boolean vector yields f (a)= 1. As examples, Fig. 6
shows both the OBDD (left) and the ZDD (right) representations of the set of sets
{{1,2}, {3}, {2,3}}. The OBDD representation is identical to that of Fig. 2, because
these are the only three satisfying assignments to Eq. (5). Comparing the ZDD, we
see that, with two exceptions, each vertex vi in the OBDD has a direct counterpart
ui in the ZDD. The Þrst exception is the introduction of new vertex u4 having two
identical children, since such vertices are no longer eliminated by our revised reduc-
tion rules. The second exception is that there is no counterpart to vertex v4, since
this vertex had the 0-leaf as its hi child.

ZDDs are especially well suited for representing sets of sparse sets, deÞned as
having two general properties:

� The total number of sets is much smaller than 2n.
� Most of the included sets have far fewer than n elements.

These conditions tend to give OBDD representations where many nonterminal ver-
tices have the 0-leaf as their hi children, and these vertices are eliminated by using
a ZDD representation.

The OBDD and ZDD representations of a function do not differ greatly in size.
It can easily be shown that if these two representations have No and Nz vertices,
respectively, then Nz/n 
 No 
 n × Nz [60]. Nonetheless, for complex functions
and large values of n, the advantage of one representation over the other can be very
signiÞcant.

ZDDs have proved especially effective for encoding combinatorial problems [41,
60]. They have been used in model checking for cases where the set of states has
the sparseness properties we have listed, such as for Petri nets [69].

Partitioned OBDDs

The general principle of partitioned OBDDs is to divide the 2n possible combi-
nations of variable assignments into m different, nonoverlapping subsets, and then
create a separate representation for a function over each subset.

More formally, deÞne a set of partitioning functions as a set of functions P =
�p1, . . . , pm�, such that



i pi = 1 and for each i and j such that i �= j , we have

pi � pj = 0.
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Each function f is then represented by a set of functions �f1, . . . fm�, where
each fi equals f � pi . It can readily be seen that the Boolean operations distribute
over any partitioning. For example, for h = f � g, we have hi = fi � gi for each
partition i. On the other hand, other operations, including restriction, quantiÞcation,
and composition do not, in general, distribute over a partitioning.

Partitioning has been shown to be effective for applications where conventional,
monolithic OBDDs would be too large to represent and manipulate. One approach
is to allow different variable orderings for each partition [54]. This approach works
well for applications where some small set of ÒcontrolÓ variables determine impor-
tant properties of how the remaining variables relate to one another. The different
partitions then consist of all possible enumerations of these control variables.

As will be discussed later (Sect. 7.10), partitioning can also provide the basis
for mapping an OBDD-based application onto multiple machines in a distributed
computing environment.

7.9 Representing Non-Boolean Functions

Many systems for which we might wish to apply model checking involve state vari-
ables or parameters that are not Boolean. A number of schemes have been devised to
represent such functions as decision diagrams, seeking to preserve the key properties
of OBDDs: (1) they achieve compactness, mostly through the sharing of subgraphs,
(2) key operations can be implemented via graph algorithms, and (3) properties of
the represented functions can readily be tested. Here we describe some of the deci-
sion diagrams that have been used in model checking and related applications.

Functions over Discrete Domains

Consider the case where function variable x ranges over a Þnite set D =
{d0, . . . , dK�1}. There are several possible ways to represent a function over x as a
decision diagram:

Binary encoding: Recode x in terms of Boolean variables xk�1, xk�2, . . . , x0,
where k = (log2K). Each value di is encoded according to the binary represen-
tation of i. When K is not a power of 2, then we can either (1) add an additional
constraint that any valid assignment to the Boolean variables must correspond to
a binary value less thanK , or (2) deÞne multiple assignments to the Boolean vari-
ables to encode a single value from D. A binary encoding minimizes the number
of Boolean variables required.

Unary encoding: Recode x in terms of Boolean variables bK�1, bK�2, . . . , b0,
where value di is encoded by having xi = 1 and all other values equal to zero.
Except for very small values of K , this encoding would be impractical for OB-
DDs, but it works well for ZDDs.
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Multiway branching: Generalize the OBDD data structure to multi-valued decision
diagrams [24, 40], where a vertex for a K-valued variable has an outgoing arc for
each of its K children.

Indeed, all three of these approaches have been used successfully.
For representing functions over discrete domains having non-Boolean ranges, the

most straightforward approach is to allow the leaves to have arbitrary values, leading
to multi-terminal binary decision diagrams (MTBDDs) [34]. (These have also been
called algebraic decision diagrams (ADDs) [7].) More precisely, for a function f
mapping to some codomain R, deÞne its image Img(f ) as those values r 	 R such
that r = f (a) for some argument value a. Then the MTBDD representation of f
has a leaf vertex for each value in Img(f ).

The set of operations on such functions depends on the type of functions being
represented. Typically, they follow the same approach we saw with the algorithm
for the Apply operation (Sect. 7.5)Ñthey recursively traverse the argument graphs,
stopping when either a terminal case is reached, or the arguments match those stored
in a computed cache. For example, when R is either the set of reals or integers,
such an approach can be used to perform algebraic operations such as addition or
multiplication over functions. It can also be used to generate a predicate, capturing
some property of the function values. For example, for function f mapping to real
values, let Zf be the Boolean function that yields 1 for those arguments a for which
f (a) = 0.0, and 0 otherwise. We can generate an OBDD representation of Zf by
traversing the MTBDD representation of f , returning 1 when we encounter leaf
value 0.0, 0 when we encounter a nonzero leaf value, and either generating a new
vertex or retrieving one from the unique table for the nonterminal cases.

MTBDDs have been used for a variety of applications, encoding such values as
data-dependent delays in transistor circuits [48], as well as transition probabilities
in Markov chains [43]. Their biggest limitation is that the size of a function image
can be quite large, possibly exponential in the number of function variables. Such a
function will have many leaf vertices and therefore little sharing of subgraphs. This
lack of sharing will reduce the advantage of decision diagrams over more direct
encodings of the problem domain, both in the compactness of the representation
and the speed of the operations on them. Successful applications of MTBDDs often
avoid this Òvalue explosionÓ by exploiting the modularity in the underlying system.
For example, when performing model checking of stochastic systems, the transition
probabilities for the different subsystems can be maintained as separate MTBDDs,
rather than combined via a product construction [2].

Functions over Unbounded Domains

When a function variable x ranges over an inÞnite domain D, we cannot simply
encode its possible values with a set of binary values or add multiple branches to
the vertices of a decision diagram. In some applications, however, we need only
capture a bounded set of attributes of the state variables. In this section, we describe
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Fig. 7 Difference Decision Diagram (DDD) Examples. Vertices are labeled by difference con-
straints

Difference Decision Diagrams (DDDs) [53] as an example of this approach. DDDs
illustrate a general class of decision diagrams, where the decisions are based on
predicates over some domain, rather than simple Boolean variables. We then discuss
several variants and extensions of this representation.

The Difference Decision Diagram data structure was devised speciÞcally for an-
alyzing timed automata. As discussed in Chap. 29 [11], a timed automaton operates
over a discrete state space but also contains real-valued clocks that all proceed at the
same rate, but can be at different offsets with respect to one another [4]. Although the
clock values can be unbounded, their behavior can be characterized during model
checking in terms of a Þnite set of bounds on their differences. DDDs therefore ex-
press the values of the clocks in terms of a set of difference constraints, each of the
form xi � xj 
 c or xi � xj < c, where xi and xj are clock variables, and c is an
integer or real value. In the spirit of OBDDs, DDDs also impose an ordering require-
ment over difference constraints, based on the indices i and j of the two variables,
the comparison operator (
 vs. <), and the constant c.

Figure 7 show three examples of DDDs and serves to illustrate some subtle issues
that arise when generalizing from a decision diagram where the decisions represent
independent Boolean variables to one in which the decisions represent predicates
over some other domain. The DDD on the left (A) represents a disjunction of two
different constraints C1 and C2, deÞned as follows:

C1 = (x1 � x2 > 4)� (x1 � x3 
 12)

C2 = (x1 � x2 
 4)� (x2 � x3 
 5)

The DDD in the center (B) also represents a disjunction of two constraints: C1, as
in (A), as well as a constraint C�2:

C�2 = (x1 � x2 
 4)� (x2 � x3 
 5)� (x1 � x3 > 10).
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On closer examination, however, we can see that constraint C�2 must be false for
all values of x1, x2, and x3. That is, if x1 � x2 
 4 and x2 � x3 
 5, then we must
have x1 � x3 
 9, and this conßicts with the term x1 � x3 > 10. The possibility of
infeasible paths implies that there is no simple way to determine whether a set of
constraints represented as a DDD is satisÞable, whereas this is a trivial task with
OBDDs. In particular, it is possible to determine whether any path in a DDD from
the root to the 1-leaf is satisÞable in polynomial time, but there can be an exponential
number of such paths.

The DDD on the right (C) represents a disjunction of constraint C1, as before,
and a constraint C��2 :

C��2 = (x1 � x2 
 4)� (x2 � x3 
 5)� (x1 � x3 
 9).

We can see that constraint C��2 is mathematically equivalent to C2; the Þrst and sec-
ond terms of C��2 already imply that the third term, x1� x3 
 9, is redundant. In fact,
constraint C��2 is saturated, meaning that it contains a predicate for every pairwise
constraint that can be inferred from it.

These examples show how the interdependencies between the predicates can lead
to paths in a DDD that are infeasible, as well as ones where different combinations
of terms can be mathematically equivalent. The developers of DDDs describe an
algorithm that eliminates infeasible paths by testing each one individually and re-
structuring the DDD when an infeasible path is found [53]. In the worst case, this
process can require time exponential in the size of the DDD, and it can also increase
its size. Once infeasible paths have been eliminated, then satisÞability becomes eas-
ily testable. The developers also propose several rules for dealing with redundant
tests, including ensuring that every path is saturated. This leads to a form that they
conjecture is canonical, although this has apparently never been proven. Fortunately,
most of the algorithms that use DDDs do not require having a canonical representa-
tion.

Several other decision diagrams have been devised speciÞcally for model check-
ing of timed automata. Clock difference diagrams [44] coalesce the predicates of
difference decision diagrams, such that along any path there is a single node repre-
senting all constraints on a given pair of variables xi and xj . This node has multiple
outgoing branches, corresponding to disjoint intervals representing possible values
for xi � xj . Clock restriction diagrams [66] also have multiple branches emanating
from a single node associated with variables xi and xj , but these represent possible
upper bounds on the value of xi � xj . (Lower bounds on this value are represented
as upper bounds on the value of xj � xi .)

Although the focus of much of the work in representing constraints on real-
valued variables was motivated by the desire to perform symbolic model checking
on timed automata, such constraints arise in other applications as well. DDDs can
represent difference constraints of the form xi � xj 
 c. Other constraints of inter-
est include box constraints of the form xi 
 c, or more generally, arbitrary linear
constraints of the form a1 • x1+ a2 • x2+ • • •+ an • xn 
 c. Linear decision diagrams
extend DDDs to include such constraints [23]. With both DDDs and LDDs, it is
also possible to have nodes labeled by Boolean variables as well as ones labeled
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by constraints. Such decision diagrams can be used when verifying hybrid systems,
containing both continuous and discrete state variables.

We can see a parallel between these different forms of decision diagrams and
SMT solvers (Chap. 11 [8]). Just as SMT extends Boolean satisÞability solvers to
implement decision procedures for other mathematical theories, these generaliza-
tions of decision diagrams extend OBDDs to symbolically represent functions over
other theories. Both must deal with cases where some combination of constraints
is infeasible, leading to conßicts in SMT solvers and infeasible paths in decision
diagrams.

7.10 Scaling OBDD Capacity

Although the introduction of OBDD-based symbolic model checking in the early
1990s provided a major breakthrough in the size and complexity of systems that
could be veriÞed, the nature of our Þeld and our desire to apply our tools to real-
world systems means that we will always seek to scale them to handle ever larger
and more complex problems. Computer systems continue to scaleÑindividual ma-
chines have more memory, more cores, and larger disk capacity. In addition, we
routinely map problems onto larger clusters of machines that are programmed to
work together on a single task. One would expect BDD libraries to have evolved
to take advantage of these technological advantages, but unfortunately this is not
the case. Most widely used BDD packages still execute on a single core of a single
machine, and they are barely able to use the amount of physical memory available
on high-end machines. In this section, we highlight some of the efforts to scale the
capacity of OBDD implementations, and some of the challenges these efforts face.

In most applications of OBDDs, the ability to handle larger and more complex
problems is limited more by the size of the OBDDs generated, rather than the CPU
performance. In the extreme case, very large OBDDs can grow to exceed the mem-
ory capacity of a machine. On a 64-bit machine, storing the OBDD nodes and all of
the associated tables requires, on average, around 40 bytes per node. Thus a machine
with 16 GB of RAM should, in principle, be able to support OBDD applications us-
ing up to around 400 million nodes. In practice, however, the performance of most
OBDD implementations becomes unacceptably slow well before that point, due to
poor memory-system performance. Traversing graphs in depth-Þrst order (as occurs
with the recursive implementation of the Apply algorithm described in Sect. 7.5)
tends to yield poor virtual memory and cache performance, due to a lack of locality
in the memory access patterns. Standard implementations of the hash tables used
for the unique table and the computed cache also exhibit poor memory locality.

Some efforts have been made to implement OBDDs with an eye toward mem-
ory performance [5, 55, 58, 68]. These typically employ breadth-Þrst traversal tech-
niques and try to pack the vertices for each level into a contiguous region of memory.
A breadth-Þrst approach also lends itself to an implementation where most of the
data are stored on a large disk array [42]. Unfortunately, none of these ideas seem
to have been incorporated into publicly available OBDD packages.
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Early efforts to exploit parallelism in OBDD operations demonstrated the dif-
Þculty of this task. Most were implemented in a Òshared nothingÓ environment,
where each processor has its own independent memory and can only communicate
with other processors via message passing. These implementations require some
strategy for partitioning the OBDD, so that each node is assigned to some proces-
sor. In a message-passing environment, traversing a graph that is partitioned across
machines requires message communications, versus the simply memory referenc-
ing that occurs on a single machine, and so the performance improvements due to
greater parallelism must overcome the potentially high cost of node referencing.
Implementations based on a random partitioning of the nodes [64] only showed
performance superior to a sequential implementation when the size of the graph ex-
ceeded the capacity of a single processorÕs memory. In an attempt to minimize the
need for message passing, other implementations used a layered partitioning, where
the range of variable indices is divided into subranges, and all nodes within a given
subrange are mapped onto a single machine. Implementations that were specialized
to symbolic model checking could use a partitioning where different regions of the
state space were mapped onto different machines [37], following the principles of
partitioned OBDDs.

The recent availability of multicore processors supporting multiple threads exe-
cuting within a single memory space has revived interest in exploiting parallelism
in OBDD operations. There are two natural sources of parallelism: internal, in
which individual operations such as Apply use multiple threads [29], and exter-
nal, in which a multi-threaded application can invoke multiple Apply operations
concurrently [56]. An implementation that uses only internal parallelism requires
no changes to the API, while those that support external parallelism can use some
mechanism, such as futures, to allow one thread to invoke an operation on OBDDs
that are still being generated by other threads.

With the entire OBDD and all of the tables held in a shared memory, any core
can access any node or table entry via a memory reference. Obtaining good perfor-
mance requires careful attention to memory locality and to the potential for thrash-
ing, where multiple threads compete to read and write a small number of cache
lines. Such thrashing can occur due to poor design of user data structures or due
to excessive calls to synchronization primitives. Excessive synchronization can also
lead to a loss of parallelism among the threads.

Perhaps the most ambitious attempt to map an OBDD implementation onto mul-
ticore processors has been by researchers at the University of Twente [29]. Their
system maintains a set of workers, each of which maintains a queue of tasks. The
system implements the Apply operation with a task for each recursive step. To per-
form the recursion, each task then spawns two new tasks, with one performed by the
current worker and the other added to the workerÕs queue. Workers are kept busy by
having them execute the tasks in their own queues, and ÒstealingÓ tasks from other
queues when needed. As the computation unfolds, this overall approach will have
the effect of having many workers collaboratively executing the Apply operation
over different parts of the argument graphs. The system maintains a single unique
table and a single computed cache as a way of maintaining consistency and avoiding
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duplicate efforts by the workers. By carefully designing these tables to use lockless
synchronization and cache-friendly data structures, they are able to achieve high
performance.

Building a multi-processor system with coherent shared memory becomes pro-
hibitively expensive as the system scales to thousands of processors. Thus, an impor-
tant challenge remains to devise OBDD implementations that can operate effectively
in a fully distributed, shared-nothing environment.

Comparison to SAT Checking

We conclude with some observations about how OBDD-based reasoning systems
and propositional satisÞability (SAT) checkers have important similarities and dif-
ferences, both from conceptual and operational viewpoints. Clearly, both are related
in the sense that they solve problems encoded in Boolean form. On the other hand,
they differ greatly in their intended taskÑa SAT checker need only Þnd a single
satisfying assignment to a Boolean formula, while converting a Boolean formula
to an OBDD creates an encoding that describes all of its satisfying solutions. Once
we have generated the OBDD representation, it becomes straightforward to perform
tasks that SAT solvers cannot readily do, such as counting the number of solutions,
or Þnding an optimal solution for some cost function. Furthermore, OBDDs support
operations, such as variable quantiÞcation, that have proved to be very challenging
extensions for SAT checking.

For most applications of satisÞability testing, SAT checkers based on the Davis—
Putnam—Logemann—Loveland (DPLL) algorithm [27, 28] (Chap. 9 [47]) greatly
outperform ones that construct an OBDD and then call the SATISFY operation to
generate a solution. There are some notable exceptions, however. For example,
Bryant conducted experiments on satisÞability problems to test the equivalence of
parity treesÑnetworks of exclusive-or logic gates computing the odd parity of a set
of n Boolean values [19]. Each experiment tested whether a randomly generated
tree was functionally equivalent to one consisting of a linear chain of logic gates.
We performed tests using four state-of-the-art SAT solvers, but none could handle
cases of n= 48 inputs within a 900 second time limit. These parity tree problems are
known to be difÞcult cases for DPLL, or in fact any method based on the resolution
principle. By contrast, an OBDD-based solver could readily handle such problems
in well under 0.1 seconds. Indeed, the OBDD representation of the parity function
grows only linearly in n.

This example illustrates the opportunity to devise SAT checkers that combine
top-down, search-based strategies, such as DPLL, with ones based on bottom-up,
constructive approaches, such as OBDDs. One approach is to replace the traditional
clause representation of SAT solvers with OBDDs, where the task becomes to Þnd
a single variable assignment that yields 1 for all of the OBDDs [26]. Beyond the
usual steps of a SAT solver, the solver can also replace some subset of the OBDDs
with their conjunction. This approach can deal with problems for which OBDDs
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outperform DPLL (e.g., the parity tree example), while also getting the performance
advantages of DPLL-based SAT solvers.

Other connections between OBDDs and DPLL-based SAT solvers arise due to
the observation that the search tree generated by DPLL bears much resemblance
to an OBDD: each selection of a decision variable in DPLL creates a vertex in the
search tree, with outgoing branches based on the value assigned to the variable.
Depending on the decision heuristic used, DPLL might follow a common variable
ordering across the entire tree, yielding a tree that obeys the ordering constraint of
OBDDs, or it may have different orderings along different paths. These are analo-
gous to a class of BDDs known as Òfree BDDs,Ó in which variables can occur in any
order from the root to a leaf in the graph, but no variable can occur more than once
[36].

Huang and Darwiche exploit this relationship to modify an existing DPLL-based
SAT solver to instead generate the OBDD representation of a formula given in CNF
form [38]. They found this top-down approach to OBDD construction fared better
for formulas expressed in CNF than did the usual bottom-up method based on the
Apply algorithm. Along related lines, methods have been developed to analyze the
clausal representation of a formula and generate a variable ordering that should work
well for either SAT checking or for OBDD construction [3].

7.11 Concluding Remarks

Symbolic model checking arose by linking a model checking algorithm based on
Þxed-point computations with binary decision diagrams to represent the underlying
sets and transition relations [10, 21, 25, 49]. This yielded a major breakthrough in
the size and complexity of systems that could be veriÞed. Since that time, OBDDs
have been applied to many other tasks, but model checking remains one of their
most successful applications. Even as model checkers have been extended to use
other reasoning methods, especially Boolean satisÞability solvers, OBDDs have still
proved valuable for supporting the range of operations required to implement full-
featured model checkers.

Several major goals drive continued research on OBDDs and related representa-
tions. First, the desire to represent larger functions requires scaling OBDD imple-
mentations to exploit the memory sizes and multicore capabilities of modern pro-
cessors, as well as large-scale, cluster-based systems. Second, possible variants on
OBDDs may enable them to represent Boolean functions in more compact forms.
Finally, the desire to verify systems having state variables that range over larger dis-
crete domains, as well as inÞnite domains, provides a motivation to create types of
decision diagrams that can represent other classes of functions.

The resulting research efforts continue to yield novel ideas and approaches, while
taking advantage of the key property of OBDDs: that they can represent a variety of
functions in a compact form, and that they can be constructed and analyzed using
efÞcient graph algorithms. Future developments will certainly enhance the ability of
OBDD-based methods to support model checking.
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Chapter 8
BDD-Based Symbolic Model Checking

Sagar Chaki and Arie Gurfinkel

Abstract Symbolic model checking based on Binary Decision Diagrams (BDDs)
is one of the most celebrated breakthroughs in the area of formal veriÞcation. It was
originally proposed in the context of hardware model checking, and advanced the
state of the art in model-checking capability by several orders of magnitude in terms
of the sizes of state spaces that could be explored successfully. More recently, it has
been extended to the domain of software veriÞcation as well, and several BDD-
based model checkers for Boolean programs and push-down systems have been
developed. In this chapter, we summarize some of the key concepts and techniques
that have emerged in this story of successful practical veriÞcation.

8.1 Introduction

Algorithms for temporal logic model checking [14] were initially implemented in
an explicit-state manner. This means that all automata involved in veriÞcation were
represented using explicit graph-based data structures. Such automata include the
Kripke structures as well as B�chi automata and tableaux obtained from the tempo-
ral logic speciÞcations. In particular, the edges of the graph (which are in the worst
case quadratic in the number of nodes) were represented using adjacency lists, ma-
trices, etc.

From a theoretical perspective, the data structure used to represent the automata
makes no difference whatsoever. From a practical perspective, however, this meant
that model checkers could only handle automata with at most 103 to 106 reachable
states [8]. VeriÞcation of most realistic systems was beyond the capability of such
explicit-state engines. For example, a CPU with a single 32-bit register has more
than 232 * 4× 109 possible states. Practical hardware veriÞcation via model check-
ing had to wait for another breakthrough.
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The breakthrough appeared in the form of BDD-based symbolic model check-
ing [8]. This paradigm uses a data structure called binary decision diagrams, BDDs,
(see Chap. 7 and [1, 6]). BDDs are used to symbolically represent the transition re-
lation of the automata or Kripke structures under analysis, and sets of states manip-
ulated by the model-checking algorithm. Representing and manipulating transition
relations and sets of states is sufÞcient for implementing model-checking algorithms
for a wide range of temporal logics, for example, using the Þxed-point construction
described in Chap. 2.

Since its inception, BDD-based symbolic model checking has revolutionized for-
mal veriÞcation and formal methods in profound ways. First, it has enabled practical
veriÞcation of industrial systemsÑbeginning with hardware [7] and extending to
software [3]. Second, it has led to important developments for BDDs, such as new
types of BDDs [22], variable-ordering heuristics [2, 24] and efÞcient implementa-
tions [31]. Finally, it has paved the way to other forms of symbolic model checking,
especially those using efÞcient SAT solvers [4] and interpolants [21].

In this chapter, we present some of the key concepts and techniques in the area of
BDD-based symbolic model checking. More speciÞcally, we use reduced ordered
BDDs (or ROBDDs). Unless otherwise mentioned, we use BDD to mean ROBDD.
The goal of this chapter is not to be a comprehensive exposition of this rich and well-
studied research area. Instead, we wish to present the basic ideas and algorithms to
help someone unfamiliar with this topic get started, and to cite resources for the
interested reader to Þnd out more.

The rest of this chapter is organized as follows. Section 8.2 presents preliminary
deÞnitions borrowed from other chapters in the book. Section 8.3 presents basic
concepts used in the rest of the chapter. Section 8.4 represents symbolic model
checking of Kripke structures for CTL, fair CTL, and LTL. Section 8.5 presents
symbolic model checking of reachability properties of push-down systems repre-
sented as Boolean programs. Section 8.6 concludes the chapter.

8.2 Preliminaries

Binary decision diagrams (BDDs) and their related concepts such as variable order-
ing and operations are presented in detail in Chap. 7. Therefore, we only give a brief
overview of the BDD concepts and notation that are used in the rest of this chap-
ter. Throughout, we assume that BDDs are ordered with respect to a Þxed variable
ordering and are reduced.

For set X, we write P(X) to mean the powerset of X. For a propositional for-
mula f , let Var(f ) be the set of variables (a.k.a. atomic propositions) appearing
in f . We assume that the reader is familiar with the basic concepts of temporal logic
and its model-checking algorithms (see Chap. 2) and basic BDD operations (see
Chap. 7). However, we use different notation and, for that reason, repeat some of
the key deÞnitions here. We refer the reader to earlier chapters for a more in-depth
presentation of these topics.



8 BDD-Based Symbolic Model Checking 221

Table 1 Correspondence between notations used in this chapter and Chap. 7

Name Notation in this chapter Notation in Chap. 7

Negation ‹f NOT(f)
Conjunction f� g AND(f,g)
Disjunction f� g OR(f,g)
Existential
QuantiÞcation

�xi � f EXISTS(f, i)

Variable
Substitution

COMPOSE(g2,1, v�1), where

gn = COMPOSE(f, n, v�n)
Bdd(f [v1, . . . , vn/v�1, . . . , v

�
n]) gn�1 = COMPOSE(gn, n� 1, v�n�1)

• • •
g2 = COMPOSE(g3,2, v�2)

Definition 1 (BDD) Reduced ordered BDDs are canonical representations of
Boolean propositional formulas. The BDD for a formula f , denoted by Bdd(f ),
is a directed acyclic graph (DAG). Given two BDDs Bdd(f ) and Bdd(g), there are
efÞcient algorithms to compute BDDs for the following operations:

� negation, ‹Bdd(f ), computes Bdd(‹f )
� conjunction, Bdd(f )� Bdd(g), computes Bdd(f � g)
� disjunction, Bdd(f )� Bdd(g), computes Bdd(f � g)
� projection, �v � Bdd(f ), computes Bdd(�v � f ) where v 	 Var(f ).
� renaming, computes Bdd(f [v1, . . . , vn/v�1, . . . , v

�
n]), where f [v1, . . . , vn/

v�1, . . . , v
�
n] is the formula obtained by simultaneously replacing each occurrence

of vi in f with v�i for 1
 i 
 n.

These operations are explained in detail in Chap. 7. Table 1 summarizes the corre-
spondence between the notation used in this chapter and that of Chap. 7. For sim-
plicity of presentation, we abuse notation by using propositional connectives, such
as � and �, both as logical connectives and as the corresponding BDD operations.
For example, f � g stands for a conjunction of propositional formulas f and g,
while Bdd(f ) � Bdd(g) stands for the BDD operation AND( ), which constructs
the canonical BDD for f � g directly from BDDs for f and g. Furthermore, we
sometimes write f for Bdd(f ), 0 for Bdd(FALSE), and 1 for Bdd(TRUE).

Definition 2 (Kripke structure) Let AP be a Þnite set of atomic propositions.
A Kripke structure is a triple (S,R,L) where S is a Þnite set of states, R � S × S
is a transition relation, and L : S ��P(AP) labels each state with a set of atomic
propositions.

Definition 3 (Model checking) Given a Kripke structure M = (S,R,L), a desig-
nated initial state s0 	 S, and a temporal logic formula �, the model-checking prob-
lem is to decide whether M is a model of �, i.e., whether M,s0 |= �.
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8.3 Binary Decision Diagrams: The Basics

Any model-checking algorithm for deciding M |= � must somehow represent the
Kripke structure M and manipulate sets of its states. In explicit-state model check-
ing,M is represented explicitly as a graph (with the edges represented via matrices,
adjacency lists, etc.) and sets of states are represented using standard data struc-
tures for sets of vertices (e.g., lists, balanced trees, hash tables, etc.). In contrast, in
symbolic model checking, both the transition relation of M and its sets of states are
modeled by Boolean functions and are represented symbolically by propositional
formulas. Operations over sets of states are performed as symbolic manipulation
of the corresponding formulas. While it is possible to manipulate the formulas di-
rectly, for example, using their abstract syntax trees (ASTs), efÞcient algorithms
require efÞcient data structures to represent the formulas compactly and manipulate
them efÞciently. In this section, we show how BDDs are used for this purpose in
symbolic Þnite-state model checking.

In the rest of this section, we Þx M to be a Kripke structure M = (S,R,L) over
k atomic propositions AP= {p1, . . . , pk}.

8.3.1 Representing Sets and Relations

In this section, we present key concepts needed to represent sets of states and transi-
tion relations symbolically. We begin with the notion of the characteristic function
of a set, which connects sets with logical formulas. Next, we show how characteris-
tic functions are used to represent sets of states and transition relations symbolically.

8.3.1.1 Characteristic Function

LetQ� S be a set of states. The characteristic function ofQ, denoted by [[Q]], is a
mapping from S to {TRUE, FALSE} deÞned as follows:

[[Q]](s)= TRUE ,� s 	Q (1)

That is, [[Q]](s) is true if and only if s is an element of Q. A set of states Q is
represented by a BDD corresponding to the characteristic function [[Q]].

A literal of an atomic proposition p is either p itself or its negation ‹p.
A minterm over AP is a conjunction in which every atomic proposition in AP ap-
pears either positively or negatively. Formally, a minterm is a formula l1 � • • • � lk ,
where li is a literal of pi for 1 
 i 
 k. Since AP has k elements, there are 2k

minterms, each corresponding to a distinct subset of AP. Minterms form a ba-
sis of propositional formulas over AP. Every propositional formula can be written
uniquely as a disjunction of all minterms that imply it.
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Fig. 1 A Kripke structure
and a BDD for its transition
relation (dashed and solid
lines represent zero- and
one-edges in the BDD,
respectively)

8.3.1.2 Representing Sets

Without loss of generality, we assume that every state s 	 S is uniquely determined
by the valuation of the atomic propositions in it. This implies that |S| = 2|AP|. If
this is not the case, then there are two possibilities. First, assume |S| < 2|AP|; then
we add additional states to S, but make sure they do not have any incoming or
outgoing transitions. Second, assume |S|> 2|AP|. Then, there are two distinct states,
say s, t 	 S, that agree on values of all atomic propositions. In this case, we add a
new atomic proposition p to AP , and set p to true in s and to false in t .

Under the assumption above, a state s 	 S is uniquely determined by the set of
literals true in s, where p is true in s if and only if p 	 L(s) and ‹p is true in s if
and only if p /	 L(s). Formally, let � be a mapping from S to minterms deÞned as
follows:

�(s)= l1 � • • • � lk where li =

�
pi if pi 	 L(s)
‹pi otherwise

(2)

Then, � is a bijection.
For any X � S, the characteristic function [[X]] is represented by the proposi-

tional formula f (X) deÞned as follows:

f (X)=
�

s	X

�(s) (3)

That is, s 	 X if and only if �(s) =� f (X). X is represented symbolically by
a BDD for f (X). We use Bdd(X) (and X) to refer to Bdd(f (X)) as long as the
meaning is clear from the context.

Example 1 Consider the Kripke structure shown in Fig. 1. The corresponding func-
tion � from states to minterms is

�(s0)= p �‹q, �(s1)= p � q, �(s2)=‹p � q, �(s3)=‹p �‹q
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Let X = �, Y = {s0, s1}, and Z = {s1, s3}. Then, the symbolic representation of the
corresponding characteristic functions are:

f (X)= FALSE, f (Y )= (p �‹q)� (p � q)= p,

f (Z)= (p � q)� (‹p �‹q) �

8.3.1.3 Representing Relations

To represent the transition relation R � S × S, we introduce a fresh set of
atomic propositions AP� = {p�1, . . . , p

�
k}. For a formula f over AP, we write

Prime(f ) for the formula f [p1, . . . , pk/p�1, . . . , p
�
k], and UnPrime(f ) for the for-

mula f [p�1, . . . , p
�
k/p1, . . . , pk]. These operations are lifted to BDDs using a BDD

renaming operation. We now extend � to a bijection between S × S and the set of
minterms over AP� AP� as follows:

�(s, t)= �(s)� Prime
�
�(t)

�
(4)

For any R � S × S, the characteristic function [[R]] is represented by a proposi-
tional formula f (R) as follows:

f (R)=
�

(s,t)	R

�(s, t) (5)

That is, (s, t) 	 R if and only if �(s, t) =� f (R). R is represented symbolically
using the BDD for f (R). We use Bdd(R) (and R) to refer to Bdd(f (R)) as long as
the meaning is clear from the context.

Example 2 Consider again the Kripke structure shown in Fig. 1. The symbolic rep-
resentation of its transition relation is shown below:

f (R)=
�
p �‹q � p� � q �

�
�
�
p �‹q �‹p� � q �

�
�
�
p � q � p� � q �

�

�
�
p � q �‹p� � q �

�
�
�
‹p � q �‹p� � ‹q �

�
�
�
‹p �‹q �‹p� � ‹q �

�

=
�
p � q �

�
�
�
‹p �‹p� � ‹q �

�

The BDD R for the transition relation is shown in Fig. 1. �

8.3.2 Image Computation

Image and pre-image computationsÑthat is, computing the set of successors or
predecessors of a set of states, respectivelyÑare the basic operations in any model-
checking algorithm (see Chap. 2 for more details). In this section, we show how
to implement this operation symbolically using the set and relation representations
described above.
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Given a set of states S, the image of S under the transition relation R is denoted
by Image(S,R) and is deÞned as follows:

Image(S,R)=


t
�� �s 	 S � (s, t) 	R

�
(6)

Intuitively, Image(S,R) is the set of states reachable from S by one step of the
transition relation R. Let S and R be the symbolic representations of S and R by
BDDs over AP and AP �AP �, respectively. Then, the symbolic representation of
Image(S,R), denoted BDDIMAGE(S,R), is computed as follows:

BDDIMAGE(S,R)=UnPrime(�AP � S�R) (7)

The computation Þrst constructs the BDD for the conjunction of S and R, then
projects away using existential quantiÞcation all of the pre-state variables AP , and
Þnally renames the result from AP � to AP variables.

Example 3 As an example, consider the computation of BDDIMAGE(S,R), where
R is the transition relation of the Kripke structure in Fig. 1, and S = {s0}:

BDDIMAGE(S,R)

=UnPrime
�
�p,q � (p �‹q)�

��
p � q �

�
�
�
‹p �‹p� � ‹q �

���

=UnPrime
�
�p,q � (p �‹q)�

�
p � q �

��

=UnPrime
�
q �
�
= q = Bdd

�
f
�
{s1, s2}

��

Similarly, the pre-image of S under R is denoted by PreImage(S,R) and deÞned
as follows:

PreImage(T ,R)=


s
�� �t 	 T � (s, t) 	R

�
(8)

Intuitively, PreImage(S,R) is the set of all states that can reach a state in S by
one step of the transition relation R. Given symbolic representations T and R,
of T and R respectively, the symbolic representation of PreImage(T ,R), denoted
BDDPREIMAGE(T,R), is computed as follows:

BDDPREIMAGE(T,R)= �AP � � R� Prime(T) (9)

That is, the BDD for T is Þrst renamed to be over post-state variables AP �, then
it is conjoined with the BDD R for the transition relation, and Þnally all post-state
variables are quantiÞed out existentially.
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Example 4 As an example, consider the computation of PreImage(T ,R), where R
is the transition relation of the Kripke structure in Fig. 1, and T = {s1, s2}:

BDDPREIMAGE(T,R)

= �p�, q � �
��
p � q �

�
�
�
‹p �‹p� � ‹q �

��
� Prime(q)

= �p�, q � �
�
p � q �

�
� q �

= p = Bdd
�
f
�
{s0, s1}

��

EfÞcient implementations of BDDIMAGE and BDDPREIMAGE combine the con-
junction and existential quantiÞcation operations together in a single operation
called a relational product. In practice, the relational product is the bottleneck for
BDD-based model-checking algorithms. Even when the input and output of the
image computation are manageable, the intermediate results computed during the
relational product often explode. Further details on relational product and its imple-
mentation are presented in Chap. 7.

8.3.3 Partitioned Transition Relation

In the previous section, we have shown how to compute the image and pre-image of
a transition relation represented by a single BDD. This is called monolithic image
computation. In practice, often even when R, S, and Image(S,R) have efÞcient
BDD representations, the intermediate result is very large. This is often referred to
as the ÒhumpÓ of the image computation.

In this case, it is desirable to partition the transition relation R into a set of BDDs
and operate directly on such a partitioned relation. In this section, we show two main
techniques called disjunctive and conjunctive decomposition, respectively.

8.3.3.1 Disjunctive Decomposition

Disjunctive decomposition is the simpler of the two. It is based on the fact that
existential quantiÞcation distributes over disjunction, i.e.,

�X �A�B ,� (�X �A)� (�X �B) (10)

SpeciÞcally, assume that R is represented by a set of BDDs R1, . . . ,Rn such that

R=
�

1
i
n

Ri (11)
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This is often the case when R is the result of asynchronous composition of several
transition relations. Then, since both existential quantiÞcation and variable renam-
ing distribute over disjunction, we have

BDDIMAGE(S,R)=UnPrime(�AP � S�R)

=UnPrime

�
�AP � S�

� �

1
i
n

Ri

��

=
�

1
i
n

UnPrime(�AP � S�Ri )� � !
done one Ri at a time

The computation is done similarly for the BDDPREIMAGE:

BDDPREIMAGE(S,R)= �AP � � Prime(S)�R

= �AP � � Prime(S)�
� �

1
i
n

Ri

�

=
�

1
i
n

�AP � � Prime(S)�Ri� � !
done one Ri at a time

The advantage of such modular image and pre-image computation is that, in
practice, it often leads to intermediate BDDs of smaller size.

8.3.3.2 Conjunctive Decomposition

Conjunctive decomposition is based on the principle of early quantification [18].
Let X be a set of variables, and A and B be two propositional formulas such that
X � var(A)= �. Then,

�X �A�B ,� A� �X �B (12)

That is, since A has no variables in X, the existential quantiÞcation can be Òpushed
inÓ.

SpeciÞcally, assume that R is represented by a set of BDDs R1, . . . ,Rn such that

R=
�

1
i
n

Ri (13)
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This is often the case when R is the result of synchronous composition of several
transition relations. Then,

BDDIMAGE(S,R)=UnPrime(�AP � S�R)

=UnPrime

�
�AP � S�

� �

1
i
n

Ri

��

=UnPrime
�
�V1 �

�
�V2 � . . .�Vn � (S�Rn) • • • �R2

�
�R1

�

where, for 1
 i 
 n,

Vi =AP �
�

Var(Ri )
" #

1
j<i

Var(Rj )
�

That is, Vi is the set of atomic propositions p such that i is the smallest value for
which p appears in Ri .

Similarly, for the BDDPREIMAGE

BDDPREIMAGE(S,R)= �AP � � Prime(S)�R

= �AP � � Prime(S)�
� �

1
i
n

Ri

�

= �V �1 �
�
�V �2 � • • • �V

�
n �

�
Prime(S)�Rn

�
• • • �R2

�
�R1

where, for 1
 i 
 n,

V �i = AP� �
�

Var(Ri )
" #

1
j<i

Var(Rj )
�

That is, Vi is the set of primed atomic propositions p such that i is the smallest value
for which p appears in Ri . Once again, the advantage of early quantiÞcation is that,
in practice, it often leads to intermediate BDDs of smaller size.

8.3.4 Historical Perspective

Binary decision diagrams (more speciÞcally, binary decision programs) were intro-
duced by Lee [19]. The key idea here was to build on the encoding proposed by
Shannon [30] to give an alternative (and superior) representation of switching cir-
cuits. The representation was a program consisting of a sequence of Òtwo-address
conditional transfer instructionsÓ. Such a program is equivalent to a BDD, where
each instruction corresponds to a node. BDDs were subsequently popularized by
Akers [1] and Boute [5]. Bryant [6] facilitated the use of BDDs in efÞcient auto-
mated veriÞcation by proposing and developing two ideasÑÞxed variable ordering
and shared sub-graphsÑthat lead to a compressed canonical form.
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The use of symbolic representations for veriÞcation has a long history. For ex-
ample, Coudert, Berthet, and Madre [17] present a symbolic algorithm to check
equivalence between two deterministic Moore machines. They perform a breadth-
Þrst traversal of the product state machine. States and transitions are represented
symbolically using BDDs, which the authors refer to as Òtyped decision graphsÓ.

Touati, Savoj, Lin, Brayton, and Sangiovanni-Vincentelli [32] build on the work
by Coudert et al. [17] to develop more efÞcient algorithms for image computation
using BDDs. In particular, they propose a new variable-ordering heuristic to control
BDD sizes, and a new image computation algorithm that leverages the conjunctive
structure of the transition relation.

Burch, Clarke, McMillan, Dill, and Hwang [8] present symbolic model-checking
algorithms for the µ-calculus [25] using BDDs, their implementation, and experi-
mental results demonstrating successful veriÞcation of systems with 1020 states.
This contrasts with model checkers that use explicit-state enumeration techniques,
and are reported to scale to systems with 106 reachable states only.

The problem of computing a good BDD variable ordering has received wide
attention since it is crucial to keeping the BDD sizes manageable, and therefore
to the success of BDD-based model checking. State-of-the-art BDD packages [31]
use dynamic variable ordering, where the variables are reordered on the ßy using
heuristics designed to minimize BDD sizes. A popular minimization heuristic is
ÒsiftingÓ, which was introduced by Rudell [29].

A related, and also widely studied, problem is Òconjunction schedulingÓ or Òclus-
teringÓ, i.e., Þnding a good conjunctive partitioning of the transition relation and
then ordering the partitions during image computation so that BDD sizes remain
small. Moon, Hachtel, and Somenzi [23] present an algorithm to solve this problem
that uses information about the dependence matrix of the transition relation and its
permutation.

Ranjan, Aziz, Brayton, Plessier, and Pixley [26] address both the variable-
ordering and clustering problems. First, they present a dynamic variable-ordering
technique that is parameterized by the total number of BDD nodes at which re-
ordering starts, and the minimum increase in BDD size between two successive re-
ordering invocations by the BDD manager. These parameters are tuned at runtime,
leading to a highly adaptive reordering scheme. For clustering, the latch transition
relations are Þrst ordered heuristically. Second, they are ordered such that the prod-
uct of the transition relation BDD sizes in each cluster is below a user-speciÞed
threshold.

Another problem studied in BDD-based veriÞcation is approximate Þnite state
machine (FSM) traversal, whereby the transition relation of the FSM is Þrst decom-
posed into several sub-relations, then each sub-relation is traversed independently,
and Þnally the results are combined together. In general, this results in an over-
approximation of the actual result, since the overall process can be viewed as a type
of Cartesian abstraction. Cho, Hachtel, Macii, Plessier, and Somenzi [12] present
and evaluate several heuristics for Þnding good decompositions and effective traver-
sal strategies.

Ravi and Somenzi [27] have explored BDD-based symbolic state space explo-
ration algorithms that aim to compute a subset of the actual set of reachable states.
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Combined with the approximate FSM traversal algorithms described above, this en-
ables both an upper and a lower bound on the reachable states to be obtained. The
key idea used in this paper is that of ÒBDD densityÓ which is deÞned to be the ratio
of the number of minterms of the BDD and the number of its nodes. The algorithm
attempts to always maintain a BDD with high density. If the BDD size becomes
too large during state space exploration, it is under-approximated to obtain a high-
density BDD, and the exploration continues with the resulting BDD. The authors
also present a state space traversal strategy that combines breadth-Þrst and depth-
Þrst strategies in order to maximize BDD density.

Cabodi, Camurati, and Quer [9] explore the computation and use of Òactivity pro-
ÞlesÓ of BDDs. Informally, this measures, for each BDD node, its level of activity in
terms of time and memory usage. The proÞle is computed by using an inexpensive
reachability analysis as a learning phase. It is subsequently used to improve partial
state space traversals that use transition relation subsetting and a combination of
breadth-Þrst and depth-Þrst exploration [27].

Cabodi, Camurati and Quer [10] also explore dynamic BDD-partitioning strate-
gies to optimize complex operations used in state space exploration. The key idea
behind this partitioning is to recursively Þnd splitting variables that lead to disjoint
subsets, well-balanced partitions, and overall minimized BDD size. In addition, the
authors also experimentally characterize the cost of complex BDD operations.

More recently, Xu, Williams, Mony, and Baumgartner [33] explore the use of
automated netlist-based hint generation to improve scalability of BDD-based reach-
ability analysis. Hints are used during reachability analysis to constrain the BDDs
and guide the state space exploration. They often lead to smaller peak BDD sizes.
Completeness is ensured by restoring the original transition relation once all hints
have been used.

Despite their long history, BDD-based symbolic veriÞcation techniques continue
to be an active area of applied research. A recent report on the Hardware Model
Checking Competition (HWMCCÕ14), in which model-checking tools compete on
veriÞcation problems from the hardware domain, shows that all of the top portfolio-
based tools employ at least one BDD-based model-checking algorithm [11].

8.4 Model Checking Kripke Structures

In this section, we present BDD-based symbolic model-checking algorithms for
CTL and LTL temporal logics. Throughout the section, we assume that M is a
Kripke structure (S,R,L) over a set of atomic propositions AP; R is represented
symbolically using a BDD, and there is a designated initial state s0 	 S of M repre-
sented by the BDD s0.
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1: function CHECKSAFETY(M , s0, AGp) - M = (S,R,L), s0 	 S
2: S := 0 - set of reachable states is initially empty
3: F := s0 - frontier set of states to be explored next
4: do
5: S := S� F - update reachable states
6: F := BDDIMAGE(F,R)�‹S - update frontier
7: while F �= 0
8: return (S�‹p)= 0 - check that all reachable states are labeled with p

Fig. 2 An algorithm to decide whether M |=AGp

8.4.1 Reachability/Invariant/AG

We begin with the simple case of model checking a safety property �. Model check-
ing of any safety property can be reduced to model checking a CTL formula of the
form AGp, where p is a single atomic proposition. This follows from the fact that
violation of any safety property can be reduced to reachability of some well-deÞned
bad state (see Chap. 2). If M |= �, then � is called an invariant of M .

The algorithm for deciding whether M |= � is shown in Fig. 2. It works by it-
eratively computing the set of states reachable from the initial state s0 (lines 2—7),
and then checking whether there exists a reachable state that does not satisfy p
(line 8). Throughout the i-th iteration of the main loop, it maintains two variables,
SÑa BDD representing the set of states reached in fewer than i steps, and FÑthe
frontierÑa BDD representing states reachable in exactly i steps. Note that the for-
ward image is only applied to the frontier F, and not to all the states discovered so
far. This helps to alleviate the bottleneck of the relational product computation.

The termination of the algorithm follows from the fact that the state space of
M is Þnite, and the set S is increased in each iteration of the loop. The number of
iterations is bounded by the number of (reachable) states in M .

8.4.2 CTL Model Checking

We now present the algorithm for model checking arbitrary Computation Tree Logic
(CTL) formulas. We refer the reader to Chap. 2 for a thorough presentation of CTL
and other temporal logics. In this chapter we use only the minimal amount of ma-
terial about temporal logics necessary for completeness. Without loss of generality,
we restrict the syntax of CTL as follows, where �, �1, and �2 are CTL formulas and
p 	 AP:

� = p | ‹�1 | �1 � �2 | EX�1 | EG�1 | E(�1 U �2) (14)

We use� and� as shorthands for (p0�‹p0) and ‹�, respectively, where p0 	 AP
is a distinguished atomic proposition. Other operators are replaced using standard
equivalences (see [16] and Chap. 2). For example,

EF� = E(�U �), AG� =‹EF‹�
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1: function CHECKCTL(M , s0, �) - M = (S,R,L), s0 	 krst
2: S= CTLSTATES(M,�) - compute set of states satisfying �
3: return (s0 �‹S)= 0 - check that the initial state satisÞes �

4: function CTLSTATES(M , �)
5: if � = p then return p
6: else if � =‹�1 then return ‹CTLSTATES(M,�1)
7: else if � = �1 � �2 then return CTLSTATES(M,�1)� CTLSTATES(M,�2)
8: else if � = EX�1 then
9: return EXSTATES(M, CTLSTATES(M,�1))

10: else if � = EG�1 then
11: return EGSTATES(M, CTLSTATES(M,�1))
12: else if � = E(�1 U �2) then
13: return EUSTATES(M, CTLSTATES(M,�1), CTLSTATES(M,�2))

14: function EXSTATES(M , S� ) - M = (S,R,L)
15: return BDDPREIMAGE(S�,R)

16: function EGSTATES(M , S� ) - M = (S,R,L)
17: S� := S� - initialize
18: do
19: S := S� - store previous result
20: S� := S� � BDDPREIMAGE(S,R) - compute new result
21: while S� �= S - stop when Þxed point is reached
22: return S

23: function EUSTATES(M , S1, S2) - M = (S,R,L)
24: S� := 0
25: do
26: S := S� - store previous result
27: S� := S2 � (S1 � BDDPREIMAGE(S,R)) - update new result
28: while S� �= S - stop when Þxed point is reached
29: return S

Fig. 3 CTL model-checking algorithm

Recall from Chap. 2 that every CTL formula � is a state formula, and thatM |= �
if and only if the initial state s0 ofM satisÞes �. An algorithm CHECKCTL to decide
whether M |= � is given in Fig. 3. It works in two steps:

� use an auxiliary function CTLSTATES to compute the set of states S of M that
satisfy �;

� return true if and only if s0 	 S.

Note that throughout the algorithm sets of states and the transition relation are
represented by BDDs and are manipulated by BDD operations. Recall that we write
S for a BDD representing propositional formula S and that we do not distinguish
between sets of states of a Kripke structure and their characteristic propositional for-
mulas. Function CTLSTATES works differently based on the syntax of its argument
CTL formula �. In particular, it uses functions EXSTATES, EGSTATES, and EU-
STATES to handle the cases where � is of the form EX�1, EG�1 and E(�1 U �2),
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respectively. Function EXSTATES(M,S) computes the set of predecessors of S us-
ing PreImage computation described in Sect. 8.3.2. Function EGSTATES(M,S) it-
eratively computes the set of states from which there exists a path consisting only
of states from S. This is a greatest Þxed point (cf. Chap. 2) computation. Let Si be
the value of S in the i-th iteration of the algorithm. Initially, S0 contains all states.
Intuitively, the algorithm assumes that all states in S have a successor in S. In the
Þrst iteration, S1 is set to the set of all states in S0 that have at least one immediate
successor in S0 (and states that have no successors in S0 are removed). Following
this reasoning, in iteration i, Si contains all states that have a path of length i � 1
in Si�1. When the algorithm terminates, S contains only states that have an inÞnite
path contained in S. The set S is reduced in each iteration, and since it is Þnite
initially, the algorithm eventually terminates. Function EUSTATES(M,S1, S2) com-
putes the set of states from which there exists a path on which states from S1 appear
initially until a state from S2 appears. This is a least Þxed point (cf. Chap. 2) compu-
tation similar to the reachability computation described in Sect. 8.4.1. Note that we
use a strong version (cf. Chap. 2) of the until-operator E(�1 U �2) that requires �2

to hold in the last state of satisÞable computation. An alternative deÞnition of weak
until (cf. Chap. 2), also allows for computations on which �1 holds forever without
ever reaching a state satisfying �2. Note that the efÞciency of the termination checks
(line 21 of EGSTATES and line 28 of EUSTATES) is due to the canonicity property
of BDDs.

The function CTLSTATES is recursive. Termination is guaranteed by the fact that
recursive calls always work on syntactically smaller formulas. Furthermore, since a
formula may contain the same sub-formula multiple times, results can be cached to
improve efÞciency.

8.4.3 Fair CTL Model Checking

In this section, we extend the symbolic CTL model-checking algorithm to handle
CTL with additional fairness constraints. A more detailed presentation of fairness
is available in Chap. 2. We assume that the fairness constraints are given by a set
of CTL formulas F = {
1, . . . , 
n}. The pseudo-code for the model-checking algo-
rithm CHECKFAIRCTL for M |= � under F is given in Fig. 4. It works in several
steps:

1. function FAIRSTATES computes the set SF of all fair statesÑstates from which
there is at least one path that satisÞes all the fairness conditions inÞnitely often;

2. function CTLFAIRSTATES computes the set of states S� of M that satisfy � un-
der F ;

3. Þnally, the algorithm returns true if and only if the initial state s0 is in SF � S� .
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1: var SF - a BDD representing the set of all fair states
2: function CHECKFAIRCTL(M , s0, �, F ) - M = (S,R,L), s0 	 S, F = {
1, . . . , 
n}
3: SF := FAIRSTATES(M,F ) - the set of all fair states
4: S� := CTLFAIRSTATES(M,�,F ) - compute set of states satisfying � under F
5: S� := S� � SF - restrict to fair states
6: return (s0 �‹S�)= 0 - check that all initial states satisfy � under F

7: function FAIRSTATES(M , F )
8: return EGFAIRSTATES(M , TRUE, F )

9: function CTLFAIRSTATES(M , �, F ) - M = (S,R,L), F = {
1, . . . , 
n}
10: if � = p then
11: return p
12: else if � =‹�1 then
13: return ‹CTLFAIRSTATES(M,�1,F )
14: else if � = �1 � �2 then
15: return CTLFAIRSTATES(M,�1,F )� CTLFAIRSTATES(M,�2,F )
16: else if � = EX�1 then
17: S1 := CTLFAIRSTATES(M,�1)
18: return EXSTATES(M,S1 � SF )
19: else if � = EG�1 then
20: return EGFAIRSTATES(M,�1,F )
21: else if � = E(�1 U �2) then
22: S1 := CTLFAIRSTATES(M,�1)
23: S2 := CTLFAIRSTATES(M,�2)
24: return EUSTATES(M,S1,S2 � SF )

25: function EGFAIRSTATES(M , �, F ) - M = (S,R,L)
26: S1 := CTLSTATES(M,�) - states satisfying �
27: Q� := S1 - initially, assume all states satisfy EG�
28: do - repeat until Þxed point
29: Q :=Q� - store previous result
30: Q� := 1
31: for i = 1� n do
32: Fi := CTLSTATES(M,
i)
33: EUi := EUSTATES(M,S1,Q� Fi )
34: Q� :=Q� � EXSTATES(M,EUi )
35: while Q �=Q�

36: return Q

Fig. 4 An algorithm for CTL model checking under fairness constraints. Functions CTLSTATES,
EXSTATES, and EUSTATES are from Fig. 3

8.4.3.1 Function EGFAIRSTATES

This function is the key part of the algorithm. Recall that F = {
1, . . . , 
n}.
CHECKFAIREG(M,�,F ) computes the set of all states that satisfy EG� under
the fairness condition F . That is, it returns the set of all states that start an inÞnite
path � such that on � every fairness condition in F is satisÞed inÞnitely often, and
every state on � satisÞes �. Note that in the case � = TRUE, the function returns the
set of all fair states. This observation is used to implement FAIRSTATES.
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EGFAIRSTATES is implemented as an iterative computation of the greatest Þxed
point of the function � :P(S) ��P(S) deÞned as follows:

�(Z)= � �
n�

i=1

EXE
�
� U (Z � 
i)

�
(15)

In the above, we use CTL formulas and sets of states that satisfy them (without
fairness) interchangeably. Intuitively, a state s is in the greatest Þxed point of �(Z)
if and only if for each fairness condition 
i it can reach a state si satisfying 
i , and
each si , in turn, can do the same. We refer the reader to Chap. 26 for further details
about the µ-calculus, which is necessary to understand the correctness of (15) and
CHECKFAIREG, but is beyond the scope of this chapter. The formal correctness of
CHECKFAIREG is also presented in [16].

8.4.3.2 Function CTLFAIRSTATES

CTLFAIRSTATES works based on the structure of the input CTL formula �. For
atomic formulas and propositional connectives, it works exactly as CTLSTATES.
For � of the form EX�1 it computes the set of predecessors of the fair subset of the
states that satisfy �1. This follows from the fact [16] that the set of states satisfying
EX�1 under F is equivalent to the set of states that have a successor s which (i)
satisÞes EX�1 without fairness, and (ii) belong to SF .

The case where � is of the form E(�1 U �2) follows from the fact that the set
of states satisfying � is also the set of states from which there is a path on which
states satisfying �1 (without fairness) appear initially until a state appears that both
(i) satisÞes �2 (without fairness), and (ii) belongs to SF .

8.4.4 LTL Model Checking

In this section, we present a BDD-based symbolic model-checking algorithm for
LTL formulas. The explicit-state LTL model-checking algorithm [20] for deciding
M,s0 |= � works by (i) constructing a B�chi automaton B� that represents ‹�, and
(ii) checking for an accepting run in the B�chi automatonBM,� obtained by compos-
ing M and B� . All of the automataÑM , B� , and BM,�Ñare represented explicitly
as graphs. Further details about this algorithm, and about automata-theoretic model
checking in general, are presented in Chap. 4.

The symbolic version of the LTL model-checking algorithm [15] is similar, but
with the following important exceptions. First, instead of an explicit B�chi automa-
ton for ‹�, it constructs a symbolic tableau, i.e., a Kripke structureM� with a set of
fairness conditions F� such that the set of all fair executions of M� is exactly the
set of all computations that satisfy ‹�. Second, it composes the tableau M� with
the input Kripke structure M symbolically by conjoining their transition relations.
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1: function CHECKLTL(M , s0, �) - M = (S,R,L), s0 	 S, � is an LTL formula
2: M�,F� := LTLTABLEAU(‹�)
3: M � :=M �M�
4: S := FAIRSTATES(M �,F�)
5: return (s0 �‹S)= 0

Fig. 5 Symbolic algorithm for LTL model checking

Third, it uses the FAIRSTATES algorithm from Sect. 8.4.3.1 (shown in Fig. 4) as a
sub-routine to check whether the initial state of M is a fair state of the composed
structure M �. If so (i.e., if the initial state of M is a fair state of M �) then the overall
algorithm terminates by declaring M,s0 �|= �. This is correct because, in this case,
there is an execution of M starting with s0 that satisÞes ‹�. Otherwise, it termi-
nates by declaring M,s0 |= �. This is correct because, in this case, all executions
of M starting with s0 satisfy �. Note that the tableau can be viewed as a symbolic
representation of a B�chi automaton. Further details on this topic can be found in
Chap. 4 and in [28].

The algorithm for symbolic LTL model checking is shown in Fig. 5. The main
new procedure is LTLTABLEAU(M,�), which constructs the Kripke structure M�
and the fairness constraint F� symbolically using BDDs. Note that the transition
relation of the product Kripke structureM � constructed at line 3 is represented sym-
bolically by the BDD R � RT where R is the transition relation of M and RT is
the transition relation of the tableau M� . We now discuss a way of implementing
LTLTABLEAU inside a model checker.

8.4.4.1 Restricted Path Formula

We use the convention that every LTL formula � is syntactically of the form A�
where � is a restricted path formula, i.e., one in which the only state sub-formulas
are Boolean combinations of atomic propositions. Formally, the syntax of � is de-
Þned inductively as follows, where p 	 AP and �1 and �2 are also restricted path
formulas:

� = p | ‹�1 | �1 ��2 | X�1 | �1 U �2 (16)

Definition 4 (Elementary formula) Given a restricted path formula � , the set of
elementary formulas of � is denoted by el(� ) and deÞned inductively over the
structure of � as follows:

el(p) = p

el(‹�1) = el(�1)

el(�1 ��2) = el(�1)� el(�2)

el(X�1) = {X�1} � el(�1)

el(�1 U �2) =


X(�1 U �2)

�
� el(�1)� el(�2)

Note that el(� ) contains all atomic propositions appearing in � .
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8.4.4.2 Algorithm LTLTABLEAU

Let M = (S,R,L) be a Kripke structure over the set of atomic propositions AP.
We denote by p the set of atomic propositions appearing in � . Clearly, p� AP. Let
r = AP \ p be the set of atomic propositions appearing in M but not in � . Let p�

and r� be the primed versions of p and r, respectively. Thus, the transition relation
R of M is represented by a BDD over p� r� p� � r�.

Let the set of atomic propositions APT be the set of all elementary sub-formulas
el(‹�). Therefore, from DeÞnition 4, we know that APT = el(�)� p. The function
LTLTABLEAU(�) constructs a tableau T from the formula � as a Kripke structure
(ST ,RT ,LT ) over the set of atomic propositions APT . Formally, the components of
T are deÞned as follows:

� States and Labeling Function: Each state of T is a subset of APT . Thus, ST =
P(APT ). The labeling function LT is the identity mapping, i.e., each state is
labeled by the set of propositions it corresponds to.

� Transition Relation: Let sat be a function from restricted path formulas to P(ST )
such that sat(�) is the set of all states of T that satisfy �. Formally, for � 	 el(�),
sat(� ) is computed symbolically using BDDs by structural induction over � as
follows:

sat(g)= Bdd(g) if g 	 el(� )

sat(‹�1)=‹sat(�1)

sat(�1 ��2)= sat(�1)� sat(�2)

sat(�1 U �2)= sat(�2)�
�
sat(�1)� Bdd

�
X(�1 U �2)

��

Note that by DeÞnition 4, X(�1 U �2) is an elementary formula. Let q= APT \p
be the set of atomic propositions appearing in T but not in p, and let q� be the set
of primed versions of q. The transition relation RT of the tableau T is represented
by the BDD over p � q � p� � q� corresponding to the following propositional
formula:

RT =
�

X� �	el(� )

sat
�
X� �

�
,� Prime

�
sat

�
� �

��
(17)

Fairness Constraint. Finally, the fairness constraint F� is given by the following
set:

F� =


sat

�
‹(�1 U �2)��2

� �� �1 U �2 occurs in �
�

(18)

Each element of F� is represented symbolically by a BDD.
We have thus shown how the tableau M� and the fairness constraints F� are

constructed symbolically using BDDs. The correctness of the construction of M� ,
and the correctness of the overall symbolic LTL model-checking algorithm (shown
in Fig. 5) by composing M� with M and checking for fair states (in accordance
with F�) in the resulting automata are presented in [16] and we will not describe
them further here.
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Fig. 6 Tableau for LTL formula (p U q)

Example 5 We conclude this section by illustrating the tableau construction on
an LTL formula � = p U q . The set of elementary formulas of � is el(� ) =
{X�,p,q}. Thus, the tableau has three atomic propositions, one for each elementary
formula. The transition relation RT is deÞned as follows:

RT = (X� ) ,� q � �
�
p� � (X� )�

�

That is, any state in which the atomic proposition X� is true has a transition to
every state in which either q is true, or both p and X� are true. Finally, there is a
single fairness constraint F� = {(p �X� ) =� q}.

The tableau is shown in Fig. 6. Every fair computation of the tableau starts at
either s1, s2, s3, s4, or s6 and passes inÞnitely often through one of the doubly
bordered fair states. Note that state s3 is the only unfair one. Any execution of the
tableau that is trapped in state s3 corresponds to a computation � on which p is
always true and q is always false. Clearly, � violates the property (p U q), and the
fairness constraint excludes � from legal executions of the tableau. �

8.5 Push-Down Symbolic Model Checking

In this section, we present a symbolic BDD-based algorithm for model-checking
reachability (i.e., safety) properties of push-down systems (PDS). This presentation
is focused on the BDD aspect of the algorithm. More details on PDSs and various
model-checking algorithms for them are available in Chap. 17. We assume that the
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PDS is speciÞed as a Boolean program BP, and that the reachability property is spec-
iÞed by an ERROR location in BP. For simplicity, we assume that the Boolean pro-
gram is deÞned by a graph whose nodes correspond to control-ßow locations, and
whose edges correspond to statements. Let V be a set of Boolean variables, and V �
and V �� be, respectively, the sets of their primed and double-primed versions. Given
a set of variables X � V , we write id(X) to mean the formula

�
v	X v ,� v�. For

simplicity, we often write id(x1, . . . , xn) to mean id({x1, . . . , xn}).

Definition 5 (Variable substitution) Given a BDD b, we write b[V/V �] to mean the
BDD obtained from b by replacing simultaneously each v 	 V with its correspond-
ing primed version v� 	 V �. We deÞne BDDs b[V/V ��], b[V �/V ��], etc. analogously.
We write b[V/V �][V �/V ��] to mean the BDD (b[V/V �])[V �/V ��], and so on.

Definition 6 (Boolean program) A Boolean program is a Þve-tuple (Loc, Init,GV,
LV,E) where

� Loc is a set of control-ßow locations;
� Init 	 Loc is the initial control-ßow location;
� GV � V is a set of global Boolean variables;
� LV : Loc ��P(V ) maps each control-ßow location l to the set of local Boolean

variables at l; we write LV �(l) to mean the set of primed versions of the variables
in LV(l).

� E = (NE,CE,FE) is a triple denoting three types of control-ßow edges:

— NE � Loc× Bdd× Loc is the set of normal edges. If e = (l,R, l�) is a normal
edge, then R is a BDD over GV � LV(l)�GV � � LV �(l�) that relates the values
of variables before and after the execution of e.

— CE � Loc× Loc× Loc is the set of call edges: a call edge e = (lc, le, lr ) de-
notes a function call where lc is the call-site, le is the entry location of the
called function, lr is the caller location where the control returns after the call
terminates.

— FE � Loc × Loc is the set of function edges: a function edge e = (lin, lout)
denotes a function body with lin and lout as its entry and exit locations, respec-
tively.

A state of a Boolean program at location l is a valuation of all global variables and
all local variables at l.

Example 6 Consider the Boolean program deÞned by the pseudo-code in Fig. 7
and shown graphically in Fig. 8. In our formalism, the Boolean program is given by
the Þve-tuple (Loc, Init,GV,LV,E) where

� Loc= {1,2, . . . ,9}, Init= 1, GV = {p, r}
� LV maps locations 1,2, . . . ,7 to {v} and 8,9 to �.
� Each normal edge (l, r, l�) 	 NE is shown in Fig. 8 by an unbroken arrow from l

to l� labeled by r .
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bool p - global variable used to pass parameters to functions
bool r - global variable used to return values from functions
function MAIN - top-level function

bool v - local variable
1: p := v - entry location
2: NEG() - Þrst function call
3: p := r
4: NEG() - second function call
5: if r �= v then goto 7
6: return - exit location
7: goto 6 - error location

function NEG

8: r :=!p - entry locationÑset return value to negation of argument
9: return - exit location

Fig. 7 Pseudo-code of an example Boolean program

Fig. 8 Control locations and
edges of the Boolean program
in Fig. 7

� The set of call edges is

CE=


(2,8,3)� � !

Þrst call to NEG

, (4,8,5)� � !
second call to NEG

�
.

� The set of function edges is

FE=


(1,6)� � !
MAIN

, (8,9)� � !
NEG

�
.

We assume, without loss of generality, that global variables are disjoint from lo-
cal variables. We now present a symbolic BDD-based algorithm CHECKBPSAFETY

whose inputs are
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1: var 
 - map from locations to reachable relations
2: var � - map from call locations to function summaries
3: function CHECKBPSAFETY(BP, S0, Err) - BP= (Loc, Init,GV,LV,E), Err 	 Loc
4: COMPUTEREACH(BP,S0) - compute reachable states at each location
5: return 
[Err] = 0

6: function IDREL(X) - X � V
7: return Bdd(id(X)) - identity relation over variables in X

8: function UPDATESTATE(l, s)
9: s� := s�‹
(l)

10: if s� �= 0 then - if some new states have been reached
11: W [l] :=W [l] � s� ; 
[l] := 
[l] � s� - update reachable relation and worklist

12: function COMPUTEREACH(BP, S0) - BP= (Loc, Init,GV,LV, (NE,CE,FE))
13: 
[Init] := S0 � IDREL(GV � LV(Init)) - initialize reachable relation at Init
14: �l 	 Loc \ {Init} � 
[l] := 0 - initialize other reachable relations
15: �(lin, lout) 	 FE ��[lin] := 0 - initialize summaries
16: W [Init] := 
[Init] - initialize worklist
17: while �l �W [l] �= 0 do
18: s :=W [l] ; W [l] := 0
19: for all (l,R, l�) 	 NE do - process normal edges
20: X :=R[V �/V ��][V/V �]
21: s� := (�V � � s�X)[V ��/V �] - post over transition relation
22: UPDATESTATE(l�, s�) - update next location
23: for all (l, le, lr ) 	 CE do - process call edges starting at l
24: se := (�V � �LV �(l) � s)[V �/V ] � IDREL(GV � LV(le))
25: UPDATESTATE(le, se) - update initial location of called function
26: X := (�(le)� IDREL(LV(l)))[V �/V ��][V/V �]
27: sr := (�V � � s�X)[V ��/V �] - post over current summary
28: UPDATESTATE(lr , sr) - update location after call returns
29: for all (lin, l) 	 FE do - process call edges returning from l
30: X := s�‹�(lin)
31: if X �= 0 then - if summary needs to be updated
32: �(lin) :=�(lin)�X - update summary
33: for all (lc, lin, lr ) 	 CE do - process each function call
34: Xr := (X� IDREL(LV(l)))[V �/V ��][V/V �]
35: sr := (�V � � 
[lc] �Xr)[V ��/V �] - post over new summary
36: UPDATESTATE(lr , sr) - update location after call returns
37: return

Fig. 9 Pseudo-code for symbolic model checking of a Boolean program

1. a Boolean program BP= (Loc, Init,GV,LV,E);
2. an initial state S0 represented by a BDD S0 over GV � LV(Init);
3. an ERROR location Err 	 Loc.

The algorithm outputs TRUE if and only if there does not exist an execution of BP
starting from the initial state S0 that reaches Err. The pseudo-code for the algorithm
is given in Fig. 9. The algorithm iteratively computes two main data structures:
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1. A map 
 from control-ßow locations to Òreachable relationsÓ. Given a location l
we write V (l)=P(GV �LV(l)) to mean the set of all states at l. Let l be a con-
trol location in BP in a function f . Let the entry location of f be l0. Informally,

[l] consists of all pairs of states (s, s�) 	 V (l0)× V (l) such that (i) there is an
execution of BP from an initial state in S0 that calls f with state s; and (ii) there
is an execution of f that begins at l0 with state s and reaches l with state s�.

2. A map � from entry locations of functions to their Òreachable global sum-
mariesÓ. Let a global state be a valuation of GV . Let f be a function in BP
with entry location l0. Then �(l0) consists of pairs (s, s�) 	P(GV)×P(GV)
such that (i) there is an execution of BP from an initial state in S0 that calls f
with global state s; and (ii) there is an execution of f that begins at l0 with global
state s and terminates with global state s�. Note that if l1 is the exit location of f ,
then �(l0) equals the projection of 
(l1) over global variables. Indeed our al-
gorithm maintains this invariant by updating �(l0) whenever 
(l1) changes (see
Lines 29—36).

The top-level function is CHECKBPSAFETY. It invokes COMPUTEREACH to
compute 
 and � , and returns TRUE iff 
(Err) = 0. By the deÞnition of 
, we
know that 
(Err)= 0 if and only if Err is unreachable.

The main function is COMPUTEREACH. It Þrst initializes 
 (Lines 13—14) and�
(Line 15). It then uses a worklist to iteratively update 
 and � (Lines 16—37)
until a Þxed point is reached. It invokes two helper functions: (i) IDREL(X) re-
turns a relation that equates all variables in X with their primed versions; and
(ii) UPDATESTATE(l, s) adds s to the reachable relation at l and updates the worklist
if necessary.

The body of the iteration (Lines 18—36) extracts an element from the worklist
and processes it. The processing depends on the type of the control location corre-
sponding to the extracted worklist element, and falls into three categories:

� If the location is the source of a normal edge (Lines 19—22), an image is computed
and propagated to the successor of the edge.

� If the location is a call-site (Lines 23—28), then two steps are performed: (a) an
appropriate image of the current state is propagated to the entry location of the
called function (Lines 24—25); and (b) the current summary of the called function
is used to compute an image of the current state and the image is propagated to
the control-ßow location where the function call returns (Lines 26—28).

� If the location is the exit location of a function f (Lines 29—36), then the sum-
mary of f is updated (Lines 30—32) and the new summary is used to update the
reachable relations at all possible locations where a call to f might return (Lines
33—36).

Example 7 Suppose that CHECKBPSAFETY is called with the Boolean program
from Example 6 and with S0 = TRUE and Err = 7. First, CHECKBPSAFETY calls
COMPUTEREACH. During the execution of COMPUTEREACH, 
, � , and W are
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initialized as follows:


[1] �� id(p, r, v), �i 	 {2, . . . ,9} � 
[i] �� 0

�[1] =�[8] �� 0, W [1] �� id(p, r, v)

In the rest of this example, we only mention mappings to BDDs that are not 0. Once

, � , and W are initialized, the main loop (Lines 17—36) is executed. After each
iteration, the values of 
, � , and W are updated as follows:

� After iteration 1, we have 
[2] =W [2] �� id(r, v)� p� = v.
� During iteration 2, we start exploring the Þrst call to NEG. At the end of iteration

2 we have 
[8] =W [8] �� id(p, r).
� After iteration 3, we have 
[9] =W [9] �� id(p)� r � = ‹p.
� During iteration 4, we complete exploring the Þrst call to NEG, update NEGÕs

summary, and return to the Þrst call-site of NEG. At the end of this iteration, we
have �[8] �� id(p)� r � = ‹p and 
[3] =W [3] �� id(v)� p� = v � r � = ‹v.

� After iteration 5, we have 
[4] =W [4] �� id(v)� p� = ‹v � r � = ‹v. The map-
ping � is unchanged.

� During iteration 6, we use the existing summary of NEG at the second call to NEG.
At the end of this iteration we have 
[5] =W [5] �� id(v)� p� = ‹v � r � = v.

� After iteration 7, we have 
[6] =W [6] �� id(v)� p� = ‹v � r � = v.
� After iteration 8, the worklist W is empty and COMPUTEREACH returns.

After COMPUTEREACH returns, we have 
[Err] �� 0. Therefore, CHECKBP-
SAFETY returns TRUE, which is the correct result since Err is unreachable.

Note that all computations in CHECKBPSAFETY are symbolic and performed us-
ing BDDs. We do not discuss the correctness of this algorithm since it is equivalent
to the BEBOP [3] algorithm.

8.6 Conclusion

This chapter presents the key ideas and techniques that embody the area of BDD-
based symbolic model checking. Starting with hardware model checking, symbolic
techniques have helped advance both the theory and practice of formal veriÞcation
in signiÞcant ways. Most state-of-the-art symbolic model checkers today, such as
NuSMV [13], employ BDD-based techniques as part of their veriÞcation strate-
gies. BDDs have also been implemented in the form of robust libraries, notably
CUDD [31], that have been used in a wide variety of applications. At the same
time, a number of research directions remain open and under active investigation.
We believe that this bodes well for existing and future researchers, and we hope this
chapter will at least be a gentle yet accurate introduction to this rich and complex
topic.
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Chapter 9
Propositional SAT Solving

Joao Marques-Silva and Sharad Malik

Abstract The Boolean SatisÞability Problem (SAT) is well known in computa-
tional complexity, representing the Þrst decision problem to be proved NP-complete.
SAT is also often the subject of work in proof complexity. Besides its theoretical
interest, SAT Þnds a wide range of practical applications. Moreover, SAT solvers
have been the subject of remarkable efÞciency improvements since the mid-1990s,
motivating their widespread use in many practical applications including Bounded
and Unbounded Model Checking. The success of SAT solvers has also motivated
the development of algorithms for natural extensions of SAT, including QuantiÞed
Boolean Formulas (QBF), Pseudo-Boolean constraints (PB), Maximum SatisÞabil-
ity (MaxSAT) and SatisÞability Modulo Theories (SMT) which also see application
in the model-checking context. This chapter Þrst covers the organization of modern
conßict-driven clause learning (CDCL) SAT solvers, which are used in the vast ma-
jority of practical applications of SAT. It then reviews the techniques shown to be
effective in modern SAT solvers.

9.1 Introduction

Given a propositional logic formula, determining whether there exists a variable
assignment such that the formula evaluates to true is referred to as the Boolean Sat-
isÞability Problem, commonly abbreviated as SAT. SAT has seen much theoretical
interest as the canonical NP-complete problem [30]. Given its NP-Completeness, it
is very unlikely that there exists any polynomial algorithm for SAT. However, NP-
Completeness does not exclude the possibility of Þnding algorithms that are efÞcient
enough to solve many interesting SAT instances. In addition to model checking, the
subject of this book, these instances arise from many diverse areasÑmany practi-
cal problems in AI planning [61], circuit testing [107], and software modeling [54]

J. Marques-Silva (B )
University of Lisbon, Lisbon, Portugal
e-mail: jpms@ciencias.ulisboa.pt

S. Malik
Princeton University, Princeton, NJ, USA

' Springer International Publishing AG, part of Springer Nature 2018
E.M. Clarke et al. (eds.), Handbook of Model Checking,
DOI 10.1007/978-3-319-10575-8_9

247

mailto:jpms@ciencias.ulisboa.pt
http://dx.doi.org/10.1007/978-3-319-10575-8_9


248 J. Marques-Silva and S. Malik

can be formulated as SAT instances. This has motivated research in practically ef-
Þcient SAT solvers. This research has resulted in the development of several SAT
algorithms that have seen practical success. These algorithms are based on various
principles such as resolution [33], search [32], local search and random walk [98],
Binary Decision Diagrams [25], St�lmarckÕs algorithm [100], and others. Some of
these algorithms are complete, while others are stochastic methods. For a given SAT
instance, complete SAT solvers can either Þnd a solution (i.e., a satisfying variable
assignment) or prove that no solution exists. Stochastic methods, on the other hand,
cannot prove the instance to be unsatisÞable even though they may be able to Þnd a
solution for certain kinds of satisÞable instances quickly. Stochastic methods have
applications in domains such as AI planning [61] and FPGA routing [87], where
instances are likely to be satisÞable and proving unsatisÞability is not required.
However, for many other domains, including veriÞcation using model checking,
the primary task is to prove unsatisÞability of the instances. Applications of SAT to
model checking arise in bounded model checking [20], as well as interpolantÑ[83]
and inductionÑ[99] based approaches to unbounded model checking. For these,
complete SAT solvers are a requirement.

In recent years search-based algorithms based on the well-known Davis—Loge-
mann—Loveland algorithm [32] (sometimes referred to as the DPLL algorithm for
historical reasons) are emerging as some of the most efÞcient methods for complete
SAT solvers. Researchers have been working on DPLL-based SAT solvers for about
Þfty years. In the last ten years we have seen signiÞcant growth and success in SAT
solver research based on the DPLL framework. Earlier SAT solvers based on DPLL
include Tableau (NTAB) [31], POSIT [40], 2cl [112] and CSAT [36] among others.
In the mid-1990s, Marques-Silva and Sakallah in the GRASP SAT solver [80, 81],
and Bayardo and Schrag in the relsat SAT solver [14] proposed to augment the
original DPLL algorithm with non-chronological backtracking and conßict-driven
clause learning (CDCL). These techniques greatly improved the efÞciency of the
DPLL algorithm for structured (in contrast to randomly generated) SAT instances.
Many practical applications emerged (e.g., [20, 54, 87]), which pushed these solvers
to their limits and provided strong motivation for Þnding even more efÞcient algo-
rithms. This led to a new generation of solvers such as SATO [118], Chaff [86],
BerkMin [44] and more recently MiniSAT [38] and PicoSAT [19] which pay a lot
of attention to optimizing various aspects of the DPLL algorithm. Some of these
deal with efÞcient implementations of speciÞc steps in the DPLL and CDCL, e.g.,
unit-propagation in SATO and Chaff, and others with more efÞcient search space
pruning such as the locality-based search in Chaff. The results are some very ef-
Þcient SAT solvers that can often solve SAT instances generated from industrial
applications with tens of thousands or even millions of variables.

A DPLL-based SAT solver is a relatively small piece of software. Many of the
solvers mentioned above have only a few thousand lines of code (these solvers are
mostly written in C or C++, for efÞciency reasons). However, the algorithms in-
volved are quite complex and signiÞcant attention is focused on various aspects
of the solver such as coding, data structures, choosing algorithms and heuristics
for speciÞc steps, and parameter tuning. In this chapter we chart the journey from
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the original basic DPLL framework through the introduction of efÞcient techniques
within this framework culminating in state-of-the-art CDCL solvers. Given the
depth of literature in this Þeld, it is impossible to do this in any comprehensive
way; rather, we focus on techniques with consistently demonstrated efÞciency in
available solvers. While for the most part we focus on techniques within the basic
DPLL search framework, we will also brießy describe other approaches and look at
some possible future research directions.

The chapter is organized as follows. Section 9.2 introduces the notation used
throughout the chapter. Section 9.3 provides an overview of modern CDCL SAT
solvers. Section 9.4 details the key techniques that are used in CDCL SAT solvers.
Section 9.5 provides a brief overview of SAT-based problem solving, highlighting a
number of problems of interest to model checking. Finally, Sect. 9.6 concludes the
chapter.

9.2 Preliminaries

This section introduces the notation used in the remainder of the chapter. Stan-
dard propositional logic deÞnitions are used throughout the chapter (e.g., [21, 62]).
Boolean formulas are represented in calligraphic font, e.g., F ,H,S,U , . . . Boolean
variables are represented with lowercase letters from the start or the end of the al-
phabet, e.g., a, b, c, . . . , r, s, t, u, v,w,x, y, z. Whenever necessary, subscripts can
be used, e.g., x1,w1, . . . An atom is a Boolean variable. A literal is a variable x
or its complement ‹x. For notational convenience, the complement of a variable
x is represented as flx. A Boolean formula F is deÞned inductively over a set of
propositional variables, with the standard logical connectives, ‹, �, �, as follows:

1. An atom is a Boolean formula.
2. If F is a Boolean formula, then (‹F) is a Boolean formula. (When F represents

an atom x, ‹F is represented by flx.)
3. If F and G are Boolean formulas, then (F � G) is a Boolean formula.
4. If F and G are Boolean formulas, then (F � G) is a Boolean formula.

Similar deÞnitions can be developed for the other logic connectives,� and�. (The
use of parentheses is not enforced, and standard binding rules apply (e.g., [62]), with
parentheses being used only to clarify the presentation of formulas.) The variables
of a Boolean formula F are represented by var(F). Set X is also used to refer to the
set of variables of a formula, X = var(F). A clause c is a non-tautologous disjunc-
tion of literals. A term t is a non-contradictory conjunction of literals. Commonly
used representations of Boolean formulas include conjunctive and disjunctive nor-
mal forms (resp. CNF and DNF). A CNF formula F is a conjunction of clauses.
A DNF formula F is a disjunction of terms. CNF and DNF formulas can also be
viewed as sets of sets of literals. The two representations will be used interchange-
ably throughout the chapter. In the remainder of the chapter, Boolean formulas are
referred to as formulas, which includes CNF formulas and DNF formulas. The nec-
essary qualiÞcation will be used when necessary.
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Given a formula F , a truth assignment � is a map from the variables of F to
{0,1}, � : var(F) �� {0,1}.

Given a truth assignment �, the value taken by a formula, denoted F� , is deÞned
inductively as follows:

1. If x is a variable, x� = �(x).
2. If F = (‹G), then

F� =
�

0 if G� = 1
1 if G� = 0.

3. If F = (E � G), then

F� =
�

1 if E� = 1 or G� = 1
0 otherwise.

4. If F = (E � G), then

F� =
�

1 if E� = 1 and G� = 1
0 otherwise.

In some contexts, including search algorithms for the Boolean SatisÞability
(SAT) problem, a truth assignment is relaxed to be partial, i.e., not all variables
are assigned a truth value. A truth assignment is complete if the map is total; oth-
erwise it is partial. For a partial truth assignment, if �(x) is not speciÞed, then we
write �(x)= u.

For a CNF formula F , let � be a truth assignment. A clause c is satisfied if
there exists a literal l 	 c, such that l� = 1. If all literals of c take value 0, then the
clause is falsified. If all literals but one are assigned value 0, and the remaining one
is unassigned, then the clause is unit. Finally, a clause is unresolved if it is neither
falsiÞed, nor satisÞed, nor unit. A CNF formula is satisÞed if all clauses are satisÞed,
and falsiÞed if at least one clause is falsiÞed.

A truth assignment is satisfying for F (or simply a satisfying truth assignment) if
F� = 1. A formula F is satisfiable if it has a satisfying truth assignment; otherwise
it is unsatisfiable. If a formula F is satisÞable, we write F � �. If a formula F is
unsatisÞable, we write F ��.

Definition 1 (Boolean SatisÞability (SAT)) Given a formula F , the decision prob-
lem SAT consists of deciding whether F is satisÞable.

CDCL SAT solvers, but also DPLL SAT solvers, implement some form of back-
tracking search. Both CDCL and DPLL SAT solvers branch on variables; these are
referred to as decision variables.

A key procedure in SAT solvers is the unit clause rule [33]: if a clause is unit,
then its sole unassigned literal must be assigned value 1 for the clause to be satisÞed.
The iterated application of the unit clause rule is referred to as unit propagation or
Boolean constraint propagation (BCP) [117]. In modern CDCL solvers, as in most
implementations of DPLL, logical consequences are derived with unit propagation.
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Unit propagation is applied after each branching step (and also during preprocess-
ing1), and is used for identifying variables that must be assigned a speciÞc Boolean
value. If a falsiÞed clause is identiÞed, a conflict condition is declared, and the al-
gorithm backtracks.

In CDCL SAT solvers, each variable x is characterized by a number of prop-
erties, including the value, the antecedent clause (or just antecedent) and the
decision level, denoted respectively by �(x) 	 {0, u,1}, �(x) 	 F � {NIL}, and
�(x) 	 {�1,0,1, . . . , |X|}. A variable x that is assigned a value as the result of ap-
plying the unit clause rule is said to be implied. The unit clause c used for implying
variable x is said to be the antecedent of x, �(x)= c. For variables that are decision
variables or are unassigned, the antecedent is NIL. Hence, antecedents are only de-
Þned for variables whose value is implied by other assignments. The decision level
of a variable x denotes the depth of the decision tree at which the variable is assigned
a value in {0,1}. The decision level for an unassigned variable x is �1, �(x)=�1.
The decision level associated with variables used for branching steps (i.e., decision
assignments) is speciÞed by the search process, and denotes the current depth of the
decision stack. The decision stack represents the sequence of branched-upon vari-
ables. Hence, a variable x associated with a decision assignment is characterized
by having �(x)= NIL and �(x) > 0. When describing and analyzing SAT solvers,
implication graphs [80, 81] are used to graphically depict the application of unit
propagation at each decision level, as a consequence of each branching decision.
Each node in the implication graph shows a literal, with the incoming edges to each
literal identifying the antecedent of the assignment. If a falsiÞed clause is identiÞed
by unit propagation, this is marked in the implication graph with a special node �.
The implication graph can be viewed as a graphical representation of the relation-
ship between implied variables and their antecendents.

Figure 1 exempliÞes the implication graphs considered in this chapter. This ex-
ample also illustrates the above deÞnitions. With the exception of decision level 0,
a decision literal is associated with each decision level. For example, for decision
level 1, the decision literal is w, denoting that w is assigned value 1. For simplicity
all examples shown just use positive literals (i.e., variables are always decided or
implied value 1). Given the implication graph, the antecedent of a given implied as-
signment can be inferred from the incoming edges. For example, b is assigned value
1 because a and x are assigned value 1. Hence, the antecedent of b is ( flx � fla � b).

A standard operation associated with Boolean formulas is resolution [33, 94].
Given clauses C1 = (x �A) and C2 = ( flx � B), where A and B are disjunctions of
literals without complemented literals, the resolution of C1 and C2 is C3 = (A�B).
As shown in Sect. 9.4, resolution serves to explain a wide range of techniques used
in modern SAT solvers, including CDCL SAT solvers. For example, unit propaga-
tion can be explained with resolution operations and, as illustrated in Sect. 9.4.1,
clause learning can also be explained as a sequence of resolution operations. More-
over, resolution is also associated with a number of complete proof systems for
SAT (e.g., [62, 111]).

1Preprocessing serves to simplify Boolean formulas and is brießy covered in Sect. 9.4.7.
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Fig. 1 Example of notation and unit propagation

Modern SAT solvers typically accept CNF formulas [78]. This is due to the inex-
pensive deduction provided by unit propagation. Procedures for CNF-encoding (or
clausifying) arbitrary Boolean formulas are well-known (e.g., [90, 110]).

9.3 CDCL SAT Solvers: Organization

This section provides a high-level description of modern CDCL SAT solvers. After-
wards, Sect. 9.4 details the most important algorithmic techniques associated with
CDCL SAT solvers, namely conßict-driven clause learning [80, 81], unique impli-
cation points [80, 81], learned clause minimization [105], lazy data structures [86],
search restarts [11, 45] and lightweight branching heuristics [86].

Algorithm 1 shows the standard organization of a CDCL SAT solver, which es-
sentially follows the organization of DPLL. With respect to DPLL, the main differ-
ences are the call to function CONFLICTANALYSIS each time a conßict is identiÞed,
and the call to BACKTRACK when backtracking takes place. Moreover, the BACK-
TRACK procedure allows for backtracking non-chronologically.

In addition to the main CDCL function, the following auxiliary functions are
used:

� UNITPROPAGATION consists of the iterated application of the unit clause rule. If
a falsiÞed clause is identiÞed, then a conßict indication is returned.

� PICKBRANCHINGVARIABLE consists of selecting a variable and assigning it a
value.

� CONFLICTANALYSIS consists of analyzing the most recent conßict and learning
a new clause from the conßict. The organization of this procedure is described in
Sect. 9.4.1.

� BACKTRACK backtracks to the decision level computed by CONFLICTANALY-
SIS.

� ALLVARIABLESASSIGNED tests whether all variables have been assigned, in
which case the algorithm terminates indicating that the CNF formula is satisÞable.
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Algorithm 1 Typical CDCL algorithm

CDCL(F , �)
1 if (UnitPropagation(F , �)==CONFLICT)
2 then return UNSAT
3 dl’ 0 � Decision level
4 while (not AllVariablesAssigned(F , �))
5 do (x, v)= PickBranchingVariable(F , �)
6 dl’ dl + 1 � Increment decision level due to new decision
7 �’ � � {(x, v)}
8 if (UnitPropagation(F , �)==CONFLICT)
9 then � = ConflictAnalysis(F , �)

10 if (� < 0)
11 then return UNSAT
12 else Backtrack(F , �,�)
13 dl’ � � Decrement decision level due to

backtracking
14 return SAT

An alternative criterion to stop execution of the algorithm is to check whether all
clauses are satisÞed. However, in modern SAT solvers that use lazy data struc-
tures, clause state cannot be maintained accurately, and so the termination crite-
rion must be whether all variables are assigned. Thus, in this case the algorithm
provides a complete assignment.

Arguments to the auxiliary functions are assumed to be passed by reference.
Hence, F and � are supposed to be modiÞed during execution of the auxiliary func-
tions.

The typical CDCL algorithm shown does not account for a few often-used tech-
niques, namely search restarts [11, 45] and implementation of clause deletion poli-
cies [44]. Search restarts cause the algorithm to restart itself. However, past search
history is not erased, for example previously learnt clauses are kept. Clause dele-
tion policies are used to decide learned clauses that can be deleted based on their
expected future utility. Clause deletion allows the memory usage of the SAT solver
to be kept under control.

9.4 CDCL SAT Solvers

This section reviews the techniques that are common to CDCL SAT solvers. These
techniques can be organized as follows:

1. Conßict-driven clause learning [80, 81].
2. Unique implication points [80, 81].
3. Learned clause minimization [105].
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Algorithm 2 Main steps of conßict analysis procedure

CONFLICTANALYSIS(F , �)
1 Start at node �
2 Recursively visit literals of antecedents assigned at current decision level
3 Record complement of antecendent literals assigned at lower decision levels
4 Record complement of branching literal
5 Create clause with recorded literals
6 return largest decision level of recorded literals other than the current level

4. Lazy data structures [86].
5. Search restarts [11, 45].
6. Lightweight branching heuristics [86].
7. Additional techniques [7, 44, 89].

9.4.1 Clause Learning and Non-chronological Backtracking

Learning from conßicts has been extensively studied in a number of areas since
the 1970s (e.g., [106]). In some contexts, learning from conßicts was shown to
be ineffective, both in theory and in practice [9, 115]. Clause learning in SAT
solvers [80, 81] is inspired by this earlier work on learning from conßicts, but ex-
hibits important differences. The most important aspect is that clause learning ex-
ploits the sequence of unit propagation steps that produces the conßict. In addition,
clause learning in SAT solvers exploits UIPs (see Sect. 9.4.2). The original ideas of
clause learning in SAT solvers were proposed in the GRASP SAT solver [72, 80, 81].
A recent alternative formalization of clause learning can be found in [78]. This sec-
tion overviews clause learning by summarizing the main steps and illustrating how
these are applied to a simple example.

As the CDCL algorithm is executed, if a falsiÞed clause is identiÞed, conßict
analysis is used to create a clause that explains and prevents the same conßict from
re-occurring. Algorithm 2 summarizes the main steps of the conßict analysis (and
learning) procedure. The input arguments are the CNF formula, and the current set
of assignments. Literals implied at the current decision level are traversed, starting
from the � vertex (which represents the falsiÞed clause). For each traversed literal,
the literals in the antecedent are analyzed. A literal assigned at a decision level
lower than the current one has its complemented literal recorded, whereas a literal
assigned at the current decision level is scheduled to be traversed. The process is
repeated until the branching variable for the current decision level is visited.

Figure 2 shows a simple example of unit propagation yielding a conßict. The
implication graph summarizes how unit propagation produces the conßict. Algo-
rithm 2 is executed on the implication graph, starting from node �. Literals a, b,
and z are visited, since all are assigned at decision level 3. The recorded literals
are flx and flz. Thus, the created clause is ( flx � flz). These steps are shown in Fig. 3.
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Fig. 2 Clause learning: (a) example formula and (b) conßict after unit propagation

Fig. 3 Clause learning: creating a new clause

Traversed edges are marked with thick lines. Each literal for which the complement
is recorded is highlighted and shown inside a box. Moreover, the derivation of the
learned clause is formally explained by the application of a sequence of (selected)
resolution steps. Hence, clause learning can be viewed as a way to decide which
clauses to learn by selective resolution steps. Figure 4 also shows the result after
backtracking. The backtrack step shown is the one proposed in [86], which differs
somewhat from the backtrack step originally associated with clause learning in the
GRASP SAT solver [80, 81]. The GRASP SAT solver delayed backtracking until
both assignments had been considered for the branching variable. This would avoid
possibly unnecessary (and, in the case of GRASP, expensive) backtracking.

A number of researchers have investigated ways to improve the basic clause
learning procedure outlined above (e.g., [6]). Nevertheless, most state-of-the-art
SAT solvers implement the basic clause learning procedure, Þrst proposed in
GRASP [80, 81], with the backtracking step used in Chaff, but improved with
learned clause minimization (which is described in Sect. 9.4.3). Recent work ad-
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Fig. 4 Clause learning: after backtracking

dresses techniques to decide which clauses are expected to be of interest for the
subsequent search [7].

9.4.2 Unique Implication Points

A key aspect of clause learning in SAT solvers is Unique Implication Points (UIPs).
If unit propagation due to a branching decision yields a conßict, then any domina-
tor [109] of the conßict node with respect to the branching decision is a UIP [80, 81].
UIPs can be related with failure-driven assertions [79], used in the context of cir-
cuit testing, and mimic, at the logic level, the notion of unique sensitization points
(USPs) also used in testing [42]. UIPs serve a number of purposes in CDCL SAT
solvers. First, UIPs allow learning of smaller clauses. Second, UIPs allow learning
of multiple clauses. The clause learning procedure outlined in Algorithm 2 can be
modiÞed to stop when the Þrst dominator is identiÞed. The intuitive justiÞcation
for this is that assigning the literal associated with the UIP sufÞces to reproduce
the conßict. Hence, the clause learning procedure can terminate by recording the
complement of the UIP literal.

Figure 5 illustrates the use of UIPs in clause learning. For this example, without
the identiÞcation of UIPs, the learned clause would be ( flw � flx � fly � flz). This is
shown in Fig. 6, where the clause is learned following the steps outlined earlier.
However, if clause learning stops at the Þrst UIP, then the learned clause becomes
( flw� flx� fla). Observe that stopping at the Þrst UIP essentially consists of performing
fewer resolution steps, i.e., the clause learned by stopping at the Þrst UIP is already
present in the resolution steps used to derive the learned clause without stopping at
the Þrst UIP.

Moreover, observe that, for this concrete example, the learned clause is not only
smaller, but induces backtracking to a lower decision level. A straightforward ob-
servation is that clauses learned by stopping learning at the Þrst UIP result in back-
tracking decision levels that are no larger than the decision levels of clauses learned
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Fig. 5 Unique implication points: (a) example formula and (b) conßict after unit propagation

Fig. 6 Clause learning without UIPs

by stopping at the decision literal. A slightly more detailed characterization of this
property can be found in [6].

Although the modern usage of UIPs is based on stopping clause learning at the
Þrst UIP, the original approach was to learn clauses at every UIP [80, 81]. Recent re-
sults, obtained on problem instances from the SAT competitions, suggest that learn-
ing clauses at multiple UIPs can improve SAT solver performance [96]. An example
of clause learning at multiple UIPs is shown in Fig. 8. As shown in Fig. 9a, conßict
analysis by stopping at the Þrst UIP produces the learned clause ( flw � fly � fla). How-
ever, it is possible to continue learning clauses at each additional UIP. For the ex-
ample in Fig. 8, z is also a UIP (it is actually the UIP corresponding to the decision
variable). Observe that (x = 1 and) z= 1 implies a = 1, and so a = 0 implies z= 0.
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Fig. 7 Clause learning with UIPs

Fig. 8 Multiple UIPs: (a) example formula and (b) conßict after unit propagation

However, this information is not obtained by unit propagation, i.e., a = 0 does not
lead to z= 0. Nevertheless, by noting that z is a UIP, the following clause is learned:
(flz � flx � a). This is illustrated in Fig. 9b. With this additional clause added to the
formula, a = 0 now implies z= 0 whenever x = 1. The clauses obtained by clause
learning at multiple UIPs are inspired by, but generalize, the concept of global im-
plications Þrst studied in the area of circuit testing [97].
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Fig. 9 Multiple UIPs: (a) Þrst UIP clause; and (b) second UIP clause

Fig. 10 Learned clause minimization: (a) example formula; (b) conßict after unit propagation

9.4.3 Learned Clause Minimization

The basic clause learning procedure has not changed signiÞcantly since the mid-
1990s [80, 81]. However, recent SAT solvers exploit a key optimization step after
clause learning: learned clause minimization [105]. In the mid-2000s, researchers
noticed that learned clauses exhibit important redundancies, and that these can be re-
moved with simple procedures. The performance gains obtained with learned clause
minimization justify the inclusion of this technique in most modern SAT solvers.

Let C1 = (x � A) and C2 = ( flx � A � B) be clauses of F , where A and B
are disjunctions of literals. Resolution between C1 and C2 produces the clause
C3 = (A � B) which subsumes C2. If C3 is added to F , then C2 can be removed
from F , since it is subsumed by C3. This form of resolution is called self-subsuming
resolution [105]. One clause minimization procedure consists of the iterative appli-
cation of self-subsuming resolution between a learned clause c and the antecedents
of the literals in c [105]. Figure 10 shows an example of clause minimization by
self-subsuming resolution. Clause learning without clause minimization, shown in
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Fig. 11 Clause learning without minimization

Fig. 12 Minimization with self-subsuming resolution

Fig. 11, yields the learned clause Cl = ( flx � fly � flz � flb). However, clause learning
followed by self-subsuming resolution between Cl and the antecedent of b yields
the clause C�l = ( flx � fly � flz), as shown in Fig. 12. Observe that, in contrast with
UIPs, self-subsuming resolution steps are resolution steps which are appended to
the resolution derivation to generate the Þnal minimized learned clause.

In practice, self-subsuming resolution is often not enough to effectively mini-
mize learned clauses. An alternative is the so-called recursive minimization proce-
dure [105], which is summarized in Algorithm 3. Figure 13 shows an example of
applying recursive clause minimization. As shown in Fig. 14, clause learning with-
out minimization yields clause ( flw � flx � flc). For this example, self-subsuming res-
olution cannot be applied, because resolution operations make the resulting clause
larger. However, the recursive clause minimization procedure can be used to prove
that literal flc can be dropped from the clause. As shown in Fig. 14b, the traversal
from vertex c solely reaches marked vertex w. Hence, the literal flc can be dropped
from the learned clause, and so the Þnal clause becomes ( flw � flx).
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Algorithm 3 Main steps of recursive clause minimization procedure

RECURSIVECLAUSEMINIMIZATION(c)
1 Mark literals in c
2 Implied literals in c are ßagged as candidates for removal
3 foreach candidate literal l in c
4 do Traverse implication graph starting from antecedent of l
5 Stop at decision literals or marked literals
6 if Non-marked literal visited
7 then Keep literal l in c
8 else Drop literal l from c
9 return c

Fig. 13 Learned clause minimization: (a) example formula; (b) conßict after unit propagation

Fig. 14 Clause learning: (a) no minimization; and (b) recursive minimization

9.4.4 Lazy Data Structures

Until the early 2000s most DPLL/CDCL SAT solvers used adjacency lists as the un-
derlying data structure for clause representation [70], with the exception being the
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Fig. 15 Operation of
watched literals

head-tail representation proposed in SATO [119]. Adjacency lists require L refer-
ences from literals to clauses, where L denotes the total number of literals. This can
become an issue when learning many (possibly large) clauses. The head-tail repre-
sentation requires between 2×C and L references from literals to clauses [70, 78],
where C denotes the number of clauses. Although more efÞcient in practice than
adjacency lists, the head-tail representation causes overhead when backtracking, be-
sides requiring a varying number of references.

One of the main contributions of the Chaff SAT solver was the use of a new
(lazy) data structure, the watched literals data structure. The watched literals data
structure has several important advantages. First, for each clause only two refer-
ences from literals to the clause are required. This results in 2 × C references in
total. Also, when backtracking, no bookkeeping is required. This provides signiÞ-
cant performance gains over the other data structures. As a result, watched literals
have become the de facto standard in the implementation of modern SAT solvers
(e.g., [19, 38]). Observe that the lowest number of references for each clause is 2,
since one must be able to decide when the clause is unit so that unit propagation
can be used to assign a value to some variable. Figure 15 illustrates the operation of
the watched literals data structure, being adapted from [78]. The example considers
a single clause with 5 literals, with the arrows showing the currently watched liter-
als. The current decision level is either 3 or 4, and the clause has 2 literals already
assigned value 0 (shown crossed out in the Þgure). At decision level 5, one of the
watched literals is assigned value 0. This requires the algorithm to Þnd another lit-
eral to watch, and so the reference is updated. At decision level 7, another watched
literal is assigned value 0. In this case, all literals are visited, trying to Þnd a literal
that is still unassigned and not watched. In this case none exists, i.e., all literals but
one are assigned value 0 and the remaining unassigned literal is already watched.
Hence, the clause is declared unit. As a result, the only unassigned literal is assigned
value 1 (shown as a black box in the Þgure), so that the clause becomes satisÞed.
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Afterwards, the algorithm backtracks to decision level 4. As indicated earlier, there
is no need to update the references. Thus, when backtracking, the watched literal
data structure requires no bookkeeping.

9.4.5 Search Restarts

Another standard ingredient in modern SAT solvers is search restarts [45]. Research
in the late 1990s showed that DPLL SAT solvers exhibit heavy-tail behavior on sat-
isÞable problem instances when the branching heuristic is randomized [45]. This
means that the run times of DPLL SAT solvers can exhibit large variations for the
same satisÞable instance, and that large run times can happen with non-negligible
probability. This observation motivated the proposal of rapid randomized restarts,
i.e., to restart the search after a Þxed (or alternatively increasing) number of con-
ßicts. The increase in the number of conßicts is one possible technique to guarantee
that the SAT algorithm is still complete when search restarts are implemented; an-
other is to keep all learned clauses [68]. Later work [11] showed that search restarts
were also very effective for CDCL SAT solvers, and for solving unsatisÞable prob-
lem instances. These conclusions were further substantiated by the implementation
of search restarts in the Chaff SAT solver [86].

As with the techniques described in earlier sections, search restarts are commonly
used in modern CDCL SAT solvers [19, 38, 78]. In recent years, a number of works
have studied different restart policies, including [7, 19, 52, 103].

9.4.6 Lightweight Branching Heuristics

Modern CDCL SAT solvers also exploit so-called lightweight branching heuris-
tics, most notably the VSIDS branching heuristic [86]. The previous generation of
branching heuristics [73] maintained counts of assigned literals in each clause. This
incurs a signiÞcant overhead. For example, in the GRASP SAT solver, branching
could account for more than two thirds of the run time [70]. In contrast, lightweight
branching heuristics use solely information from conßicts to decide which variables
to branch upon. Hence, static or dynamic literal counts are not required. Variables
that are involved in more conßicts are more likely to be used for branching than
variables not involved in conßicts. This is achieved by associating a metric with
each variable, which is incremented for variables involved in conßicts. On average,
the most recent conßicts are more relevant than earlier conßicts, since these may
no longer be useful for the current state of the search. As a result, VSIDS divides
the variable metrics by a constant after a Þxed number of conßicts. Besides the
low overhead of this heuristic, it also results in what is called locality-based search.
Since the variables occurring in recent conßicts are weighted more heavily, the al-
gorithm is biased towards branching on these variables. Thus, the search focuses on
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the sub-space of recent conßicts, effectively pruning this sub-space before moving
on to other sub-spaces. While only intuitively understood, this has a very signiÞcant
impact on the size of the search space explored and is credited with the speed-up
of this generation of SAT solvers. As with the techniques described in earlier sub-
sections, the VSIDS branching heuristic has become a de facto standard in modern
CDCL SAT solvers.

9.4.7 Additional Techniques and Recent Trends

This section reviews a few other techniques that are found in modern CDCL SAT
solvers. One key issue with CDCL SAT solvers is that the number of learned clauses
can become too large. As a result, researchers have developed different solutions for
this problem since the mid-1990s. Original solutions were based on restricting the
size of learned clauses [14, 80, 81]. More recent work proposes the use of different
metrics to decide which clauses to delete [7, 44]. Earlier work considered activity
heuristics [44], i.e., if a clause is not used for unit propagation, then it can be marked
for deletion. More recent work gives preference to deleting clauses whose literals
are distributed by more decision levels [7].

The main change to the organization of branching is the use of phase saving [89],
i.e., the value of each assigned literal is saved when backtracking takes place. Af-
terwards, this saved value is reused when that literal is branched upon.

Formula preprocessing has been studied extensively [24, 69, 74]. Recent work
has shown that speciÞc forms of preprocessing are effective [37, 57]. Among the
many techniques that have been proposed, the most widely used include variable
elimination, blocked clause elimination and elimination of subsumed clauses. More-
over, preprocessing techniques have been integrated within SAT solvers, under the
general framework of inprocessing [58].

Additional promising research directions include algorithm portfolios for
SAT [96, 116] and parallel algorithms for SAT [47—49].

9.5 SAT-Based Problem Solving

The importance of SAT solvers is demonstrated by the many problem-solving uses
of SAT. This section overviews the different ways in which SAT solvers can be used
for solving different problems.

The standard use of SAT solvers is as an engine for solving decision problems,
i.e., requiring a yes/no answer. A large number of practical applications of SAT
also involve iterative SAT solving, i.e., the problem to be solved requires calling
a SAT solver a number of times. Clearly, the number of calls to the SAT solver is
paramount in the overall efÞciency.

In some cases, the number of calls to the SAT solver is polynomial in the size of
the problem instance, but in some other cases the number of calls to the SAT solver
is exponential in the worst case.
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9.5.1 Incremental SAT

A key issue with iterative use of SAT solvers is how to communicate minimal
changes in the formula to the SAT solver and, rather more importantly, how to reuse
the learned clauses from previous SAT solver calls. One alternative is to commu-
nicate the complete CNF formula each time the SAT solver is to be called. This
approach is often referred to as non-incremental, and reuse of learned clauses is
not used. Another alternative is to communicate to the SAT solver only the clauses
that should be discarded (or deactivated) and the new clauses that should be con-
sidered (or activated). This alternative is referred to as incremental, and its use in
applications based on iterative SAT solving is now common. The essential ideas for
incremental SAT solving are summarized below.

Most modern SAT solvers achieve these goals by using assumptions [38].
Clauses in the SAT solver are associated with a new assumption variable. Then,
assumption variables are used in each SAT solver call to activate/deactivate clauses.
The use of assumptions has important advantages and signiÞcant disadvantages.
First, any learned clause will keep a record of the clauses explaining its derivation.
Thus, activation (resp. deactivation) of assumption variables immediately activates
(resp. deactivates) learned clauses that are usable (resp. unusable) in the next SAT
solver call.

Another technique to implement incremental SAT, and so to allow reuse of
learned clauses, is to use some proof-tracing mechanism [2, 19] (which includes
representation of resolution proofs) [19].

Both approaches listed have advantages and disadvantages. Nevertheless, the use
of assumptions is more widespread in published work.

9.5.2 Unsatisfiable Cores

In many SAT applications, including model checking, SAT solvers are expected to
produce unsatisÞable cores [120], i.e., a subset of the original subformula which was
used to prove unsatisÞability. Alternatively, a SAT solver can produce a resolution
proof [120]. UnsatisÞable cores Þnd a wide range of applications, including model
checking [22], debugging speciÞcations [101], and abstraction reÞnement [15]. Res-
olution proofs also Þnd different applications, e.g., in computing interpolants [84].

Two main alternatives exist for computing unsatisÞable cores. The original ap-
proach consists of tracing the process of clause learning in CDCL SAT solvers, e.g.,
by writing an explanation for each learned clause to disk (or keeping it in memory in
a separate data structure). Examples of variants of this approach include [2, 19, 120].
A widely used alternative is based on the use of assumption variables (see previous
section). When learning clauses, all assumption variables associated with the clauses
used for explaining a learned clause are added to the learned clause. Thus, when the
SAT solver terminates, instead of producing the empty clause, it produces a clause
containing the list of assumption variables of all clauses involved in proving the
instance unsatisÞable, i.e., an unsatisÞable core.
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9.5.3 CNF Encodings

In most uses of SAT, problems are not initially represented in CNF, e.g., [108]. As a
result, a large body of research has been dedicated to encoding richer domains into
CNF. Concrete examples include SatisÞability Modulo Theories (SMT), Constraint
Satisfaction Problems (CSP), Answer Set Programming (ASP), but also simple ex-
tensions of propositional logic, that include non-clausal and pseudo-Boolean (PB)
constraints.2

Encodings to CNF often address two key aspects. First, the size of the result-
ing CNF formula, namely whether the size of the encoding is polynomial in the
original problem representation. Second, whether the CNF encoding preserves arc-
consistency (e.g., see [1, 8, 92]), i.e., whether unit propagation sufÞces to (i) identify
partial assignments that cannot be extended to a satisfying assignment; and (ii) iden-
tify any necessary assignments.

A number of ways exist to encode SMT into SAT. An up-to-date review is pro-
vided in [63]. Similarly to SMT, there are a number of ways to encode CSP into
SAT. An overview of CSP to SAT encodings is provided in [92]. Like with SMT
and CSP, there are also different ways to encode ASP into SAT. A recent account is
provided in [55].

In many model-checking applications, instances of SAT are naturally non-clausal
(e.g., interpolants in interpolant-based model checking [84]). As a result, mech-
anisms for encoding non-clausal formulas into clausal form have been devel-
oped (e.g., [90, 110]). A recent survey of these encodings is provided in [92].

For many practical applications, the domain variables are Boolean and the goal
is to encode a pseudo-Boolean (PB) constraint of the general form:

n$

j=1

aj xj -. b (1)

where -. 	 {<,
,=,
,>}, aj 
 0, with j 	 {1, . . . , n}, b 
 0, and xj are proposi-
tional. For analyzing the size of the encodings, aM denotes the value of the largest
coefÞcient in (1).

A number of special cases of (1) have been extensively studied in the past. These
include cardinality constraints of the form AtMostk, AtLeastk, and Equalsk:

n$

j=1

xj -. k (2)

Of these, constraints of the form AtMost1 have also been extensively studied [92].
(Observe that an AtLeast1 constraint can be trivially encoded with a clause, and so
an Equals1 constraint can be encoded with an AtLeast1 and an AtMost1 constraint.)

There is a vast body of work on encoding PB constraints, cardinality constraints
and AtMost1/Equals1 constraints [92]. Table 1 shows examples of CNF encodings.

2See [21] and references therein.
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Table 1 Examples of CNF Encodings

Type Encoding # Clauses Arc-Consistency Reference

Pseudo-Boolean Operational linear No [113]

BDD exponential Yes [39]

GPWE O(n3 log(n) log(aM)) Yes [8]

GPWE* O(n3 log(aM)) Yes [1]

Cardinality BDD O(nk) Yes [39]

Seq. Counter O(nk) Yes [102]

Sort. Networks O(n log2 n) Yes [13, 39]

Card. Networks O(n log2 k) Yes [4]

AtMost1 Seq. Counter O(n) Yes [102]

Bitwise O(n logn) Yes [41, 91]

9.5.4 Optimization

In many settings, the problem to be solved involves a set of constraints (F ) subject
to a linear cost function f =

%
x	X x. In Boolean domains, optimization problems

can be described as follows:

min
%n
i=1 cj xj

s.t. F
(3)

(3) can be solved with algorithms for pseudo-Boolean optimization. For this con-
crete case, the cost function can be optimized with standard linear or binary search
(see, e.g., [95] for an overview).

Alternatively, (3) can be reduced to weighted partial Maximum SatisÞabil-
ity (e.g., [51]). The original constraints F are set as hard clauses. Moreover, each
term in the cost function can be represented as a soft clause (‹xj ) with cost cj .
A wealth of algorithms have been developed in recent years for MaxSAT. These
include branch-and-bound search, iterative SAT solving and (unsatisÞable) core-
guided approaches. Recent accounts are provided in [3, 66, 85].

9.5.5 Model Enumeration

In many settings, a SAT solver is required to compute all satisfying assignments.
A well-known example is in model checking [59, 83]. Another well-known example
is the use of SAT solvers in lazy SMT solvers [12], where satisfying assignments
are iteratively computed until a model of the SMT formula is found, or the formula
is proved unsatisÞable. An essential step in model enumeration is the identiÞcation
of prime implicants, e.g., [93].

Given a (total) satisfying assignment for the variables, a prime implicant can be
obtained by iteratively checking whether each variable is required for satisfying the



268 J. Marques-Silva and S. Malik

formula [93]. The resulting set of literals is a prime implicant, and its complement
can be used for blocking the recomputation of any model that is covered by the
prime implicant.

9.5.6 Minimal Sets

A number of applications of SAT solvers involve computing minimal sets. Concrete
examples include computing minimal unsatisÞable subsets (MUSes) [16, 46], min-
imal correction subsets (MCSes) [67, 75], prime implicates (PIs) [23], and minimal
models [17, 18], among many others. Recent work shows that all these problems
can be solved with the same algorithms [76]. Algorithms for computing minimal
sets of Boolean formulas include the following:

� Insertion-based (or constructive) [104].
� Deletion-based (or destructive) [10, 28].
� Dichotomic [50].
� QuickXplain [60].
� Progression [76].

Of these, QuickXplain and Progression offer the best performance in terms of the
worst case number of calls to a SAT solver. The deletion-based algorithm is well
known, and has been rediscovered in different settings, e.g. [10, 28]. Given a ref-
erence set of elements and a monotone predicate P , each element is iteratively re-
moved from the reference set and the predicate is checked on the resulting set. If the
predicate holds, the element is dropped from the reference set; otherwise it is kept.
In the end, the resulting set is a minimal set.

Depending on the type of minimal set being computed, different approaches ex-
ist for reducing the number of calls to a SAT solver. For computing MUSes and
PIs, existing techniques include using unsatisÞable cores to remove unnecessary
clauses [10, 16, 35] and model rotation [16, 114].

9.5.7 Quantification

QuantiÞed Boolean Formulas (QBF) are Boolean formulas where the variables can
either be existentially or universally quantiÞed. QuantiÞcation changes the complex-
ity class, and QBF is a well-known PSPACE-Complete problem [26, 62]. In prac-
tice, solving QBF formulas turns out to be signiÞcantly harder than solving SAT.
A large number of approaches have been proposed for deciding QBF formulas, i.e.,
for deciding whether a formula is true or false. A recent overview of algorithms for
QBF is provided in [43, 56].
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9.6 Research Directions

Despite a well-deÞned set of key techniques, CDCL SAT solvers have been the
subject of continued improvements over the years. This section outlines possible
lines of research in the area of propositional SAT solving.

One recent promising area of research is the integration of extended resolu-
tion into SAT solvers [5, 53]. Extended resolution allows deÞnitions to be created
(e.g., new variables representing some Boolean expression). This can provide an
added degree of ßexibility in modern CDCL SAT solvers.

Another recent promising area of research is to use the DPLL(T ) paradigm [88]
in designing problem-speciÞc SAT-based algorithms. Concrete examples include
speciÞc solvers for handling SAT problems with parity constraints [65], and also
PBO solvers [71].

One additional area for future improvements to SAT solvers is formula simpliÞ-
cation, before or during search [37, 57, 58].

Besides improvements to SAT solver technology, a number of additional research
directions can be envisioned in the area of SAT solving. First, applications of SAT
continue to be proposed on a regular basis. This is expected to continue in the future.
A related topic is the development of improvements to existing applications of SAT.
Moreover, the general area of SAT-based problem solving has been the subject of
remarkable improvements in recent years, namely in terms of the many uses of
SAT solvers as oracles for solving function problems. Concrete examples include
Maximum SatisÞability (MaxSAT) and Pseudo-Boolean Optimization (PBO) [66,
95], minimal unsatisÞable subsets (MUSes) [16, 27], minimal correction subsets
(MCSes) [75], backbones of Boolean formulas [77, 121], minimal models, and, in
general, minimal sets over monotone predicates [76].

One Þnal area of research is QuantiÞed Boolean Formulas (QBF). Despite the
many improvements made in recent years, improvements to QBF solvers are still
far inferior to those made to SAT solvers. Nevertheless, recent new uses of SAT
solvers in QBF solving suggest further improvements are to be expected [56].
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Chapter 10
SAT-Based Model Checking

Armin Biere and Daniel Kröning

Abstract Modern satisÞability (SAT) solvers have become the enabling technol-
ogy of many model checkers. In this chapter, we will focus on those techniques
most relevant to industrial practice. In bounded model checking (BMC), a transi-
tion system and a property are jointly unwound for a given number k of steps to
obtain a formula that is satisÞable if there is a counterexample for the property up
to length k. The formula is then passed to an efÞcient SAT solver. The strength of
BMC is refutation: BMC has been used to discover subtle ßaws in digital systems.
We cover the application of BMC to both hardware and software systems, and to
hardware/software co-veriÞcation. We also discuss means to make BMC complete,
including k-induction, Craig interpolation, abstraction reÞnement techniques, and
inductive techniques with iterative strengthening.

10.1 Introduction

Modern satisÞability (SAT) solvers have become the core technology of many
model checkers, greatly improving capacity when compared to BDD-based model
checkers. In this chapter, we will focus on those SAT-based model-checking tech-
niques that are most relevant to industrial practice. In SAT-based bounded model
checking (BMC) [26], a symbolic representation of a transition system and a prop-
erty are jointly unwound for a given number of steps k to obtain a formula that is
satisÞable if there is a counterexample for the property up to length k. The formula
is then passed to an efÞcient SAT solver.

The idea of using propositional SAT to encode and solve path constraints for
transition systems was discussed before in the AI planning community. Originally
Kautz and Selman [103] observed that direct encodings of planning problems into
a propositional SAT problem outperformed the best planning algorithms by orders
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of magnitude. A more recent experimental survey of using SAT for planning can be
found in [145].

The rationale for using BMC is based on the observation that SAT solvers are
often able to solve much larger formulas than classical techniques based on binary
decision diagrams (BDDs) [40] (see also Chap. 8 of this Handbook). It is now in-
dustrial practice to simply run BMC for a certain amount of time or up to a certain
bound k, Þxed for instance in the veriÞcation plan.

On the other hand, BDD-based techniques allow efÞcient implementations of
quantiÞer elimination, which is crucial for termination checks in symbolic Þx-point
algorithms. The detection of the Þx-point is essential to prove properties in general,
but not necessary when aiming at refutation.

In this chapter, we cover the application of BMC to both hardware and software
systems, and hardware/software co-veriÞcation. In its simplest form, BMC is in-
complete, as bugs that are only exposed with more than k transitions are missed.
These BMC-based techniques therefore either relinquish completeness, or have to
rely on alternative ways to assert that a property holds in general for all bounds. The
chapter therefore covers a range of SAT-based techniques that are able to establish
a proof of correctness for the property for an unbounded depth.

This material has been covered more extensively in other tutorial-style publica-
tions and surveys before [69, 81, 141, 155], including two chapters [24, 110] in the
Handbook of Satisfiability [28], by the same authors as this chapter. Thus, besides
explaining some of the very basic ideas, the rather restricted amount of space avail-
able here is used to give pointers to existing important work on SAT-based model
checking and elaborating on more recent publications.

The outline of the chapter is as follows. We begin with a description of how
to perform BMC on an abstract description of the system, given in the form of a
transition system. We then provide details on how to obtain formal models from
industrial system description languages such as Verilog and ANSI-C, and how to
encode these models and systems properties into a propositional formula. In par-
ticular, we show how model-checking problems for software and hardware can be
encoded into satisÞability checking (SAT). The chapter concludes with a discussion
of means to make BMC complete, including k-induction, Craig interpolation, and
inductive techniques with iterative strengthening.

10.2 Bounded Model Checking on Kripke Structures

10.2.1 Kripke Structures

The behaviors of a program or circuit can be formally captured using a Kripke Struc-
ture, formally deÞned as follows.

Definition 1 (Kripke structure) A Kripke Structure is a (Þnite) set of states S, a set
of initial states I � S, and a transition relation T � S × S.
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A path in a Kripke structure is a (possibly inÞnite) sequence of states s0, s1, s2, . . .
such that

� s0 is an initial state, i.e., s0 	 I , and
� there is a transition between any si and si+1, i.e., (si , si+1) 	 T .

The states are typically valuations of a set of state variables, corresponding to
latches and registers in circuits and program variables in software. In the case of
a Þnite set of states we can always re-encode the Kripke structure to use proposi-
tional variables only. As a result, we obtain purely propositional predicates I and T .
We use the set notation and the state predicates and relations interchangeably, i.e.,
the propositional formula I (si) evaluates to true iff si 	 I . Similarly, T (si, si+1)
evaluates to true iff (si , si+1) 	 T .

The key idea of bounded model checking is to construct a formula that is satis-
Þable if there exists a path that violates a given property. We now consider speciÞc
kinds of properties, and will distinguish safety and liveness properties.

10.2.2 Safety Properties

Properties are typically deÞned using a suitable temporal logic. We refer to Chap. 2
of this Handbook [140] for an introduction to temporal logics. We restrict the dis-
cussion in this chapter to properties given in Linear Temporal Logic (LTL). One
beneÞt of this restriction is that counterexamples to LTL properties can always be
given in the form of a path, as deÞned above. A full survey on ways to encode
LTL in a BMC context together with an experimental comparison with BDD-based
techniques is provided by Biere et al. [27]. Note that encodings differ in terms of
compactness, ease of implementation, and of course SAT-solving efÞciency.

We begin with LTL properties of the form Gp, where p is a state predicate. This
property establishes that p is a global invariant of the system. A counterexample
for a property of this kind can be given as a Þnite path that ends with a state s that
satisÞes ‹p. This gives rise to a straightforward condition for the existence of a
counterexample path of length k:

�s0, . . . , sk. I (s0) �
k�1�

i=0

T (si, si+1) � ‹p(sk) (1)

The formula above contains three conjuncts. The Þrst conjunct, I (s0), ensures that
the state s0 is one of the initial states. The second conjunct encodes the requirement
that there is a transition from si to si+1 for each i 	 {0, . . . , k � 1}. This amounts to
creating k replicas of the transition relation T . Finally, the conjunct ‹p(sk) asserts
that the state sk satisÞes ‹p.

Note that the formula obtained in this way has only one level of (existential)
quantiÞcation and thus corresponds to a propositional satisÞability problem. Most
modern SAT solvers such as ZChaff [136] or MiniSAT [73] expect to receive the
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propositional formula in conjunctive normal form (CNF).1 The transformation of
the quantiÞer-free propositional formula into CNF is performed using the Tseitin
transformation [151]. This transformation is linear-time, and results in an equi-
satisÞable formula in CNF. Numerous papers on more compact or more efÞcient
variants of this step have been published, e.g., [45, 72, 153]. Further details on CNF
encodings can also be found in the Handbook of Satisfiability [142]. See also the
discussion on the relation between CNF-level preprocessing and encoding in [97].

10.2.3 Liveness Properties

We will consider further categories of system properties. The simplest type of live-
ness properties are eventualities, e.g., whether a particular state property is guaran-
teed to eventually hold. These properties are written as Fp in LTL. The encoding of
LTL formulas of this form is very similar to the encoding of Gp. We observe that
counterexamples to properties of this form can always be given as a Þnite (possi-
bly empty) preÞx (called the stem) followed by a Þnite loop. All states on the path
satisfy ‹p. This pattern can be encoded as follows:

�s0, . . . , sk. I (s0) �
k�1�

i=0

T (si, si+1) �
k�1�

i=0

‹p(si) �
k�1�

i=0

sk = si (2)

As described above, the formula can be converted into propositional logic, and can
then be passed to a propositional SAT solver.

The translation of general LTL formulas is more complex. Techniques for per-
forming this translation can be categorized as syntactic or semantic [58]. Syntac-
tic translations follow the syntactic structure of the LTL property; instances in-
clude [26, 90, 91, 128, 139].

As an alternative semantic translations can be used, which are based on au-
tomata: the formula is transformed into a suitable kind of automaton that accepts
counterexample paths. An instance is the translation of the LTL property � into a
B�chi automaton M‹� that accepts paths that satisfy ‹� [74, 152]. Counterexam-
ples to � then have the form of a path through the product of the Kripke struc-
ture and M‹� that contains inÞnitely many accepting states. A counterexample in a
Þnite-state product is thus a loop that does not contain an accepting state. This con-
dition can be encoded using a formula similar to Eq. (2). One key advantage of the
automata-based encoding is that numerous minimization techniques can be applied
to the automaton prior to building the BMC formula.

Semantic translations allow the use of sophisticated automata optimization tech-
niques, but the space requirements might explode for larger formulas, due to explicit
representation of potentially exponentially many states in the automata.

1There are now also non-clausal propositional SAT solvers, e.g., [95].
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10.2.3.1 Liveness to Safety Translation

Besides these syntactic and semantic translations, a third approach to handle live-
ness is to encode liveness into safety (L2S) and then use model-checking algorithms
for checking safety [25, 146]. This is particularly useful for techniques such as in-
terpolation which only work for safety properties at this point. The L2S encoding
actually increases the size of the model by a factor of two. Thus, it might be pro-
hibitively expensive for BDD-based techniques, which are very sensitive to model
size. However, even for BDD-based model checking there are cases where L2S is
exponentially more efÞcient.

10.2.3.2 k-Liveness

More recently, a new approach for checking liveness was presented in [49] and
independently discovered in [80] (see also [124]). In [49], the authors called it Òk-
livenessÓ. Their implementation proved to be quite effective in the liveness track
of the Hardware Model Checking Competition 2012 (HWMCC 2012). In this ap-
proach, liveness properties are assumed to be encoded as FGp properties. Then the
approach tries to prove that a witness trace for such a property does not exist. In
case of a Þnite-state system, a witness trace to FGp can be assumed to be an inÞ-
nite path which ends in a loop, where the loop contains a state in which p holds.
If FGp cannot be satisÞed, then the preÞx of any path satisÞes p only an arbitrary
(but Þnite) number of times.

The basic idea of the approach is to count the number of occurrences of p and
then check that the count is smaller than a Þxed bound k. Note that this turns the
liveness-checking problem into a simple safety-checking problem. If p can only be
satisÞed at most k times, then FGp cannot be satisÞed on any initialized path. If
the safety check fails and a path is found on which p can be satisÞed more than
k times, the bound k is increased to say k + 1 and a new safety-checking problem
for bound k + 1 is generated. If the property FGp does not hold for a Þnite-state
system, then this process has to terminate after k reaches the number of states of the
system. In practice the process terminates much earlier, in particular if combined
with a method for extracting additional constraints [49]. In order to Þnd violations
of liveness properties, i.e., witness traces for formulas like FGp, the approach has
to rely on other techniques, such as those discussed above.

10.3 Bounded Model Checking for Hardware Designs

We will now cover techniques to translate system descriptions given in industrial
system description languages into BMC instances. We begin with veriÞcation of
designs given in hardware description languages (HDLs), which was one of the
earliest applications of SAT-based BMC (see also Chap. 24 of this Handbook [77]).
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10.3.1 Hardware Description Languages (HDLs)

In industrial practice, hardware designs are described by means of modeling lan-
guages. These include languages to describe schematics and net-lists at the lowest
level. Higher levels of abstraction can be achieved by hardware description lan-
guages (HDLs) such as VHDL or Verilog.

The challenges in encoding models given in hardware description languages into
SAT are mostly shared by all model-checking techniques for hardware; they affect
BDD-based and SAT-based methods alike. Most HDLs have both simulation seman-
tics and synthesis semantics. Designers rely heavily on simulation and build models
with simulation semantics in mind. Simulation semantics are typically based on an
event queue, resembling the data structures maintained by event-driven simulators.
On the other hand, the synthesis semantics is closer to the actual hardware produced,
and may uncover design ßaws that go unnoticed during simulation.

10.3.2 BMC on Net-Lists

We will brießy elaborate on performing BMC using synthesis semantics. In this
context, the BMC implementation will initially perform several stages of behavioral
synthesis up to the point that a net-list is produced. A net-list is a collection of
primitive elements. A typical way to represent net-lists is to use an and-inverter
graph (AIG) [123], i.e., the net-list consists of ÒandÓ gates, inverters and memory
elements referred to as registers.

Definition 2 A net-list N is a directed graph (VN,EN, �N) where VN is a Þ-
nite set of vertices, EN � VN × VN is the set of directed edges and �N : VN �
{AND, INV, REG, INPUT} maps a node to its type, where AND is an ÒandÓ gate, INV

is an inverter, REG is a register, and INPUT is a primary input. The in-degree of a
vertex of type AND is at least two, of type INV and REG is exactly one and of type
INPUT is zero. Any cycle in N must contain at least one REG node.

As an example, consider the 3-bit counter whose Verilog module is shown in
Fig. 1 (taken from [47]). The corresponding net-list is shown in Fig. 2. A node drawn
as a box represents a REG. A circle-shaped node is an AND gate. An incoming edge
of a node marked with a circle indicates negation.

A state of a net-list is a mapping of its registers to the Boolean values B= {0,1}.
A net-list N with r registers gives rise to a Kripke structure M = (SN , IN ,TN)
where SN = Br is the set of states and TN is the transition relation specifying what
pairs of states are connected by transitions. The set IN of initial states is determined
by the values of the registers immediately after reset. In the above example, IN =
‹count[0] � ‹count[1] � ‹count[2]. The state-transition diagram for the circuit
is shown in Fig. 3. Note that SN for the 3-bit counter consists of 23 = 8 states.
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Fig. 1 Verilog module of a
counter

Fig. 2 Net-list for Fig. 1

Fig. 3 State-transition
diagram of the counter in
Fig. 1

Unreachable states are not shown in Fig. 3. An algorithm for obtaining a transition
relation for a net-list is given in [57].

The required property of a circuit can be given as part of the design description
in languages such as PSL [76] or as a System Verilog Assertion [154]. A discussion
of hardware speciÞcation languages can also be found in Chap. 24.

10.4 Bounded Model Checking for Software

We focus on BMC-like approaches to software veriÞcation; for a broader perspec-
tive on automated techniques for formal software veriÞcation, we refer the reader to
a survey [69].
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10.4.1 Monolithic Encodings

The most straightforward manner to implement BMC for software is to encode the
transition relation of the program into a circuit representation, and then to perform
BMC as described in Sect. 10.2.

1. The Þrst step is to add a program counter (PC) to the set of state variables of
the model. The program counter determines the instruction that is to be executed
next.

2. Each instruction is turned separately into a transition relation. One way to obtain
such a formula is to convert the arithmetic operators in the program into their
circuit (net-list) equivalents. Arrays and pointers are treated as memories, using
a large case split over the possible values of the address or a Þrst-order array
theory.

We will illustrate the second step by means of an example. Suppose that our
program has three state variables named x, y, and z, and suppose we wish to encode
the following instruction, given in C syntax:

x= y+ 1;
Note that the equal sign = in the C program fragment above indicates an assign-

ment, and not an equality relation. Following the usual convention, we will use x�,
y� and z� to denote the next-state values of the state variables. The transition relation
for the statement above is then

x� = y� + 1 � y� = y � z� = z .
Note that in the above formula, the symbol = denotes mathematical equality, and
not assignment. Also note the second and third conjuncts: these constraints state the
fact that the value of the program variables y and z is not changed by the instruction.

An unwinding using the Òmonolithic encodingÓ as described above with k steps
permits all program paths that traverse k (or fewer) instructions to be explored. The
size of this basic unwinding is k times the size of the program. For large programs,
this is prohibitive, and thus, several optimizations have been proposed. These opti-
mizations focus on reducing the size of the encoding by eliminating combinations
of control-ßow locations that do not correspond to paths through the program.

As an instance, in the case of sequential programs it is beneÞcial to merge all
instructions within one basic block into a single big-step instruction. Each basic
block of the program is converted into a formula by transforming it into static single
assignment (SSA) form [3]. This reduces the number of control-ßow locations. The
model checker F-SOFT is reported to use an optimized monolithic encoding [94].

10.4.2 Path-Based Encodings

Instead of unwinding the entire transition relation, path-based software analyzers
perform forward symbolic execution [105] or in general symbolic simulation along-
side speciÞc program paths up to a given depth. The resulting formula is then passed
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to the SAT solver [62]. This basic approach has a broad range of applications; e.g., it
can be used to check arbitrary safety properties or to generate test vectors to achieve
particular coverage goals. See [43] for a historical perspective on symbolic execu-
tion.

There are numerous approaches to prune the set of paths that are to be explored,
or to heuristically choose a path that most likely leads to a particular goal [14]. Once
a satisfying assignment is obtained, a counterexample can be extracted. There is
also work on obtaining particularly desirable counterexamples, and attempts to use
information from the BMC instance to explain the root cause of the error [85, 87].

In the most basic form, tools using path-based encodings explore precisely one
path at a time. An advantage of this approach is that the formulas generated this way
are often very simple, and can be solved effectively by modern solvers. However,
this basic approach to path-based exploration suffers from the path explosion prob-
lem, as the number of paths through a program is exponential in the worst case. As
an example, consider a loop with a branch in the body. The branching decision is
potentially independent in each iteration of the loop, and thus, the program has 2n

distinct paths for n loop iterations.
A principal method to address the path explosion problem is path merging. The

idea is to merge the formulas that correspond to two (or more) paths at points of
reconverging control ßow. As a result, the number of formulas is reduced, but the
resulting formulas are larger and thus more difÞcult to solve for the SAT solver.
This enables a trade-off between the number of formulas to solve and their relative
difÞculty.

At the extreme end, the CBMC bounded model checker always merges, and thus,
generates only a single formula for a given unwinding bound k [51, 52, 108, 112].
This formula is linear in the size of the program and linear in k even if there is an
exponential number of paths in the program. This corresponds to replicating the ba-
sic blocks along the path k times, followed by a transformation of the concatenation
of these blocks into SSA form [3]. Other tools perform path merging heuristically
in order to contain the total number of formulas.

10.4.3 Completeness for Bounded Programs

Bounded model checking, when applied as described above, is inherently incom-
plete, as it searches for property violations only up to a given bound and never re-
turns ÒNo ErrorsÓ. Bugs that are deeper than the given bound are missed. Neverthe-
less, BMC can be used to prove liveness and safety properties on a particular class
of programs if applied in a slightly different way. The class we consider here are
programs that have a high-level worst-case execution time (WCET). Numerous pro-
grams are required to have this property, especially in the domain of safety-critical
embedded software.

A high-level WCET is typically given by a bound on the maximum number of
loop iterations and is usually computed via a simple syntactic analysis of loop struc-
tures. If the syntactic analysis fails, an iterative algorithm can be applied. First,



286 A. Biere and D. Kr�ning

a guess k for the bound on the number of loop iterations is made. The loop is then
unrolled up to this bound k using BMC. The property that is checked is that any
path exceeding k loop iterations is infeasible. If the property holds, k is established
as a sound high-level WCET. Otherwise, there are paths in the program exceeding
the bound, and a new guess for the bound is made [52, 112].

10.4.4 BMC for Multi-threaded Programs

The veriÞcation of concurrent software is primarily discussed in Chap. 18 of this
Handbook [88]. We will thus only brießy mention those methods in which the use
of SAT, or more general satisÞability modulo theories (SMT) (discussed in Chap. 11
of this Handbook [16]), is most prominent.

The basic approach described above also applies to concurrent software with
interleaving semantics. In BMC for this scenario, path formulas with thread in-
terleavings are built. Due to the potential for path explosion, numerous vari-
ants for restricting the search, path merging and compression have been consid-
ered [60, 78, 82, 143, 144]. An alternative to considering interleavings explicitly
during the encoding is to build a formula in which the interleavings are encoded by
means of clocks [2, 150]. Further constraint-based approaches to analyzing concur-
rent programs include [126, 149]. Concurrent programs can be reduced to sequential
programs by applying a bound on the number of context switches [127, 143]. This
transformation enables the application of analyzers for sequential programs as de-
scribed above.

VeriÞers for concurrent systems usually beneÞt from some form of partial-order
reduction. Instances of BMC-based veriÞers for concurrent systems that implement
partial-order reduction are [70, 100, 101].

10.4.5 Bounded Model Checking for HW/SW Co-verification

The encodings described in Sect. 10.3.1 for hardware and Sect. 10.4 for software
can be combined to form a single SAT instance, which enables the veriÞcation of
systems that have both a hardware and a software component. This approach is the
baseline for the broad area of Òsymbolic co-simulationÓ of two models, where one is
written in C and the other is a hardware model in (for example) Verilog or SystemC.

A typical scenario is checking the correspondence between a ÒgoldenÓ hardware
reference model and an RTL implementation. Another scenario is checking proper-
ties of software—hardware interaction, where the software is in C and the hardware is
modeled in an HDL. There is a broad variety of styles in which ANSI-C programs or
SystemC descriptions are used in these settings as (possibly partial) hardware spec-
iÞcations. In the special case of sequential equivalence checking between C and an
HDL this is combined with heuristic insertions of equivalence cut points.
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10.5 Encodings into Propositional SAT

In this section we elaborate on the original question of how to encode the model
and the temporal speciÞcation into propositional SAT. Due to the widespread use of
C to implement safety-critical software, model checking of C programs, even just
for bug hunting, is an important application of formal veriÞcation. The challenge
in making BMC work for a concrete programming language such as C is many-
fold. First, programming languages have complex syntax and semantics which have
to be parsed, analyzed and encoded. Reasoning about memory and in particular
pointer arithmetic requires non-trivial decision procedures for arrays. In order to
model the actual computation, including but not limited to modular arithmetic, bit-
precise reasoning is indispensable.

10.5.1 Encoding Bit Vectors

At the core of SAT-based Model Checking is the encoding of word-level opera-
tions, which correspond to the evaluation of arithmetic expressions in programming
languages or HDLs, into bit-level formulas. This task, also known as bit-blasting,
is very similar to the synthesis of hardware models on the register transfer level
(RTL) into net-lists. Alternatively, operations on the word-level can be modeled in
the Þrst-order theory of bit vectors (QF_BV).

As discussed in Chap. 11, there are various approaches to handle the bit-vector
theory. Here we focus on bit-blasting. As examples we show the encoding of assign-
ments, i.e., equality in BV, and addition of bit vectors. Other arithmetic and logical
operations are treated in a similar way. Note that, in general, bit-blasting is an expo-
nential procedure, if bit-widths, as is usually the case, are encoded logarithmically.
This exponential explosion cannot be avoided, since the decision problem for full
QF_BV is NEXPTIME complete [107].

After encoding models into bit vectors and bit vectors into propositional bit-level
logic there remains a last step of encoding bit-level formulas into conjunctive normal
form (CNF), the common input format of most SAT solvers.

In order to compactly represent formulas we need sharing. This means we use
directed acyclic graphs (DAGs) or simply combinational circuits to represent gen-
erated bit-level formulas and not trees, which can be exponentially larger.

A bit-level data structure commonly used for this purpose is And-Inverter-Graphs
(AIGs) [123]. AIGs are in essence representations of net-lists (DeÞnition 2). In or-
der to obtain a formula in CNF from an AIG it is possible to Þrst translate the
AIG into negation normal form (NNF), which at most doubles the size of the DAG,
and then use the distributivity law to eliminate disjunctions over conjunctions. Each
elimination of a disjunction is quadratic and thus this approach may lead to an ex-
ponential blow-up of the resulting CNF. As a consequence, translating an AIG into
CNF by distribution is only feasible for small and shallow formulas. The common
approach for translating formulas (and AIGs) into CNF is to use a Tseitin encoding
and related optimizations, as discussed in Sect. 10.2.2.
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10.5.2 Encoding Memory

Memory occurs in software but also in hardware models. The Þrst-order theory of
arrays is powerful enough to express most memory-related properties of practi-
cal interest. Therefore, decision procedures for the theory of arrays, as presented
in Chap. 11, are essential for bounded model checking. We are mostly interested
in bit-precise semantics. Thus for bounded model checking, we can focus on the
quantiÞer-free fragment of arrays over bit vectors (QF_ABV).

Most of the time, memory in hardware can be handled by standard decision pro-
cedures for arrays. However, for software there are additional requirements. In par-
ticular, dynamic memory management has to be encoded.

10.5.3 Encodings with Under- and Over-approximation

The direct use of a SAT solver as cited earlier (Òbit-blastingÓ) is the conceptu-
ally simplest way to implement a bit-vector decision procedure. However, the bit-
blasting approach can be too computationally expensive in practice, and there is a
pressing need for better decision procedures for bit-vector arithmetic.

One frequently applied method to obtain faster decision procedures for bit-vector
arithmetic and other theories is abstraction. The key insight is that in many cases,
only a small part of the formula needs to be analyzed to conclude whether it is
satisÞable or unsatisÞable. The goal of abstraction is to focus on this part of the
formula.

Most decision procedures that employ abstraction implement either strict over-
or under-approximations. In both cases, the desired result is a formula 
� that is
easier to solve than the original formula 
.

An over-approximation of a decision problem permits more solutions than the
original formula. A simple way to obtain an over-approximation for a satisÞ-
ability problem is to replace sub-formulas by new variables. In case an over-
approximation 
� is found to be unsatisÞable, we can conclude that the original
formula is unsatisÞable. Nothing, however, can be concluded if 
� is satisÞable,
since the satisfying assignment for 
� need not be a satisfying assignment for 
.

Conversely, an under-approximation of a decision problem permits fewer solu-
tions than the original formula. A simple way to obtain an under-approximation for a
satisÞability problem is to add further constraints or to replace sub-formulas by con-
stants. In case an under-approximation 
� is found to be satisÞable, we can conclude
that the original formula is satisÞable. Nothing, however, can be concluded if 
� is
unsatisÞable. A proof of unsatisÞability of 
� need not be a proof of unsatisÞability
for 
.

Both over- and under-approximations can naturally be combined with forms of
automated abstraction reÞnement, such as those pioneered in [55]. SMT solvers
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implementing DPLL(T ) [15, 138, 147] can be seen as performing iterative reÞne-
ment (strengthening) of an over-approximation. The array theory is a very typi-
cal instance of a fragment of Þrst-order logic that is particularly suitable for over-
approximation [120, 137]. Under-approximation is frequently applied in the case of
expensive bit-vector arithmetic operations such as multiplication.

In order to obtain the strengths of both over- and under-approximation, alterna-
tion between the two schemes can be applied. This idea is particularly fruitful if each
of the two phases provides reÞnement information for the other. An instance of this
scheme for quantiÞer-free Presburger arithmetic has been presented in [114]; a vari-
ant for quantiÞer-free bit-vector arithmetic has appeared in [41]. It is also possible
to combine over- and under-approximation in a single abstraction, thereby forming
a mixed abstraction. The resulting formula in general neither implies nor is implied
by the original formula [38, 39].

10.6 Complete Model Checking with SAT

As explained above, the search for a counterexample of Þxed length is inherently
incomplete, as means to conclude the absence of counterexamples of any length are
missing. We now discuss methods that enable proofs that a given property holds for
unbounded depth [7].

10.6.1 Completeness Thresholds

Intuitively, if we could search deeply enough, we could guarantee that we have ex-
amined all the relevant behavior of the bounded program, and that searching any
deeper would only exhibit states that we have explored already. A depth that pro-
vides such a guarantee is called a completeness threshold [119]. The notion of com-
pleteness threshold is used to determine an upper bound on the length k of coun-
terexamples that have to be tried before the property can be declared to hold.

Computing the smallest such threshold is as hard as the model-checking prob-
lem itself, and thus, one settles in practice for over-approximations. Techniques for
obtaining completeness thresholds include structural analyses of the description of
the transition system [20, 21, 109], and semantic analyses of the model and the
property [5, 58, 115, 119].

The completeness threshold of a design can be lowered signiÞcantly by apply-
ing abstraction techniques such as localization reduction [125]. This idea has been
exploited in a number of techniques [130, 135].

10.6.2 Image Computation with SAT

BDD-based model checkers perform forward or backward Þxed-point iterations in
order to determine the truth of a property given in temporal logic. The key step in this
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procedure is to compute a pre- or post-image of a given set of states with respect to
the transition relation. Attempts have been made to emulate this Þxed-point iteration
using SAT solvers [1, 46, 131].

10.6.3 Basic Inductive Techniques

SAT-based techniques are well suited to check whether a given transition system
satisÞes a given inductive invariant. Recall that I denotes the initial state predicate,
and that T denotes the transition relation. A state property P is inductive iff

1. P holds in the initial state, i.e., I �� P , and
2. P holds in all states reachable from states that satisfy P , i.e.,

�
P(s)� T

�
s, s�

��
�� P

�
s�
�
.

Observe that both conditions are quantiÞer-free and can therefore be checked effec-
tively using the techniques we have described so far. The main practical problem is
that a property that holds does not have to be inductive. Nothing can be concluded
about P if the second condition fails. We now discuss techniques that attempt to
address this case.

10.6.3.1 Strengthening the Inductive Argument

Induction can be made more likely to succeed when we check a state property P �
that is stronger than the non-inductive property P . Numerous heuristics have been
proposed to strengthen inductive arguments, both in the case of software and hard-
ware models. Many initial methods relied on careful manual strengthening of prop-
erties to make them inductive, followed by automated heuristics [6].

10.6.3.2 Equivalence Reasoning

Another important preprocessing technique for bit-level model checking is based on
iteratively computing the set of equivalent circuit nodes. This in particular includes
the set of equivalent latches and registers. The pioneering work of van Eijk [75]
consists of a greatest Þxpoint computation of this equivalence relation. In essence it
computes the largest equivalence relation among signals which is inductive, i.e., is
preserved under the transition relation, and holds in the initial state. The resulting
equivalence relation can then be used to simplify the model-checking problem by
replacing equivalent nodes by representatives. An important related technique is
SAT sweeping [122]. For a more complete set of references see [104].
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10.6.3.3 Temporal Decomposition

Circuit nodes which are initialized to one speciÞc constant value, true or false, and
then never change, can be found in the same way. However, in many practical prob-
lems, nodes only stabilize after a certain number n of steps. In this situation, the
original model-checking problem should be split into a bounded-model-checking
problem for the Þrst n steps, followed by checking a simpliÞed model where the
signals Þxed after n steps are replaced by constants. This technique is called tem-
poral decomposition and was introduced in [44]. Ternary simulation can be used to
quickly compute an approximation of stabilizing signals.

10.6.3.4 k-Induction

An automated way to increase the strength of the inductive argument is to increase
the depth of the unwinding, forming a formula that is very similar to a BMC in-
stance. In k-induction, we Þrst check that there is no counterexample of length k or
less. We then check that no state reachable from a sequence of k-states that satisfy
P violates P . Both checks can be performed effectively using a satisÞability deci-
sion procedure. The technique was Þrst applied to hardware models [148], and then
generalized to include software [64, 65]. The approach is also applicable to liveness
properties, e.g., given in LTL, as �-regular properties, or as B�chi automata [90, 91].

10.6.4 Craig Interpolation

Model checking with Craig interpolation [132] was the Þrst robust complete SAT-
based model-checking technique and is still considered to be one of the most effec-
tive techniques in practice. It uses an over-approximation of quantiÞer elimination,
for image computation, which is obtained as an interpolation from a refutation of a
BMC run between the Þrst and the remaining states of the considered path [132].
The crucial part is an algorithm for extracting an interpolant from a resolution proof
in linear time. The technique has been combined with other methods to reduce the
complexity of the model, e.g., abstraction [129].

Interpolating decision procedures have been developed for numerous fragments
of Þrst-order logic, primarily with the goal of application to approximate loop invari-
ants in program analyzers. An algorithm for interpolation in linear real arithmetic
has been given in [133], for transitive relations in [156], and for full quantiÞer-
free Presburger arithmetic in [36, 113]. An interpolating decision procedure for
quantiÞer-free Presburger arithmetic with arrays is described in [37]. A full descrip-
tion of interpolation-based model checking is in Chap. 14 of this Handbook [134].



292 A. Biere and D. Kr�ning

10.6.5 Iterative Inductive Strengthening

A failing inductive argument can be strengthened iteratively in a BMC-like set-
ting, an idea exploited in the seminal algorithm IC3 [33, 34], also called property-
directed reachability checking in [71]. As of 2013, IC3 is considered the most ef-
Þcient single-engine model-checking technique for proving properties of bit-level
models. In addition, it is also shown to be able to reach deep counterexamples. IC3
has been extended to full CTL, as demonstrated in [89], as well as to more general
models [48, 93].

The basic idea of IC3 is to generate a relative inductive chain F0 � F1 � • • • � Fk
of over-approximations of reachable states. ÒRelative inductiveÓ means that all the
successor states of Fi are in Fi+1. Starting with the initial state set F0 = I alone, the
algorithm proceeds by either reÞning frontiers or by increasing k, which adds a new
frontier. This process is repeated until the chain reaches a Þx-point or a bad state is
shown to be reachable.

The frontier sets Fi are reÞned by adding restrictions on states reachable in one
step backward from a goal state, i.e., a bad state. These restrictions are expressed as
clauses over state literals. In order to minimize their size, and speed up termination
of IC3, the algorithm performs many incremental calls to a SAT solver. Initially
only bad states are goal states, but after one step backward, the negation of an added
clause becomes a goal too (unless the initial state is reached). These goals can thus
be seen as partial models of the transition relation. Finding and minimizing these
partial models is the most time-consuming part of the algorithm, and the current
state of the art either uses SAT-based techniques [35] or uses ternary simulation [71].

In contrast to bounded model checking, IC3 requires many more calls to the SAT
solver, typically in the range of thousands of SAT-solver calls per second. These
calls, however, only check properties of one step, e.g., a single copy of the transition
relation. This is a very different usage scenario for a SAT solver than in BMC.
Further details and a discussion on lifting these ideas to SMT can be found in [34]
or in the original publication on IC3 [33].

10.7 Abstraction Techniques Using SAT

10.7.1 Overview of Predicate Abstraction

Promoted by the success of the SLAM toolkit [8, 12, 13], predicate abstraction is
currently the predominant abstraction technique in software model checking. Graf
and Sa�di use logical predicates to construct an abstract domain by partitioning a
programÕs state space [84]. The details of this procedure are described in Chap. 15
of this Handbook [99]. We focus on the use of SAT in this context.

In predicate abstraction, a sound approximation �R ofR is constructed using pred-
icates over program variables. A predicate P partitions the states of a program into
two classes: one in which P evaluates to true, and one in which it evaluates to false.
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Each class is an abstract state. Let A and B be abstract states. A transition is de-
Þned from A to B (i.e., (A,B) 	 �R) if there exists a state in A with a transition to
a state in B . This construction yields an existential abstraction of a program, sound
for reachability properties [56]. The abstract program corresponding to �R is repre-
sented by a Boolean program [12, 13]; one with only Boolean data types, and the
same control ßow constructs as in C programs (including procedures). Together, n
predicates partition the state space into 2n abstract states, one for each truth assign-
ment to all predicates.

10.7.2 Computing Abstractions with SAT

Abstractions are automatically constructed using a decision procedure to decide, for
all pairs of abstract states A,B , and instructions Li, whether Li permits a transition
from A to B . As n predicates lead to 2n abstract states, this method requires (2n)2

calls to a decision procedure to compute an abstraction. In practice, a coarser but
more efÞciently computed Cartesian Abstraction (see for instance [11]) is obtained
by constructing an abstraction for each predicate separately and taking the product
of the resulting abstract relations.

The decision procedures are either SMT-based Þrst-order logic theorem provers
combined with theories such as machine arithmetic, for reasoning about the C
programming language (e.g., ZAPATO [10] or SIMPLIFY [63]), or SAT-solvers,
used to decide the satisÞability of a bit-level accurate representation of the formu-
las [53, 59, 120].

We now describe how an abstraction can be veriÞed. Despite the presence of a
potentially unbounded call stack, the reachability problem for sequential Boolean
programs is decidable [42].2

The intuition is that the successor of a state is determined entirely by the top of
the stack and the values of global variables, both of which take values in a Þnite set.
Thus, for each procedure, the possible pairs of input-output values, called summary
edges, is Þnite and can be cached and used during model checking [12, 79].

All existing model checkers for Boolean programs are symbolic. BDD-based
tools suffer from scalability issues if the number of variables is very large. SAT-
based methods scale signiÞcantly better, but cannot be used to detect Þxed points.
For this purpose, solvers for quantiÞed Boolean formulas (QBF) must be used [83,
106]. However, the decision problem for QBF, a classical PSPACE-complete prob-
lem, faces the same scalability issues as BDDs. Most tools used in practice are
therefore still based on BDDs, and the veriÞcation phase is often the bottleneck of
predicate abstraction.

2In fact, all �-regular properties are decidable for sequential Boolean programs [32].
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10.7.3 Simulation with SAT

The reachability computation above may discover that an error state is reachable in
the abstract program. Subsequently, a simulation step is used to determine whether
the error exists in the concrete program or is spurious.

Symbolic simulation mentioned in Sect. 10.4.2, in which an abstract state is prop-
agated through the sequence of program locations occurring in the abstract coun-
terexample, is used to determine whether an abstract counterexample is spurious.
If so, the abstraction must be refined to eliminate the spurious trace. This approach
does not produce false error messages.

There are two sources of imprecision in the abstract model. Spurious traces arise
because the set of predicates is not rich enough to distinguish between certain con-
crete states. Spurious transitions arise because the Cartesian abstraction may con-
tain transitions not in the existential abstraction. Spurious traces are eliminated by
adding additional predicates, obtained by computing the weakest precondition (or
strongest postcondition) of the instructions in the trace. An alternative method is
Craig interpolation [92]. Spurious transitions are eliminated by adding constraints
to the abstract model. Such transitions are eliminated by restricting the valuations
of the Boolean variables before and after the transition.

Various techniques to speed up the reÞnement and the simulation steps have
been proposed. Path slicing eliminates from the counterexample instructions that
do not contribute to a property violation [98]. Loop detection is used to compute
the effect of arbitrary iterations of loops in a counterexample in a single simulation
step [121]. The reÞnement step can be accelerated by adding statically computed
invariants [22, 96], including those that eliminate a whole class of spurious coun-
terexamples [23]. Proof-based reÞnement eliminates all counterexamples up to a
certain length, shifting the computational effort from the veriÞcation to the reÞne-
ment phase, and decreasing the number of iterations required [4].

10.7.4 Abstraction-Based Tools

The SATABS model checker uses SAT- or SMT-based abstraction, simulation and
reÞnement [53, 54], and has also been combined with dynamic execution (test-
ing) [86] and has been applied to concurrent software [18, 19, 157], including the
scenario in which the number of threads is not bounded [102]. A proof-based tech-
nique to approximate images for bit-vector arithmetic has been proposed in [116].
Predicate abstraction has also been applied to hardware veriÞcation and HW/SW
co-veriÞcation [111] and to SpecC [50] and SystemC models [29—31]. SLAM now
also uses an SMT-based decision procedure [9], and experiments have been reported
using a SAT-based decision procedure [59]. SAT-based checking has also been ap-
plied to the abstraction itself, i.e., to Boolean programs [17]. The LOOPFROG ver-
iÞer uses SAT to compute a precise transformer for a given loop body and a given
abstract domain [117, 118].
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10.8 Outlook and Conclusions

We have given an overview of a broad range of SAT-based analysis techniques for
both software and hardware, demonstrating the versatility of the approach.

The extension of techniques that rely on propositional SAT to the more general
case of Satisfiability Modulo Theories (SMT) is often straightforward. The tech-
niques described in Chap. 11 are therefore a very natural starting point for further
development of the methods described here.

Early SAT-based methods have been restricted to bounded search, and are there-
fore typically applied for refutation, i.e., the generation of counterexamples. While
bounded veriÞcation has been accepted as a useful paradigm in practical veriÞcation
problems, research in recent years has extended this approach in a variety of ways
to enable automated and scalable proofs for non-trivial systems.

Exciting avenues for future research include the generalization of the DPLL algo-
rithm to rich natural domains [61] and the integration of abstraction-based methods
implementing the abstract interpretation framework into SAT solvers over natural
domains [66—68].
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Chapter 11
Satisfiability Modulo Theories

Clark Barrett and Cesare Tinelli

Abstract SatisÞability Modulo Theories (SMT) refers to the problem of determin-
ing whether a Þrst-order formula is satisÞable with respect to some logical theory.
Solvers based on SMT are used as back-end engines in model-checking applications
such as bounded, interpolation-based, and predicate-abstraction-based model check-
ing. After a brief illustration of these uses, we survey the predominant techniques
for solving SMT problems with an emphasis on the lazy approach, in which a propo-
sitional satisÞability (SAT) solver is combined with one or more theory solvers. We
discuss the architecture of a lazy SMT solver, give examples of theory solvers, show
how to combine such solvers modularly, and mention several extensions of the lazy
approach. We also brießy describe the eager approach in which the SMT problem is
reduced to a SAT problem. Finally, we discuss how the basic framework for deter-
mining satisÞability can be extended with additional functionality such as producing
models, proofs, unsatisÞable cores, and interpolants.

11.1 Introduction

In several areas of computer science, including formal veriÞcation of hardware and
software, many important problems can be reduced to checking the satisÞability of
a formula in some logic. Several of these problems can be naturally formulated as
satisÞability problems in propositional logic and solved very efÞciently by modern
SAT solvers, as described in Chap. 10 of this book [23]. Other problems are formu-
lated more naturally and compactly in classical logics, such as Þrst-order or higher-
order logics, with a more expressive language that includes non-Boolean variables,
function and predicate symbols (with positive arity) and quantiÞers. There is, of
course, a trade-off between the expressiveness of a logic and the ability to automat-
ically check the satisÞability of its formulas.
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A practical compromise can be achieved with fragments of Þrst-order logic that
are restricted either syntactically, for instance by allowing only certain classes of
formulas, or semantically, by constraining the interpretation of certain function and
predicate symbols, or both. Such restrictions can make the satisÞability problem de-
cidable and, more importantly, allow the development of specialized satisÞability
procedures that exploit properties of the fragment to great advantage for practi-
cal efÞciency, even in cases with high worst-case computational complexity. When
semantic restrictions are involved, they can be understood as limiting the interpre-
tations of certain symbols to models of some logical background theory (e.g., the
theory of equality, of integer numbers, of real numbers, of arrays, of lists, and so
on). In such cases, we speak of Satisfiability Modulo Theories (SMT).1

Building on classical results on decision procedures for Þrst-order reasoning,
and on the tremendous advances in SAT-solving technology in the last two decades,
SMT has grown in recent years into a very active research Þeld whose deÞning fea-
ture is the use of reasoning methods speciÞc to logical theories of interest in target
applications. Thanks to advances in SMT research and technology, there are now
several powerful and sophisticated SMT solvers (e.g., Alt-Ergo [26], Beaver [94],
Boolector [36], CVC4 [10], MathSAT5 [53], openSMT [39], SMTInterpol [51],
SONOLAR [135], STP [76], veriT [29], Yices [69], and Z3 [121]) which are being
used in a rapidly expanding set of applications. Application areas currently include
processor veriÞcation, equivalence checking, bounded and unbounded model check-
ing, predicate abstraction, static analysis, automated test case generation, extended
static checking, type checking, planning, scheduling, and optimization.

The recent progress in SMT has been driven by several factors, including: a fo-
cus on background theories and classes of problems that occur in practice; liftings
and adaptations of SAT technology to the SMT case; innovations in core algorithms
and data structures; development of abstract constraint-solving frameworks and gen-
eral solver architectures to guide efÞcient implementations; novel search heuristics;
and attention to implementation details.2 A major enabler of this progress has been
SMT-LIB [14], a standardization and benchmark collection initiative collectively
developed and supported by the SMT community, together with its derivative activ-
ities: the SMT workshop, an international forum for SMT researchers and users of
SMT applications or techniques; SMT-COMP [20], an international competition for
SMT solvers supporting the SMT-LIB input/output format [15]; and SMT-EXEC,
a public execution service allowing researchers to run experimental evaluations on
SMT solvers.3

This chapter provides a fairly high-level overview of SMT and its main results
and techniques, together with references to the relevant literature for a deeper study.
It concentrates mostly on the predominant approach for implementing SMT solvers,
known as the Òlazy approach,Ó wherein an efÞcient and properly instrumented SAT

1This terminology originated in [156] and was popularized by the SMT-LIB initiative [14].
2It is worth noting that many of the same factors are driving improvements in modern SAT research
(see [22] as well as Chap. 9 of this book).
3http://smtlib.org, http://smt-workshop.org, http://www.smtexec.org.

http://smtlib.org
http://smt-workshop.org
http://www.smtexec.org
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solver is combined with one or more theory solvers, highly specialized solvers for
problems consisting just of conjunctions of theory literalsÑatomic and negated
atomic formulas in the language of some particular theory T .

The chapter is structured as follows. The rest of this section provides technical
background information, deÞning basic notions and terminology used throughout
the chapter. Section 11.2 gives an overview of some uses of SMT solvers in model
checking applications. Section 11.3 describes the lazy approach to SMT in which a
SAT solver and a theory solver cooperate to solve an SMT problem. Section 11.4
discusses theory solvers for a number of background theories used in SMT appli-
cations, and speciÞcally in model checking. Section 11.5 focuses on techniques for
combining theory solvers for different theories into a solver for a combination of
those theories. Section 11.6 discusses a few extensions and enhancements to the
lazy approach. Section 11.7 describes an alternative to the lazy approach for SMT,
aptly named the Òeager approach,Ó which takes advantage of SAT solvers more di-
rectly. Finally, Sect. 11.8 presents a number of important functionalities provided
by modern SMT solvers that go beyond mere satisÞability checking, and that have
been crucial to the success of SMT as an enabling technology in applications like
model checking.

11.1.1 Technical Preliminaries

SMT problems are formulated within Þrst-order logic with equality. Since many
applications of SMT involve different data types, it is more convenient to work
with a sorted (i.e., typed) version of that logic, as opposed to the classical unsorted
version. In this chapter we use a basic version of many-sorted logic [71, 114], which
is adequate for our purposes. More sophisticated typed logics are sometimes used in
the literature. For instance, the SMT-LIB 2 standard is based on a sorted logic with
non-nullary sort symbols and let binders [16]. Other work adopts, and advocates for,
a Þrst-order logic with parametric (universal) types [26, 108, 109].

Syntax We Þx an inÞnite set S of sort symbols and consider an inÞnite set X of
(sorted) variables, each uniquely associated with a sort in S. A many-sorted signa-
ture � consists of a set �S � S of sort symbols; a set �P of predicate symbols;
a set �F of function symbols; a total mapping from �P to the set (�S)� of strings
over �S; and a total mapping from �F to the set (�S)+ of non-empty strings over
�SÑwhere � and + are the usual regular expression operators. For n 
 0, a func-
tion symbol f (resp., predicate symbol p) has a unique4 arity n and rank �1 • • •�n�
(resp., �1 • • •�n) in� if it is mapped to the sort sequence �1 • • •�n� (resp., �1 • • •�n).
When n above is 0, f is also called a constant symbol (of sort � ) and p a propo-
sitional symbol. A signature � is a subsignature of a signature � , written � �� ,
and � is a supersignature of � , if �S � �S, �F � �F, �P � �P, and every
function or predicate symbol of � has the same rank in � as in � .

4For simplicity, we do not allow any form of symbol overloading here.
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A (� -)term of sort � is either a sorted variable x of sort � 	�S or an expression
of the form f (t1, . . . , tn) with n
 0 where f 	�F with rank �1 • • •�n� and ti is a
term of sort �i for i = 1, . . . , n. An atomic (� -)formula is either the symbol �, for
falsity; an expression of the form t1 = t2 with t1, t2 terms of the same sort;5 or an
expression of the form p(t1, . . . , tn) with n 
 0 where p 	 �P with rank �1 • • •�n
and ti is a � -term of sort �i for i = 1, . . . , n. A (� -)literal is an atomic � -formula
or an expression ‹� where � is an atomic � -formula. A (� -)formula is an atomic
� -formula or an expression of the form ‹�, � � � , or �x � where x is a variable
with sort in �S and � and � are � -formulas. We will write �x:� � instead of �x �
to indicate that x has sort � . The other logical connectives as well as the universal
quantiÞer can be formally deÞned in terms of the logical symbols above as usual
(e.g., �� � as a shorthand for ‹� � � ; �x � as a shorthand for ‹�x‹�; and so
on). Examples of signatures and formulas used in SMT are provided in Sect. 11.4.

Free occurrences of a variable in a formula are deÞned as usual: all variable
occurrences in atomic formulas are free; a variable x distinct from a variable y
occurs free in a formula ‹�, �1 � �2, or �y.� iff it occurs free respectively in �, in
�1 or �2, or in � . A (� -)sentence is a � -formula with no free variables. If � is a
� -formula and x= (x1, . . . , xn) a tuple of distinct variables, we will write �[x] or
�[x1, . . . , xn] to express that the free variables of � are in x; furthermore, if t1, . . . , tn
are terms with each ti of the same sort as xi , we will write �[t1, . . . , tn] to denote the
formula obtained from �[x1, . . . , xn] by simultaneously replacing each occurrence
of xi in � by ti , for i = 1, . . . , n.

Semantics For each signature � and set X �X of variables whose sorts are in �S,
a � -interpretation A over X maps

� each sort � 	�S to a non-empty set A� , the domain of � in A ;
� each variable x 	X of sort � to an element xA 	A� ;
� each function symbol f 	�F of rank �1 • • •�n� to a total function fA : A�1 ×
• • • ×A�n�A� (and in particular each constant c of sort � to a cA 	A� ),

� each predicate symbol p 	�P of rank �1 • • •�n to a relation pA � A�1 × • • • ×
A�n .

A � -model is a � -interpretation over an empty set of variables. Let A be an �-
interpretation over some set Y of variables. When� �� and X � Y , we denote by
A �,X the reduct of A to (�,X), i.e., the � -interpretation over X obtained from
A by restricting it to interpret only the symbols in � and the variables in X. A is
an expansion of a � -interpretation B over X if B =A �,X .

Every � -interpretation A over some X � X induces a unique mapping (_)A
from � -terms f (t1, . . . , tn) with variables in X to elements of sort domains such
that (f (t1, . . . , tn))A = fA (tA1 , . . . , t

A
n ). We deÞne a satisÞability relation |= be-

tween such interpretations and � -formulas with variables in X inductively as fol-

5We will use Ô=Õ also to denote equality at the meta-level, relying on the context for disambigua-
tion.
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lows:

A �|= �
A |= t1 = t2 iff tA1 = tAn
A |= p(t1, . . . , tn) iff (tA1 , . . . , t

A
n ) 	 pA

A |= ‹� iff A �|= �
A |= � �� iff A |= � or A |=�
A |= �x:� � iff A [x �� a] |= � for some a 	A�

where A [x �� a] denotes the � -interpretation that maps x to a and is otherwise
identical to A . A� -interpretation A satisfies a� -formula � if A |= �. A set  of
� -formulas entails a � -formula �, written  |= �, iff every � -interpretation that
satisÞes all formulas in  satisÞes � as well. The set is satisfiable iff  �|= �, and
� is valid iff it is entailed by the empty set.

Theories In SMT, one is not interested in arbitrary models but in models belonging
to a given theory T constraining the interpretation of the symbols in some signa-
ture � . We deÞne theories most generally as classes of models with the same sig-
nature. More precisely, a � -theory T is a pair (�,A) where � is a signature and
A is a class (in the sense of set theory) of � -models. Section 11.4 discusses several
examples of theories commonly used in SMT.

Let T = (�,A) be a � -theory. A T-interpretation is any�-interpretation A for
some � �� such that A �,� 	A. A formula � is satisfiable in T , or T-satisfiable,
if it is satisÞed by some T-interpretation A .6 A set  of �-formulas T-entails an
�-formula �, written  |=T �, iff every T-interpretation that satisÞes all formulas
in  satisÞes � as well. The set  is T-satisfiable iff  �|=T �, and � is T-valid iff
� is T-entailed by the empty set, written as |=T �. T-unsatisfiable abbreviates not
T-satisÞable. These notions reduce to the corresponding ones given earlier when T
is the class of all � -models.

Note that, as deÞned here, T-interpretations allow us to consider the satisÞability
in a � -theory T of formulas that contain sort, predicate or function symbols not
in � . These symbols are traditionally called uninterpreted. In SMT applications,
it is convenient to use formulas with uninterpreted constant symbols, which for
satisÞability purposes are analogous to free variables, or with uninterpreted pred-
icate/function symbols, which can be used as abstractions of other formulas/terms
or of operators not in the theory.

Also note that the notions of theory and T-validity presented here are more gen-
eral than those used traditionally in Þrst-order theorem proving, where a theory is
deÞned as a recursive set of sentences, the axioms of the theory, and T-validity is de-
Þned as entailment by those axioms. The reason is that every set A of � -sentences
is characterized by (i.e., has the same set of valid sentences as) a class of� -models,

6Observe that the class of all T-interpretations includes all possible expansions of models in A.
This essentially means that variables and sort, function, and predicate symbols not in � can be
interpreted arbitrarily.
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namely the� -models ofA. In contrast, not every class of� -models is characterized
by a recursive, or even non-recursive, set of (Þrst-order) axioms.7

In the next sections, we will often consider the T-satisÞability of conjunctions
(or, equivalently, sets) of literals. We will refer to these conjunctions as constraints
and talk about constraint satisfiability in T .

Abstractions SMT techniques often use propositional abstractions of Þrst-order
sentences. Since our logic properly embeds propositional logic, such abstractions
can be deÞned as follows. Let us Þx a signature ! consisting exclusively of an
inÞnite set of propositional symbols not contained in any theory signature. Every
quantiÞer-free formula (qff ) of signature! is in effect a propositional formula, sat-
isÞable in our sense iff it is satisÞable in propositional logic. For every theory signa-
ture � , we deÞne an injective mapping (_)a from the set of all atomic � -formulas
into ! . This mapping extends homomorphically to an (injective) mapping, also de-
noted as (_)a, from quantiÞer-free � -formulas to quantiÞer-free ! -formulas (i.e.,
propositional formulas) such that (‹�)a = ‹(�a) and (� ��)a = �a � �a for all
qffs � and � . We denote by (_)c the inverse homomorphism of (_)a, which is such
that (�a)c = �, (‹�)c =‹(�c), and (� ��)c = �c ��c for all qffs � and � .

We call an SMT solver any program that tries to determine the satisÞability of
some class C of formulas in some theory T . What distinguishes SMT as a Þeld is
the development and use of efÞcient reasoning techniques speciÞc to the selected
theory and class of formulas.

11.2 SMT in Model Checking

Model checking has leveraged SMT extensively in the last decade thanks to the
impressive growth in the performance and scope of SMT solvers. The use of SMT
solving in support of software model checking and, more generally, model checking
for inÞnite-state transition systems is now widespread, as can be seen in the rest of
this book. In this section, we give a generalÑand necessarily incompleteÑsampling
of that by focusing on a few major model-checking methods.

Roughly speaking, we could say that all of these methods rely on some encod-
ing of a software or hardware system under analysis as a transition system S whose
state space is represented by the Cartesian product D1 × • • • ×Dn of Þnite or in-
Þnite domains (Booleans, Þxed-size bit vectors, integers, and so on) modeled by
some � -theory T . The system itself is (implicitly or explicitly) described by a pair
(I[x],Tr[x,x�]) of typically quantiÞer-free � -formulas8 where

7A well-known example of the latter would the SMT theory consisting of a single� -interpretation
for the integers with the usual operations.
8This is an oversimpliÞcation because, for instance, several software model-checking methods also
rely for efÞciency on a separate representation of a programÕs control structure as a control ßow
graph. See Chap. 15 for more details [96].
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� x and x� are n-tuples of variables semantically ranging over D1 × • • • ×Dn;
� I[x] is satisÞed exactly by the initial states of S;
� Tr[x,x�] is satisÞed by all pairs s, s� of reachable states of S where s� is a successor

of s in S.

This representation is analogous to that used in SAT-based model checking (see
Chap. 10 of this Handbook [23]) except that the system is formulated in a more pow-
erful logic than propositional logic, though still endowed with efÞcient satisÞability
checkers: SMT solvers. The SMT setting has a number of advantages. To start, the
Þrst-order language allows natural and more or less direct formulations of the sys-
tem under analysisÑregardless of whether the system has Þnitely or inÞnitely many
states. In the Þnite-state case, these formulations can also be exponentially more
compact than propositional ones because they do not need to encode non-Boolean
data types and their operations at the propositional level, which allows for better
scalability. Moreover, several SAT-based model-checking techniques lift naturally,
although not necessarily immediately, to the SMT case.

BMC and k-Induction-Based Methods The most obvious example of such lifting
is bounded model checking (BMC) [57]. As in the original propositional setting,
one tries to disprove that a given state property P [x] is invariant for the system, i.e.,
true in all reachable states, by looking for a value i 
 0 such that the formula

I[x0] � Tr[x0,x1] � • • • � Tr[xi�1,xi] � ‹P [xi] (1)

is satisÞable [4, 93, 125]. Another example is k-induction [148], where one tries to
prove that a given state property P [x] is invariant by looking for a k 
 0 such that
(1) is unsatisÞable for all i = 0, . . . , k and the formula

Tr[x0,x1] � • • • � Tr[xk,xk+1] � P [x0] � • • • � P [xk] � ‹P [xk+1] (2)

is also unsatisÞable. In both examples, the only differences with the original for-
mulations are that the formulas (1) and (2) are Þrst-order qffs; propositional satis-
Þability is replaced by T-satisÞability; and an SMT solver is used to perform the
satisÞability check. Again, as in the propositional case, any variable assignment that
satisÞes (1) can be used to construct a counter-example trace for P . Several enhance-
ments to BMC and k-induction (such as lemma learning, abstraction and reÞnement,
path compression, termination checks, . . . ) lift to the SMT case as well [93, 125].

Interpolation-Based Methods Interpolation-based model checking proves a prop-
erty P [x] invariant by constructing a formula R[x] that holds in all reachable states
and entails P [x]. This is done incrementally, for i = 0,1, . . ., by checking the satis-
Þability of formulas of the form

Ri[x0] � Tr[x0,x1] � • • • � Tr[xk�1,xk] �
�
‹P [x0] � • • • � ‹P [xk]

�
(3)

for some k > 0, where Ri is a formula satisÞed by all states reachable in up to
i steps, starting with R0 = I . When (3) is unsatisÞable, Ri[x] is generalized to
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Ri+1 :=Ri[x]� Int[x]where Int[x1] is a formula entailed by Ri[x0]�Tr[x0,x1] and
jointly unsatisÞable with Tr[x1,x2]� • • •�Tr[xk�1,xk]� (‹P [x0]� • • •�‹P [xk]),
an interpolant of those two formulas. The property is proved if at some point Ri+1
is equivalent to Ri , something that can be checked by verifying the unsatisÞabil-
ity of Ri+1[x] � ‹Ri[x]. This method was developed originally in the SAT set-
ting [115]. However, it immediately lifts to the SMT setting with theories T and
language fragments for which T-entailment is decidable and interpolants exist and
are computable (e.g., [116]). Note that in this case a plain SMT solver is not enough,
since procedures for computing theory interpolants are also needed. These proce-
dures, however, can often be built within existing SMT solvers (see Sect. 11.8). See
also Chap. 14 for a comprehensive treatment of interpolation-based methods [118].

Predicate-Abstraction-Based Methods Perhaps the most successful approach to
software model checking so far, described in more detail in Chap. 15, is predi-
cate abstraction. In a predicate abstraction method popularized by the SLAM model
checker and further improved in other tools [8, 95], a program written in a high-level
programming language (such as C or Java) and a safety property P to be checked
are modeled as a system (I[x],Tr[x,x�]) with a distinguished error state directly
reachable from any state that violates the property.

The system (I,Tr) is abstracted to a Þnite-state system S = (I,Tr), obtained,
roughly speaking, by replacing predicates (i.e., atoms or other sub-formulas) of I
and Tr by propositional variables. Then, using traditional symbolic model-checking
techniques (see Chap. 8 of this Handbook [48]), an exhaustive analysis of all the
paths of S is performed to determine whether the abstract error state is reachable.
If a trace t to that state is found, it is converted to a formula � that is T-satisÞable
exactly when t corresponds to an execution of the original program that leads to
the concrete error state. If � is not T-satisÞable, the abstraction S is reÞned using
techniques like those described in Chap. 15 to remove that spurious error trace t . As
in the other methods above, all T-satisÞability checks involved in this process are
performed by an SMT solver.

11.3 The Lazy Approach to SMT

The majority of the work in SMT has focused on the T-satisÞability of quantiÞer-
free formulas and on theories T for which this problem is decidable. We discuss
that major case here. Let us start by observing that to decide the quantiÞer-free
T-satisÞability problem, it is enough in principle to have a procedure for deciding
the T-satisÞability of constraints (conjunctions of literals): one can Þrst convert any
quantiÞer-free formula to Disjunctive Normal Form, and then check each disjunct
individually. This solution, however, is impractical because of the frequent exponen-
tial blow-up in the size of the resulting DNF formula. Except for degenerate (and
uninteresting) examples of theories, this blow-up cannot be eliminated in general
because the T-satisÞability of qffs is NP-hard, even if the constraint T-satisÞability
problem is polynomial, as one can easily show by simple reductions from SAT.
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To avoid the inefÞciencies inherent in DNF conversions, most current SMT
solvers follow a general approach that essentially amounts to constructing and
checking a DNF for the input formula incrementally and as needed. The main
characteristic of this approach, referred to as the lazy approach in the literature
(e.g., [147]), is the combination of one or more specialized constraint satisÞability
procedures, or theory solvers, with a conßict-driven clause-learning (CDCL) SAT
solver, the SAT engine, used to reason efÞciently about the propositional connec-
tives. The approach has several variants, differing in the sophistication of the inter-
action between the SAT engine and the theory solvers. We discuss some of them in
the following.

For the rest of the section, we Þx a generic � -theory T and assume the exis-
tence of a theory solver, or T-solver for short, that can decide the T-satisÞability
of conjunctions of � -literals. We will discuss only a few general desirable features
of T-solvers here. Details on algorithms and techniques for implementing theory
solvers for speciÞc theories of interest in model checking are provided in Sect. 11.4.
We will assume that the reader has some familiarity with the inner workings of
modern SAT solvers (see Chap. 9 for a general overview).

11.3.1 A Basic Lazy SMT Solver

In the most basic version of the lazy approach, with a single � -theory T , one ab-
stracts each atom in the input formula by a new propositional variable (as detailed
at the end of Sect. 11.1.1), uses the SAT engine to Þnd a model of the formula,
a satisfying assignment given as a set A of literals, and then asks the T-solver to
verify that the� -literals abstracted by this model are jointly T-satisÞable [19, 124].
If the latter check succeeds, one can conclude that the input formula is T-satisÞable.
Otherwise, one asks the SAT engine for another modelÑsomething achievable in
the simplest way by adding a proper blocking lemma, the negation of a subset of
the assignment A, to the original formula and restarting the engine. This process is
repeated until a model consistent with the theory is found, or all possible proposi-
tional models have been explored with no successÑin which case one can conclude
that the input formula is T-unsatisÞable.

A pseudo-code description of this algorithm is provided in Fig. 1, with the con-
cretization and abstraction functions (_)c and (_)a deÞned as in Sect. 11.1.1. Current
implementations are based on more sophisticated variations on this basic approach
that exploit advanced features of modern SAT engines and theory solvers to achieve
a tighter integration between them [3, 5, 31, 72, 77]. The most important ones are
described next.

11.3.2 SAT Engine and Theory Solver Features

For efÞcient integration, in addition to having all the features usually found in mod-
ern SAT solvers, it is important for the SAT engine to be on-line, i.e., able to take
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Require: � is a qff in the signature � of T
Ensure: output is sat if � is T-satisÞable, and unsat otherwise
F := �a

loop
A := get_model(F )
if A= none then

return unsat
else
µ := check_satT (Ac)
if µ= sat then

return sat
else
F := F �‹µa

Fig. 1 A basic SMT solver based on the lazy approach. The function get_model implements the
SAT engine. It takes a propositional formula F and returns either none, if F is unsatisÞable, or
a satisÞable conjunction A of propositional literals such that A |= F . The function check_satT
implements the theory solver. It takes a conjunction � of � -literals and returns either sat or a
T-unsatisÞable conjunction µ of literals from �

and process its input progressively, maintaining at all times a set � of input for-
mulas and a satisfying assignment for it. Initially, � is empty (and so satisÞed by
the empty assignment). When a new formula is fed as input, the engine attempts to
modify the current assignment to satisfy the new formula as well, terminating if that
is not possible or waiting for more input formulas otherwise.

T-solvers usually maintain internally at all times a set " of literals to be checked
for T-satisÞability. The salient advanced features for these solvers are listed below.

Incrementality Intuitively, a T-solver is incremental if it can be given a set of lit-
erals one at a time and determine each time the T-satisÞability of the newly ex-
panded internal set " with a cost proportional to the size of the additionÑas
opposed to the size of ". With an incremental T-solver, the model produced by
the SAT engine can be checked for T-satisÞability as it is being constructed, and
so discarded as soon as it becomes T-unsatisÞable. Decision procedures used for
most theories were either already incremental in their original formulation or have
been adapted to be so by SMT researchers.

Backtrackability Incremental solvers are naturally state-based. A state-based T-
solver is backtrackable if, for any of the literals in its current input set L, it is
able to restore inexpensively the state it had right before it was fed that literal.
This feature is crucial to keep an incremental T-solver in sync with the SAT en-
gine, which itself relies on backtracking to recover from propositional conßicts
generated while attempting to construct a model for its input formula.

Conflict Set Generation A conflict set for a T-unsatisÞable input set " to a
T-solver is an (ideally minimal) subset {l1, . . . , ln} of " that is already T-
unsatisÞable. The T-valid formula ‹l1 � • • • � ‹ln constructed from this set is
called a justification or explanation (of "Õs unsatisÞability). An explanation can
be abstracted and passed to the SAT engine, to be treated as a learned clause. Its
immediate effect is to create a conßict in the engine and force a backtrack. If it
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is kept afterwards, its later effect will be the same as that of learned lemmas in
CDCL SAT solvers: to drive the search away from other parts of the search space
that would generate the same conßict.

Literal Deduction A T-solver with this feature is able to identify consequences of
its current set " among a predetermined set L of literalsÑi.e., identify literals
l 	 L such that " |=T l. This information is useful to the SAT engine which then
does not have to guess the value of these literals. Typically, but not exclusively,
L consists of all atoms occurring in the original input formula (the formula � in
Fig. 1), as well as their negation. Theory propagation, the process of communi-
cating entailed literals to the SAT engine, can be partial or exhaustive, depending
on the cost of determining all entailed literals of L. For some theories, such as
for instance difference logic (cf. Sect. 11.4.5), exhaustive theory propagation is
extremely cheap and proves highly effective. For others, it pays off performance-
wise to propagate only literals of L that happened to be deduced in the process of
checking the satisÞability of the input set ". For instance, this is the case for the
(positive) equalities computed by congruence closure in solvers for the theory of
equality (cf. Sect. 11.4.1).

Explanation Generation With theory propagation, the SAT engine may generate a
conßict involving a theory-propagated literal l. For the engine to perform its con-
ßict analysis and determine how far to backtrack, it is necessary to have an expla-
nation for l, a formula of the form l1 � • • • � ln� l where {l1, . . . , ln} is a subset
of the literals " in the T-solver such that l1, . . . , ln |=T l. Typically, the same
mechanisms and infrastructure used to compute conßict sets can be used to com-
pute these explanations too.9 Explanations need not be minimal, as computing
those can be unacceptably expensive, but should be relatively small since shorter
explanations usually lead to better conßict analysis than longer ones. A compli-
cation and main difference with conßict sets is that literal explanations are (best)
computed a posteriori and as needed, whereas conßict sets are usually computed
as soon as the input set becomes unsatisÞable (see [132] for a discussion).

11.3.3 A General Framework and Architecture

SMT solvers implementing the many variants of the lazy approach can be described
abstractly and declaratively in terms of a transition system between states of the
form M || F , where M is a sequence of � -literals and decision points, and F
is a quantiÞer-free � -formula in conjunctive normal form, or, equivalently, a set
of clauses; an additional distinguished state Fail is used to model the discovery
by the SMT solver that its input formula is T-unsatisÞable [131, 132]. Identifying
for simplicity every � -literal l with its propositional abstraction la, the sequence

9In fact, one can look at a conßict set as an explanation for the literal �.
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M represents the propositional assignment being built by the SAT engine, together
with the engineÕs non-deterministic guesses; the formula F models the current set of
clauses being processed by the SMT solver. Slightly more concrete versions of this
framework also model conßict analysis and lemma construction by adding states of
the formM || F || C whereM and F are as before and C is a conflict clause forM
and F , a clause T-entailed by F and propositionally falsiÞed by M [108, 142].

This declarative framework has been used to provide a clean formulation of the
different lazy variants and a basis for comparison and formal analysis at an ab-
straction level free of inessential implementation and control details. Its description,
however, is beyond the scope of this chapter. We refer the reader to the original
work [108, 132] or previous survey work [12] for more information and formal cor-
rectness results. Here, we informally describe instead a general modular architecture
for SMT solvers based on the lazy approach, known in the literature as DPLL(T).

The DPLL(T) Architecture The architecture relies on a generic CDCL-style SAT
engine, called DPLL(X), which is parametric in the theory and theory solver used.
Instantiating the parameter X with a theory solver for some theory T produces a
DPLL(T) system that can be seen as a concrete implementation of the abstract frame-
work mentioned above.10 In particular, the engine maintains the partial assignment
M and the current formula F . The T-solver maintains a set " of literalsÑwhich
at any time is a subset of those in M . The T-solver can be arbitrary as long as
it conforms to a speciÞc, simple interface. The precise details of the interface are
not needed here (the interested reader is referred to [77, 132]). It sufÞces to know
that the T-solver provides operations that the DPLL(X) engine can invoke to do the
following.

� Assert a literal l, that is, ask for l to be added to". This operation is to be invoked
when the DPLL(X) engine adds l to its partial assignment M .

� Ask whether the current set " of asserted literals is T-unsatisÞable. This request
can be made by the DPLL(X) engine with different degrees of strength: for theo-
ries where deciding unsatisÞability is expensive, it can be more effective for the
engine to rely on a cheap, if incomplete, T-unsatisÞability check while it is build-
ing the partial assignment M , and request a complete one only when M propo-
sitionally satisÞes F (and " contains all the literals in M). In response, when it
determines the T-unsatisÞability of", the T-solver returns an explanation of that.

� Request a set of input literals not in " that are T-entailed by ". The returned
set, which is used for theory propagation, need not include all T-entailed literals.
Note that for this operation the T-solver must know the set of all input literals.

� Request an explanation for a previously theory-propagated literal l. Explanations
are used by the DPLL(X) engine during the analysis of conßicts that involve
theory-propagated literals.

10The motivation for the abbreviation DPLL in DPLL(T) is historical. At the time the architecture
was proposed [77], CDCL solvers were still commonly referred to as DPLL solversÑin reference
to the work of Davis, Putnam, Logemann and Loveland [62, 63].
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� Request the T-solver to undo the n most recent assertions, that is, to remove
from " its n most recent literals, for some n > 0. This operation is to be invoked
after the engine backtracks to some previous decision level and shrinks its partial
assignment M correspondingly.

DPLL(T) is currently the most popular general architecture for SMT solvers
based on the lazy approach. However, its black-box treatment of the SAT engine
and the theory solvers (originally an asset because it allowed the use of minimally
modiÞed off-the-shelf SAT solvers) is becoming a limitation as research in SMT ad-
vances. A number of alternative architectures have been proposed quite recently that
aim at overcoming these limitations by integrating propositional-level and theory-
level reasoning more tightly [34, 98, 119].

11.4 Theory Solvers for Specific Theories

In this section, we consider solvers for constraint satisÞability problems in several
speciÞc theories. For each theory, we Þrst describe the signature and semantics of
the theory and then discuss how to solve its constraint satisÞability problem.

11.4.1 Uninterpreted Function Symbols

We start with the simplest possible theory consisting of a given signature � and the
class of all � -models. This theory, or rather family of theories parametrized by the
signature, is known as the theory of Equality with Uninterpreted Functions (EUF)
or the empty theoryÑsince it imposes no restrictions on its models.

Conjunctions of literals in this theory can be decided in polynomial time by
congruence closure algorithms. For simplicity, we describe a version of the algo-
rithm assuming no predicate symbols. This assumption loses no generality, because
predicate symbols can be handled using a simple encoding: introduce a new sort
symbol B and a new function symbol fp of rank �1 • • •�nB for each predicate
symbol p of rank �1 • • •�n, plus a new constant symbol tt of sort B; then, replace
each literal p(t1, . . . , tn) with fp(t1, . . . , tn)= tt and each literal ‹p(t1, . . . , tn) with
fp(t1, . . . , tn) �= tt.

Let  be a set of literals to be checked for satisÞability. Since there are no
predicate symbols,  can be partitioned into a set E of equalities and a set D
of disequalities. Let E� be the congruence closure of E, deÞned as the small-
est equivalence relation (over the terms in  ) that includes E and also satisÞes
the congruence property: for every pair of terms f (s1, . . . , sn) and f (t1, . . . , tn),
(f (s1, . . . , sn), f (t1, . . . , tn)) 	 E� whenever (si , ti) 	 E� for i = 1, . . . n.11 Then,
 is satisÞable iff for each t1 �= t2 	D, (t1, t2) /	E�.

11Observe that two terms may be related by E� only if they have the same sort.
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Example 1 Let  = {f (f (a))= a, f (f (f (a)))= a, g(a) �= g(f (a))}. The equiv-
alence classes induced by E are {a, f (f (a)), f (f (f (a)))}, {f (a)}, {g(a)},
{g(f (a))}. Congruence closure requires merging the Þrst two classes and the last
two. As a result, (g(a), g(f (a))) 	E� and  is not satisÞable.

Standard algorithms use directed acyclic graphs (DAGs) to represent terms, and
a union-find data structure [155] to represent equivalence classes of terms. The main
work is in the congruence closure step. A simple O(n2) algorithm for congruence
closure is as follows [127]: seed a work-list with the equalities in E; then, while
the work-list is non-empty, remove an equality, perform a union operation on the
two equivalence classes containing the terms on either side of the equality, and then
examine all pairs of parents (in the DAG) of these terms to see if any of them newly
satisfy the congruence property; if they do, add this new pair to the work-list. Once
the work-list is empty,  is satisÞable iff for each disequality t1 �= t2 	D, the find
of t1 is different from the find of t2. More efÞcient algorithms (O(n logn)) only
require traversing one set of parents after each union operation and include efÞcient
mechanisms for computing, in the case when is unsatisÞable, a small unsatisÞable
subset of  [66, 130].

11.4.2 Real Arithmetic

Next, consider the signature � containing a single sort, R, all rational number con-
stants, function symbols {+,�,�} and the predicate symbol
, all with the expected
rank. The theory of real arithmetic consists of this signature paired with the stan-
dard model of the real numbers, that is the � -model that interprets R as the set R
of the real numbers and the constants and operators in the usual way. SatisÞability
of � -formulas in this theory, even with quantiÞers, is decidable [112]. Tradition-
ally, decision procedures for the full theory have not been efÞcient enough to be
practical. It is worth noting, however, that this is an area of active research and
several promising new approaches are being investigated [80, 99]. EfÞcient deci-
sion procedures do exist for the satisÞability of appropriately restricted classes of
quantiÞer-free � -formulas in this theory.

Consider, for instance, linear real arithmetic (LRA). Here, formulas are re-
stricted in that the symbol � can only appear if at least one of its two operands
is a rational constant. For illustration purposes, we describe here a simple algorithm
based on Fourier—Motzkin elimination [146]. For convenience, let t1 < t2 abbreviate
‹(t2 
 t1) and assume that in all constraints, like terms are combined.

Now, suppose we are given a set  of LRA literals. We Þrst eliminate disequali-
ties by replacing t1 �= t2 by t1 < t2 � t2 < t1. We also eliminate weak inequalities by
replacing t1 
 t2 with t1 < t2 � t1 = t2. These steps introduce disjunctions, but case-
splitting or conversion to DNF can be used to reduce the new problem to several
instances of simple conjunctions of strict inequalities. Next, we eliminate equali-
ties. If t1 = t2 cannot be solved for some variable x, it must either be trivially true or
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trivially false. If the former, we remove it; if the latter,  is unsatisÞable and we are
done. Otherwise, the equality is equivalent to x = t3 for some term t3. In this case,
we replace x everywhere by t3 and then remove the equality.

We are left with only conjunctions of strict inequalities, to which we apply
Fourier—Motzkin elimination. We pick a variable x occurring in  to eliminate,
and rewrite all constraints containing x as either (i) t1 < x or (ii) x < t2. For every
possible pair of constraints in  consisting of a constraint of the form (i) and one of
the form (ii), we introduce the new constraint t1 < t2. We then remove all constraints
containing x, eliminating x from  . We repeat with another variable until no more
variables appear in  . The result is a set of inequalities over rational constants that
can easily be simpliÞed to �, indicating that  is unsatisÞable, or ‹�, indicating
that  is satisÞable.

Example 2 Let  = 1 � {w 
 y} with  1 = {x < y + z, x � y = z�w, y < 0}.
Eliminating 
 yields two sets of constraints:  1 � {w < y} and  1 � {w = y}. In
the Þrst set, solve the equality for x to get x = y + z � w. After substituting and
combining like terms, we have {0<w, y < 0, w < y}. Applying Fourier—Motzkin
elimination to y results in {0<w, w < 0}. Then eliminating w yields 0< 0, which
simpliÞes to �. For the second set of constraints, Þrst eliminate w = y by substitut-
ing y for w everywhere to get {x < y + z, x = z, y < 0}. Next, eliminate x which
gives {0 < y, y < 0}. Fourier—Motzkin elimination on y then again yields 0 < 0.
Thus  is unsatisÞable.

Each elimination step in the procedure above introduces in the worst case a
quadratic number of new constraints, making the procedure doubly exponential.
For this reason, Fourier—Motzkin elimination is usually not practical for large sets
of constraints, Though more efÞcient procedures based on Fourier—Motzkin have
been developed [98, 106], procedures based on the Simplex method are currently
preferred because of their superior overall performance. A Simplex-based algorithm
specialized for use in SMT solvers is given in [67], and further improvements on it
are described in [68, 91, 104].

11.4.3 Integer Arithmetic

Consider now a signature � containing a single sort Z, for the integers, all integer
number constants, function symbols {+,�,�} and the predicate symbol 
, all with
the expected rank. The theory of integer arithmetic consists of this signature paired
with the standard model of the integers, the � -model that interprets Z as the set Z
of the integers, and the constants and operators in the usual way. The satisÞability
of � -formulas in this theory, even without quantiÞers, is undecidable [112].

The linear integer arithmetic (LIA) fragment is the analog of the LRA frag-
ment described above: the symbol � can only appear if at least one of its operands
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is an integer constant. The fully quantiÞed LIA fragment is also known as Pres-
burger arithmetic and is decidable using PresburgerÕs algorithm [138]. More efÞ-
cient methods exist for the quantiÞer-free fragment. Again, for illustrative purposes,
we describe here a relatively simple procedure for quantiÞer-free LIA based on the
Omega test [21, 107, 140]. This is essentially an integer adaptation of the Fourier—
Motzkin elimination procedure described for the reals above.

Let  be a set of LIA literals. As before, we assume that all constraints are nor-
malized by combining like terms. We divide coefÞcients in each constraint by any
common factors and check for any contradictions in constraints involving only con-
stants. Then, we eliminate disequalities by replacing t1 �= t2 with t1 < t2 � t2 < t1,
where again s < t abbreviates ‹(t 
 s). We similarly eliminate weak inequalities
by replacing (t1 
 t2) with t1 < t2 + 1.

The next step is the elimination of equalities. If it is possible to solve some equa-
tion for some variable x, we do this and either: (i) halt the procedure and report  
is unsatisÞable if the right-hand side of the solved equation reduces to a non-integer
constant; or else (ii) substitute the right-hand side for x in  as before. If it is not
possible to solve any equation for a variable while maintaining integer coefÞcients,
we proceed as follows: let a be the minimum coefÞcient of any variable and write
the equation it appears in as ax +

%
i aixi + c = 0. Let m = |a| + 1 and deÞne

k &mod m= k�m/ km +
1
20. Note that &mod distributes (modulo m) over both multi-

plication and addition. Next, apply this operator to both sides of the original equation
to get: –(x &mod m)+

%
i (ai &mod m)(xi &mod m)+ (c &mod m) = 0 (modulo m).

Expanding the deÞnition of &mod , this can be rewritten as: –x+
%
i (ai &mod m)xi +

(c &mod m) = m • y where y is a fresh variable. This equation can now be used to
eliminate x from the original equation (and indeed from  ). The new equation still
has the same number of variables, since y was introduced, but in the new equation,
the absolute values of the coefÞcients of all variables other than y are reduced by
a factor of at least 2/3, while the absolute value of the coefÞcient of y is in fact
|a|. By repeating this process a logarithmic number of times, we eventually obtain
an equation in which some variable has coefÞcient –1 and can thus be eliminated
without introducing any new variables. This process can be used to eliminate all
equality constraints from  .

The Þnal step again involves only conjunctions of strict inequalities and is similar
to Fourier—Motzkin elimination. We pick a variable x occurring in  to eliminate,
and write all constraints containing x as either (i) ax < t1 or (ii) t2 < bx where a
and b are positive integers. We remove these constraints from  and then for ev-
ery possible pair consisting of a constraint of the form (i) and a constraint of the
form (ii), we add a new constraint, choosing from the following three alternatives:
the real shadow at2 < bt1; the dark shadow bt1 � at2 > ab; and the gray shadow
i=b�1
i=1 bx = t2 + i. The Þrst two are approximations, with the Þrst preserving the

soundness and the second the completeness of the procedure. The gray shadow is
exact and can be used to eliminate x via additional case splitting and equation solv-
ing. However, this can be prohibitively expensive, so one possible strategy is: check
whether the real shadow constraints are sufÞcient for unsatisÞability; failing that,
check whether the dark shadow constraints are satisÞable; and Þnally, failing that,
check the gray shadow constraints.
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Example 3 Let  = {2x = 3w+4z, w < x, 2x+4z < w}. When solving for x, the
minimal coefÞcient is 2, som= 3, and we can derive the new equation�x�z= 3y,
or x =�3y � z. Substituting into the Þrst equation, we get �6y � 2z = 3w + 4z,
or w =�2y � 2z. Substituting for x and w in the second constraint, we get �2y �
2z < �3y � z or y < z. Substituting for x and w in the third constraint, we get
2(�3y � z)+ 4z <�2y � 2z or z < y. The real shadow is now unsatisÞable.

As with real arithmetic, better performance is possible by using Simplex-based
algorithms, in this case expanded with additional techniques for obtaining integer
solutions [65, 67, 68, 91, 92].

11.4.4 Mixed Integer and Real Arithmetic

Sometimes it is desirable to mix integer and real reasoning. A simple solution is
to use two different sorts, Z and R and then create two copies of the arithmetic
symbols, one set for integers and one set for reals. Mapping operators, such as toInt
of rank RZ (returning the integer part of a real) and toReal of rank ZR (returning the
corresponding real) can be used to mix real and integer terms.

Alternatively, mixing can be done by reasoning within the theory of reals with
the addition of a unary predicate symbol Int whose interpretation is exactly the set
of all whole (real) numbers. Often, constraints of interest limit the use of the Int
predicate to variables (as opposed to more complicated terms). In such cases, an
algorithm can be obtained by mixing approaches for LRA and LIA [21, 68].

For example, suppose  is a set of literals. Let VZ be the set of variables in  
that are constrained by Int, and let VR be the set of remaining variables of  . We
can eliminate disequalities and weak inequalities as before. Then, all equations that
contain at least one variable in VR can be eliminated by solving for the variable and
then substituting for that variable in  . Next, the remaining variables in VR can be
eliminated by performing Fourier—Motzkin elimination. The result of this step is
a system of equalities and inequalities over only the variables in VZ. Furthermore,
each constraint can be made to have integer coefÞcients by multiplying through by
the least common multiple of the denominators appearing in its rational coefÞcients.
The resulting set of constraints can be solved using any algorithm for LIA, such as
the one described above.

11.4.5 Difference Logic

Difference logic refers to a quantiÞer-free arithmetic fragment in which all atoms
are of the form x � y -. c, where -. 	 {=,
,
}, c is a constant, and x and y are
variables. The background theory may be the theory of real arithmetic, in which
case c can be any rational constant and the fragment is called real difference logic
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(RDL). Alternatively, it may be the theory of integer arithmetic, in which case c is
required to be an integer constant and the fragment is called integer difference logic.
Conjunctions of literals in either IDL or RDL can be solved in polynomial time.
A simple algorithm is as follows [128].

Let t1 < t2 abbreviate ‹(t2 
 t1), and eliminate disequalities by replacing ‹(x�
y = c) with x � y < c � x � y > c. We similarly eliminate equalities by replacing
(x � y = c) with x � y 
 c � x � y 
 c. Finally, we write all constraints in terms
of 
 by applying the following rewriting steps: (i) x � y 
 c �� y � x 
 �c;
(ii) x� y > c �� y� x <�c; and (iii) x� y < c �� x� y 
 c� 1. Step (iii) is
only valid in IDL. For RDL, a slight variation is possible: x � y < c �� x � y 

c� � where � is a rational positive constant chosen to be sufÞciently small [146].

Now, we form a weighted directed graph with a vertex for each variable and an
edge from x to y with weight c for each constraint x � y 
 c. The set of constraints
is satisÞable iff there is no cycle for which the sum of the weights on the edges is
negative, which can be determined using standard graph algorithms [50].

Example 4 Let  = {x � y = 5, z � y 
 2, z � x > 2, w � x = 2, z � w < 0}.
After eliminating equality and rewriting, we have {x � y 
 5, y � x 
�5, y � z

�2, x � z 
 �3, w � x 
 2, x � w 
 �2, z � w 
 �1}. In the associated graph,
the cycle from x to z to w to x has total weight �2. Therefore,  is unsatisÞable.

The algorithm described here is elaborated and extended in [58, 161]. An efÞ-
cient alternative algorithm based on a reduction to propositional logic is described
in [103].

11.4.6 Bit Vectors

The theory of fixed-size bit vectors is useful for modeling hardware or low-level
software. The theory signature consists of one sort BVn for each bit width n 
 1;
2n binary constants for each such sort, each representing a constant bit vector of
width n; and a large set of operators corresponding to standard hardware and soft-
ware operations on bit vectors. For example, t1 1 t2 represents the concatenation of
bit vectors t1 and t2 and t[i : j ] represents the extraction of bits i through j of t ,
where n > i 
 j 
 0 and n is the bit width of t .

A conjunction of equations containing only concatenation and extraction opera-
tors can be checked for satisÞability in polynomial time as follows [41, 61]. In step
(i), simple rewrites are used to distribute extraction over concatenation, other extrac-
tions, or constants, until the only arguments of extractions are variables. In step (ii),
whenever an equation contains a concatenation on one side, r 1 s = t , it is replaced
by two equations: r = t[n� 1 : m] and s = t[m � 1 : 0], where n is the bit width
of t and m is the bit width of s. In step (iii), if a variable x appears as an argument
to two different extractions, x[i : j ] and x[k : l], with i > k 
 j , then x[i : j ] is
replaced by x[i : k + 1] 1 x[k : j ]. Similarly, if i > l 
 j , then x[i : j ] is replaced
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by x[i : l + 1] 1 x[l : j ]. These three steps are repeated until they can no longer be
applied. Let 2 be the equivalence relation over terms induced by the resulting set of
equations. The original equations are unsatisÞable iff there exist two distinct binary
constants, c1 and c2, such that c1 2 c2.

Example 5 Let x be of width 4 and consider the equation 1 1 x = x 1 0. Step (ii)
produces three new equations: 1 = x[3 : 3], x[0 : 0] = 0, and x[3 : 1] = x[2 : 0].
Then, step (iii) requires that the last equation be replaced with x[3 : 3] 1 x[2 : 1] =
x[2 : 1] 1 x[0 : 0]. Repeating step (ii) on this equation gives x[3 : 3] = x[2 : 2],
x[2 : 2] = x[1 : 1], and x[1 : 1] = x[0 : 0]. The equivalence relation induced by all
of these equations equates 0 and 1, so the original equation is unsatisÞable.

Almost any extensions beyond this core fragment of the theory, including just
allowing disequalities, make the constraint satisÞability problem NP-hard. Recent
results show that, depending on the extension, the problem can be NP-complete,
PSPACE-complete, or up to NEXPTIME-complete for the full fragment [74].
Solvers typically handle the general case by Þrst employing a set of rewrite rules
to simplify and normalize parts of the input and then encoding the result as a propo-
sitional satisÞability problem. This can be done by assigning a propositional variable
to each bit in each bit vector variable and then using propositional logic formulas
to encode each equation in terms of these variablesÑa process known as bit blast-
ing. In reality, the situation is more nuanced as several bit blasting SMT solvers,
including non-DPLL(T ) solvers such as Boolector and STP, bit blast some of their
internal formulas only as needed, and so combine aspects of both the lazy and the
eager approaches.

Both the rewrite rules and the method of encoding can dramatically affect per-
formance, as detailed in an extensive set of publications on the subject [7, 18, 25,
36, 37, 44, 76, 94, 113].

11.4.7 Arrays

Consider a signature � with sorts A, I,E (for arrays, indices and array elements)
and function symbols: read, of rank A I E and write of rank A I E A. Then, consider
the theory consisting of all � -structures satisfying the axioms:

1. �a:A � i:I �v:E read(write(a, i, v), i)= v,
2. �a:A � i, j :I �v:E i �= j � read(write(a, i, v), j)= read(a, j),
3. �a �b:A (� i:I read(a, i)= read(b, i))� a = b.

This is the theory of functional arrays with extensionality. (Axiom (3) may be omit-
ted to obtain a theory without extensionality.) This theory is especially useful for
modeling memories or array data structures. The full theory is undecidable although
it contains a number of decidable fragments [33].

A simple algorithm for constraint satisÞability can be obtained by naive instanti-
ation of the axioms plus the use of congruence closure (e.g., [101]). Let be a set of
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� -literals. With no loss of generality, assume that each element of  is a flat literal,
that is, of the form a = b, a �= b, v = read(a, i), or b= write(a, i, v), where a, b, i, v
are variables.12 First, replace any disequality a �= b between array variables with
read(a, k) �= read(b, k), where k is a fresh variable of sort I. Now, let I be the set of
all variables in  of sort I, and replace each formula of the form a = write(b, i, v)
with read(a, i)= v �

�
j	I (i = j � read(a, j)= read(b, j)). Since this step intro-

duces disjunctions, case-splitting or conversion to Disjunctive Normal Form (DNF)
can be used to reduce the new problem to several instances of sets of literals. Each
such instance can be checked for satisÞability using only congruence closure over
read, since write no longer appears in  . The set  is satisÞable iff one of these
instances is satisÞable.

Example 6 Let  = {read(a, i) = v, read(b, i) �= v, w �= v, a = write(b, j,w)}.
The reduction replaces the last equation with read(a, j)=w� (i = j � read(a, i)=
read(b, i)). Now, note that if i = j , then congruence closure generates read(a, i)=
read(a, j) and so v = w, contradicting w �= v. On the other hand, if read(a, i) =
read(b, i), then this contradicts read(b, i) �= v. Thus,  is unsatisÞable.

In practice, various heuristics and optimizations are used to avoid many unnec-
essary axiom instantiations, greatly reducing the number of cases that must be con-
sidered [27, 35, 76, 89, 122, 153].

11.4.8 Other Theories

There are many other theories of general interest with decision procedures that
have been or could be integrated into SMT solvers. These include theories of Þ-
nite sets [47], Þnite multi-sets [136], inductive data types [13] (lists, records, and
tuples can be handled as special cases), character strings [102], pointers [49, 111],
and ßoating point numbers [144]. It is also possible to design special-purpose theo-
ries for speciÞc application domains (see, e.g. [129]).

11.5 Combining Theory Solvers

All constraint satisÞability procedures described in the previous section consider
theories of a single data type. In many applications of SMT, however, including
model checking, one is often interested in the satisÞability of formulas over several
data types (e.g., arrays with integer indices and real values, lists of integers, etc.)

12Any set of literals can be converted into an equisatisÞable set of ßat literals by introducing new
variables.
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and, consequently, over some combination of their theories. An important theoret-
ical and practical question then is whether and how constraint satisÞability proce-
dures for different theories can be combined modularly into a single one so as to
allow the construction of theory solvers for a combination of these theories. This
section gives an overview of notable combination methods and results.

A general mechanism for combination is available when the desired combination
of theories is axiomatized simply by the union of the axioms of the individual theo-
ries.13 More formally, since theories here are deÞned as classes of models, a modular
combination of two theories (the combination of more theories is similar) is deÞned
as follows.

Let T1 = (�1,A1) and T2 = (�2,A2) be two theories such that �1 and �2
agree on the rank they assign to their shared function and predicate symbols.14

The combination of T1 and T2 is the theory T1 & T2 = (�1 & �2,A) where
�1 &�2 is the smallest supersignature of both �1 and �2, and A= {A |A �1,� 	
A1 and A �2,� 	A2}. These deÞnitions encompass the more traditional view of the-
ories deÞned by a set of axioms. In particular, if Ai is the class of all �i models
that satisfy a set Axi of �i -sentences for i = 1,2, then A above is the class of all
�1&�2-models that satisfy the set Ax1 �Ax2 [141, 158]. Given, for i = 1,2, a de-
cision procedure for the satisÞability of sets of �i -literals in a �i -theory Ti , we
are interested in constructing a decision procedure for the satisÞability of sets of
�1 &�2-literals in T1 & T2 using those procedures as black boxes.

11.5.1 A Basic Combination Method

A combination method originally due to Nelson and Oppen [126], and later adapted
and extended to sorted logics by others [87, 141, 159], provides a general mecha-
nism for combining decision procedures as above. Variants of the method are im-
plemented in all major SMT solvers. Its essence is captured by the following non-
deterministic procedure.

The Nelson–Oppen Procedure Let � be a set of literals in the combined signature
�1 & �2. (i) First, purify � by constructing an equisatisÞable literal set �1 � �2
where each �i consists of �i -literals only. This can be easily done by Þnding a
pure (i.e., �i - for some i) subterm t , replacing it with a new variable v, adding the
equation v = t to the set, and then repeating this process until all literals are pure.
(ii) Then get the component satisÞability procedures to agree on the values assigned
to the shared variables15 of �1 and �2, the variables appearing in both �1 and �2.

13An example of a theory which is not a modular combination in this sense is the theory of Þnite
sets with cardinality. This theory includes the theory of Þnite sets and the theory of integers, but
also additional, mixed axioms deÞning the cardinality operator.
14Shared symbols with (same name but) different ranks can always be renamed apart.
15Also called interface variables in recent literatureÑsee, e.g., [38].
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This is done by guessing an arrangement of V , that is, a set arr(V ) of equations
and disequations encoding an equivalence relation over V (and so expressing which
pairs of variables take the same value and which do not). (iii) Finally, check each �i
locally for Ti -satisÞability under the chosen arrangement.

If each satisÞability procedure Þnds its respective input �i � arr(V ) satisÞable,
report the original set � to be T1 & T2-satisÞable. Otherwise, repeat steps (ii) and
(iii) with another arrangement. If no suitable arrangement exists, report � to be
T1 & T2-unsatisÞable. �

The non-deterministic combination procedure above yields a decision procedure
for a large class of theories. Its main requirement is that T1 and T2 be disjoint in the
sense of not sharing any function or predicate symbols. The procedure is terminat-
ing simply because the puriÞcation step is terminating and the number of possible
arrangements is Þnite (although exponential in the number of shared variables). The
procedure is refutationally sound for any two disjoint theories: every set it declares
T1& T2-unsatisÞable is indeed so. Without additional restrictions the method is not
refutationally complete, as it may fail to detect the unsatisÞability of its input for
certain pairs of disjoint theories [160]. It becomes complete if both T1 and T2 are
stably infinite over the sorts they share [134, 157, 159]. A � -theory T is stably inÞ-
nite over a sort � in � if every T-satisÞable quantiÞer-free � -formula is satisÞable
in a T-interpretation that interprets � as an inÞnite set.

Many theories of interest in SMT applications are indeed stably inÞnite over
some or all of their sorts. Examples include the various theories of arithmetic dis-
cussed in Sect. 11.4 and the theory of arrays, which is stably inÞnite over its array,
index and element sorts. However, some are notÑmost notably the theory of bit
vectors described in Sect. 11.4.6.

With disjoint stably inÞnite theories the combination method has an exponential
worst-case time complexity in general. More precisely, if the constraint satisÞability
problem for Ti can be decided in time O(fi(n)) for i = 1,2, the corresponding
problem for T1 & T2 can be decided in time O(2n2 × (f1(n) + f2(n))), with the
exponential factor due to the need to guess the right arrangement [134].

11.5.2 Combination Variants and Extensions

Actual implementations of the non-deterministic procedure sketched above try to
reduce its exponential penalty by reducing the amount of guessing of arrangements.
The most common approach is to check the satisÞability of �1 and �2 locally and
then deduce and propagate, from one component decision procedure to the other,
disjunctions of shared equalities entailed by �1 or �2. This is particularly effec-
tive when T1 and T2 are both convex over the sorts they share because then it is
enough for completeness to consider only individual entailed equalities. A� -theory
T is convex over a sort � 	 � S if for all sets  of � -literals and all sets E of
equalities between variables of sort � ,  |=T



e	E e iff  |=T e for some e 	 E.
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With convex theories, worst-case time complexity of the combination goes down to
O(n4 × (f1(n)+ f2(n))) [134].

With non-convex theories, or convex theories for which computing entailed
equalities is expensive, another approach is to check the Ti -satisÞability of �i alone
for some i = 1,2 and, once a model Ai is found, make the optimistic assumption
that �j � arr(V ) is Tj -satisÞable, where j �= i and arr(V ) is the arrangement of
V induced by Ai . If �j � arr(V ) is unsatisÞable because of some of the literals
in arr(V ), a new model for �i with different truth values for those literals must be
found. For some theory combinations, this heuristic approach is highly effective in
practice [123].

The stable inÞniteness requirement can be relaxed for one theory if the other
satisÞes stronger properties [109, 141, 160]. However, the equality-sharing mech-
anism of the original combination procedure needs to be extended to certain car-
dinality constraints. The most general results so far in the context of many-sorted
logic are described in [97]. A case for using a typed logic with parametric types
to frame and generalize Nelson—Oppen combination is provided in [109]. A few
extensions have been proposed to lift the disjointness restriction, most notably by
Ghilardi and his collaborators, although their interest thus far has been mostly theo-
retical [84, 87, 158]. Recent work, however, uses GhilardiÕs results to develop novel
SMT-based LTL model-checking algorithms [85, 86, 88].

11.6 SMT Solving Extensions and Enhancements

The scope of SMT solvers, especially those based on the lazy approach, has been
extended further in a number of directions. Also, several solvers contain further
enhancements aimed at improving their overall performance. We brießy describe a
few signiÞcant extensions and enhancements next.

Multiple Theories When working with multiple theories T1, . . . ,Tn that can be
combined with the Nelson—Oppen method, one can generate a single theory solver
for their combination T by combining the constraint satisÞability procedures for
various theories, as described in Sect. 11.5. With solvers based on the DPLL(T)
architecture a better approach is to develop an independent theory solver for each
theory and extend the interface of the SAT engine so that it interacts directly with
each theory solver and coordinates among them in Nelson—Oppen style, to maintain
soundness and completeness.

A general framework for doing this is known as delayed theory combination
(DTC) [30, 38]. At the level of abstract transition systems described in Sect. 11.3.3,
the essence of DTC is to work again with states of the form M || F except that
now every atom occurring in M or in F is pure, i.e., in the signature of one of the
theories T1, . . . ,Tn. A preprocessing puriÞcation step can be applied to the SMT
solverÕs input to guarantee this for the initial formula F0. The atoms in M come
from F0 or from the set S of all interface equalities, equalities between variables
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that occur in two atoms of F0 belonging to different theories. The SAT engine is
modiÞed so that it also determines, by guessing, the truth values of the atoms in S,
in addition to those in F0. In its more general and advanced form, DTC also beneÞts
from changes to the theory solvers that enable them to propagate entailed interface
equalities or disjunctions of them, thus reducing the SAT engineÕs guesswork. More
details on DTC together with a study of its relative merits with respect to the en-
capsulation approach mentioned at the beginning can be found in [38]. A general
abstract formulation of multi-theory lazy SMT that encompasses DTC is provided
in [108].

Quantifiers Checking the satisÞability of quantiÞed formulas is a long-standing
challenge in SMT. A typical use of quantiÞers in input formulas is to provide ax-
iomatic deÞnitions for function or predicate symbols not in the solverÕs background
theories. In model-checking applications, other uses of quantiÞers include assertions
involving all the elements of a collection datatype (such as arrays and sets) and as-
sertions about concurrent systems (which for instance quantify over all processes).
Extending decision procedures to such quantiÞed formulas without losing termina-
tion is in general impossible because of basic undecidability results for Þrst-order
logic. In fact, even maintaining (refutational) completeness is already difÞcult, both
in theory and in practice.

While the T-satisÞability of quantiÞed formulas is decidable for certain theo-
ries T (such as, for instance, the theory of real numbers), their decision proce-
dures use quantifier elimination methods, which convert formulas into T-equivalent
quantiÞer-free ones, and are quite heavy computationally. Furthermore, these meth-
ods normally break down in the presence of additional symbols, such as uninter-
preted ones. As a consequence, SMT solvers use incomplete methods based on in-
stantiating quantiÞed formulas into a set of ground ones.16 Existential quantiÞers in
formulas of the form �x1 • • • �xn �x � (with n 
 0) are eliminated by dropping �x
and replacing all free occurrences of x in � by the term f (x1, . . . , xn) where f is a
fresh (uninterpreted) function symbol of arity n. Then, each universally quantiÞed
formula �x � is conjoined with a number of its instances, obtained from the qff �
by replacing its free occurrences of x with some ground term of the same sort. The
selection of these instances is driven by incomplete heuristics.

The most common strategy is to select for instantiation ground terms that are rel-
evant to �x �, according to some heuristic relevance criterion. The SMT solver tries
to Þnd a subterm t[x] of �x � properly containing x, a ground term g among those
in its working memory, and a subterm s of g, such that t[s], the result of replacing x
by s in t , is T-equivalent to g. The expectation is that instantiating x with s is more
likely to be helpful than instantiating it with an arbitrary ground term. In terms of
uniÞcation theory [6], checking that |=T t[s] = g is a special case of T-matching.
In the context of SMT, because of the richness of the background theory T , it may
be very difÞcult if not impossible to determine whether an arbitrary term T and a

16A term or formula is ground if it contains no variables (although it may contain uninterpreted
constant symbols).
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ground term g T-match. As a result, most implementations use some form of T-
matching only for uninterpreted terms. More details on this and on heuristics that
are fairly effective in practice can be found in [24, 64, 82].

More recent work has focused on identifying fragments of Þrst-order logic mod-
ulo theories for which is it possible to produce complete, and in some cases also
terminating, quantiÞer-instantiation methods [70, 83, 150]. Some of this work [83]
is based on a general model-based quantifier instantiation approach where the SMT
solver maintains at all times (a Þnite representation of) a candidate model, a T -
model that satisÞes the current set G of ground formulas. The solver uses the can-
didate model to focus instance generation on only a few ground instances falsiÞed
by that model. Unless extending G with these instances makes G unsatisÞable, the
solver then constructs a new candidate model for the extended G, and repeats the
process until it is able to construct one that satisÞes all quantiÞed formulas as well.

A similar idea is used in the Inst-Gen calculus for Þrst-order logic (with no the-
ories) [78]. New ground instances are generated based on a model for the ground
ones computed by an off-the-shelf SAT solver. A theorem prover based on this cal-
culus has been shown to be very effective [105]. The Inst-Gen calculus has been
extended to built-in theories [79]. However, implementing the extended calculus in
an efÞcient solver has proven difÞcult so far.

A recent and quite promising line of work on model-based instantiation focuses
on SMT formulas all of whose quantiÞers range over uninterpreted sorts [142, 143].
There, the solver tries to prove its input formula T-satisÞable by imposing Þnite
cardinality constraints on those sorts, identifying for each sort � a set U� of ground
terms that enumerates the sortÕs Þnite domain, and instantiating quantiÞers with
these terms. The candidate model is used also to avoid exhaustive instantiation over
each U� by identifying, and ignoring, whole sets of instances that are equisatisÞable
with an already generated one.

Layered Theory Solvers Some theories T with a decidable constraint satisÞabil-
ity problem contain less-expressive fragments whose constraint satisÞability prob-
lem can be decided by more efÞcient methods. For example, the theory of real
numbers includes a chain of increasingly larger and harder to decide fragments:
inequalities between variables, difference constraints, linear constraints, and non-
linear constraints. For these theories, one can design a layered T-solver consist-
ing of a sequence of subsolvers of decreasing performance but increasing gener-
ality [5, 32, 37, 59, 149]. In principle then, the solver can use the most efÞcient
subsolver that is able to process the conjunction of literals given as input.

In reality, inputs rarely fall neatly in one of the fragments in the sequence. So ab-
straction and reÞnement techniques, similar in spirit to those used in model check-
ing, must be used to take advantage of the faster subsolvers. Considering a non-
incremental theory solver, for simplicity, the layering mechanism works as follows.
The solver abstracts the literals in the input formula � as needed to get a formula
� � T-entailed by � and accepted by its most restricted subsolver. If that subsolver
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determines � � to be T-unsatisÞable, the solver reports � to be T-unsatisÞable.17

Otherwise, it reÞnes � � just enough for it to fall into the fragment processed by the
next more general subsolver, and sends it to that one, repeating the same process
until a subsolver Þnds the reÞned formula � � unsatisÞable or � � gets reÞned to � .

Incomplete Theory Solvers For some theoriesÑsuch as the theories of arrays, lin-
ear integer arithmetic, algebraic data types, and Þnite setsÑthe constraint satisÞ-
ability problem alone is NP-hard. To be refutationally complete then, a solver for
such a theory T must perform internal search and case splitting. In a DPLL(T) set-
ting, it is possible to use much simpler, albeit incomplete, T-solvers by delegating
all search and case splitting to the SAT engine, a module already designed to do that
efÞciently.

The main idea, developed in the splitting on demand framework [11], is the
following. Any time the T-solver needs to do a case analysis to determine the T-
satisÞability of its input, it encodes the needed case split into a T-valid disjunction
of literals, a theory lemma in effect. Then, instead of returning a sat/unsat answer,
it returns the lemma demanding that the SAT engine process itÑdoing case splits
on it as it would do with any other lemma. When the engine adds a literal from the
lemma to its variable assignment, the literal will be asserted back to the T-solver,
letting it proceed with that choice. After that, the T-solver either manages to deter-
mine the satisÞability of the newly extended input set or repeats the process with a
new lemma. For termination, and overall completeness, there must be a Þnite upper
bound on the number of splitting demands a T-solver needs to make for any given
input before it is able to reply with sat or unsat. General sufÞcient conditions for
the correctness of splitting on demand are discussed in [11].

Although splitting on demand simpliÞes the construction of theory solvers, it
does not always provide the best performance. A discussion of this issue for real
arithmetic solvers can be found in [92].

11.7 Eager Encodings to SAT

An alternative to the lazy approach to SMT is one usually referred to as the eager
approach. It encompasses any technique that aims to fully reduce SMT problems
to propositional satisÞability (SAT) problems via some kind of encoding. More for-
mally, an eager SMT solver accepts a Þrst-order formula � in the signature of some
theory T , generates a propositional formula � that is propositionally satisÞable iff
� is T-satisÞable, and then it feeds � to an off-the-shelf SAT solver.

Although the lazy approach is now predominant in SMT, mostly because of its
ßexibility and generality, efÞcient eager solvers do exist for a number of important
theories. To give a sense of how some of them work, let us look at the theory of
Equality with Uninterpreted Functions (EUF), that was introduced in Sect. 11.4.1.

17If a conßict set is required for � , it can be computed from one for � �.
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Eager solvers for quantiÞer-free formulas in EUF can be constructed using Ack-
ermann’s reduction [1]. Suppose f is a unary function symbol (the generalization to
n-ary symbols is straightforward) in an input formula �, and let {f (t1), . . . , f (tn)}
be the set of occurrences of f in �. We introduce n new constant symbols f1, . . . , fn
and replace each f (ti) with fi in �. Let �� denote the result of this replacement.
Then the formula �� �

�n
i=1

�n
j=i+1(ti = tj � fi = fj ) is satisÞable in EUF iff �

is. By repeating this process, all function symbols can be removed.18

To complete the eager translation, we must also remove all equality literals.
One way to do this is by introducing propositional variables and transitivity con-
straints [46]. Suppose � is an EUF formula with equalities but no function sym-
bols. Let S = {s1, . . . , sm} be the set of all terms appearing in equalities. Let � � be
the result of replacing each equality si = sj or sj = si where i < j with a propo-
sitional variable ei,j . Let G be an undirected graph on S with an edge between
si and sj iff ei,j appears in � �. Let G� be a chordal graph (no chord-free cycle
of size four or more) obtained from G by adding arbitrary chords within cycles
of size four or more. For each triangle (si , sj , sk), i.e., cycle of size three in G�
with i < j < k, we add the following transitivity constraint to � �: ((ei,j � ej,k)�
ei,k) � ((ei,j � ei,k)� ej,k) � ((ei,k � ej,k)� ei,j ). The result is a propositional
formula that is satisÞable iff � is satisÞable in EUF. For additional details on and
extensions to this algorithm, see [107].

Example 7 Consider again the EUF example  = {f (f (a)) = a, f (f (f (a))) =
a, g(a) �= g(f (a))}. After applying the Ackermann reduction, we have: {f2 =
a, f3 = a, g4 �= g5, a = f1 � f1 = f2, a = f2 � f1 = f3, f1 = f2 � f2 =
f3, a = f1 � g4 = g5}. The graph G is already chordal and has four triangles:
(a, f1, f2), (a, f1, f3), (a, f2, f3), (f1, f2, f3). Let a0 � a and introduce the propo-
sitional terms ei,j according to the subscripts. Also, let Bi,j,k be the transitivity
constraint on ei,j , ej,k, ei,k introduced above. The set {e0,2, e0,3, ‹e4,5, e0,1 �
e1,2, e0,2 � e1,3, e1,2 � e2,3, e0,1 � e4,5, B0,1,2, B0,1,3, B0,2,3, B1,2,3} of
propositional formulas is satisÞable iff  is satisÞable. It is easy to see that this
set is unsatisÞable: e0,2 and e0,3 must be true and e4,5 must be false. The Þfth con-
straint then implies that e1,3 must also be true. But then B0,1,3 entails e0,1 which
implies that e4,5 must be true, a contradiction.

The UCLID solver [42, 45, 110] uses these and other techniques to solve
(eagerly) problems speciÞed in the CLU logic, a logic of Counter arithmetic
with Lambda expressions and Uninterpreted functions. Other eager approaches
have looked at small-domain instantiations [137] and various fragments of arith-
metic [151, 152]. As mentioned in Sect. 11.4.6, a common approach to construct
solvers for the theory of bit vectors is to apply some rewriting to the input formula
followed by bit blasting. This too is an instance of the eager approach.

18A method due to Bryant can be used as an alternative that can sometimes be more efÞcient [43].
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11.8 Additional Functionalities of SMT Solvers

Arguably, the success of SMT solvers as embedded deductive reasoning engines is
due in large part to the emergence of additional functionalities well beyond the mere
checking of a formulaÕs T-satisÞability. These functionalities are used extensively
and with great beneÞt by tools such as model checkers, interactive provers, program
veriÞers, test case generators and so on. We discuss a selection of them next.

Models In many applications it is useful not only to know that a formula is T-
satisÞable but also to obtain a witness of its T-satisÞability in the form of a T-
interpretation (in the sense of Sect. 11.1.1) satisfying the formula. Fully representing
Þrst-order models such as T-interpretations Þnitarily, however, is challenging, when
possible at all. Hence SMT solvers usually return only partial information, in the
form of value assignments to selected symbols in the input formula. Furthermore,
they restrict consideration only to models that permit a Þnitary representation of
these values.19 For instance, for the theory of arrays they only consider models that
interpret array variables as almost constant maps, unary functions mapping all their
inputs to the same value except for Þnitely many inputs. A similar restriction is
adopted for EUF in computing the interpretation of function symbols.

Even with these restrictions, returning models may require strictly more work
than just determining satisÞability. Depending on the theory, different approaches
are possible. One approach, followed for instance by the CVC3 solver [17], is Þrst
to compute a partial model sufÞcient to establish the input formulaÕs satisÞability,
and then to do additional work as needed to extend that partial model to include val-
ues for symbols of interest (variables and function/predicate symbols) to the user.
Another approach, followed for instance by the solvers Yices and Z3, is to instru-
ment the theory solver to maintain some value for every symbol at all times, starting
with some default assignment, and modifying the assignment as needed until it be-
comes a satisfying one. Yet another approach, which is implemented in CVC4 and is
beneÞcial with quantiÞed formulas whose quantiÞers range only over uninterpreted
sorts, is to explicitly construct models that interpret those sorts as Þnite sets [142].

Proofs For most applications that utilize SMT solvers, it is important to have con-
Þdence in their refutational soundness. Since proving the soundness of an SMT
solver is unrealistic, due to the complexity of such tools, a reasonable approach is
for the solver to accompany its unsat answers with a certificate that can be checked
independently with much simpler and more trustworthy tools. This certiÞcate is in
general a proof of the input formulaÕs unsatisÞability, expressed as a proof term in
some suitable proof system.

With SMT solvers based on the lazy approach it is possible to produce proofs
with a two-tiered structure, consisting of a propositional skeleton Þlled with several
theory-speciÞc subproofs. In these two-tiered proofs, the conclusion is reached by

19These restrictions cause no loss of generality with quantiÞer-free queries.
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means of propositional inferences applied to a set of input formulas and theory
lemmas. The latter are disjunctions of theory literals deduced from no assumptions,
using proof rules speciÞc to the background theory in question. The propositional
skeleton is generated using techniques similar to those used by proof-producing
SAT solvers (e.g., [2, 9]). The proofs of the various lemmas used as hypotheses in
the propositional skeleton are produced typically using natural deduction inference
rules with theory-speciÞc axioms [28, 73, 81, 120].

A major challenge for the Þeld is to devise a common proof system for proof-
producing SMT solvers. The wide diversity of theories and solving algorithms in
SMT makes it difÞcult to Þnd a single proof system that is universally good. One
way to address this difÞculty is to use a meta-language for specifying proof systems
for SMT [154]. The advantage of a meta-language solution is that one can build an
automatic proof checker generator that takes as input a proof system and generates
an efÞcient proof checker for that system [133].

Unsatisfiable Cores Most SMT solvers allow the user to inquire about the joint
T-satisÞability of a set of formulas. For T-unsatisÞable sets  , some solvers are
able to return a T-unsatisfiable core, a possibly minimal subset of  that is also T-
unsatisÞable. This functionality, which is useful in many applications, is patterned
after the analogous one offered at the propositional level by many modern SAT
solvers. Research on producing minimal or small T-unsatisÞable cores in SMT is
not as extensive as in SAT. Current methods either are inspired by similar ones in
the SAT literature or rely directly on propositional technology. Following Barrett et
al.Õs terminology [12], we can identify three main approaches.

In the proof-based approach, adopted by proof-producing SMT solvers such as
CVC3 and MathSAT, a T-unsatisÞable core is extracted from the produced proof of
unsatisÞability simply by collecting all the formulas of  that appear as premises in
the proof. The size of the returned core depends on the sophistication of the proof-
generation mechanism in producing compact proofs. This approach requires only
a small additional implementation effort but incurs the (heavy) cost of producing a
proof, even when none is requested.

In the assumption-based approach, implemented in Yices and applicable to any
DPLL(T)-style solver, the input set  = {�1, . . . , �n} is internally converted into
the equisatisÞable set {p1 � �1, . . . , pn� �n, p1, . . . , pn} where each pi is a
fresh propositional symbol. Then, the same conßict analysis mechanism used by
the DPLL engine can be used to identify a subset of {p1, . . . , pn} that caused the
last conßict. The returned T-unsatisÞable core consists of the corresponding �i Õs.

In the lemma-lifting approach [56], implemented in more recent versions
of MathSAT, one uses the fact that a DPLL(T) solver will discover the T-
unsatisÞability of  by adding theory lemmas until  becomes propositionally
unsatisÞable. Once the DPLL engine detects unsatisÞability, any external proposi-
tional core extractor can be used to produce an unsatisÞable core C for the proposi-
tional abstraction {�a | � 	 } of the extended  . The returned T-unsatisÞable core
consists then of {� | �a 	 C}, the formulas of  whose abstraction is in C.
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Interpolants A fundamental result in model theory due to Craig [60] asserts the
existence of an interpolant for every pair of Þrst-order formulas A and B such that
A |= B . This is a formula I written using only logical symbols and symbols oc-
curring in both A and B such that A |= I and I |= B . Analogues of this result,
expressed in terms of unsatisÞability instead of entailment, hold for a variety of
logics and logic fragments. In the SMT case, the result states that for all Þrst-order
theories T and formulas A,B such that A,B |=T �, there is a formula I using only
logical symbols, symbols of T and symbols occurring in both A and B such that
A |=T I and I,B |=T �.

Starting with the seminal work by McMillan [115], interpolants have found a
number of practical uses in model checking (see Chap. 14). Applications involve the
computation of interpolants in propositional logic or in logics with (combinations
of) theories such as the theory of equality, linear rational arithmetic, arrays, and
Þnite sets [54, 100, 117, 162].

In propositional logic, interpolants can be computed from resolution proofs using
a simple method due to Pudl�k [139]. For theories T with the quantifier-free inter-
polation property, which guarantees the existence of quantiÞer-free interpolants for
any T-unsatisÞable pair A,B of quantiÞer-free formulas, interpolants can be com-
puted using SMT techniques. In many cases, it is possible to produce interpolants ef-
Þciently by modifying existing theory solvers in relatively minor ways [54, 75, 145].

Under fairly general conditions, the generation of theory interpolants for sets of
literals can be extended modularly to (i) sets of arbitrary quantiÞer-free formulas
and (ii) combinations of theories (each with the quantiÞer-free interpolation prop-
erty), thanks to a method by Yorsh and Musuvathi [162]. This allows one to turn an
SMT solver into an interpolant generator. The Þrst extension is possible with SMT
solvers that produce the sort of two-tiered proofs mentioned earlier in this section,
and relies on an adaptation of Pudl�kÕs method to deal with the proofÕs propositional
skeleton. The second extension additionally requires each component theory T to be
equality-interpolating: whenever A,B |=T r = t where r is a term occurring in A
and t a term occurring in B , it is possible to compute a term s in the language shared
by A and B such that A,B |=T r = s � s = t . A further, and related, requirement
is that the unsatisÞability proof from which the interpolant is extracted contains no
AB-mixed literals, literals with symbols occurring only in A and symbols occurring
only in B . Unfortunately, typical SMT solvers do not guarantee the absence of AB-
mixed literals from their proofs.20 Initial implementations of the Yorsh—Musuvathi
method imposed restrictions on solver search strategies in order to produce proofs
of a certain shape from which it is possible to extract interpolants even in the pres-
ence of AB-mixed literals [54]. In later work, these restrictions, and their potential
performance penalty, have been increasingly and considerably reduced by relying
on a certain amount of proof post-processing [40, 55, 90] or by considering only
certain classes of theories [52].

20Both Delayed Theory Combination and Splitting on Demand generate new literals during a proof
which may be AB-mixed.
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Chapter 12
Compositional Reasoning

Dimitra Giannakopoulou, Kedar S. Namjoshi, and Corina S. Păsăreanu

Abstract State Explosion is a fundamental challenge for model checking methods.
This term refers to the potentially exponential growth of the state space of a pro-
gram as a function of the number of its components. Compositional reasoning is a
technique which aims to ameliorate the effects of state explosion. In its essence, it
replaces reasoning on the global state space of a program with localized reasoning:
each component is analyzed separately, based on assumptions about the behavior
of the other components. The challenge for a fully automated method is the con-
struction of the right assumptions: they should be strong enough to prove a desired
property, while being simple enough for efÞcient analysis. This chapter describes
the ideas underlying compositional reasoning, foundational algorithms for generat-
ing assumptions, and applications.

12.1 Introduction

Concurrent programs are difÞcult to analyze. Informally, this is because any proof
of correctness must keep track of multiple concurrently active threads of control.
This informal view can be crisply formalized as the question of whether a speciÞed
global state of a program with N concurrently active components is reachable. This
question is PSPACE-hard in N . One proof goes by a reduction from the IN-PLACE-
ACCEPTANCE problem [77], by letting each component simulate a single tape cell;
hardness holds even if the state space of every component is a constant independent
of N . In practice, the difÞculty manifests itself as an exponential growth (in N ) of
the number of program states, often referred to as Òstate explosionÓ. Exponential
growth makes it difÞcult to analyze programs with standard model-checking tech-
niques, such as those which are based on computing the reachable state space.
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This chapter explores an alternative reasoning principle called Òcompositional
reasoningÓ. (Other common names are ÒlocalÓ, ÒmodularÓ, Òassume-guaranteeÓ,
Òassumption-commitmentÓ and Òrely-guaranteeÓ.) The essence of this principle is
to replace a single analysis over the global state space with a number of local-
ized analyses. A local analysis examines a single component, abstracting the rest
of the program as an assumption for this component. A compositional proof rule
is set up to ensure mutual consistency among the per-component assumptions. The
challenge in applying such a rule is the construction of proper assumptions: they
should be strong enough to prove a desired property, while being amenable to sim-
ple analysis. This chapter describes the ideas underlying compositional reasoning,
foundational algorithms for generating assumptions, and applications. Our focus is
on the algorithms for compositional veriÞcation and assumption generation; for a
deeper discussion of the underlying proof principles, the book [83] is an excellent
reference.

PSPACE-hardness of the veriÞcation question implies that compositional rea-
soning cannot avoid state explosion for all programs (supposing P �= PSPACE). On
the other hand, many programs can be viewed as Òloosely coupledÓ collections of
components, where the behavior of a component is inßuenced only to a limited de-
gree by the behavior of the others. For such programs, one may expect localized
reasoning to perform signiÞcantly better than a global analysis.

For sequential programs, compositional reasoning is built into HoareÕs proof
rules for while programs [53] and the denotational semantics of Scott and Stra-
chey [84]. Both were developed in the late 1960s. For concurrent programs, the
seminal work on compositional reasoning principles is that of Owicki and Gries
and Lamport, from the mid-1970s [60, 76]. This work inspired the creation of fully
compositional methods by Misra and Chandy [69] and by Jones [57]. In these meth-
ods, each process is associated with an assumption on its input and a guarantee on
its output. The proof rules ensure mutual consistency of the assumptions and guar-
antees. The methods are known as Òassume-guarantee methodsÓ for this reason. We
use ÒA-G reasoningÓ as an abbreviation.

We consider two models of concurrency. In both, the execution of components is
asynchronous or loosely synchronized. In one model, components communicate via
shared memory; in the other, communication is through synchronized (buffer-less)
message exchange. The focus of the chapter is on algorithms which automatically
construct assumptions with which to instantiate the compositional rules. We de-
scribe only brießy the issues that arise in the design of correct compositional rules,
but give references for further reading. References are also given to compositional
rules for other models of concurrency, in particular for the important model of fully
synchronized (hardware) processes.

There is a variety of assume-guarantee rules in the literature, but they can be un-
derstood using only two core principles. These can be explained informally in terms
of the notation {a}M{g}, which indicates that component M guarantees a property
g under assumption a. (A rough interpretation is as the implication [(a �M)� g];
the following sections have precise deÞnitions.)

The simplest principle is that of transitivity. For example, suppose that com-
ponent M satisÞes {a}M{g} while component N satisÞes {true}N{a}. Reasoning
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based on the transitivity of implication establishes that the composition N//M sat-
isÞes {true}N//M{g}. This form of reasoning applies when assumptions and guar-
antees are related in an acyclic manner.

The second principle is that of mutual induction. This applies if assumptions and
guarantees are related in an (apparently) circular manner. Suppose that M satis-
Þes {a}M{g} while N satisÞes {g}N{a}. Here, the assumptions and guarantees are
circular: the guarantee of one process forms the assumption of the other. Hence,
one can no longer use transitivity to show that N//M guarantees g. Soundness ar-
guments for circular rules typically rely on mutual induction over an appropriate
well-founded domain, such as the length of Þnite computations. Therefore, special
care must be taken with properties which are naturally deÞned over inÞnite com-
putations, such as properties which incorporate liveness and fairness. In particular,
circular rules that are sound for safety properties may not be sound for liveness
properties.

A-G reasoning is a particular form of process abstraction. It is special in that it
makes use of the internal structure of a process, in particular the connectivity be-
tween its components. Abstraction can be seen as operating on two levels. First,
the inßuence of one process on another is deÞned solely in terms of the interface
between the processes, so that much of the internal structure of a process can be
ignored. Second, the behavior of a process is directly inßuenced only by its imme-
diate neighbors; this abstracts away processes which are further off within a process
network.

This chapter describes two types of rules for assume-guarantee reasoning. The
Þrst kind operate at the level of proof outlines (assertions on state, ranking functions
for termination) as seen in the work of Owicki—Gries, Lamport, and Jones, referred
to earlier. These rules are considered in Sect. 12.2. A second type of rule is based
on the semantics of a process as a language of program traces, as seen in the work
of Misra—Chandy and Pnueli [80]. Such rules are considered in Sect. 12.3.

The goal of an automated method for compositional analysis is to Þnd the ÔrightÕ
assumptions and guarantees for each component, in order to prove a global property
for the composite program. Experience has shown (cf. [61]) that designing such
abstractions by hand can be quite difÞcult: an abstraction must be strong enough
to prove global correctness properties, while also being simple enough for efÞcient
analysis. The automated methods discussed here take an iterative approach to the
construction of assumptions, progressing from simpler assumptions to more com-
plex ones. They can be viewed as algorithms which ÒlearnÓ the assumptions required
to correctly instantiate a compositional rule. Learning is an iterative process: in each
iteration, counterexamples to the currently conjectured assumptions and guarantees
are used to reÞne the conjecture.

The following sections deÞne compositional rules and their associated algo-
rithms. Section 12.2 lays out a shared-variable communication model and composi-
tional rules which are based on invariants and ranking functions. Section 12.3 lays
out a model based on process communication and compositional rules which are
based on the semantics of a process as a set of execution traces. We also collect and
organize a number of references for further reading, including pointers to work on
compositional rules for other models of concurrent execution.
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12.2 Reasoning with Assertions

In this section, we examine assertion-based compositional reasoning methods.
These methods derive from the seminal work in the mid-1970s by Susan Owicki
and David Gries [76] and independently by Leslie Lamport [60]. It is usual to refer
to the original method as the Owicki—Gries method.

The Owicki—Gries method is an attempt to extend to concurrent programs the
compositional reasoning rules developed by Hoare for sequential programs. From
that point of view, the method is only a partial success as it is localized but not com-
positional. Historically, however, further work led to fully compositional assume-
guarantee rules for concurrency. These rules lead to automatic methods of comput-
ing consistent assumptions and guarantees, as described in this section.

12.2.1 The (Non-compositional) Owicki–Gries Method

For simplicity, we consider a program M with two components M1,M2. The com-
ponents represent independent, asynchronous threads of execution. We denote their
combination as M =M1//M2. One may attempt to extend the compositional style
of HoareÕs method to this new operator by the following proof rule: if Hoare
triples {P1}M1{Q1} and {P2}M2{Q2} hold for the individual components, the triple
{P1 � P2}M{Q1 �Q2} holds for the composition. This rule is unsound, though, as
shown by the example below.

var x: integer; initially x=0

M1:: l: {x >= 0} x := 1 k: {x = 1}
M2:: l: {x >= 0} x := 2 k: {x = 2}

The individual proof outlines are correct, but the conclusion of the proof rule,
which is {x 
 0}M{false}, is not! Operationally, the conclusion implies that the
programM does not terminate from a state where x = 0. An alternative view is that
it requires the predicate transformer for M to be ÒmiraculousÓ (cf. Dijkstra [31]).

Owicki and Gries traced the failure of this rule to the ÒinterferenceÓ (their term)
of the actions of M2 with the proof outline of M1. Operationally, the statement
x := 2 ofM2 may execute after the statement x := 1 ofM1, changing the value
of x to 2; by doing so, it causes a failure of the proof assertion {x=1} in the outline
for M1.

The less straightforward but correct formulation of the proof rule adds a side
condition, called non-interference: no statement of M2 should change an assertion
in the proof outline of M1, and vice-versa. The modiÞed proof outline given be-
low is free of interference, and shows that the composed program satisÞes the triple
{x 
 0}M1//M2{x 
 1}. Note that this outline has weaker assertions than the origi-
nal; weakening is usually required for interference-freedom.
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var x: integer; initially x=0

M1:: l: {x >= 0} x := 1 k: {x >= 1}
M2:: l: {x >= 0} x := 2 k: {x >= 1}

Formally, a statement S with pre-condition P in a proof outline for M1 does
not interfere with an assertion A in a proof outline for M2 if the Hoare triple
{P � A}S{A} holds. Informally, one may say that the transition S from any state
satisfying (P � A) does not falsify A. If each proof outline has N statements and
assertions, checking non-interference is a task of complexity O(N2).

As shown by the example, it can be difÞcult to discover a set of assertions which
provide an interference-free proof. For these reasons, hand-constructing Owicki—
Gries style proofs is not to be recommended. (Lamport even goes so far as to title
one of his papers [61] ÒComposition: A way to make proofs harderÓ!) We show that
these objections can be removed by automating the task of obtaining an interference-
free proof.

Although the Owicki—Gries method was created with the goal of compositional
reasoning, it is not compositional in the strict sense. A generally accepted deÞni-
tion of a compositional method is one where, assuming every component Pi satis-
Þes the property �i , the composition P = (//i 	 [1, n] : Pi) satisÞes the property
F(�1, . . . , �n), for a speciÞc function F . In the Owicki—Gries method, the Þnal
Hoare triple cannot be deÞned solely from the Hoare triples for each component;
it is necessary to add the non-interference side condition which examines the proof
outlines for the Hoare triples. This makes the method non-compositional.

On the other hand, if each property �i is a proof outline (vs. a triple), the non-
interference check can be Òbuilt inÓ to the function F , so one has a truly com-
positional proof rule. Indeed, this is precisely how the compositional form of the
Owicki—Gries rule is constructed. Proof outlines are somewhat unwieldy objects,
so instead one uses an equivalent representation as an invariant assertion. This re-
quires the introduction of an auxiliary variable, � , which denotes the program loca-
tion. For example, the proof outline given above for M1 is turned into the assertion
(�1 = l� x 
 0)� (�1 = k� x 
 1), which is an invariant for M1. The next sec-
tion describes more precisely how the semantic, program invariant view gives rise to
a compositional proof rule and to a Þxpoint method for calculating interference-free
proofs.

12.2.2 The Assume-Guarantee View: Localized Inductive
Invariants

The explanation of the Owicki—Gries method given previously is in terms of proof
outlines, which is tied to the syntax of a particular programming language. In this
section, we examine a semantic view based on localized invariants. Besides being
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compositional, the semantic view is simpler and forms a better foundation for au-
tomated algorithms and for extensions of the method beyond safety properties. We
begin with preliminaries and necessary notation.

12.2.2.1 The Shared-Variable Program Model

A program is given by a tuple (V , I, T ), where V is a Þnite set of program variables;
I (V ) deÞnes a set of initial states; and T (V,V �) deÞnes a successor relation, with
V � an isomorphic copy of V . The underlying state space of the program is given by
the set of assignments of values to variables. The strongest post-condition predicate
transformer sp(T , �) deÞnes the set of states which are successors under T of the
states satisfying � . (It is also known as post.) Formally, the transformer is deÞned
by sp(T , �)(V )= (�V : T (V,V �)� �(V ))�x : x 	 V : x� := x�. The angled brackets
deÞne a substitution operator which replaces each variable x� with its corresponding
unprimed variable x.

Consider a program M with components {Mk} and let Mk be given by
(Vk, Ik, Tk). The program M formed by asynchronous composition is deÞned by
the tuple (V , I, T ), where the set of variables V is the union (�k : Vk) of the com-
ponent variables, and the initial condition I is the conjunction (�k : Ik) of the initial
conditions of the components. Every transition of M is a transition by some com-
ponent, which leaves the values of all variables of other components unchanged.
Formally, the joint transition relation T is deÞned by (�k : Tk(Vk,V �k) � (�j : j �=
k : unch(Vj\Vk))), where unch(W), read as ÒW is unchangedÓ, is given by the
formula (�w :w 	W :w� =w).

A Note on Notation

We use a succinct notation introduced by Dijkstra and Scholten [30]. The bracketing
operator [ ] denotes universal quantiÞcation over all free variables in  . Thus,
[I � � ] is short for (�V : I (V )� �(V )), which itself is another way of saying that
the set of states satisfying I is a subset of those satisfying � .

Invariant Assertions

An assertion or predicate is a Boolean-valued function on program states. An asser-
tion �(V ) deÞnes the set of states where � evaluates to true. The fundamental notion
in assertion-based proofs of safety is that of an inductive invariant. An assertion � is
an inductive invariant if it includes all initial states, i.e., [I � � ], and it is inductive,
i.e., it is closed under program transitions, written [sp(T , �)� � ]. A standard proof
rule for showing that an assertion � is invariant is to Þnd an inductive invariant �
such that [� � �] holds.
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Fig. 1 The scope of a split
invariant, in a ring topology
(left) and a centralized star
topology (right). Circles
represent process nodes,
rectangles represent shared
memory

12.2.2.2 Split Invariants

An assertion is local to a component Mk if it is deÞned only over the vari-
ables Vk which belong to Mk . A separable assertion is one which is a Boolean
combination of local assertions. A conjunctive separable assertion has the form
	1(V1) � 	2(V2) � • • • � 	n(Vn), one for each component M1, . . . ,Mn. It can be
represented as a vector 	 = (	1, 	2, . . . , 	n) of local assertions, one per component.
We call such an assertion a split invariant if the conjunction is globally inductive.
Figure 1 illustrates the local scope of the components of a split invariant, for the ring
and star topologies.

Definition 1 A split invariant is a conjunctively separable assertion which is a
global inductive invariant.

For simplicity, we consider a two-component system, M = M1//M2 where
the components communicate using a set of shared variables, X, deÞned by X =
V1 � V2. We let Li = Vi\X, so that L1, L2, and X are mutually disjoint. Let
	 = 	1(V1) � 	2(V2) be a split invariant for that system. We simplify the initial-
ity and inductiveness conditions using the locality of predicates and show how the
non-interference condition emerges naturally from this exercise.

The initial condition is [I � (	1 � 	2)], which is equivalent to the pair of condi-
tions below, for i 	 [1,2].

[I � 	i]. (1)

The inductiveness condition is [sp(T , 	1 � 	2)� (	1 � 	2)]. By the deÞnition of
T and the distributivity of sp over �, this is equivalent to the four conditions below
for i, j 	 [1,2] and i �= j .

’
sp
�
Ti � unch(Lj ), 	i � 	j

�
� 	i

(
, (2)

’
sp
�
Ti � unch(Lj ), 	i � 	j

�
� 	j

(
. (3)

Condition (2) simpliÞes to
’
spi

�
Ti, 	i � (�Lj : 	j )

�
� 	i

(
. (4)
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The notation spk(Tk, �) is used in place of sp(T , �) when the support for � is
limited to Vk . The formula (4) shows Ònear-inductivenessÓ of 	i . It is weaker than
inductiveness due to the additional pre-condition (�Lj : 	j ).

Condition (3) simpliÞes to the following
’
spj

��
�L�i ,Li : Ti � 	i

�
� unch(Lj ), 	j

�
� 	j

(
. (5)

Informally, this requires that actions of process Mi leave 	j unchanged. This is
precisely the non-interference requirement, now expressed semantically in terms of
invariance predicates rather than proof outlines!

We use sumi (	) (read as Òsummary for jÓ) as an abbreviation for the term
(�Li,L�i : Ti � 	i) which appears in Eq. (5). This formula is a transition term over X
and X�. It may be thought of as a summary transition representing the interference
due to transitions of Mi on the state of Mj .

A proof outline for a program is a mappingQ from program points to assertions.
An outline is valid if whenever there is a transition S from program point p to pro-
gram point q , the condition [Q(p)� wlp(S,Q(q))] holds. A proof outline Q in-
duces the assertion �(Q)= (�p : � = p�Q(p)), where � is the program counter
and the quantiÞcation is over program points p. The validity condition forQ implies
that the assertion �(Q) is an inductive invariant of the program. Viewed through this
transformation, conditions (5) are precisely the Owicki—Gries non-interference as-
sertions, while conditions (4) are slightly weaker forms of the local Hoare triples
from the outline. The following theorem arises from this correspondence.

Theorem 1 Any Owicki–Gries proof defines a split invariant. Conversely, any split
invariant corresponds to an Owicki–Gries proof with slightly weaker inductiveness
requirements.

12.2.3 Computing the Strongest Split Invariant

Model-checking algorithms are usually based on the computation of Þxpoints. The
split invariance conditions also have a pre-Þxpoint form, which is apparent when
they are simpliÞed (as described before) and considered together.

These implications in Eqs. (1), (4), and (5), gathered together, form a system of
simultaneous implications. These have the general form [Fi(	i, 	j )� 	i], where Fi
is a monotonic function on the lattice of assertion vectors ordered by component-
wise implication.

Recall that, for simplicity, the program has only two components, so the indices
i, j are distinct and range over {1,2}. The speciÞc function Fi is given by the dis-
junction below.

Fi = (�Lj : I )� spi
�
Ti, 	i � (�Lj : 	j )

�
� spi

�
sumj (	)� unch(Li), 	i

�
. (6)

Monotonicity of Fi follows from the monotonicity of sp and that of the Boolean
operators. The following theorems are a direct consequence of the rewriting and the
Knaster—Tarski Þxpoint theorem.
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Theorem 2 Any split invariant is a solution to the simultaneous system of implica-
tions [Fi(	)� 	i] for all i.

Theorem 3 There is a strongest split invariant, which is defined by the simultaneous
least fixpoint of F .

By the Knaster—Tarski theorem, the vector function F = (F1,F2) has a least
Þxpoint. Moreover, this Þxpoint can be calculated by the approximation sequence
�,F (�),F 2(�), . . ., where � denotes the vector (false, false). It can be shown
that any Þxpoint of F deÞnes local assertions: i.e., that [(�Lj : 	i) � 	i] holds for
all i, j : i �= j .

By Theorem 1, split invariants are more general than Owicki—Gries proofs. How-
ever, the strongest split invariant is an Owicki—Gries proof. One can show by in-
duction on the Þxpoint stages that [	i � (�Lj : 	j )] holds at each stage; thus, the
Ònear-invarianceÓ condition (2) turns into the standard invariance condition.

Theorem 4 The strongest split invariant corresponds to an Owicki–Gries proof; in
fact, the strongest such proof outline.

Split Invariance for N Processes

The generalization for N processes, N 
 1, follows the same pattern. Rather than
give the generalized implications, we describe below the Þxpoint calculation algo-
rithm which is based on those rules. The algorithm computes a vector 	 of N com-
ponents through a simultaneous Þxpoint iteration where, in the (K + 1)th iteration,
all components are updated based on their values at the K th iteration.

1. The initial value of the N -vector, 	 , is false for each component.
2. At stage K + 1, all components are updated together. The update for component
i sets the new value, 	K+1(i), to the union (�) of one of the terms below with
the previous value, 	K(i).

[initial] (�Li : I )
[step] spi (Ti, 	K(i))
[interference] spi (sumj (	K)� unch(Li), 	K(i)), for j �= i.

3. The computation terminates when all components have reached a Þxpoint.

This is a non-deterministic algorithm. The chaotic iteration theorem from [27]
allows much freedom in evaluating a simultaneous Þxpoint. Each component of
the Þxpoint vector may be updated asynchronously, so long as the overall evalua-
tion schedule is fair, in that no component or update step is neglected forever. For
instance, a schedule may iterate the ÒstepÓ update for component i until 	i does
not change (in effect, doing local reachability in Mi ), and only then apply the in-
terference update. Several optimizations are also possible, such as a frontier-based
calculation based on changes to the 	 Õs.
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12.2.4 Relationship to Rely-Guarantee

Introducing fresh variables {Ri,Gi} into (5), one obtains the implications below.

’
spi (Ri, 	i)� 	i

(
, (7)

’�
�L�i ,Li : Ti � 	i

�
�Gi

(
, (8)

[Gj �Ri], for j �= i. (9)

This set of implications, together with the initial conditions given by (1) and
the local invariance given by (4), forms the Òrely-guaranteeÓ method introduced by
Jones [57]. The variables Ri and Gi clearly represent transition terms. Implication
(8) says that Gi is weaker than the summary transition for Mi ; it is therefore called
the ÒguaranteeÓ of Mi . The interference of all other processes on Mi is represented
by the variable Ri . Informally, one may say that Mi ÒreliesÓ upon the fact that
interference is limited to Ri . The implication (7) says that the interference leaves
	i invariant. The rely and guarantee terms must be linked up: the implication (9)
says that the rely term for Mi is weaker than the guarantees provided by all other
components.

Given a split invariant, one can deÞne Gi = (�L�i ,Li : Ti � 	i) and Ri = (�j :
j �= i :Gj � unch(Li)), which meet the rely-guarantee conditions. Conversely, the
strongest rely-guarantee proof is the least solution of the implications above, which
is a Þxpoint by the Knaster—Tarski theorem, so it has this shape for Gi and Ri . This
connection is summarized below.

Theorem 5 Any split invariant induces a rely-guarantee proof. Moreover, the
strongest rely-guarantee proof is equivalent to the strongest split invariance proof.

12.2.5 Completeness Issues

The standard inductive invariant proof rule is complete. This means that if an as-
sertion � is invariant, there is an inductive invariant, � , which is stronger than �.
Hence, any invariant can be proved by deÞning a stronger inductive invariant. The
witness for completeness is trivial: the set of reachable states forms an inductive
invariant, and it is (by deÞnition) stronger than any other invariant assertion.

On the other hand, for the split invariants constructed in the Owicki—Gries
method, completeness is not guaranteed. This can be shown by the following mu-
tual exclusion protocol. The labels represent states: thinking (T), hungry (H), and
eating (E). The transition from hungry to eating occurs if x is true. The transition
uses an atomic test-and-set primitive, expressed as <..>. This tests the associated
condition and sets x to false in a single action. The transition from eating to thinking
re-sets x to true.
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var x: boolean; initially x=true

M1: M2:
while (true) { while (true) {
T: skip; T: skip;
H: <if x then x:= false> H: <if x then x:= false>
E: x := true E: x := true
} }

This program satisÞes the mutual exclusion property: there is no reachable state
of the program where M1 and M2 are both in location E. However, the least Þx-
point computation of the strongest split invariant produces the result (	1, 	2) =
(true, true). While the conjunction, true, is a global invariant, it does not imply
mutual exclusion.

Owicki—Gries and Lamport recognized this problem, and showed that complete-
ness could be regained by the addition of shared auxiliary variables to the program.
An auxiliary variable is a fresh shared variable that is updated with the original pro-
gram, but does not inßuence program behavior. As an auxiliary variable is shared, it
appears in the support of each split invariant component, and thus indirectly tightens
the constraints between the local state of different components. As an example, if w
is an auxiliary shared variable, and l1, l2 are local variables for componentsM1 and
M2 respectively, the split assertion (w 
 l1) � (l2 
 w) implies the joint assertion
(l2 
 l1), which cannot be expressed by the individual invariants.

Owicki and Gries showed that adding a single variable which records the history
of actions in an execution sufÞces for completeness. Lamport proposed a different
approach, which exposes portions of the local state of components through aux-
iliary variables. History information, while unbounded in the general case, need
not always be so. For instance, in the example above, adding a history variable
ÒlastÓ, which records the last process to enter the critical region, sufÞces to compute
a strong invariant. The program with the changes due to the auxiliary variable is
shown below.

var x: boolean; initially x=true
var last: {1,2}; initially last=1

M1: M2:
while (true) { while (true) {
T: skip; T: skip;
H: <if x then H: <if x then

{x:=false;last:=1}> {x:= false;last:=2}>
E: x := true E: x := true
} }

The Þxpoint computation on this program results in the solution 	(i) =
(@E(i) � ‹x � (last = i)), where @E(i) is a predicate true when the program
counter of component Mi is at location E. This sufÞces to show mutual exclusion:
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if there is a reachable state where both components are at location E, the invariant
implies that (last= 1) and (last= 2) must both be true, a contradiction.

12.2.6 Deadlock Detection with Local Invariants

A program enters a deadlock state when no transition is possible by any of its com-
ponents. Thus, absence of deadlock can be formulated as the invariance of the asser-
tion (�j : (�L�j : Tj )). This can be shown through a split invariant. For the mutual
exclusion example, the only state where a deadlock might occur is one in which
both components are in stateH and x is false. The stronger split invariant computed
above implies that in this state, last is neither 1 nor 2. This is a contradiction, as the
variable last must have one of these two values by its deÞnition. Hence, the split
invariant sufÞces to show absence of deadlock.

12.2.7 Local Proofs for Termination, Temporal Properties,
and Fairness

We extend the split invariance calculation to show termination and other temporal
liveness properties, including those that hold only under fairness assumptions.

12.2.7.1 Background

Assertional proof methods for termination combine an inductive invariant with a
ranking argument. A ranking function, 
, is a partial function which maps a program
state to its ÒrankÓ, an element of a well-founded set (W,%). In the context of an
inductive invariant, 	 , this function must satisfy two conditions:

1. The function 
 is deÞned for all states where the invariant 	 holds. Formally,
[	� domain(
)], and

2. The value of 
 must decrease strictly across every program transition from an
invariance state. Formally, [	 � (
 = k)� wlp(T ,
 % k)], for every k in W .

Termination is implied, as follows. Consider a non-terminating execution, � .
Then � is inÞnite, and every state on � satisÞes the invariant, 	 . Hence, 
 is de-
Þned at each state of � . From the second condition, the values taken by 
 on �
form an inÞnite strictly decreasing sequence. This contradicts the well-foundedness
of the rank domain.

Ranking functions are also a key component of proof rules for temporal liveness
properties and fairness properties. We consider a temporal property which is spec-
iÞed by a B�chi automaton for its negation. A B�chi automaton is speciÞed as a
tuple, (Q,Q0,�, �,G), whereQ is a Þnite set of states,Q0 is a set of initial states,
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a non-empty subset of Q, � is a transition relation, a subset of Q×� ×Q, and G
is a set of accepting, ÒgreenÓ, states. A run of the automaton on an inÞnite sequence
� :N�� is given by a function r :N�Q such that r(0) is inQ0, and for each i,
(r(i), � (i), r(i + 1)) is in �. The run r is accepting iff there are inÞnitely many i
such that r(i) is in G. An accepting run is thus marked by an inÞnite sequence of
green ßashes.

A programM induces a transition system (S, I, T ) where S is the set of program
states, I is the initial set of states, and T is the transition relation. The synchronous
product of a program M and an automaton A, written M × A, is given by the au-
tomatonB with alphabet {�} andQB = SM×QA,Q0

B = IM×Q
0
A,GB = SM×GA,

and where ((s, q), �, (s�, q �)) 	 �B iff (s, s�) 	 TM and (q, s, q �) 	 �A. If A speciÞes
the negation of the desired temporal property �, then M satisÞes � iff there is no
accepting run of A on a computation ofM , which holds iff there is no accepting run
of B on the inÞnite sequence of �-symbols.

For a correct program, a rank function is used to show that an accepting run does
not exist. An invariant, 	 , and a partial rank function, 
, are supplied for the product
B =M ×A. The rank function is constrained to satisfy three conditions:

1. The function 
 must be deÞned for all states satisfying the invariant; i.e., [	 �
domain(
)],

2. The value of 
 cannot increase across any program transition from a state satis-
fying the invariant; i.e., [	 � (
 = k)� wlp(TB,
 3 k)], for all k in W , and

3. The value of 
 must strictly decrease across any transition from a green invariant
state; i.e., [	 � (
 = k)�Green� wlp(TB,
 % k)], for all k in W .

Establishing 	 and 
 with these properties ensures correctness. Suppose, to the
contrary, that the program is incorrect. Hence, there is an inÞnite accepting run, � ,
of the automaton on a program computation, which corresponds to an inÞnite com-
putation ofM×A along which green states occur inÞnitely often. Every state of the
run satisÞes the invariant 	 ; hence, the rank 
 is deÞned for that state. By the second
condition, the rank values do not increase along � . By the third condition, the rank
values must strictly decrease for inÞnitely many transitions on � , inducing an inÞ-
nite, strictly decreasing sequence of ranks, which contradicts the well-foundedness
of the rank domain.

12.2.7.2 Local Proof Rules for Liveness Properties

Owicki and Gries developed a localized proof rule for termination which replaces
the global rank function with per-component rank functions, each mapping to its
own well-founded domain. Non-interference is extended to ranking functions: the
rank of a (component) state cannot increase due to a transition from another com-
ponent. This localized termination rule can be made complete by the introduction
of auxiliary variables. We Þrst describe a generalization of this rule to temporal
properties, then show one way of treating fairness assumptions.
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The localized rule for temporal properties restricts the property so that it is de-
Þned by a B�chi automaton which operates only on the shared state. The non-
compositional proof rule given above for correctness is localized by replacing the
global invariant with a split invariant, and the global ranking function with a split
ranking function. For the ith component, let Bi =Mi ×A be the synchronous prod-
uct of that component with the automaton. A ranking function, 
i , is deÞned overBi ,
and maps to a well-founded set (Wi,%i ). In addition to the proof rules showing that
	 is a split invariant, the rules for ranking functions are the following.

1. The function 
i must be deÞned for all states satisfying the invariant; i.e., [	i�
domain(
i)],

2. The value of 
i cannot increase across any program transition from a state satis-
fying the invariant; i.e., [	i � (
i = k)� wlp(TBi , 
i 3 k)], for all k in W ,

3. The value of 
 must strictly decrease across any transition from a green invariant
state; i.e., [	i � (
i = k)�Greeni� wlp(TBi , 
i % k)], for all k in W ,

4. The value of 
i cannot increase across any interference transition; i.e., [	i�(
i =
k)� wlp(sumj (	)� unch(Li)� �A,
i 3 k)], for all k in W .

Theorem 6 The localized proof rule can be instantiated if and only if it can be
instantiated with the strongest split invariant.

This result (whose non-compositional analogue is also true) is useful for auto-
matic calculation, as one can separate the calculation of the split invariantÑwhich
is done by the Þxpoint procedure described previouslyÑfrom the calculation of the
split rank function.

12.2.8 Algorithms for Local Analysis of Temporal Properties

We suppose that a property is speciÞed by a B�chi automaton, A, for its comple-
ment.

1. Compute the strongest split invariant, 	 .
2. For each i, compute an abstraction, Mi	 , of component Mi relative to 	 as fol-

lows. The initial states are those of Mi . The transition relation includes all tran-
sitions from Ti , and all interference transitions, sumj (	) � unch(Li), generated
by every other component, j .

3. Form the synchronous compositions Ci =Mi	 ×A.
4. Use one of two tests for correctness, speciÞed by Theorems 7 and 8 below.

Theorem 7 The program satisfies the property if for some abstract component Ci ,
there is no infinite computation on which Green holds infinitely often.

Proof Sketch Consider an erroneous global computation, � . There is a run r of
the automaton on � in which a Green state occurs inÞnitely often. As 	 is a split
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invariant, it holds for all states on � . Thus, each component of 	 holds for every
state of � .

We project � on to a componentMi to obtain a sequence �, as follows. Consider
each transition of � . If it is a transition of Ti , it is retained as is; if not (say it
is a transition by component Mj ) it is replaced with the corresponding summary
transition, sumj (	)� unch(Li). The replacement is possible as along the sequence,
every state satisÞes 	j . The sequence � is a computation of the abstract Mi	 by
construction. Since the shared state is preserved in �, so is the accepting run of A;
hence, � induces an inÞnite computation of Ci where a Green state occurs inÞnitely
often. �

Theorem 8 The program satisfies the property if for all abstract components Ci ,
there is no infinite computation on which there are infinitely many Ti transitions
from Green states.

Proof Sketch This proof uses a reÞnement of the argument made in the proof sketch
for Theorem 7. As a Green state occurs inÞnitely often in the erroneous computa-
tion � , there is a component Mi such that inÞnitely many of the transitions origi-
nating at Green states are Ti transitions. Hence, the projection of � on Mi , which
is a computation of Mi	 , satisÞes the stronger property that inÞnitely often there
is a transition of Ti from a Green state. This fails the test in the statement of the
theorem. �

Theorem 8 provides the more accurate of the two tests. For the mutual exclu-
sion example, the property ÒinÞnitely often, x=1Ó can be proved using the test in
Theorem 8, but not with the test in Theorem 7.

Local proof rules for fairness and the corresponding automated method are dis-
cussed in [25]. A fairness assumption typically refers to the transitions of all pro-
cesses, an example is the unconditional fairness assumption: Òevery process tran-
sition is taken inÞnitely oftenÓ. While it is possible to construct a B�chi automa-
ton for properties under fairness, this automaton cannot be limited to the shared
states. Thus, handling fairness compositionally requires a new approach. The key
idea in [25] is to start with a weaker fairness assertion over the shared memory state
and strengthen it iteratively as needed.

12.2.9 Automating the Discovery of Auxiliary Variables

As discussed in Sect. 12.2.5, the incompleteness that is inherent to the split in-
variance formulation can be remedied by adding auxiliary shared variables. Thus,
a fully automated method also requires the development of automatic methods for
discovering auxiliary variables. In this section, we describe a basic scheme which
applies the CEGAR (CounterExample-Guided-Abstraction-ReÞnement) principle,
in a manner specialized to compositional reasoning.
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The overall method is iterative: at each iteration, a split invariant is computed.
If the invariant does not sufÞce to prove the desired property (or to demonstrate
failure), new auxiliary Boolean variables are added to the shared state, and the next
iteration is initiated. Each Boolean variable corresponds to an assertion over the
local state of some process. In effect, each variable exposes a part of the internal
state of a component at the shared level. The result is that the split invariant which is
computed at the next iteration is stronger than the current split invariant. In the limit,
all of the local state is exposed as shared state, and the compositional calculation is
then identical to a reachability analysis over the global program states. The best
situation, however, is clearly that where exposing only a small subset of the local
state sufÞces to compute a strong split invariant.

A heuristic algorithm for discovery of local assertions is given in [23]. If the
strongest split invariant, 	 , does not imply a global invariant �, the heuristic looks
for a distinguishing pair of states, say (s, t), such that both states satisfy 	 and agree
on the shared state (including all previously added auxiliary variables); however,
s satisÞes � but t does not. If the pair differs in the local state for component i,
a new auxiliary Boolean variable corresponding to the local predicate (Li = s(i)) is
added. Unlike non-compositional applications of CEGAR, the new predicate refers
to the state of a single component. It is possible that no distinguishing pair can
be found; in this case, the predecessors of the states in (	 � ‹�) are also marked
as error states. A key property of this heuristic is that it is complete: eventually,
either enough auxiliary predicates are added to obtain a valid proof, or a real error is
discovered. A drawback is that the set of error states is not represented as a separable
assertion.

For the mutual exclusion example from Sect. 12.2.5, this heuristic adds an auxil-
iary predicate for each component which indicates whether the component is in its
critical state, C. Taken together, the auxiliary predicates are equivalent to the aux-
iliary variable last: at most one of them can be true, and that one indicates the last
component to enter its critical section. Experiments in [24] show that the composi-
tional calculation with the reÞnement step (implemented symbolically using BDDs)
can be signiÞcantly faster, by an order of magnitude or more, than the global reach-
ability computation. This gap can be larger for explicit state implementations, as the
use of BDDs ameliorates state explosion to an extent.

For liveness properties, the problem of discovering auxiliary predicates is some-
what simpler as the correctness property is restricted to the shared state. The reÞne-
ment method is based on the abstract components which are deÞned in Sect. 12.2.8.
A violation gives rise to a counterexample trace in some abstract component. This
trace can be enlarged to a global counterexample if all of the summary transitions
along it are MUST-transitions. A summary transition from a state (X = a,Li = b) in
Mi	 that originates from processMj is a MUST-transition if it is enabled at all states
of the form (X = a,Lj = c) which belong to 	j . If it is not a MUST-transition, the
set of local states {c} where the MUST-condition fails forms an auxiliary predicate
for Mj . It is shown in [24] that this strategy is complete: eventually, either enough
auxiliary predicates are added to obtain a valid proof, or a real error is discovered.
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12.2.10 Local Symmetry

It is often the case that concurrent programs exhibit non-trivial symmetries. Using
symmetries on the global state space, one can reduce the number of states that must
be analyzed for model checking [20, 32, 56]. For many programs, however, the
global state space has little symmetry, and the reduction is correspondingly less
effective. For example, protocols on ring or torus networks of N nodes typically
have a symmetry group of size O(N), giving a linear reduction of a potentially
exponential state space. Distributed protocols may operate on irregular networks
which have little to no symmetry. Compositional reasoning opens up the possibility,
in such cases, of exploiting local symmetries, which are more prevalent. In a ring or
torus network, for instance, any two nodes have isomorphic neighborhoods and are
thus locally similar.

In a process network, a structural local symmetry is a triple of the form (m,�,n),
where m and n are nodes, and � is an isomorphism between the network neigh-
borhoods of m and n. The set of all local symmetries of a network forms a
groupoid [43]. This is a set with group-like properties: for instance, if (m,�,n)
is a local symmetry, the tuple (n,��1,m) is its inverse, and symmetries (m,�,n)
and (n, �, k) may be composed to form the symmetry (m,��, k). Golubitsky and
Stewart, in [43], deÞne a recursive notion of local symmetry, called balance. This
has a form akin to the co-inductive deÞnition of bisimulation: roughly, for balanced
nodes m and n, and any neighbor j of m, there is a neighbor k of n such that j
and k are balanced. The signiÞcance of this formulation is shown by the following
theorem, from [74]. For a symmetry (m,�,n), let �(X) be the function which maps
a set X of neighborhood states of node m to corresponding neighborhood states for
node n, via the isomorphism � .

Theorem 9 Let 	� be the strongest split invariant on a network. If (m,�,n) is part
of a balance relation on the network, then [	�(n)� �(	�(m))].

This theorem shows that balanced nodes have isomorphic components in the
strongest split invariant. Hence, it sufÞces to compute the split invariant for a single
representative of each balance equivalence class. For uniform networks such as rings
and tori, which have limited global symmetry, there is a single balance class, as any
two nodes are balanced. Of course, networks such as star and complete networks,
which have considerable global symmetry, also have a single balance class. Thus,
in these networks, the cost of calculating a split invariant is reduced to computing
a single component in place of all N . For the ring and torus networks, which have
bounded degree, this cost is independent of the size of the network. For irregular
networks, per-neighborhood abstraction can induce local symmetries where none
originally exist, as is explored in [75].
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12.2.11 Further Reading

The computation of a split invariant was originally formulated in explicit-state terms
in [38]. Fixpoint computations for constructing separable predicates in the syn-
chronous (hardware) model are described in [19, 70]. The chaotic iteration theorem
makes it possible to parallelize the computation of a split invariant [26]. Alternative
strategies for computing auxiliary variables using constraint solvers are developed
in [47]. Connections between compositional proofs and sequentializing transforma-
tions of concurrent programs are explored in [39]. Local proof techniques focusing
on data ßow are developed in [34, 35]. There are close connections between lo-
cal symmetry, compositional reasoning, and parametric proofs. A number of tech-
niques [3, 72, 75, 81] transform compositional invariants of small instances of a
parametric system to quantiÞed invariants which hold for all instances.

12.3 Automata-Based Assume-Guarantee Reasoning

In this section we introduce assume-guarantee style reasoning for systems made up
of components modeled as Þnite-state machines (FSMs). Properties and assump-
tions are also represented as Þnite-state machines. We provide the necessary back-
ground: we deÞne Þnite-state machines and their parallel composition and present
how safety properties are checked.

We then introduce assume-guarantee reasoning and the notion of the weak-
est assumption. We Þrst present a simple assume-guarantee rule and consequently
describe a framework for automating it. Subsequently, we discuss other assume-
guarantee rules (asymmetric, symmetric, and circular) in the context of checking
safety and liveness properties. Finally, we discuss the more general problem of inter-
face generation, and close the chapter with a discussion of related work and further
reading suggestions.

12.3.1 Formalisms

12.3.1.1 Finite-State Machines

Let Act be the universal set of observable actions and let � denote a local action
unobservable to a componentÕs environment.

An FSM M is a Þve-tuple �Q,�M,�, q0,F � where:

� Q is a Þnite non-empty set of states,
� �M �Act is a set of observable actions called the alphabet of M ,
� � �Q× (�M � {� })×Q is a transition relation,
� q0 	Q is the initial state,
� F �Q is a set of accepting states.
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A transition (s, a, s�) 	 � is written as s a�� s�. A trace t of an FSMM is a Þnite
sequence of observable actions that label the transitions thatM can perform starting
at its initial state (ignoring the � -transitions). For an FSMM and a trace t , let ��(q, t)
denote the set of states that M can reach after reading t starting at state q . A trace t
is said to be accepted by an FSM M = �Q,�M,�, q0,F � if ��(q0, t) � F �= �. The
language accepted by M , denoted L(M), is the set {t | ��(q0, t)� F �= �}.

We sometimes denote by t both a trace and its trace FSM. For a trace t of length
n, its trace FSM consists of n+ 1 states, all accepting, where there is a transition
between states m and m+ 1 on the mth action in the trace t .

For � � Act , we use t 4� to denote the trace obtained by removing from t
all occurrences of actions a /	 � . Similarly, M 4� is deÞned to be an FSM over
alphabet � which is obtained from M by renaming to � all the transitions labeled
with actions that are not in� . Let t , t � be two traces. Let� ,� � be the sets of actions
occurring in t , t �, respectively. By the symmetric difference of t and t � we mean the
symmetric difference of the sets � and � �.

An FSM M is non-deterministic if it contains � -transitions or if there exists
(q, a, q �), (q, a, q ��) 	 � such that q � �= q ��. Otherwise, M is deterministic.

12.3.1.2 Parallel Composition of FSMs

Let M1 = �Q1, �M1, �1, q1
0 ,F

1� and M2 = �Q2, �M2, �2, q2
0 ,F

2� be two FSMs.
The parallel composition operator � is a commutative and associative operator that
combines the behavior of two components by synchronizing the actions common
to their alphabets and interleaving the remaining actions. Formally, M1 �M2 is an
FSM M = �Q,�M,�, q0,F �, where Q =Q1 ×Q2, q0 = (q1

0 , q
2
0 ), �M = �M1 �

�M2, and � is deÞned as follows, where s1, s�1 	Q
1 and s2, s�2 	Q

2 (note that the
symmetric rules are implied by the fact that the operator is commutative):

s1
a�� s�1, a /	 �M2

(s1, s2)
a�� (s�1, s2)

s2
a�� s�2, a /	 �M1

(s1, s2)
a�� (s1, s�2)

s1
a�� s�1, s2

a�� s�2, a �= �

(s1, s2)
a�� (s�1, s

�
2)

The language of M1 �M2 is L(M1 �M2)= {t | t 4 �M1 	 L(M1) � t 4 �M2 	
L(M2)� t 	 (�M1 � �M2)�}.

12.3.1.3 Properties

We will Þrst introduce assume-guarantee reasoning in the context of checking safety
properties. Later in this section we will also talk about liveness properties. For the
context of our presentation, a safety property is modeled as an FSM P , whose lan-
guage L(P ) deÞnes the set of acceptable behaviors over �P . For FSMs M and P
where �P � �M , M |� P if and only if

�t 	 L(M) : t 4 �P 	 L(P )
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12.3.1.4 Complementation

The complement of an FSM M , denoted coM , is an FSM that accepts the com-
plement of MÕs language. It is constructed by Þrst making M deterministic, subse-
quently completing it with respect to �M , and Þnally turning all accepting states into
non-accepting ones, and vice-versa. An automaton is complete with respect to some
alphabet if every state has an outgoing transition for each action in the alphabet.
Completion typically introduces a non-accepting state and appropriate transitions to
that state.

12.3.2 Assume-Guarantee Reasoning

12.3.2.1 Assume-Guarantee Triples

In the assume-guarantee paradigm a formula is a triple �A�M �P �, where M is a
component, P is a property, and A is an assumption about MÕs environment. The
formula is true if wheneverM is part of a system satisfying A, then the system also
guarantees P , i.e., �E, E �M |�A implies E �M |� P . Assume-guarantee triples
can be checked through reachability of error states in A �M � coP [78]. A state
(sA, sM, scoP ) is an error state if scoP is accepting in coP .

12.3.2.2 Weakest Assumption

LetM be a Þnite-state component with� being the set of its interaction points with
the environment, and let P be a safety property. Then there is a natural notion of
the weakest assumption Aw , such that �Aw�M �P � holds, where �Aw = � . Aw
characterizes all the possible environments E under which the property holds, i.e.,

�E :M �E |� P iff E |�Aw.

It has been shown that, for any Þnite-state componentM , the weakest assumption
Aw exists, and can be constructed algorithmically [41]. The weakest assumption is
associated with a notion of precision deÞned in the literature for ÒtemporalÓ compo-
nent interfaces [48], i.e., interfaces that capture ordering relationships between invo-
cations of component methods. For example, an interface may describe the fact that
closing a Þle before opening it is undesirable because an exception will be thrown.
An ideal interface should precisely represent the component in all its intended us-
ages. It should be safe, meaning that it should exclude all problematic interactions,
and permissive, in that it should include all good interactions [48].

Safety and permissiveness can similarly be deÞned for assumptions, where the
weakest assumption is the one that is both safe and permissive. An assumption A is
safe if �A�M1 �P �. Safety is concerned with restricting behaviors to only those that
satisfy P . Permissiveness is concerned with including behaviors, making sure that
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behaviors are restricted only if necessary. Permissiveness is desirable because Aw
is then appropriate for deciding whether an environment E is suitable for M1 (if E
does not satisfy Aw , then E �M1 does not satisfy P ).

12.3.2.3 Basic Assume-Guarantee Rule

The simplest assume-guarantee rule is for checking a safety property P on a system
with two components, M1 and M2.

Rule ASYM

1 : �A�M1 �P �
2 : �true�M2 �A�
�true�M1 �M2 �P �

In this rule, A denotes an assumption about the environment of M1. Note that
the rule is not symmetric in its use of the two components, and does not support
circularity. Despite its simplicity, experience has shown it to be quite useful in the
context of checking safety properties.

12.3.2.4 Soundness and Completeness

Soundness of an assume-guarantee rule means that whenever its premises hold, its
conclusion holds as well. Without soundness, we cannot rely on the correctness of
conclusions reached by applications of the rule, which makes the rule useless for
veriÞcation. On the other hand, completeness states that whenever the conclusion of
the rule is correct, the rule is applicable, i.e., there exist suitable assumptions such
that the premises of the rule hold. While completeness is not needed to ensure cor-
rectness of proofs obtained by the rule, it is important as a measure for the usability
of the rule. Rule ASYM is both sound and complete.

To prove soundness, we assume that the two premises hold and show that
�true�M1 �M2 �P � also holds. By deÞnition of assume-guarantee triples, we need
to show that for any environment E: (E � M1 � M2) |� true implies (E � M1 �
M2) |� P . Let E be an arbitrary environment such that (E �M1 �M2) |� true. We
instantiate the deÞnition of assume-guarantee triples for premise 1 and premise 2
with environments (E � M2), and (E � M1), respectively. We thus obtain that
(1) (E �M1 �M2) |�A implies (E �M1 �M2) |� P , and (2) (E �M1 �M2) |� true
implies (E �M1 �M2) |�A. From these two we conclude that (E �M1 �M2) |� P ,
as desired. Completeness holds trivially, by substituting M2 for A. �

For the use of rule ASYM to be justiÞed, the assumption should be (much)
smaller than M2, but still reßect M2Õs behavior, i.e., A should be an abstraction
of M2, according to premise 2. Additionally, an appropriate assumption for the rule
needs to ÒrestrictÓ M1 enough to satisfy P in premise 1. Coming up with such as-
sumptions manually is highly non-trivial. In the next section we describe techniques
for synthesizing assumptions automatically.
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12.3.3 Automation of Basic Assume-Guarantee Rule

In this section, we focus on techniques for automating assume-guarantee reason-
ing using Rule ASYM. In particular, the framework that we describe uses the L*
automata-learning algorithm to provide, and gradually reÞne, approximations of the
desired assumption.

12.3.3.1 The L* algorithm

L* is a learning algorithm that was developed by Angluin [10] and later improved
by Rivest and Schapire [82]. L* learns an unknown regular language and produces
a deterministic Þnite-state machine (DFM) that accepts it. Let U be an unknown
regular language over some alphabet � . In order to learn U , L* needs to interact
with a Minimally Adequate Teacher, from now on called a Teacher. A Teacher must
be able to correctly answer two types of questions from L*. The Þrst type is a mem-
bership query, consisting of a string � 	��; the answer is true if � 	 U , and false
otherwise. The second type is an equivalence query, or conjecture, i.e., a candidate
DFM C whose language the algorithm believes to be identical to U . The answer
is true if L(C) = U . Otherwise, the Teacher returns a counterexample, which is a
string � in the symmetric difference of L(C) and U .

L* creates a table where it incrementally records whether strings in �� belong
to U . It does this by making membership queries to the Teacher. At various stages
L* decides to make a conjecture. It constructs a candidate automaton C based on
the information contained in the table, and asks the Teacher whether the conjecture
is correct. If it is, the algorithm terminates. Otherwise, L* uses the counterexample
returned by the Teacher to extend the table with strings that witness differences
between L(C) and U .

Characteristics of L*. L* depends on the correctness of the Teacher in order to
provide a number of guarantees. More speciÞcally, L* is guaranteed to terminate
with a minimal automaton for the unknown language U . Moreover, each candidate
DFM C that L* constructs is smallest, in the sense that any other DFM consistent
with the information provided to L* has at least as many states as C. This charac-
teristic of L* makes it particularly attractive in the context of learning interfaces or
assumptions, since in the frameworks that we describe, the candidates provided by
L* are combined with component models in model-checking steps. Smaller state
machines typically result in easier model-checking problems. The conjectures made
by L* strictly increase in size; each conjecture is smaller than the next one, and
all incorrect conjectures are smaller than the minimal automaton for language U.
Therefore, if that minimal automaton has n states, L* makes at most n� 1 incorrect
conjectures. The number of membership queries made by L* is O(kn2 + n logm),
where k is the size of the alphabet of U , n is the number of states in the minimal
DFM for U , and m is the length of the longest counterexample returned when a
conjecture is made.
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Fig. 2 Learning assumptions
for assume-guarantee
reasoning

12.3.3.2 Learning-Based Assumption Generation

From the deÞnition of the weakest assumption Aw , one can observe that with
Aw , the premises of Rule ASYM become necessary, in addition to being sufÞ-
cient, for the conclusion of the rule to hold. In other words, (�Aw�M1 �P �) and
(�true�M2 �Aw�) hold if and only if (�true�M1 �M2 �P �). This is an advantage for
an automated assume-guarantee reasoning framework, since it enables us to also
disprove properties of a system, compositionally.

The framework illustrated in Fig. 2, and Þrst presented in [22], provides a
learning-based automation for assume-guarantee reasoning with Rule ASYM. In
this framework, L* targets the computation of the weakest assumption Aw , for the
reasons stated above. The set of interaction points of component M1 with its envi-
ronment, constituting the alphabet of the weakest assumption in this context, hence
the alphabet over which L* is learning, is deÞned as: (�M1 ��P )��M2. Note that
the framework uses the knowledge of the actual environment of component M1,
namely, component M2, to make the reasoning more efÞcient. More speciÞcally,
the framework implements a teacher for L*, meaning that it responds to member-
ship and equivalence queries, as described in the following.

Membership Queries. L* is Þrst used to repeatedly query M1 to check whether,
in the context of strings s, M1 violates the property. More formally, the query cor-
responds to checking the triple �s�M1 �P � as illustrated in Fig. 2 (note that s rep-
resents its trace FSM). Checking �s�M1 �P � corresponds to simulating string s on
M1 � P : if an error is reachable, then the triple is false, otherwise it is true. The
query returns true/false if �s�M1 �P � is true/false, respectively. This is because, as
mentioned, Aw allows all behaviors that satisfy the property, and disallows only
violating behaviors.

Equivalence Queries. The conjectured automaton A is checked for correctness,
which in this context means checking whether it corresponds to the weakest assump-
tion or not. Note that, in Fig. 2, we use Ai to denote the ith assumption conjectured
by the framework, which we simply refer to as A here. As discussed earlier, the
weakest assumption is safe and permissive. We therefore reduce equivalence queries
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to two separate checks, for safety and permissiveness of A, which we name Oracle 1
and Oracle 2, respectively.

Oracle 1 checks whether A is safe, by checking triple �A�M1 �P �, using a model
checker. If A is safe, then the Teacher proceeds to Oracle 2. If it is unsafe, the model
checker returns a counterexample t . The resulting counterexample t , projected on
the assumption alphabet �Aw , is returned to L* to reÞne its conjecture. The projec-
tion is necessary because L* needs counterexamples in terms of the alphabet over
which it is learning.

Oracle 2 checks whether safe assumption A is also permissive. As discussed,
permissiveness is concerned with ensuring that the assumption does not exclude
correct behaviors. However, given the fact that the main goal of the framework is to
prove or disprove a property of the system using assume-guarantee reasoning, the
framework does not need to generate a fully permissive assumption. Rather, it uses
M2 to add behaviors to over-restrictive assumptions on demand, and as needed for
completion of the veriÞcation.

Note that Oracle 1, in essence, checks that premise 1 of Rule ASYM holds. To
prove the property on the system using this rule, one would need to additionally
check premise 2: (�true�M2 �A�). We therefore use premise 2 as follows, to drive
the permissiveness check and to thereby potentially complete assume-guarantee rea-
soning (see Fig. 2).

If �true�M2 �A�, which consists of a model-checking step, is true, then we know
that both premises of Rule ASYM hold, and therefore P holds for M1 � M2. If
�true�M2 �A� is false, the Teacher performs some analysis to determine the under-
lying reason (see Fig. 2). This analysis consists of a simulation step identical to the
one performed to respond to membership queries, as presented above. SpeciÞcally,
the Teacher performs a query to determine whether the returned counterexample
cex, projected on the alphabet of the assumption, belongs to Aw , in which case L*
needs to reÞne the assumption. If the query returns true, then A is not permissive,
so cex 4 �A is returned to L* for reÞnement of its guess. If, on the other hand, the
answer is false, it means that cex is a word that belongs to M2, in the context of
which M1 violates the property P . As a consequence, M1 �M2 does not satisfy the
property P .

Notice that the answers that the framework provides to L* are always precise
with respect to the targeted weakest assumption. However, the framework uses M2
to select which missing words to include in the language of the assumption. The
reason is that we restrict our reasoning to a speciÞc context, rather than account-
ing for all possible contexts, as required for the computation of Aw . That means,
of course, that the assumption obtained from this framework does not necessarily
correspond to Aw . On the other hand, we remind the reader that the primary goal
is to obtain conclusive results from the assume-guarantee rule. As soon as we are
able to prove or disprove the property in the system, we stop reÞning the learned
assumption, since we have achieved our goal. The assumption computed with this
framework will be smaller than, or in the worst case equal to Aw , in terms of num-
ber of states, as guaranteed by the characteristics of L*. In the worst case, where
Aw itself is computed, the framework is guaranteed to terminate, because Aw is
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both necessary and sufÞcient, and therefore the framework will prove or disprove
the property during this iteration.

12.3.3.3 Correctness Arguments

Framework correctness argument: The framework directly uses the assume-
guarantee rule Rule ASYM to answer conjectures. Correctness of the rule guar-
antees correctness of positive answers by the framework. On the other hand, each
counterexample reported is a real counterexample, as discussed above.

Teacher Correctness Argument: Correctness of the teacher corresponds to show-
ing that all the answers returned to L* are consistent with Aw . This was discussed
during the presentation of the framework above.

Termination Argument: Given the fact that our Teacher only comes back to L*
for reÞnement with counterexamples related to Aw , the framework eventually con-
verges to Aw , unless it terminates earlier. As discussed, Aw makes Rule ASYM

sound and complete, and therefore our framework will return a conclusive answer
at that iteration. As a result, the framework always terminates.

12.3.4 Example

Let us revisit the mutual exclusion protocol presented in Sect. 12.2.5. We model the
protocol in a behavior-based fashion. In particular, we use the FSP input language
of the LTSA tool [64] to model FSMs. FSP stands for ÒFinite State ProcessÓ and
is a process algebra-like language (see [21], Chap. 32 of this Handbook). Detailed
syntax and semantics are provided in [64]. In the example, Ò->Ó stands for action
preÞx, Ò|Ó stands for choice, and Ò||Ó stands for parallel composition. Indexing
Ò[]Ó is used to parameterize speciÞcations. Note that in the LTSA-generated Þg-
ures, an indexed transition corresponds to multiple transitions, one for each index in
the speciÞed range.

// State-based description
var x: boolean; initially x=true

M1: M2:
while (true) { while (true) {
T: skip; T: skip;
H: <if x then x:= false> H: <if x then x:= false>
E: x := true E: x := true
} }

// Behavior-based implementation
// FSP code for LTSA model-checking tool

const False = 0
const True = 1
range Boolean = False..True

// variable implements atomic test-and-set
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X = Var[True],
Var[True] = (m[1..2].atomicTestSetX[False] -> Var[False]),
Var[False] = (m[1..2].setX[True] -> Var[True]).

// module implementation
M(Steps=1) = Hungry,
Hungry = (atomicTestSetX[False] -> Eating),
Eating = (start_eating -> CS[0]),
CS[i:0..Steps] = ( when (i< Steps) step[i] -> CS[i+1]

| when (i==Steps) done_eating -> setX[True] -> M).

|| M1 = (m[1]:M(4)). // creating module M1
|| M2 = (m[2]:M(5)). // creating module M2

// mutual exclusion property
property
MX = (m[i:1..2].start_eating -> m[i].done_eating -> MX).

|| Module1 = ( X || M1 || MX ).

set Alphabet0 = {m[2].{setX[True], atomicTestSetX[False],
start_eating, done_eating}}

|| Module2 = (M2).

We model the two concurrent modules M1 and M2 by creating two instances of
the FSM M named m[1] and m[2], respectively. The FSM M is parameterized by
the number of steps that each module performs in its ÒeatingÓ stage. For example,
M1 has four processing steps, and M2 has Þve. This models the fact that a module
may include several states within its critical section. Figure 4 illustrates M1 for a
single processing step. All Þgures in this section have been created automatically by
the LTSA tool.

Variable X allows the two modules to atomically set it to False when its current
value is True, and allows them to set its current value to True unconditionally. The
FSM corresponding to this variable implementation is illustrated in Fig. 3. The mu-
tual exclusion property requires that M1 and M2 not be eating at the same time:
each module must Þnish eating before the other module starts eating. This is illus-
trated in Fig. 5. In all the FSMs presented in this section state Ò0Ó is initial and all
the states are accepting.

For compositional veriÞcation, we group M1 with variable X and the property
MX into Module1, and M2 into Module2. The alphabet of the interface between
the two modules is deÞned as Alphabet0. The assumption generated by the learning
framework is depicted in Fig. 6.

The generated assumption has four states. The module that it represents,
Module2, has Þve states for one processing step, and nine for four processing steps.
Note that, no matter how many processing steps we include in the two modules,

Fig. 3 Shared variable
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Fig. 4 Module M1 FSM for one processing step

Fig. 5 Mutual exclusion property

Fig. 6 Generated assumption

the assumption that is generated will always be exactly the same. The gains from
compositional veriÞcation therefore become more pronounced for components that
include many processing steps in their critical section. This conÞrms the fact that
the algorithms presented are able to detect the main synchronization principle on
which the correctness of this protocol is based, irrespective of the internal details
of each module. More generally, generated assumptions may be much smaller than
the system components, as they essentially abstract away the internal component
computations and only represent (succinctly) the component interactions.
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12.3.5 Additional Assume-Guarantee Rules and Their Automation

We note that rule ASYM can be extended to reason about more than two com-
ponents. To see this, consider checking whether system M1 �M2 � • • • �Mn sat-
isÞes P . One can decompose the system into: M1 and M �

2 =M2 �M3 � • • • �Mn
and apply the rule to reason about the two components M1 and M �

2. Now notice
that when checking the second premise of the rule, i.e., when checking whether
triple �true�M �

2 �A� holds, assumption A plays the role of a safety property for
system M �

2. Therefore, we can recursively apply rule ASYM when reasoning about
M �

2 = M2 � • • •Mn, by decomposing M �
2 into M2 and M �

3 = M3 � • • •Mn and so
on. To summarize, we have the following rule for reasoning about n 
 2 compo-
nents [78]:

Rule ASYMN

1 : �A1�M1 �P �
2 : �A2�M2 �A1�
3 : �A3�M3 �A2�

• • •
n� 1 : �An�1�Mn�1 �An�2�
n : �true�Mn �An�1�

�true�M1 �M2 � • • •Mn �P �

Reasoning based on this rule can be similarly automated using learning tech-
niques for the assumption inference, as explained below. To check whether sys-
tem M1 �M2 � • • •Mn satisÞes property P , consider the decomposition: M1 and
M �

2 =M2 �M3 � • • •Mn. The learning framework for two components described
above can be applied recursively to check the second premise of the assume-
guarantee rule, involving M �

2, where the assumption A1 for M1 plays the role of
property when checking M �

2. More generally, at each recursive invocation for Mj
and M �

j+1 = Mj+1 � Mj+2 � • • •Mn we use learning to infer an assumption Aj
such that both �Aj �Mj �Aj�1� and �true�Mj+1 �Mj+2 � • • •Mn �Aj � hold, and
the second triple is checked through another invocation of the learning framework.

Although sound and complete, the two rules presented so far are not always sat-
isfactory since they are not symmetric in the use of the components. Some form of
circular or symmetric rules is desirable, that makes use of all the components in a
similar way.

The obvious ÒcircularÓ rule for the parallel composition of two components dis-
charges the two assumption of each component by the guarantee of the other com-
ponent:
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Fig. 7 Example that
illustrates unsoundness of
rule CIRC-0

Rule CIRC-0

1 : �A1�M1 �P �
2 : �A2�M2 �P �
3 : P |�A1 �A2

M1 �M2 |� P

However, this rule is not sound as demonstrated by the example in Fig. 7. Con-
sider components M1 and M2 and property P ; both M1 and M2 have the same
behavior asM (see Þgure). Now consider two assumptions A1 and A2 that have the
behavior deÞned by P . Then premise 3 holds. Premises 1 and 2 also hold, since A1
restricts M1 to be exactly P , similarly for premise 2. Therefore, according to rule
CIRC-0, M1 �M2 satisÞes P . On the other hand M1 �M2 is M again which vio-
lates P , since it allows b to occur before a. The circular reasoning involved in this
rule is unsound. The rule fails essentially because the two components may have
common behavior that violates the property, but this behavior is ruled out by the
assumptions and it is never checked in the premises.

Circularity in itself is not a reason for unsoundness: other models of computation
have sound circular rules [6, 59]. The soundness argument there relies on induction
over Þnite traces and properties of the models. This is discussed later in the section.

In our setting, there are simple ways to remedy unsoundness. One way is to avoid
circularity. Rule SYM below is an example of a rule that is symmetric in its use
of components but does not use circular reasoning. Using this rule for automated
compositional veriÞcation may result in smaller veriÞcation problems (than using
rule ASYM) [78].

Rule SYM

1 : �A1�M1 �P �
2 : �A2�M2 �P �
3 : L(coA1 � coA2)� L(P )
M1 �M2 |� P

We require �P � �M1 � �M2 � • • • � �Mn and that for i 	 {1,2, . . . n}

�Ai � (�M1 � �M2 � • • • � �Mn)� �P.

Informally, each Ai is a postulated environment assumption for the component Mi
to achieve the safety property P . Recall that coAi is the complement of Ai . Premise
3 of the rule ensures that all the possible common behaviors of M1 and M2 that
are ruled out by both assumptions A1 and A2 satisfy property P (see the cause of
unsoundness in the example above).
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Rule SYM extends naturally to n > 2 components:

Rule SYMN

1 : �A1�M1 �P �
2 : �A2�M2 �P �

• • •
n : �An�Mn �P �
n+ 1 : L(coA1 � coA2 � • • • coAn)� L(P )

M1 �M2 � • • •Mn |� P

Although sound and complete, the symmetric rules described above have two
disadvantages: (i) they use the complement of the assumptions, which may be ex-
pensive to compute for non-deterministic assumptions, and (ii) the last discharge
step uses the composition of all coAÕs, which may be expensive when n is large.

Alternative sound compositional proofs use circular reasoning principles in
which properties of other components are assumed when proving properties of in-
dividual components. One such rule is the following:

Rule CIRC

1 : �A1�M1 �P �
2 : �A2�M2 �A1�
3 : �true�M1 �A2�
M1 �M2 |� P

This rule is a special case of Rule ASYMN (for n= 3), where the Þrst and last
components coincide. The rule is sound and complete and it naturally extends to
reasoning about systems containing more than two components. Both the symmetric
and the circular rules discussed so far can be similarly automated using learning
techniques for assumption generation. The interested reader should look in [78] for
details.

Other models of composition have sound circular rules. These models have
somewhat different notions of composition and conformance than the ones deÞned
here. For instance, the following rule is sound for a special kind of FSMs called
Moore machines [59] and in the more general setting of ÒReactive ModulesÓ [6].
The soundness proof is based on induction over the length of Þnite traces. It relies
also on a crucial property of the models that allows every Þnite trace to be extended
(cf. [6]).

Rule CIRC-IND

1 :M1||P2 |� P1
2 :M2||P1 |� P2

M1||M2 |� P1||P2
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The inductive argument applies only to safety properties. To achieve soundness
in general, the second hypothesis is strengthened to M2||safe(P1) |� P2, where
safe(P1) is the strongest safety property that includes the language of P1 [6, 9].
The same rule is used in, e.g., [49, 50, 52] and it forms the basis of a system-
atic proof decomposition methodology [51]. Other circular rules have been pro-
posed in e.g. [1, 67, 69, 80] and their soundness and completeness has been studied
in [65, 73]. However, they have not been studied for automation.

12.4 Related Approaches

12.4.1 Learning for Compositional Verification

We have shown how to guide our learning for compositional veriÞcation towards an
assumption that is both safe and permissive. Other researchers focused on the more
computationally expensive problem of learning a minimal assumption [17, 46] for
compositional veriÞcation, in other words, computing an assumptionAmin such that
any other assumption A that can check satisfaction or violation of P will have a
greater or equal number of states, i.e., |A| 
 |Amin|.

So far, in our presentation, we have assumed that the alphabet of the assumptions
learned for compositional veriÞcation is Þxed as (�M1 � �P ) � �M2. However,
it is sometimes possible to verify a problem with a smaller alphabet, resulting in
potentially smaller assumptions and cheaper veriÞcation [15, 78].

Learning assumptions has also been applied in the context of symbolic and im-
plicit model checking [16, 71], has been adapted for inÞnite traces in the context of
assume-guarantee reasoning for liveness properties [33], and has been studied in the
context of timed [63] and probabilistic systems [36, 58].

12.4.2 Assumption Generation by Abstraction-Refinement

The learning algorithm presented in Sect. 12.3.3.2 for assumption discovery ba-
sically starts from a small automaton and uses the off-the-shelf L* algorithm to
split states based on queries that it makes and the counterexamples it receives. This
is reminiscent of the well-known abstraction-reÞnement scheme (CEGAR), where
some abstract description of a model is analyzed and iteratively reÞned based on
spurious counterexamples that result from the abstraction being too coarse. Typi-
cally abstraction is designed to preserve correctness in some way (e.g., it may be
an over-approximation of the original model). However, candidates produced by
L* in the context of rule ASYM do not have clear semantic guarantees (i.e., being
under- or over-approximations, not even when compared to each other). The focus
of L* is to generate assumptions with the smallest number of states for the data it
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gathers. An alternative approach [13] generates assumptions for the rule ASYM us-
ing assume-guarantee abstraction-refinement (AGAR), a variant of the well known
CEGAR approach adapted to compositional reasoning (see [29], Chap. 13 of this
Handbook). In this case,M2 is abstracted in a conservative way, such that premise 2
holds by construction. However it is possible that premise 1 does not hold, and the
counterexample returned is analyzed to see whether it corresponds to a real error or
is spurious, due to the imprecision introduced by the abstraction. If the counterex-
ample is spurious, the abstraction of M2 is reÞned to eliminate it.

12.4.3 Components and Interfaces

At the heart of any modular development or reasoning technique is the capability to
summarize aspects of a component that are relevant to its customers. These aspects
are captured in component interfaces, which are closely related to the notion of
assumptions.

As mentioned in Sect. 12.3.2, temporal interfaces capture ordering relationships
between invocations of component methods. In such a context, component inter-
faces have the same ßavor as assumptions that relate to safety properties, as studied
in the previous section. The fundamental difference between an interface and an
assumption in the context of compositional reasoning is that an interface summa-
rizes the component irrespective of the environment in which the component is to
be introduced. On the other hand, an assumption serves as a potentially imprecise
interface that is sufÞcient for breaking up a targeted veriÞcation problem into sim-
pler problems; all components that participate in the veriÞcation problem are known
and available.

A precise interface is similar to the notion of a weakest component assumption.
It is therefore characterized in terms of two properties, safety, and permissiveness.
Note that error states in this context are not introduced by explicit properties, but
are rather assumed to represent undesirable component states.

Interfaces can be learned through a very similar framework to that of Fig. 2.
Queries and conjectures related to safety are answered in an identical way, except
that in the case of interfaces we assume that error states exist in the components,
whereas in the previous framework they come from the property P .

Permissiveness, however, needs to be different, because the environment of the
targeted component is not available.

The example in Fig. 8 shows how a permissiveness check could be performed.
Component M has states M0, M1, M2, and Merror and states A0, A1, and Aerror
belong to an interface A. A permissiveness check needs to detect sequences that are
blocked by the interface but are legal in the component. Such sequences identify that
the interface is not permissive. This can be performed by checking reachability, in
M �A, of legal states ofM andMerror . According to this check, trace a, b leading to
state [M1,Aerror ] in the composition could be an indication that A is not permissive
enough. However this is not true, since the same path leads to [Merror ,Aerror ]. This
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Fig. 8 Checking for
permissiveness

happens because the alphabet of the assumption is {a, b}, meaning that action c in
M is considered as a � from the point of view of A. In the Þgure, this is illustrated
as a � action covering action c.

This example illustrates the fact that non-determinism in component M may
cause spurious counterexamples in the permissiveness reachability check described
above. As a consequence, precise characterization of permissiveness requires deter-
minization of component M , which can be performed using a subset construction.
The permissiveness check is therefore NP-hard [5], and can be inefÞcient in prac-
tice.

Several approaches have been proposed to deal with this problem. Unless de-
terminization is a viable solution for a targeted component [12, 41], heuristic ap-
proaches are often used to determine whether a counterexample is spurious [5, 40].
Also, if non-determinism is introduced through abstraction of a deterministic con-
crete component, this problem can sometimes be avoided, using a combination of
over- and under-approximating abstractions [85]. More recently, automata learning
has been combined with symbolic execution or machine-learning approaches for the
generation of interfaces enriched with method guards that represent constraints on
method parameters for safe execution [42, 54, 87].

12.4.4 Other Modular Reasoning Frameworks

Assume-guarantee-style reasoning was introduced to help build and verify complex
systems, where some form of component assumptions (either implicit or explicit)
is needed. The assumptions are used to model the componentsÕ interaction with the
environment (e.g., the other components) [57, 60].

Assume-guarantee reasoning has been studied extensively [6, 50, 52, 67] and
large case studies are presented, for example, in [49, 66]. Some automated tech-
niques to support the reasoning are presented in [7, 8, 37, 45]. However, these tech-
niques still require some manual effort for the creation of the necessary assump-
tions. For example, the technique from [45] describes a framework for the assume-
guarantee-style veriÞcation of properties written in the universal fragment of the
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CTL temporal logic (ACTL) (see [79], Chap. 2 of this Handbook). A tableau method
for ATCL, presented there, plays the role of an assumption. Also related is the work
of Inverardi and colleagues, see [55] for example, which is also aimed at provid-
ing support for the modular veriÞcation of properties of interest, such as deadlock
freedom. The Alternating Time Temporal Logic ATL (and transition systems) [7]
was proposed for the speciÞcation and veriÞcation of open systems together with
automated support via symbolic model-checking procedures. The Mocha toolkit [8]
provides support for modular veriÞcation of components with requirement speciÞ-
cations based on the ATL.

The soundness of circular rules is justiÞed essentially based on induction, al-
though the form of the induction is different in each model of computation. A sim-
pliÞcation and uniÞcation of such proofs is carried out in [2, 9].

Interface automata [4] provide an elegant formalism for the speciÞcation and
veriÞcation of composite systems. Interface automata capture in the same model
both input assumptions about the order in which the operations of a component are
called and output guarantees about the order in which the component invokes opera-
tions on external components. The formalism supports automatic compatibility and
reÞnement checks between interface models. These notions have game-theoretic
foundations supported by efÞcient checking algorithms.

The underlying approach to automated assumption generation that we have pre-
sented here has similarities with Òsub-module constructionÓ, Òequation solvingÓ,
Òscheduler synthesisÓ and Òsupervisory controlÓ, as seen, for example, in [11, 62,
68] and in many works that followed. However, the goals of these methods are
different than in compositional veriÞcation. There are many other approaches to
compositional veriÞcation that are not based on assume-guarantee reasoning. An
example related to the techniques presented here is compositional reachability anal-
ysis [18, 44], which is based on iterative composition and minimization with respect
to properties of interest.

12.5 Conclusion

In this chapter we have discussed compositional reasoning techniques that address
the fundamental challenge in model checking, namely the state explosion problem.
We have focused on assume-guarantee style reasoning with particular emphasis on
automated techniques for assumption generation, which we believe is essential for
transitioning the techniques to practice. The subject of this chapter continues to be
a very active area of research, see e.g. [14].
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Chapter 13
Abstraction and Abstraction Refinement

Dennis Dams and Orna Grumberg

Abstract Abstraction, in the context of model checking, is aimed at reducing the
state space of the system by omitting details that are irrelevant to the property be-
ing veriÞed. Many successful approaches to the Òstate explosion problem,Ó some
of them described in other chapters, can be seen as abstractions. In this chapter,
several notions of abstraction are considered in a uniform setting. Different such
notions lead to a variety of preservation results that establish which kind of tempo-
ral properties may be veriÞed via an abstracted system. We Þrst deÞne the needed
background on simulation and bisimulation relations and their logic preservation.
We then present the abstraction that is currently most widely used in practice: ex-
istential abstraction, which preserves universal fragments of branching-time log-
ics. We give examples of such abstractions: localization reduction for hardware and
predicate abstraction for software. We then proceed to stronger abstractions which
preserve full branching-time logics. We introduce Kripke Modal Transition Systems
and modal simulation, and show logic preservation. We close the chapter with a re-
view of the presented results in the light of the notion of completeness.

13.1 Introduction

On Wikipedia [101], abstraction is deÞned as follows:

Abstraction is a process by which higher concepts are derived from the usage and classi-
Þcation of literal (ÒrealÓ or ÒconcreteÓ) concepts, Þrst principles and/or other abstractions.
An ÒabstractionÓ (noun) is a concept that acts as super-categorical noun for all subordinate
concepts, and connects any related concepts as a group, Þeld, or category.
Abstractions may be formed by reducing the information content of a concept or an ob-
servable phenomenon, typically to retain only information which is relevant for a particular
purpose. For example, abstracting a leather soccer ball to the more general idea of a ball
retains only the information on general ball attributes and behavior, eliminating the charac-
teristics of that particular ball.

D. Dams
Embedded Systems Innovation by TNO, Eindhoven, The Netherlands

O. Grumberg (B )
Technion, Israel Institute of Technology, Technion City, Haifa, Israel
e-mail: orna@cs.technion.ac.il

' Springer International Publishing AG, part of Springer Nature 2018
E.M. Clarke et al. (eds.), Handbook of Model Checking,
DOI 10.1007/978-3-319-10575-8_13

385

mailto:orna@cs.technion.ac.il
http://dx.doi.org/10.1007/978-3-319-10575-8_13


386 D. Dams and O. Grumberg

In the Þrst paragraph, apart from the technical terms which are not relevant to this
chapter, it is clariÞed that the word abstraction is used to denote both the process of
abstracting as well as the possible result of that process. In this chapter, we also use
the term abstract object to denote the latter meaning.

According to the second paragraph, the process of abstraction starts from a Òcon-
cept or an observable phenomenon,Ó which we will call a concrete object. The pro-
cess yields an object in which only certain information is retained; the other infor-
mation that is present in the concrete object is sometimes said to have been ab-
stracted away. For example, the integer number �3 can be abstracted to its sign,
which can, for example, be denoted �, or neg, or {. . . ,�4,�3,�2,�1}. Its abso-
lute value is thus abstracted away; its sign is the resulting abstract object. Some-
times, concrete and abstract objects look the same, in the sense that from their rep-
resentation alone one cannot tell whether an object is concrete or abstract. As an
example, consider rectangles in a graphical drawing application that have a Þll pat-
tern. Suppose that these rectangles are abstracted by removing their Þll pattern, and
that the resulting rectangles are shown with a white interior. When seeing such a
white rectangle, one cannot tell whether it is a concrete rectangle whose Þll pat-
tern is Òuniform white,Ó or an abstract rectangle. To avoid such confusion, when
representations of concrete and abstract objects look the same, we will nevertheless
consider the domains of concrete and of abstract objects to be of different types.

In this chapter, we consider the abstraction of Kripke structures, focusing on
Þnding suitable concepts to use as abstractions, and also on the process of abstrac-
tion. We reduce the information content of Kripke structures with the particular
purpose of making it easier to model check temporal logic properties on them. In
the statement of a model-checking problem, the Kripke structure is usually not given
directly, but, for example, as a software system represented in some programming
language; the intended Kripke structure is then obtained as a particular semantic
interpretation of that system description. Constructing and representing that Kripke
structure in a way that allows efÞcient checking of temporal logic properties forms
one of the main challenges of the Þeld of model checking. It is often impossible to
store a ÒnaiveÓ representation of such a Kripke structure (e.g., by explicitly listing
the states and transitions) on a computer, because of its size. This is called the state
explosion problem. Solutions to this problem based on symbolic representations of
the Kripke structure are presented elsewhere in this handbook [10, 21] (Chaps. 8
and 10). In this chapter we take a different approach, that of abstraction.

Abstraction tackles this challenge based on the assumption that a reduction of
the information content results in a reduction of the size of the representation of
a Kripke structure. Given a temporal property (or a set of them) to be checked,
information that is not relevant to the valuation of any of those properties can be
omitted from the Kripke structure. The resulting abstraction need not be a Kripke
structure itself, but it should come with a notion of evaluating a temporal property
on it. This chapter presents several possible choices for such abstractions, explaining
for each of them how they relate to the concrete Kripke structures that they abstract,
and how to evaluate temporal properties on them.

Besides the issue of what kind of object the abstraction of a Kripke structure
should be, there is the question of how to construct that object. Given a notion of
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abstraction, e.g., deÞned via a function � mapping a Kripke structure to its abstrac-
tion, in practice, the latter usually cannot be constructed by Þrst constructing the
concrete Kripke structure from the system description and then applying � to it.
This would defy the purpose of avoiding the creation of the (potentially too big
or even inÞnite) concrete Kripke structure. Instead, abstractions are built by apply-
ing Ònon-standardÓ semantic interpretations to system descriptions. The CEGAR
approach (CounterExample-Guided Abstraction ReÞnement) discussed later in this
chapter, and elsewhere in this Handbook [65] (Chap. 15), can be seen as a collection
of algorithms for this kind of construction. The topic of constructing abstractions is
also one of the focuses of the theory of Abstract Interpretation [8, 37—40, 76], which
is not treated in this chapter.

13.2 Preliminaries

13.2.1 Abstraction Frameworks

To formalize some of the terms introduced above, we use the notion of an abstrac-
tion framework.

Definition 1 An abstraction framework is a tuple (C,L, [[•]],A,
, [[•]]�), where
the components are as follows. The set C contains the concrete objects: the things
whose properties we are interested in, e.g., Kripke structures. Properties are ex-
pressed as formulas in a logic L and the interpretation of � 	 L w.r.t. concrete ob-
jects is denoted [[�]], which is the set of concrete objects for which � is true. A is
the set of abstract objects (or abstractions), which reduce the information content of
concrete objects, e.g. in order to render them amenable to automated techniques for
property checking. The abstraction relation 
 � C×A speciÞes how each concrete
object can be abstracted. That is, for a given c 	 C, all those a 	A such that 
(c, a)
are abstractions of c. The interpretation [[�]]� is the set of abstract objects for which
� holds.1

It is helpful to keep in mind the view that any abstract object a represents a set of
concrete objects, namely those for which a is an abstraction: {c 	 C | 
(c, a)}. This
set is called the concretization of a, denoted � (a).

The truth values true and false are denoted tt and ff respectively. For a set S of
objects (e.g., S = [[�]] or S = [[�]]�), we often treat S as a predicate symbol that
denotes the predicate whose characteristic set is S. Thus, for a single (concrete or
abstract) object x we then say that S(x) holds (writing S(x)= tt or even just S(x))
to mean that x 	 S. Furthermore, in the notation [[�]]� we drop the superscript �

1One could choose different logics on the concrete and abstract sides, but this would unnecessarily
complicate the discussion here.
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when the type of the elements is clear. For example, if a is an abstract object, we
write [[�]](a) instead of [[�]]�(a).

A principal requirement for any abstraction framework is that it is sound.

Definition 2 An abstraction framework (C,L, [[•]],A,
, [[•]]�) is sound if when-
ever 
(c, a) and [[�]]�(a)= tt, then [[�]](c)= tt.

Soundness ensures that we can establish properties of a concrete object by in-
specting an abstraction of it. Soundness as stated here is also called soundness for
true, since the premise requires [[�]]�(a) to be true. A stronger soundness require-
ment, considered later on in this chapter, extends to Òsoundness for both true and
false.Ó

13.2.2 Kripke Structures

To represent the semantics of programs, we use Kripke structures as deÞned else-
where in this Handbook [88] (Chap. 3), albeit with slightly different notational con-
ventions. Kripke structures will play the role of concrete objects (the set C from
above) throughout this chapter.

Definition 3 A Kripke structure M = (AP, S, I,R, [[•]]) consists of:

� a set AP of propositional symbols (or atomic propositions),
� a set S of states,
� a set I � S of initial states,
� a transition relation R � S × S, and
� a propositional interpretation [[•]] : AP� S�{ff, tt}.

[[•]] turns the symbols in AP into predicates over states in S. So, [[p]](s)= tt (ff) says
that p is true (false) in state s. When [[•]] is clear from the context, we sometimes
write p(s) instead of [[p]](s).

An alternative deÞnition [31] includes a labeling function L : S� 2AP as part of
the Kripke structure, instead of [[•]]. In that case, for each state s 	 S, L(s) is the set
of all atomic propositions which are true in s; all propositions in AP \L(s) are then
false in s.

We Þx a set AP of propositional symbols throughout this chapter, with typical
elements p, q . A literal is a proposition from AP or its negation (denoted ‹p, for
p 	 AP).

Example 1 Consider a simple program which implements a mutual exclusion al-
gorithm for two processes, P1 and P2, running in parallel. The processes share
a Boolean variable Flag, indicating whether getting into the critical section is
permitted. Each process has a local variable vi (i being 1 or 2) ranging over
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Fig. 1 Process Pi

Fig. 2 Kripke structure M
for the mutual exclusion
program

{Neutral,Trying,Critical}, indicating whether process Pi is outside (neutral state),
trying to get into, or inside its critical section. The program is depicted in Fig. 1. It
is a Òdo foreverÓ loop with three conditional choices, where conditions appear to the
left of the arrows and pieces of code to be executed appear on the right.

The Kripke structureM representing the global behavior of the program is given
in Fig. 2. Its set of states is the set of all combinations of valuations of v1, v2, and
Flag. That is, S = {Neutral,Trying,Critical} × {Neutral,Trying,Critical} × {tt, ff}.
For simplicity, only states which are reachable from the initial state are shown in the
Þgure. Its initial state, indicated by an incoming arrow, is s1 = (Neutral,Neutral, tt).
The transitions are shown by arrows between states. Note that the transitions assume
a semantics in which each of the programÕs choices is executed in an atomic manner.
The set of atomic propositions is AP = {N1, T1,C1,N2, T2,C2,F0}. The atomic
propositions are interpreted as follows. For every s 	 S,

[[Ni]](s) iff s(vi)=Neutral,

[[Ti]](s) iff s(vi)= Trying,

[[Ci]](s) iff s(vi)= Critical,

[[F0]](s) iff s(Flag)= tt.

In Fig. 2, each state s is labeled with the set of atomic propositions from AP that are
true in s. Atomic propositions from AP which do not label s are false in s.

The CTL formula2 �G‹(C1 �C2) speciÞes the property of mutual exclusion: It
says that in none of the reachable states are both processes in their critical section. It
is easy to see that this property holds in M . The formula �G(Ti��FCi) speciÞes
non-starvation: If a process is trying to get into its critical section, it eventually will
get in. This property does not hold. For example, process 1 ÒstarvesÓ along the path
s1, (s2, s5, s8)�. �

2See elsewhere in this Handbook [84] (Chap. 2) and also below.
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It is sometimes useful to restrict the discussion to finite state Kripke structures,
where S is Þnite, or to structures in which R is total, that is, for every s 	 S there is
s� 	 S such that (s, s�) 	R.

A path inM from a state s is a non-empty sequence of states, � = s0, s1, . . ., such
that s = s0 and for every i 
 0, if si is not the last state in � then (si , si+1) 	 R.
When si is the last element of � , we deÞne length(�) = i. If � is inÞnite, then
length(�)=5 where5 is greater than any natural number i. We write �[i] for si .
A path � is maximal if it is inÞnite or if its last state has no successor in R.

It is straightforward to represent a fairness-free Fair Discrete System (FDS, de-
Þned elsewhere in this Handbook [84] (Chap. 2)) D = �V ,#,
� by a Kripke struc-
ture (AP, S, I,R, [[•]]). Let V = {v1, . . . , vn} where each variable vi is deÞned over
domain Di . Then for the set S of states of the Kripke structure, take D1× • • •×Dn,
the set of all possible valuations for V . For R, take {(s, s�) | (s, s�) |= 
}; and let
I = {s | s |=#}. Further, the atomic propositions in AP are the state formulas asso-
ciated with the FDS, with [[•]] being the usual interpretation (see Chap. 2 for details).

The general results presented in this chapter do not depend on the internal struc-
ture of individual states as long as a valuation of the atomic propositions over states
is given. In particular, the assumption that states are valuations of variables, as is the
case in Fair Discrete Systems, is not needed. Another reason to use Kripke structures
instead of FDSs is that the fairness requirements of an FDS are relative to paths, and
they are used to restrict the valuation of temporal formulas to those paths that are
fair. This makes sense for temporal logics that refer to paths explicitly via (universal
and existential) path quantifiers, such as CTL� and its sublogics. In this chapter, we
use the µ-calculus, introduced brießy below and presented in more detail elsewhere
in this Handbook [14] (Chap. 26), which does not explicitly refer to paths. As a re-
sult, the valuation of µ-calculus formulas is not naturally deÞned over objects that
come with a notion of fair paths.3

13.2.3 The µ -Calculus

To express properties of Kripke structures, in this chapter we use the µ-calculus,
Lµ [67]. We refer the reader to Chap. 26 for a detailed account of the µ-calculus.
Here, we give a somewhat simpliÞed deÞnition. Note that our Kripke structures do
not have actions labeling the transitions; therefore, we can omit the action symbols
from the µ-calculus modal operators, writing them as � (Òfor all next statesÓ) and �
(Òthere exists a next stateÓ).

Definition 4 The syntax of the µ-calculus, Lµ, is deÞned relative to the given
set AP of propositional symbols. A formula is built up from literals (propositional

3Path fairness can be captured in the µ-calculus by encoding it as part of the formula.
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symbols and their negations), the logical connectives � and �, the modal operators
� and �, and the Þxpoint operators µ and �, as deÞned in Chap. 26. The Þxpoint
operators depend on variables (typically X, Y ).

Note that negation is only allowed on propositions. Thus the formulas of Lµ as
deÞned above are in negation normal form.4 In examples, we will use general nega-
tion. As the term Ònormal formÓ already suggests, a formula using general negation
can be brought into negation normal form. This is done by Òpushing the negations
inward,Ó while exchanging operators with their dual ones. For instance, � is ex-
changed with �; � with �; µ with �; F with G; � with �; and conversely. Also,
we use � for logical implication, deÞned in the usual way (�1 � �2 is deÞned
as ‹�1 � �2). We also use the syntax of CTL� (see Chap. 2 [84]) in many places
throughout this chapter. Whenever a formula is written in CTL� syntax, it is as-
sumed to denote an equivalent formula in the µ-calculus. The latter always exists,
as explained in Chap. 26 [14], speciÞcally in Sect. 26.4.2.

In this chapter we present various abstraction frameworks; in each of these, the
logic (the component L in DeÞnition 1 from Sect. 13.2.1) is Lµ or a fragment of
it.

Definition 5 The universal fragments of the logics Lµ and CTL/CTL� are deÞned
as follows:

� Let � be a Lµ formula in negation normal form. Then, � is a universal Lµ
formula if it does not contain the modal operator � (in other words, if � contains
any modal operators, these must all be �). �Lµ is the set of all universal Lµ
formulas.

� Let � be a CTL� formula in negation normal form. Then � is a universal CTL�

formula if it does not contain the existential path quantiÞer �. ACTL� is the set
of all universal CTL� formulas. The universal fragment of CTL, denoted ACTL,
is deÞned similarly.

Note that the universal fragments include both liveness operators (µ, F) and
safety operators (�, G).

The following deÞnition speciÞes how to evaluate � 	Lµ over a Kripke struc-
ture M = (AP, S, I,R, [[•]]), i.e., to determine whether M satisÞes the property ex-
pressed by �. In this case it is said that ÒM is a model of �.Ó This is done by
extending the function [[•]] which speciÞes how to evaluate propositions from AP
over individual states of M , as follows. First, it is extended to all formulas of Lµ,
so that [[�]] denotes the set of all states of M for which � holds. Since the property
expressed by � now possibly depends not only on s, but also on other states in M
that are reachable from s, the deÞnition of [[�]] depends on the transition relation
R of M . Second, it is extended to evaluate a formula over a Kripke structure as a

4Another term used is positive normal form.
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whole, i.e., [[�]](M) is deÞned. As expected, this is where the initial states of M
play a role.

Definition 6 Let M = (AP, S, I,R, [[•]]) be a Kripke structure. The deÞnition of
[[•]] : AP� S�{tt, ff} is extended to [[•]] :Lµ� S�{tt, ff}, as follows. Here, � ,
�1, and �2 are formulas from Lµ.

[[‹�]](s)= tt iff [[�]](s)= ff
[[�1 ��2]](s)= tt iff [[�1]](s)= tt and [[�2]](s)= tt
[[�1 ��2]](s)= tt iff [[�1]](s)= tt or [[�2]](s)= tt
[[��]](s)= tt iff �t 	 S :R(s, t) implies [[�]](t)= tt
[[��]](s)= tt iff �t 	 S :R(s, t) and [[�]](t)= tt
[[µX.�(X)]](s)= tt iff �S� � S : [[�(S�)]] = S� implies s 	 S�
[[�X.�(X)]](s)= tt iff �S� � S : [[�(S�)]] = S� and s 	 S�

A note about the notation in the last two cases, which are somewhat informal: For
a variable X (bound by � or µ), the notation �(X) is used for a subformula in
which X occurs free. In the context of this notation, [[�(S�)]] (where S� is a set
of states) denotes the evaluation of �(X) in which X is evaluated to S�, i.e., in
which [[X]] = S�. This can be further formalized by carrying the evaluation of free
variables around as an extra argument in the deÞnition, as done elsewhere in this
Handbook [14] (Chap. 26). Here, it would unnecessarily complicate the notation.

For � 	Lµ, [[�]](M) is deÞned to be true if and only if [[�]](s) is true for all
s 	 I (i.e., for all initial states of M).

13.2.3.1 Some Notes on the Difference Between Lµ and CTL/CTL�

The Lµ modalities � and � in the current chapter are quite different from what
those symbols represent elsewhere in this Handbook [84] (Chap. 2). There they
are (derived) operators that express the notions ÒeventuallyÓ and Òglobally,Ó respec-
tively; those notions are denoted by the operators F and G in the current chapter.
The Lµ modalities � and � may be viewed as branching-time generalizations of
the ÒnextÓ operator# from Chap. 2, where a computation state always has a single,
unique successor state, to the case where a state may have zero, one, or multiple
successors. The LTL (Linear Temporal Logic) formula#p means Òin the next state
(on the current computation) p holds.Ó The Lµ formula �p means Òthere exists a
successor state (in the Kripke structure) in which p holds,Ó and �p means Òin all
successor states, p holds.Ó

Thus, the Lµ modalities � and � carry the existential and universal character
that is expressed in CTL and CTL� by the quantiÞers � and �. An important differ-
ence is that the latter quantify over the computations (inÞnite paths of a Fair Discrete
Transition System) that originate at the current state, whereas � and � only talk
about the successor states (if any) of the current state in a Kripke structure. In order
to express quantiÞcation over whole computations in Lµ, the Òone-step-deepÓ � and
� are combined with iteration as expressed by µ (bounded iteration, for eventuality,
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e.g., Òp will hold within a Þnite number of stepsÓ) and � (unbounded iteration, for
invariance, e.g., Òp always holds, or, in other words, it does not eventually happen
that p does not holdÓ). For example, consider the CTL formula �Gp, expressing
that from the current state, there exists a computation on which always (globally)
p holds. An equivalent formula in Lµ is �X.p � �X. The � modality expresses
existential quantiÞcation over next states, but not beyond them; in order to reach
the effect of existentially quantifying over computations, it is iterated by adding a
Þxpoint operator around it. Since the number of iterations is inÞnite (p must con-
tinue to hold, no matter the number of steps taken), the greatest Þxpoint operator �
is used.

When restricting logics to universal or existential fragments, some care has to be
taken. The point is that a formula in ACTL�, the universal fragment of CTL�, may
contain a � when translated into Lµ, and therefore it will not be universal in Lµ.
The reason is that the eventuality F of (A)CTL� has Òan existential ßavorÓ to it, when
interpreted on Þnite paths. This is again best illustrated by an example. The ACTL�

formula �Fp says that along all computations that originate from the current state,
p must eventually hold. When we break this up into iterated requirements about
successor states, it becomes something like: Òeither [p holds in the current state], or
[there must exist at least one successor, and furthermore in all successor states, the
requirement holds recursively]; and we do not allow inÞnite postponement of p.Ó
More formally, we have the following equivalence:

�Fp �
�
p � (�Xtrue� �X�Fp)

�

In Lµ, the formula becomes:

µX.p � (�true��X)

The part Òthere must exist at least one successorÓ (which shows up in the formulas as
�Xtrue and �true resp.) is needed because otherwise the formula might be fulÞlled
vacuously when the current state does not satisfy p and has no successors; this is
because any formula of the form �� will be true in any state that has no successors.
In the ACTL� formula �Fp, this requirement is captured implicitly by the fact that
such a formula must be interpreted over a computation, in which there is always a
(unique) successor.

If the transition relation R of the Kripke structure is total, i.e., if for every s 	 S
there is s� 	 S such that (s, s�) 	 R, then �Xtrue holds in every state, and therefore
in that case we have:

�Fp � (p � �X�Fp)� µX.p ��X

Thus, �F and also �X and �U have a universal character on models with total tran-
sition relations. However, on models with non-total transition relations they have a
combination of existential and universal characteristics.
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13.3 Simulation and Bisimulation Relations

In this section we deÞne two of the most commonly used relations over Kripke
structures. We also present the logic preservation they induce. Bisimulation is an
equivalence relation which roughly says that two Kripke structures have the same
behaviors, even though their sets of states and transitions may differ. Simulation is a
preorder in which the larger structure may have more behaviors, but possibly fewer
states and transitions. Bisimulation guarantees the preservation of full branching-
time logics, while simulation guarantees the preservation of only the universal frag-
ment of such logics.

The two relations can be exploited in model checking as follows: Instead of
checking the concrete (full) model of a system we will check a related, reduced
model with fewer states and transitions. Thus, applying model checking to it is eas-
ier. By the preservation theorems presented below we will be able to conclude that
if the reduced structure is bisimilar to the concrete one than every property true
(false) in the former is also true (false) in the latter. On the other hand, if the re-
duced structure simulates the concrete one then only truth of universal properties
can be concluded.

We notice that, in the context of abstraction, bisimulation is less desirable: Insist-
ing on preservation of both truth and falsity of properties implies that less informa-
tion can be abstracted away, and thus less reduction can be achieved.

13.3.1 Simulation Relation

We start by deÞning the simulation preorder over Kripke structures [81]. Simulation
between two models is checked state-wise: One state is smaller than another by the
simulation relation if they agree on their common atomic propositions, and if for
every successor of the smaller state there is a corresponding successor of the greater
one. Formally, we have the following.

Definition 7 Let M1 = (AP1, S1, I1,R1, [[•]]1) and M2 = (AP2, S2, I2,R2, [[•]]2)
be Kripke structures, such that AP2 � AP1. A relation H � S1 × S2 is a simulation
relation [81] from M1 to M2 if for every s1 	 S1 and s2 	 S2 such that H(s1, s2),
both of the following conditions hold:

� For all p 	 AP2, [[p]]1(s1) iff [[p]]2(s2) and
� � t1 [[ R1(s1, t1)] � � t2 [[ R2(s2, t2)�H(t1, t2) ]]]

We write s1 
 s2 for H(s1, s2). We say that M1 is simulated by M2 (or M2 simu-
latesM1) (denotedM1 
M2) if there exists a simulation relationH fromM1 toM2
such that

� s1 	 I1
’
� s2 	 I2

’
H(s1, s2)

((
.

Example 2 Consider the Kripke structure M1 = (AP1, S1, I1,R1, [[•]]1) in Fig. 3,
where AP1 = {C1,C2,F0}, S1 = {a1, a2, a3}, and I1 = {a1}. The transition relation
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Fig. 3 Abstract Kripke
structure M1 for the mutual
exclusion program

and the state labeling are shown in the Þgure, where state labeling includes negation
of atomic propositions explicitly.

Also consider the Kripke structure M of Fig. 2. In order to show that M 
M1

we Þrst notice that AP1 � AP. A simulation relation H � S× S1 fromM toM1 can
be deÞned as follows:

H =


(s1, a1), (s2, a1), (s3, a1), (s4, a2), (s5, a1), (s6, a3), (s7, a2), (s8, a3)

�
.

It is easy to check that corresponding states agree on the common atomic proposi-
tions, and that for every successor of a state inM there is a corresponding successor
of the simulating state in M1.

For example, (s2, a1) 	 H and for the successors s4, s5 of s2 it holds that
(s4, a2) 	H and (s5, a1) 	H , where a2, a1 are successors of a1. �

The simulation relation induces a relationship between paths in M1 and M2, as
described in the following lemma.

Lemma 1 Let H be a simulation relation from M1 to M2 and assume that
s1 	 S1, s2 	 S2, and H(s1, s2). Then, for every maximal path �1 from s1 there
is a maximal path �2 from s2 such that length(�1)
 length(�2). Further, for every
i 
 length(�1), H(�1[i],�2[i]).

The following theorem states the preservation of universal formulas in the µ-
calculus and in CTL� and CTL.

Theorem 1 LetM1 
M2, s1 
 s2, and let � be a formula with atomic propositions
in AP2. Then, the following holds:

1. [40, 76] Assume that � is in �Lµ. Then [[�]]2(s2) implies [[�]]1(s1) and
[[�]]2(M2) implies [[�]]1(M1).

2. [51] Assume that R1 is total and � is in ACTL�. Then [[�]]2(s2) implies [[�]]1(s1)
and [[�]]2(M2) implies [[�]]1(M1).
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Note that the result holds for ACTL and LTL formulas as well. Also, as men-
tioned above, the universal fragments preserved by the simulation relation include
both safety and liveness properties.

Consider Example 2 again. Consider also the ACTL property � = �G(F0 �
(‹C1 �‹C2)). Since M1 |= �, by Theorem 1 we conclude that M |= � as well.

The requirement in Item 2 that R1 must be total is necessary for preservation of
ACTL�. This is because if R1 is not total then a path of M1 may correspond to just
a preÞx of a path in M2. Assume M2 |= �Fp. Then, M1 may fail to satisfy �Fp
due to a ÒshortÓ path that does not reach a state satisfying p. The discussion above
demonstrates itself also in the equivalences discussed in Sect. 13.2.3.1.

13.3.2 Bisimulation Relation

We next deÞne the bisimulation equivalence [83] over Kripke structures. Bisimula-
tion between two models is also checked state-wise: One state is related to another
by the bisimulation relation if they agree on their common atomic propositions, and
in addition, for every successor of one state there is a corresponding successor of
the other state, and vice versa. Formally, we have the following.

Definition 8 LetM1 = (AP1, S1, I1,R1, [[•]]1) andM2 = (AP2, S2, I2,R2, [[•]]2) be
Kripke structures. A relationB � S1×S2 is a bisimulation relation [83] betweenM1

andM2 if for every s1 	 S1 and s2 	 S2 such that B(s1, s2), the following conditions
hold:

� For all p 	 AP1 � AP2, [[p]]1(s1) iff [[p]]2(s2),
� � t1 [[ R1(s1, t1)] � � t2 [[ R2(s2, t2)�B(t1, t2) ]]], and
� � t2 [[ R2(s2, t2)] � � t1 [[ R1(s1, t1)�B(t1, t2) ]]]

We write s1 � s2 for B(s1, s2). We say that M1 is bisimilar to M2 (denoted
M1 �M2) if there exists a bisimulation relation B between M1 and M2 such that

� � s1 	 I1 [� s2 	 I2 [B(s1, s2)]] and
� � s2 	 I2 [� s1 	 I1 [B(s1, s2)]]

Example 3 Consider the Kripke structure M5 = (AP5, S5, I5,R5, [[•]]5) in Fig. 4,
where AP5 = {F0}, S5 = {a�1, a

�
2, a

�
3, a

�
4, a

�
5}, and I5 = {a�1}. The transition relation

and the state labeling are shown in the Þgure, where, as before, state labeling in-
cludes negation of atomic propositions explicitly.

Also consider the Kripke structure M of Fig. 2. In order to show that M �M5

we Þrst notice that AP5 � AP. A simulation relation B � S × S5 between M and
M5 can be deÞned as follows:

B =

�
s1, a�1

�
,
�
s2, a�2

�
,
�
s3, a�2

�
,
�
s4, a�4

�
,
�
s5, a�3

�
,
�
s6, a�4

�
,
�
s7, a�5

�
,
�
s8, a�5

��
.
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Fig. 4 Kripke structure M5,
bisimilar to Kripke structure
M of the mutual exclusion
program

It is easy to check that corresponding states agree on the common atomic proposi-
tions, and that for every successor of one state there is a corresponding successor of
the other state, and vice versa.

For example, (s2, a�2) 	 B and for the successors s4, s5 of s2 it holds that
(s4, a�4) 	 B and (s5, a�3) 	 B , where a�4, a�3 are successors of a�2. Moreover, for the
successors a�3 and a�4 of a�2 it holds that (s4, a�4) 	 B and (s5, a�3) 	 B , where s4, s5
are successors of s2.

Note that if we extend AP5 with additional atomic propositions from M , then
the smallest structure that is bisimilar to M is M itself. To see why this is true,
consider for instance AP�5 = {T1,F0}. Now s2 and s3 cannot both be related to a�2,
since they do not agree on their labeling. As a result, s7 and s8 will have to be related
to different abstract states, since they do not agree on their successors, and similarly
for s4 and s6. This demonstrates the trade-off between the set of properties that can
be checked in a reduced structure and the size (in terms of states and transitions) of
this model. �

Similarly to the simulation relation, the bisimulation relation induces a relation-
ship between paths in M1 and M2, as described in the following lemma.

Lemma 2 ([15]) Let B be a bisimulation relation betweenM1 andM2 and assume
that s1 	 S1, s2 	 S2, and B(s1, s2). Then, for every maximal path �1 from s1 there
is a maximal path �2 from s2 such that length(�1)= length(�2). Further, for every
i 
 length(�1), B(�1[i],�2[i]).

The following theorem states the preservation of formulas in the µ-calculus and
in CTL� and CTL.

Theorem 2 LetM1 �M2, s1 � s2, and let � be a formula with atomic propositions
in AP1 � AP2. Then the following holds:
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1. [76] Assume that � is in Lµ. Then [[�]]1(s1) if and only if [[�]]2(s2) and
[[�]]1(M1) if and only if [[�]]2(M2).

2. [15] Assume that � is in CTL�. Then [[�]]1(s1) if and only if [[�]]2(s2) and
[[�]]1(M1) if and only if [[�]]2(M2).

As before, the result holds for CTL and LTL formulas as well, as sublogics of
CTL�.

Consider Example 3 again. Consider also the CTL� property � = �GF(�XF0 �
�X‹F0). The formula means that along every path, inÞnitely often we reach a state
which has two successors, one that satisÞes F0 and the other that satisÞes ‹F0. In
M2, a�2 and a�4 are such states. In M , it is states s2, s3, s4 and s6.

Since M2 |= �, by Theorem 2 we conclude that M |= � as well. Note that this
formula is not preserved by the simulation relation since it is not a universal formula.

Next, we describe an algorithm [15] to compute bisimulation equivalence over
a single structure. Let M = (AP, S, I,R, [[•]]) be a Þnite Kripke structure. We com-
pute a sequence of equivalence relations over S. We start by relating two states if
and only if they agree on all atomic propositions. We iteratively reÞne the relation
until a Þxpoint is reached. Upon termination, two states are related if and only if
they are bisimilar.

� E0(s, s�) if and only if L(s)= L(s�).
� En+1(s, s�) if and only if

— En(s, s�) and
— � s1 [[ R(s, s1)] � � s�1 [[ R(s

�, s�1)�En(s1, s
�
1) ]]] and

— � s�1 [[ R(s
�, s�1)] � � s1 [[ R(s, s1)�En(s1, s�1) ]]]

It is easy to see that when En = En+1, En is a bisimulation relation. Fur-
ther, it is the greatest bisimulation over M . We denote by E the resulting rela-
tion. The relation E induces the following set of equivalence classes: For each
s 	 S, [s] = {s� 	 S | (s, s�) 	 E}. We can now deÞne a quotient structure
MA = (AP, SA, IA,RA, [[•]]A), that is the smallest structure, in terms of states and
transitions, which is bisimulation equivalent to M :

� SA = { [s] | s 	 S }
� IA = { [s0] | s0 	 I }
� RA = { ([s], [t]) | �s1, t1 	 S [(s1, t1) 	R � s1 	 [s] � t1 	 [t] }]
� for every p 	 AP: [[p]]A([s])= [[p]](s)

13.3.3 Additional Reading

Many notions of equivalence relations over models and their related logic preserva-
tion have been deÞned. For example, [43, 44, 56, 96].

An efÞcient algorithm for computing the quotient structure with respect to bisim-
ulation is suggested in [74]. Other symbolic algorithms for bisimulation minimiza-
tion are proposed in [12, 13]. A notion of simulation equivalence and its related
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quotient structure was introduced in [20]. An efÞcient algorithm for computing the
quotient structure with respect to simulation is presented in [57].

13.4 Abstraction Based on Simulation

13.4.1 Existential Abstraction

In this section we deÞne an abstraction which is suitable for reasoning about uni-
versal properties, such as all properties expressible in �Lµ. We deÞne an abstract
model (Kripke structure), which is derived from a given concrete model by means
of a concretization function � . The abstract model is, by deÞnition, guaranteed to
be greater by the simulation relation than the concrete model, thus preservation of
universal properties is guaranteed by Theorem 1.

It is important to note that while the deÞnition assumes that a concrete model is
given, in practice such a model is usually too large to Þt into memory and therefore
is not produced. Abstract models are constructed directly from some high-level de-
scription of the system [31, 34]. More details on the construction of abstract models
in practice can be found elsewhere in this Handbook [65] (Chap. 15). Construction
of abstractions is also the topic of Abstract Interpretation [8, 37—40, 76].

We deÞne abstract Kripke structures by means of existential abstraction [34].
Let M be a Kripke structure over a set S of states. Given a set )S of abstract states,
the concretization function � : )S� 2S indicates, for each abstract state )s, the set
of concrete states represented by)s. Existential abstraction deÞnes an abstract state
to be an initial state if it represents an initial concrete state. Similarly, there is a
transition from abstract state)s to abstract state)s� if there is a transition from a state
represented by )s to a state represented by )s�. In order to preserve the valuation of
atomic propositions in the abstract model we will use a � that is appropriate for
AP. That is, for every p 	 AP and every s1, s2 and)s such that s1, s2 	 � ()s), we have
p(s1)" p(s2). In Sect. 13.6 we will investigate abstract models for which � is not
appropriate.

An abstract model constructed by means of an existential abstraction is an over-
approximation of the concrete model in the sense that every behavior of the concrete
model corresponds to a preÞx of a behavior in the abstract model, but the abstract
model may also contain additional behaviors. Formally,

Definition 9 Let M = (AP, S, I,R, [[•]]) be a Kripke structure, let )S be a set of
states and � : )S � 2S be a concretization function. The Kripke structure )M =
(AP,)S,)I , )R,*[[•]]) derived from M by � is deÞned as follows:

1. )I ()s)"�s (s 	 � ()s)� I (s)).
2. )R()s1,)s2)"�s1�s2 (s1 	 � ()s1)� s2 	 � ()s2)�R(s1, s2)).
3. For all p 	 AP, &[[p]]()s)"�s	� ()s)[[p]](s).

In this context, we refer to )M as the abstract Kripke structure, to its states as abstract
states, etc., and to M as the concrete Kripke structure.
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Note the ÒiffÓ (") conditions in each of the items. )M deÞned this way is called
the exact abstraction derived fromM by � . If the Þrst two ÒiffÓs are replaced by ÒifÓ
(,) then more initial states and more transitions are possible in the abstract model.
It is then referred to as an approximated abstraction.

As for the third item, the ÒiffÓ condition is necessary in order to guarantee that
atomic propositions true in an abstract state )s are also true in all concrete states in
� ()s). Falsity of atomic propositions is preserved only if � is appropriate. In that
case, p()s)" p(s) for every p 	 AP and s 	 � ()s).

Note that the abstract model )M deÞned above is just a Kripke structure. Usual
model-checking algorithms can be applied to it. However, only if a universal prop-
erty is true in )M can we conclude that it is also true in the model M from which )M
has been derived.

The following theorem and corollary state that universal properties which are
correct for )M are correct for M as well.

Theorem 3 ([34, 40, 76]) Let M be a Kripke structure defined over AP. Further,
let � be appropriate for AP and )M be an abstract model derived fromM by � . Then
M 
 )M .

Proof Sketch We deÞne the following relation over S and )S: For every s 	 S and
)s 	)S, H(s,)s) if and only if s 	 � ()s). It is easy to see that H is a simulation relation
from M to )M . Thus, we conclude that M 
 )M .

By the above theorem and Theorem 1 we get the following.

Corollary 1 Let M be a Kripke structure and � be a universal formula, both de-
fined over AP. Further, let � be appropriate for AP and )M be an abstract model
derived from M by � . Then [[�]]()M) implies [[�]](M).

Note that, for exact abstractions, once )S, � , and AP are given, )I and )R are
uniquely determined. Thus, )S, � , and AP uniquely determine )M .

Example 4 Consider again the Kripke structure M of Fig. 2. An abstraction of M
can be deÞned by choosing AP1 = {C1,C2,F0}, )S1 = {a1, a2, a3}, where �1(a1)=
{s1, s2, s3, s5}, �1(a2)= {s4, s7}, and �1(a3)= {s6, s8}. The resulting abstract Kripke
structure M1 is shown in Fig. 3. In Example 2 we gave a simulation relation from
M toM1. By Theorem 3 we now know that such a simulation relation exists, by the
way M1 is constructed.

By Item 2 of Theorem 1, since the transition relation of M is total and since
M1 |= �G‹(C1 �C2) we conclude that M |= �G‹(C1 �C2) as well. �

Example 5 The abstraction above is suitable for proving the mutual exclusion prop-
erty forM . In order to prove another property, for instance a property of process P1

alone, we may need to use a different abstraction. Let AP2 = {N1, T1,C1}, )S2 =
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Fig. 5 The abstract Kripke
structure M2

{b1, b2, b3}, and let �2(b1)= {s1, s3, s6}, �2(b2)= {s2, s5, s8}, and �2(b3)= {s4, s7}.
The resulting abstract Kripke structure M2 is given in Fig. 5.

Consider the property �G(N1 ��(‹C1WT1)), where W is the temporal operator
expressing Òweak until.Ó It speciÞes that every path starting in the neutral state and
reaching the critical state must pass through the trying state. SinceM2 |= �G(N1 �
�(‹C1WT1)), we conclude that the property holds for M as well.

On the other hand, we cannot prove non-starvation of P1 using the abstraction
M2. That is, we cannot prove M2 |= �G(T1 ��FC1). In this case, model checking
will return an abstract counterexample of the form b+1 (b2)� . Our next goal is then
to determine whether there is a corresponding counterexample in M or whether the
abstract counterexample is spurious. In the latter case, we will apply refinement
in order to eliminate the spurious counterexample from the abstract model. The
reÞnement will result in an (abstract) model which is ÒcloserÓ in some sense to M .
We discuss this topic in more detail in Sect. 13.5.

An alternative approach to checking whether non-starvation holds for P1 would
be to check the negation of the property, i.e., �F(T1 ��G‹C1), onM2. We will Þnd
out that indeed M2 |= �F(T1 � �G‹C1). However, the existential abstraction pro-
vides no soundness guarantee for formulas that are not universal. Thus, we cannot
conclude potential starvation of P1 in the original modelM . In Sect. 13.6 we remedy
this problem by suggesting abstractions which are sound for the full µ-calculus.

13.4.1.1 Specific Abstractions: Examples

Several types of abstractions based on existential abstraction are deÞned and used.
The most commonly used are localization reduction [70], which is mostly used
for hardware veriÞcation (e.g., [6]), and predicate abstraction [47], which is more
suitable for software veriÞcation. The abstractions differ in their choice of abstract
states and the concretization function.

For a hardware design, localization reduction distinguishes between visible and
invisible Boolean variables, where only the visible variables are considered to be
relevant for the checked property. The abstract states are chosen to be all valuations
of the visible variables. � maps each abstract state to the set of concrete states that
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agree with it on the valuation of the visible variables (while they may differ in their
valuation of the invisible variables). Usually, the visible variables are also chosen as
the set AP of atomic propositions.

Predicate abstraction chooses a set of predicates over the program variables. Ab-
stract states correspond to possible valuations of these predicates. An abstract state
represents all those concrete states which agree with it on the valuation of the pred-
icates. The predicates are also used as the atomic propositions in AP.

As mentioned before, onceM , )S, � , and AP are chosen, the exact abstract model
forM , deÞned by means of existential abstraction, is uniquely determined. Approx-
imated abstract models for M can be deÞned as well by allowing more initial states
and transitions.

Other types of abstractions can also be found in the literature, e.g., [34]. A more
detailed description of the abstractions mentioned above, including methods for
computing abstract models, and tools that implement them can be found in [48]
and elsewhere in this Handbook [65] (Chap. 15).

13.4.2 Additional Reading

Extensions, improvements, and applications of predicate abstraction in the context
of software veriÞcation are widely investigated [3, 5, 7, 29, 33, 36]. Predicate ab-
straction is also applied in hardware veriÞcation [63, 68], and in the veriÞcation of
sequential [77, 78] and concurrent [102] Linux device drivers.

An important question is how to compute the needed predicates. This can
be done, for instance, using theorem provers [86, 87], symbolic decision proce-
dures [71], interpolation [64], and interpolation sequences [58].

Some work aims to minimize the increase in size of abstract models due to reÞne-
ment. Lazy abstraction, for instance, adds new predicates to the model only when
needed and where needed [59, 60, 69, 78, 99, 100].

13.5 CounterExample-Guided Abstraction Refinement
(CEGAR)

Regardless of the type of abstraction we use, the abstract model )M generally con-
tains less information than the concrete model M . Thus, model checking the struc-
ture )M potentially produces incorrect results. Corollary 1 guarantees that if a univer-
sal property is true in )M then it is also true in M . On the other hand, the following
example shows that if the abstract model invalidates an �Lµ speciÞcation, the ac-
tual model may still satisfy the specification.

Example 6 The trafÞc light controller M , presented on the left-hand side of Fig. 6,
contains three states, red, green, and yellow. We deÞne {ISred} to be the set of
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Fig. 6 Abstraction of a
trafÞc light

Fig. 7 Spurious
counterexample. The abstract
state c is a failure state

atomic propositions, where

ISred(red)= true and ISred(green)= ISred(yellow)= false.

We would like to prove forM the property Òalong every path, inÞnitely often (ISred)
holds.Ó This can be written in CTL as � = �G�F(ISred). We choose the set of
abstract states to be {red�,go�}, where � (red�)= {red} and � (go�)= {green, yellow}.
Clearly,

ISred
�
red�

�
= true and ISred

�
go�

�
= false.

It is easy to see that M |= � while )M �|= � . There exists an inÞnite abstract path
red�,go�,go�, . . . that invalidates the property. However no corresponding concrete
trace exists in M . �

When an abstract counterexample does not correspond to any concrete coun-
terexample, we call it spurious. For example, red�,go�,go�, . . . in the above example
is a spurious counterexample.

Let us consider the situation outlined in Fig. 7. There, a, b, c, and d are ab-
stract states, where � (a)= {1,2,3}, � (b)= {4,5,6}, � (c)= {7,8,9}, and � (d)=
{10,11,12}. The arrows between concrete states describe concrete transitions where
the arrows between abstract states describe abstract transitions, deÞned according to
DeÞnition 9. States 1,2,3 are initial states of the concrete model and a is the initial
state of the abstract model.

We see that the abstract path a, b, c, d does not have a corresponding concrete
path. Every concrete path that starts at the initial state and that reaches a state in
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� (c) ends up in state 9, from which we cannot go further. Therefore, 9 is called a
dead-end state. On the other hand, state 7 is a bad state, since it made us believe
that there is an outgoing transition. Finally, state 8 is an irrelevant state since it is
neither dead-end nor bad. To eliminate the spurious path, the abstraction should be
reÞned in a way that separates dead-end states from bad states. These notions are
made precise in the next section.

13.5.1 The CEGAR Framework

In this section we present the framework of CounterExample-Guided Abstraction-
Refinement (CEGAR) [30, 35, 70], for universal temporal logics and existential ab-
straction. The framework is suitable, in principle, for logics such as �Lµ, ACTL�,
ACTL, and LTL. In practice, however, most model-checking tools handle CTL or
LTL. They usually produce a counterexample in the form of a Þnite path leading to
a state violating the property. Alternatively, they produce a counterexample in the
form of a lasso (a Þnite path leading to a simple cycle), showing a behavior along
which a desired state is never reached. Most CEGAR implementations refer to these
forms of counterexamples.

The main steps of the CEGAR framework are presented below:

1. Given a system P (whose concrete model is M) and a universal temporal for-
mula �, generate an initial abstract model )M .

This step is typically done by examining a high-level description of P . For
software, for instance, we may examine the program text and choose conditions
used in control statements such as if and while as predicates. Additional predi-
cates come from the atomic formulas in �. Proceed to step 2.

2. Model check )M with respect to �. If )M satisÞes �, then conclude that the con-
crete model M satisÞes the formula and stop. If a counterexample )T is found,
check whether it is also a counterexample in the concrete model. If it is, con-
clude that the concrete model does not satisfy the formula and stop. Otherwise,
the counterexample is spurious. Proceed to step 3.

3. ReÞne the abstract model, so that )T will not be included in the new, reÞned
abstract model. Go back to step 2.

ReÞnement is typically done by partitioning an abstract state. By this we
mean that the set of concrete states represented by the abstract state, is parti-
tioned. The reÞnement can be accelerated at the cost of faster growth of the
abstract model if the criterion obtained for partitioning one abstract state (e.g.,
a new predicate) is used to partition all abstract states. By accelerating we mean
that fewer reÞnement iterations will be needed before CEGAR terminates with
either a veriÞcation of the checked property or with a concrete counterexample.

13.5.1.1 Identifying Spurious Path Counterexamples

Assume the counterexample )T is a path (not necessarily maximal) )s1, . . . ,)sn starting
at the initial abstract state )s1. We extend the concretization function � to sequences
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of abstract states in the following way: � ()T ) is the set of concrete paths deÞned as
follows:

� ()T )=
�
�s1, . . . , sn�

���
n�

i=1

si 	 � ()si)� I (s1)�
n�1�

i=1

R(si, si+1)
+
.

Next, we describe an algorithm to compute a sequence of sets of states that corre-
spond to � ()T ). Let S1 = � ()s1) � I . For 1 < i 
 n, we deÞne Si in the following
manner: Si := Image(Si�1,R)�� ()si), where Image(Si�1,R) is the set of succes-
sors, inM , of states in Si�1. The sequence of sets Si can be computed, for instance,
using BDDs and the standard image computation algorithm.

The following lemma explains how to use the sets of states computed by the
above algorithm in order to determine whether )T is spurious.

Lemma 3 ([30]) The following are equivalent:

1. The path )T corresponds to a concrete counterexample.
2. The set � ()T ) of concrete paths is non-empty.
3. For all 1
 i 
 n, Si �= �.

Suppose that condition (3) of Lemma 3 is violated, and let i be the largest index
such that Si �= �. Then )si is called the failure state of the spurious counterexample )T .
Since Si+1 = �, Si is the set of dead-end states which are reachable in m from an
initial state but cannot go any further. preImage(Si+1,R) includes all predecessors
of states in Si+1. These are the bad states. In order to eliminate )T , reÞnement should
split � ()Si) by separating dead-end states from bad states. It follows from Lemma 3
that if � ()T ) is empty (i.e., if the counterexample )T is spurious), then there exists a
minimal i (1
 i 
 n) such that Si = �.

Example 7 Consider a program with only one variable over domain D = {1, . . . ,
12}. Assume that the concretization function is shown in Fig. 7 by the dotted
lines from )S = {a, b, c, d}. Suppose that we obtain an abstract counterexample
)T = a, b, c, d . It is easy to see that )T is spurious. Using the terminology of
Lemma 3, we have S1 = {1,2,3}, S2 = {4,5,6}, S3 = {9}, and S4 = �. Since S4

is empty, c is the failure state. �

It should be noted that checking whether a counterexample is spurious and then
Þnding a splitting criterion involves computations on the concrete model. These
computations, however, are usually easier than applying model checking to the con-
crete structure. This is because they refer to the part of it which is relevant to a partic-
ular counterexample. BDD-based (e.g., [4, 30]) and SAT-based (e.g., [23, 62, 75])
CEGAR are typically used when the concrete model M is Þnite and moderately
large, while SAT-based methods can usually handle larger models. If the concrete
model is inÞnite-state then CEGAR usually applies SAT Modulo Theory (SMT)
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or theorem proving (e.g., [5, 60]) in order to determine whether the counterexam-
ple is spurious and in order to Þnd a suitable reÞnement. In some works, though,
SAT-based CEGAR is applied to inÞnite-state concrete models as well [33, 36].

The reÞnement procedure reÞnes the abstraction mapping by partitioning ab-
stract states (that is, the sets of concrete states represented by them). ReÞnement
is applied iteratively until a real counterexample is found, or the property is veri-
Þed. If the concrete model is Þnite, then the reÞnement procedure is guaranteed to
terminate.

13.5.2 Additional Reading

Depending on the type of � and the size ofM , and whetherM is Þnite or inÞnite, the
initial abstract model (i.e., abstract initial states and abstract transitions) can be built
using BDDs, SAT solvers or theorem provers. Similarly, the partitioning of abstract
states, performed in the reÞnement, can be done using BDDs (e.g., as in [30] and
[4]), SAT solvers (e.g., as in [23, 62, 75]), linear programming and machine learning
(e.g., as in [32]) or theorem provers (e.g., as in [5]).

While the focus in many papers is on counterexamples that are finite paths, [30]
also handles counterexamples consisting of a Þnite path followed by a loop (lasso).
In [35] CEGAR for all of ACTL is handled, with tree-like counterexamples.

There are many extensions, improvements, and applications of CEGAR, (e.g.,
[89]). The CEGAR framework is combined, for instance, with Bounded Model
Checking (BMC) [53, 54] and with learning assumption for compositional reason-
ing [11, 22, 95].

An iterative abstraction-based veriÞcation method which does not use counterex-
amples is presented in [79]; a combination of the latter with CEGAR is presented
in [2].

In [9] a technique is proposed for adjusting the level of abstraction during the
analysis, for example, in combination analyses, to make one abstract domain more
Þne-grained and another more coarse.

Several tools have been developed based on predicate abstraction and on the
abstraction-reÞnement framework. They are successfully used both in academic re-
search and in practice, on industrial examples. A partial list includes SLAM [5],
BLAST [7], SATABS [33], KRATOS [28], and Wolverine [69].

13.6 Abstraction Based on Modal Simulation

The simulation-based abstraction framework from the previous sections is sound for
the universal fragment �Lµ of the µ-calculus.5 As shown in Example 5, soundness

5We focus on Lµ in this section, but the results can be extended to CTL�-like logics.
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breaks when non-universal formulas (containing the � operator) are considered.
Hence, a natural question is how to restore soundness in the presence of �s, i.e.,
soundness for the full µ-calculus. This problem has been investigated in several pa-
pers, e.g., [40, 46, 49, 61]. One way of summarizing their conclusions is as follows:
When abstracting a Kripke structure in the presence of both � and � in the prop-
erty logic, the abstraction needs to have two transition relations, i.e., two types of
transitions between states: one over which to interpret �, and another for �. These
different types of transition are usually called may and must, respectively. They need
to obey the following requirements:

1. For every concrete transition (i.e., transition in the concrete Kripke structure),
there needs to be a corresponding may transition in the abstract structure.

2. For every must transition in the abstraction, there needs to be a corresponding
concrete transition.

The meaning of the word ÒcorrespondingÓ in these requirements is formalized in
DeÞnition 11 below. For now, sufÞce it to say that it is just like in the deÞnition of
simulation. Note that from the two requirements above, it follows that when there
is a must transition between two states, then there is also a may transition between
those two states; in other words, the must transition relation is a subset of the may
transition relation. Kripke structures with may and must transitions are called Kripke
Modal Transition Systems (KMTSs) [46, 61]. KMTSs differ from Kripke structures
in another aspect. Their propositional interpretation [[•]] (or labeling function) is de-
Þned with respect to the set Lit of literals, which includes the propositions from AP
and their negations. In the abstraction framework presented in this section, KMTSs
play the role of the abstract objects.

Definition 10 A Kripke Modal Transition System (KMTS) over AP is a tuple M =
(AP, S, I,Rmust,Rmay, [[•]]), where S is a set of states, I � S is the set of initial
states, Rmust � S × S and Rmay � S × S are transition relations such that Rmust �
Rmay, and [[•]] turns literals in Lit into state predicates, i.e., for p 	 AP and s 	 S,
[[p]](s) and [[‹p]](s) are values in {tt, ff}, with the requirement that they cannot
both be tt.

Example 8 Figure 8 describes the KMTSM3, where dotted lines represent the may
transitions in Rmay and solid lines represent the must transitions in Rmust. States are
labeled with all the literals that are true in those states. For example, [[F0]](b2)= tt
and [[‹F0]](b4) = tt. However, [[F0]](b3) and [[‹F0]](b3) are both false, meaning
that the value of F0 in state b3 is unknown (or undeÞned).

Consider again the Kripke structureM1 of Fig. 3. In Example 4,M1 is presented
as an abstract Kripke structure, obtained by existential abstraction from the Kripke
structure M in Fig. 2. M1 can also be viewed as a KMTS abstracting M by setting
Rmay = R1 and Rmust = �. In addition, [[•]]1 is extended to negated propositions by
setting [[‹p]]1(s)= tt if and only if [[p]]1(s)= ff. �

The concrete objects (the set C from DeÞnition 1 of abstraction framework in
Sect. 13.2.1) are Kripke structures throughout this chapter. However, the following
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Fig. 8 A Kripke modal
transition system (KMTS)
M3 abstracting the mutual
exclusion program

deÞnition of the abstraction relation based on modal simulation is not from Kripke
structures to KMTSs as might be expected, but from KMTSs to KMTSs. This is a
generalization, since a concrete Kripke structure can be seen as a KMTS in which
the may and must transition relations coincide, i.e., Rmust = Rmay. The advantage
of this generalization is that it allows us to take an abstract object and abstract it
further, so that the process of abstraction can be broken up into steps. Indeed, the
entire simulation-based framework can be recast as a special case of the framework
based on modal simulation: A Kripke structure that is used as an abstraction can be
seen as a KMTS in which all transitions are of type may and whose must transition
relation is empty, as is done with Kripke structure M1 in Example 8 above.

Definition 11 ([40, 46, 72]) Let M1 = (AP, S1, I1,R1
must,R1

may, [[•]]1) and M2 =
(AP, S2, I2, R2

must,R2
may, [[•]]2) be KMTSs over AP and let H � S1 × S2 be a rela-

tion. H is a modal simulation from M1 to M2 if and only if for every s1 	 S1 and
s2 	 S2, we have that H(s1, s2) implies:

1. for every l 	 Lit, if [[l]]2(s2)= tt then [[l]]1(s1)= tt; and
2. for every s�1 	 S1 such that R1

may(s1, s�1), there is some s�2 	 S2 such that

R2
may(s2, s�2) and H(s�1, s

�
2); and

3. for every s�2 	 S2 such that R2
must(s2, s�2), there is some s�1 	 S1 such that

R1
must(s1, s�1) and H(s�1, s

�
2).

If H is a modal simulation from M1 to M2 and furthermore �s1 	 I1 �s2 	 I2:
(s1, s2) 	H , then M1 is modal-simulated by M2, and M2 modal-simulates M1, de-
noted M1 3M2. In this case we write s1 3 s2 for H(s1, s2).

In the abstraction framework of this section, modal simulation between KMTSs
(3) plays the role of the abstraction relation (
) from DeÞnition 1.

So far, we have deÞned the concrete and abstract objects, as well as the abstrac-
tion relation between them. Next, we deÞne the evaluation of formulas from the full
µ-calculus over KMTSs. As usual, this is done via a deÞnition of how to evaluate a
formula over a state of a KMTS.
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Definition 12 Let M = (AP, S, I,Rmust,Rmay, [[•]]) be a KMTS. The deÞnition of
[[•]] is extended as follows. For any formula � 	Lµ and any s 	 S, [[�]](s) is as in
DeÞnition 6, with the clauses for the modalities replaced by the following:

[[��]](s) =
�

tt if �t 	 S :Rmay(s, t) implies [[�]](t)= tt
ff otherwise

[[��]](s) =
�

tt if �t 	 S :Rmust(s, t) and [[�]](t)= tt
ff otherwise

The following theorem states a soundness result for abstraction based on modal
simulation.

Theorem 4 Let M1 and M2 be as in Definition 11, s1 	 S1, s2 	 S2, � 	Lµ, and
assume that M1 3 M2 and s1 3 s2. Then [[�]](s2) = tt implies [[�]](s1) = tt and
[[�]](M2)= tt implies [[�]](M1)= tt.

Example 8 (Continued) We note that M of Fig. 2 is modal-simulated by M3
of Fig. 8, by observing that the relation H = {(s1, b1), (s2, b2), (s3, b2), (s4, b3),
(s5, b3), (s6, b3), (s7, b4), (s8, b4)} is a modal simulation from M to M3.

Consider the CTL formula �3 = �G�F(F0) which means that there exists a path
along which it is always true that all its continuations eventually reach a state in
which F0 holds. By Theorem 4, since [[�3]](M3)= tt we conclude that [[�3]](M)=
tt as well.

13.6.1 A Three-Valued Setting

Recall that the notion of soundness that we have used so far (DeÞnition 2 in
Sect. 13.2.1) is called soundness for true, since negative results (i.e., Þnding that
[[�]]�()M) is false when checking � via some abstraction )M of a concrete Kripke
structure M) do not carry over from the abstract to the concrete side. In the
simulation-based framework from Sect. 13.4, when veriÞcation via an abstraction
fails, another abstraction needs to be constructed, possibly by a reÞnement approach
such as CEGAR, on which the veriÞcation attempt is then repeated. In the frame-
work based on modal simulation, there is another thing that may be attempted when
we Þnd that [[�]]�()M) is false. Namely, we may try to verify ‹� via the same ab-
straction )M . If we Þnd that [[‹�]]�()M) is true, then, by soundness for true, we may
conclude that [[‹�]](M) is true, which is equivalent to [[�]](M) being false. Note
that this additional option is generally not possible in the simulation-based frame-
work, because in that case the soundness result is for the universal fragment of the
logic only; the negation of the formula will then not be universal, except when it
does not contain modal operators, which is, arguably, not an interesting case.

Think of the abstract object )M as the set � ()M) of concrete objects that it ab-
stracts. When veriÞcation of [[�]]�()M) returns true, then we know that [[�]](M �) is
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true for all M � in � ()M). If, on the other hand, [[�]]�()M) returns false, then it can
either be that [[�]](M �) is false for allM � in � ()M), or that [[�]](M �) is true for some
and false for other objects M � in the set � ()M). Thus, getting false on the abstract
side means Òfalse or don’t knowÓ when carried over to the concrete side. The addi-
tional check that can be performed in the modal-simulation framework then serves
as an attempt to separate false from don’t know.6

Indeed, the deÞnition of how to evaluate � 	Lµ on a KMTS (DeÞnition 12) can
be extended to include this additional check. More formally, it is altered so as to
evaluate � and ‹� together, and return the result as a truth value from {tt, ff,�},
with � representing don’t know.

In this 3-valued setting, some adjustments need to be made to DeÞnition 1 of
abstraction framework. In particular, [[�]] can no longer be viewed as the set of
objects for which � is true; instead, it should be a function that maps objects to
3-valued truth values.

Definition 13 The 3-valued semantics [[�]] of � 	Lµ w.r.t. a KMTS M is a map-
ping from S to {tt, ff,�} [16, 61]. The interesting cases in the deÞnition are again
those of the modalities.

[[��]](s) =

�
�

�

tt if �t 	 S :Rmay(s, t) implies [[�]](t)= tt
ff if �t 	 S :Rmust(s, t) and [[�]](t)= ff
� otherwise

[[��]](s) =

�
�

�

tt if �t 	 S :Rmust(s, t) and [[�]](t)= tt
ff if �t 	 S :Rmay(s, t) implies [[�]](t)= ff
� otherwise

A model-checking algorithm based on this adapted deÞnition can be viewed as
making better use of the modal information (the Òmays and mustsÓ) that is available
in a KMTS.

In particular, DeÞnition 11 can be applied to a (concrete) Kripke structure M
and an (abstract) KMTS )M , by viewing the Kripke structure as a KMTS where
Rmust = Rmay = R. For a Kripke structure, the 3-valued semantics then agrees with
the concrete semantics. Thus, preservation of Lµ formulas is guaranteed by the
following theorem.

Theorem 5 ([46]) LetM1 andM2 be as in Definition 11, s1 	 S1, s2 	 S2, � 	Lµ,
and assume that s1 3 s2. Then [[�]](s2) �= �� [[�]](s1)= [[�]](s2).

This theorem can be extended to be about whole KMTSs (Ò[[�]](M2) �=��
. . .Ó). This is left as an exercise for the reader.

6Getting a don’t know in this case is no guarantee that in the concretization there are elements
which do and elements which do not satisfy the formula. It may still be the case that the formula is
true in all concretizations, or that in all concretizations it is false. This depends on the thoroughness
of the model-checking algorithm, among other things. See the additional reading in Sect. 13.6.3.
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It is interesting to note that even though both bisimulation and modal simulation
preserve full Lµ, modal simulation is more ßexible and allows us to deÞne several
abstract models for a given concrete model and AP. Each of the abstractions allows
to prove and refute a different subset of Lµ (returning � for the rest). For modal
simulation there is a trade-off between the size of the model (in terms of the num-
ber of states) and the number of Lµ formulas for which a deÞnite answer can be
obtained. Bisimulation, on the other hand, allows no such ßexibility.

13.6.2 Refinement

We may now develop an iterative abstraction-reÞnement framework for KMTSs and
speciÞcations in the full µ-calculus. However, now the reÞnement does not involve
spurious counterexamples since falsiÞcation obtained in the abstract model is guar-
anteed to hold also in the concrete model. Instead, the reÞnement is aimed at elim-
inating indeÞnite results from which no conclusion can be drawn on the concrete
model. A CEGAR-like framework, called TVAR, is described in [49, 50, 93].

Example 9 Consider again the KMTSM3 of Fig. 8. Let R3 be its 3-valued transition
relation where a must transition is evaluated to tt, a may transition to � and no
transition is evaluated to ff. According to this convention,

R3(b1, b2)=R3(b2, b3)=R3(b3, b4)=R3(b4, b2)= tt, and R3(b3, b1)=� .

R3 on any other pair of states is ff.
The property � = �G�F(N1 �N2 � F0) means that the initial state is reachable

from any other reachable state in the model. Checking [[�]](M3) results in the in-
deÞnite value �. A 3-valued model-checking algorithm such as [49] will return the
abstract state b3 as the state to be reÞned, where the transition R3(b3, b1)=� is the
cause of the indeÞnite result.

Figure 9 demonstrates the KMTS M4, obtained by splitting b3 into states c3 and
c4, where � (c3)= {s5} and � (c4)= {s4, s6}. After reÞnement, we get [[�]](M4)= tt.

13.6.3 Additional Reading

Extensions of KMTS propose hyper-must [82, 90] and hyper-may transitions [94].
The idea of abstractions based on 3-valued semantics (sometimes extended to 4-

valued) appeared for software veriÞcation in [55], and for hardware veriÞcation in
the widely used methodology of (G)STE [19]. ReÞnement for this framework has
been suggested in [26, 27, 52, 97]. The 3-valued semantics has been exploited to
suggest a compositional framework in [92].

Multi-valued model checking, abstraction, and reÞnement have been investigated
in [18, 24, 25, 80, 91].
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Fig. 9 The reÞned Kripke
modal transition system M4
for the mutual exclusion
program

Other relevant works include [17, 46] (introducing the notion of thorough seman-
tics) and [85, 103] (using 3-valued logic with shape analysis).

13.7 Completeness

This chapter has reviewed the use of Kripke Structures and Kripke Modal Transition
Systems as abstractions of Kripke Structures. In the Þrst case, simulation serves as
the abstraction relation; in the second, modal simulation does. The move from us-
ing Kripke structures to using KMTSs as abstractions was motivated by the wish
to extend the soundness result to include existential formulas, containing the � path
quantiÞer (in CTL�-like logics) or the � modality (in the µ-calculus). In Exam-
ple 8, it was suggested that KMTSs generalize Kripke structures as abstract objects:
Any Kripke structure M that is used as an abstraction can be viewed as a KMTS
in which all transitions of M are may transitions of the KMTS, and there are no
must transitions. This reinterpretation of a Kripke structure (used as an abstraction)
as a KMTS actually sufÞces to extend the soundness result to the full µ-calculus.
Namely, by viewing the Kripke structure as a KMTS, we know how to interpret any
formula in Lµ over it (see DeÞnition 12). It is just that, since there are no must
transitions, any formula that contains a � modality will evaluate to false on such a
Kripke-structure-viewed-as-KMTS.

This observation leads to a reconsideration of what it is that we want from an
abstraction. Do we want soundness for the full µ-calculus? We already have that
with the reinterpretation provided above, even in the simulation-based framework.
The unsatisfactory point is that this generalized soundness result for the simulation-
based framework will still not help us to verify any formula that contains a �. Do
we want more formulas with �s to evaluate to true on the abstraction? We can now
have that: Once we are in the world of KMTSs, we can add must transitions to our
abstraction to make it more informative (as long as it keeps modal-simulating the
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concrete structure, of course). And the more must transitions we add to the abstrac-
tion, the more formulas with �s will evaluate to true on it.

Now that we do not have to worry about Òextending the soundness to more types
of formulas,Ó the focus shifts to the question of which of the formulas that are true in
a given concrete system can be veriÞed via an abstraction, relative to an abstraction
framework of choice. Clearly, the modal-simulation-based framework, introducing
must transitions, extends the reach of veriÞcation-via-abstraction to certain existen-
tial formulas (as shown in the examples), whereas no existential formula could be
veriÞed in the simulation-based framework. Can any µ-calculus formula that is true
on a given concrete structure be veriÞed via a modal abstraction? If not, what else is
needed, beyond must transitions? These questions motivate the introduction of the
notion of completeness.

Definition 14 An abstraction framework is complete if and only if for every con-
crete object c 	 C and every property � 	 L such that [[�]](c) = v (v 	 {tt,�, ff}),
there exists a finite abstract object a 	A such that 
(c, a) and [[�]]�(a)= v.

The requirement that the abstract object be Þnite may be interpreted somewhat
loosely as saying that the evaluation of [[�]]�(a) must be effectively computable.
In practice, efficient computability will usually be required. Note that this deÞnition
takes into account the 3-valuedness that is inherent in working with abstractions.
Furthermore, also on the concrete side, [[�]](c) may evaluate to one of {tt,�, ff};
this is to accommodate composition of abstractions, in which the concrete objects
are already abstractions of some form.

A review of the abstraction frameworks presented so far in the light of the notion
of completeness is beyond the scope of this chapter. We refer to the bibliographic
notes for a brief overview of the results in this area and for pointers to other notions
of abstraction for Kripke structures that have been suggested as a result of the quest
for completeness.

13.7.1 Additional Reading

In [82], a completeness result is given for the veriÞcation of branching-time prop-
erties of programs, modeled by Labeled Transition Systems (LTS), via abstractions.
Abstraction is applied to the product of the program LTS and the property, expressed
as an Alternating Transition System (ATS).

A notion of abstraction framework that is similar to the one used in this chapter,
and the notion of completeness of such a framework, are introduced in [41] and
[42]. In the former, several incompleteness results are given for branching-time log-
ics. In particular, it is shown that a framework based on reverse simulation, which
can be understood as using KMTSs with only must transitions, is incomplete for the
existential fragment of branching-time logics, which is the dual of the universal frag-
ment deÞned in this chapter. From this, it follows that the framework based on modal
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simulation as presented in Sect. 13.6 is incomplete. This incompleteness is traced
back to two shortcomings in KMTSs. These are then Þxed by extending abstract
objects with focus operators and fairness, resulting in an abstraction framework for
branching-time properties, based on Focused Transition Systems and a game-based
deÞnition of the abstraction relation, that is shown to be complete. In [42], tree au-
tomata are suggested as an alternative complete abstraction framework.

The addition of focus operators to KMTSs is arguably equivalent to the gener-
alization of must transitions to must hyper-transitions. This generalization is pro-
posed in [73] in the context of bisimulation equation solving, extending the Modal
Transition Systems of [72] to Disjunctive Modal Transition Systems. In [90], must
hyper-transitions extend KMTSs to Generalized KMTSs with the goal of making the
abstraction framework monotonic, meaning that reÞnement of an abstraction may
cause formulas that are unknown in the original abstraction to become true or false
in the reÞnement, but never the opposite (from a deÞnite value to unknown).

The abstract transition structures introduced in [1] are also motivated by the
need for must hyper-transitions, and they allow for a completeness result similar in
spirit to that of [41].

In [45], completeness is studied in the context of another notion from abstraction
theory, expressiveness. Under one of the considered deÞnitions of expressiveness,
KMTSs are shown to be strictly less expressive than Generalized KMTSs.

Whereas the generalization to must hyper-transitions is needed to achieve com-
pleteness speciÞcally for the case of branching-time logics, the addition of fairness
to abstractions, though equally necessary, is independent in that it arises in the case
of linear-time logics as well [66, 98].
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Chapter 14
Interpolation and Model Checking

Kenneth L. McMillan

Abstract In this chapter we consider applications of logical proofs in model check-
ing. Here we are not concerned with using model checking to verify steps in a larger
proof but rather with ways in which logical proof methods can aid model checking,
particularly in focusing model-checking methods on relevant facts. We introduce a
framework for abstraction reÞnement based on a concept of deductive generaliza-
tion. We then show how various abstraction reÞnement schemes can be understood
in this framework in terms of local proofs and Craig interpolation. This unifying
view exposes the trade-offs made in different systems between the quality and cost
of reÞnements, and also leads to novel model-checking approaches.

14.1 Introduction

In this chapter we consider applications of logical proofs in model checking. Here
we are not concerned with using model checking to verify steps in a larger proof
(see Chap. 20 of this Handbook [38]) but rather with ways in which logical proof
methods can aid model checking, particularly in focusing model-checking methods
on relevant facts.

As we saw in Chap. 13 of this Handbook [13], abstraction is crucially impor-
tant in applying model checking to large and complex systems. Abstraction reduces
complexity by focusing on information relevant to a desired property of a system
while ignoring irrelevant facts. All known abstraction approaches apply a simple
heuristic to determine what is relevant: generalization from particular cases. That is,
we consider some simple fragment of the systemÕs behavior (a case) and we assume
that the steps used to verify this case, suitably generalized, will be relevant to the
veriÞcation of the full system behavior.

This brings us to the consideration of proofs in model checking. The purpose of
the proof in this case is not to act as a certiÞcate of correctness. Rather, we wish to
use proofs as explanations of correctness that we can use to form generalizations.
As a simple example, suppose that we use Bounded Model Checking (see Chap. 10
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of this Handbook [6]) to verify that a property holds within some Þxed number of
execution steps. Further, suppose we obtain a proof of unsatisÞability of the BMC
instance (that is, a proof that the bounded property holds). We may conjecture that
the components of the system referred to in this proof are sufÞcient to verify the
property in the unbounded sense. This provides us with a localization abstraction
(see Chap. 13 of this Handbook [13]). In effect, we are generalizing an explana-
tion of a case, since we are proposing that the information needed to ensure the
property in the bounded case is sufÞcient for the unbounded case. In fact, a SAT
solver can be instrumented to generate a proof of unsatisÞability. Using this proof
to generate a localization abstraction is an example of a method called proof-based
abstraction [34].

There are also substantially less coarse ways of applying proofs as explanations
for the purpose of generalization in model checking. Proofs for special cases can
be generated by SAT solvers, SMT solvers [5], and other sorts of constraint solvers
and theorem provers. These tools can provide proofs for particular cases of system
execution, such as bounded executions, control-ßow paths, program fragments, and
so on. From these proofs, we can derive explanations for correctness of the special
cases that can be used to guide abstraction reÞnement, or other forms of invariant
generation, allowing us to verify a property in the general case.

For a proof to act as an explanation, it must meet two key criteria that we will call
utility and generality. The utility criterion requires that explanations be in a form or
language that is usable in a more general context or proof system. For example,
for proofs by invariant, we require explanations in terms of program state. By con-
trast, proofs of bounded executions will likely be expressed in terms of facts about
bounded execution sequences and therefore unusable. To bridge this gap, we rely
on the Craig interpolation property of the underlying logic. A feasible interpola-
tion result for a given proof system allows us to translate proofs about sequences
into proofs about program state, allowing them to be generalized beyond particular
execution lengths.

The generality criterion is more heuristic in nature, requiring that explanations
for cases actually do generalize, in the sense that they do not rely on speciÞc ir-
relevant aspects of the case considered, such as the number of iterations of a loop.
To achieve this, we rely essentially on OccamÕs razor. According to this principle,
simpler explanations (those employing fewer concepts) are more likely to general-
ize. The simplicity of the explanation that can be obtained will depend on the proof
system (as will the computational difÞculty of Þnding a simple proof). In general,
a richer proof system can provide simpler explanations, but may involve greater
difÞculty in searching the space of proofs.

In this chapter, we will elaborate these two key concepts, and observe that they
can explain many of the techniques of abstraction reÞnement and invariant gen-
eration in the literature. We will view these methods as instances of a model of
abstraction reÞnement in which both the abstractor and the reÞner are proof sys-
tems with different capabilities. We will explain the notion of feasible interpolation
and the closely related notion of local proof . In this framework, we will observe
that most of the extant abstraction reÞnement methods are actually different local
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proof systems that make the key trade-off between simplicity of explanation and
computational difÞculty in different ways.

14.2 Preliminaries

In this chapter we will use standard unsorted Þrst-order logic, with which we assume
the reader is familiar. We assume a signature � of function and predicate symbols
of deÞned arities. A symbol with arity zero is called a constant. Terms and formulas
are built in the usual way using the symbols of � , individual variables, and the
standard connectives �, �, ‹,�, �, and �. We write � for true and � for false. We
write 
[t/a] for the result of substituting term t for every occurrence of symbol a
in formula 
.

A structure consists of a universe U and an assignment of functions and pred-
icates over U (of appropriate arity) to each symbol in � . A sentence is a formula
without free variables. We say a structure M is a model of a sentence 
, written
M |� 
, when 
 is true in M according to the customary semantics of Þrst-order
logic.

A theory is a set of sentences. We say a sentence 
 is valid in theory T , written
|�T 
, when 
 is true in all models of T . In this chapter, we will assume a Þxed
background theory T . Thus, when we say a formula is valid or satisfiable, we mean
respectively that is true in all models of T or some model of T . We say that 
 entails
� when 
�� is valid. We will assume that � contains a binary predicate symbol
= that is interpreted as equality in all models of T .

We will identify a subset �I of the signature � that is considered to be inter-
preted by the background theory. This set includes the predicate = and possibly
other symbols, such as arithmetic operators. The vocabulary of a formula 
 is the
subset of� \�I occurring in it, and is denoted V (
). For example, if�I is {=,+},
then the vocabulary of formula x = f (y)+ z is {x,f, y, z}.

An inference consists of a Þnite sequence of sentences called the premises and a
sentence called the conclusion. An inference is usually written like this:

P1 . . . Pk
C

where P1, . . . ,Pk are the premises and C is the conclusion. The inference is sound
when P1 � • • • � Pk entails C.

A derivation is a sequence of inferences. The conclusion of a derivation is the
conclusion of the last inference in the sequence. A formula is a hypothesis of the
derivation when it occurs as the premise of some inference in the sequence, but
is not the conclusion of any earlier inference. A derivation is closed if it has no
hypotheses. It is easy to see by induction on the derivation length that if the infer-
ences are sound, then the hypotheses entail the conclusion (hence if the derivation
is closed, the conclusion is valid).

A proof system S is a set of rules or patterns whose instances are inferences.
A rule with no premises is called an axiom. The system is sound when every in-
stance of a rule is a sound inference. An S -derivation is a derivation in which every
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Fig. 1 Abstractor and reÞner
as proof systems

inference is an instance of a rule in S . A proof system S is complete if every valid
formula 
 is the conclusion of some closed S -derivation.

14.3 Model of Abstraction Refinement

In this section we will introduce an overall perspective on abstraction and reÞne-
ment that will allow us to step back from the details of particular methods to see the
commonalities. This framework will allow us make explicit the trade-offs involved
in different approaches. For the sake of simplicity, we will focus only on the veriÞ-
cation of safety properties. In all the methods considered, this amounts to inductive
invariant generation. Moreover, we will use sequential programs as example sys-
tems, primarily because it is easy to give simple expository examples in this form.
However, the concepts illustrated are applicable in other domains, such as hardware,
protocols, concurrent programs, and so on.

As stated above, we will view abstraction reÞnement as an interaction of two
provers: the abstractor and the reÞner. This interaction is diagrammed in Fig. 1. The
abstractor is a general prover that is able to prove properties of a class of systems
we wish to verify (for example safety properties of sequential programs). However,
the abstractor is incomplete, in the sense that it may fail to produce a proof in cases
when the property is true. This incompleteness is intentional, its purpose being to
restrict the space of proofs to be searched.

The reÞner on the other hand is a specialized prover that can only handle certain
special cases. For example, the reÞner may be restricted only to bounded executions
or straight-line programs. Unlike the abstractor, however, the reÞner is complete. If
the property is not true in the given special case, the reÞner can produce a concrete
execution in which the property is false. When the abstractor fails to prove a prop-
erty, it must produce an explanation of its failure in the form of some special case
or fragment of the program that it is unable to prove. For example, the abstractor
might produce, as an explanation of failure, a particular control-ßow path that it
cannot verify. It is the reÞnerÕs job to produce either a counterexample or a proof for
this special case. Abstraction reÞnement then consists of augmenting the abstrac-
torÕs proof system so that it can replicate the reÞnerÕs proof. In this case, we can say
that ÒreÞnement progressÓ has been made, since the abstractor no longer fails on the
given case.

Of course, reÞnement progress is not sufÞcient to guarantee convergence. We
hope that eventually the abstractor will have enough information to prove the pro-
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Fig. 2 Hoare semantics of
simple program statements

gram, but except in the Þnite-state case, it is always possible to diverge by generating
an inÞnite sequence of cases and reÞnements.

14.3.1 A Simple Programming Language and Proof System

To make these ideas more concrete, we will consider a very simple programming
language and its proof system. The language has three kinds of simple statements:
a guard, [�], that terminates exactly when formula � is true, an assignment, x := e,
that sets variable x to the value of expression e, and a non-deterministic assignment
havoc x that sets x to a non-deterministic value.

We can deÞne the semantics of our simple programming language in terms of
Hoare axioms. These are triples of the form {P }� {Q}, meaning that if P is true
of the program state before executing � , and if � terminates, then Q is true after
executing � . The Hoare axioms that deÞne the semantics of these statements are
shown in Fig. 2.

A compound statement is a sequence of simple statements �1; . . . ;�k . The se-
mantics of the sequence is deÞned by the usual Hoare logic rule for sequential exe-
cution:

{P }�1{Q} {Q}�2{R}
{P }�1;�2{R}

.

We also admit the rule of consequence:

P � � P {P }� {Q} Q�Q�

{P �}� {Q�}
.

We will model a program as a non-deterministic Þnite automaton (NFA) whose
alphabet is the set of compound program statements. Thus, it is a Þnite-state graph
with a deÞned initial state and a set of Þnal states, whose edges are labeled with
sequences of simple statements. The Þnal states represent safety failures. As an
example, Fig. 3 shows a simple program with a while loop and its representation as
an NFA. The program contains an assertion, which is modeled by a transition to an
error state guarded with the negation of the assertion. A string in the language of
the NFA is a sequence of statements leading to a safety failure. To prove safety, we
must show that no such sequence can actually terminate (which means that always
one of the guards must be false). This is what we will ask our abstractor to prove.

The abstractor will construct proofs by inductive invariant. Suppose we Þx a
logical language L (a subset of Þrst-order logic) whose vocabulary consists of the
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Fig. 3 A simple program and
its control-ßow automaton

Fig. 4 Safety invariant of
simple program

program variables. A safety invariant for program C is a map from the vertices of
C to formulas in L such that

1. The initial vertex is labeled �,
2. The Þnal vertices are labeled �, and
3. Each arc in the graph is a provable Hoare triple.

The last condition means that the pre-condition of each arc guarantees the post-
condition after executing the given statement. Existence of a safety invariant guar-
antees that the Þnal vertices are not reachable from the initial vertex.

As an example, Fig. 4 shows a safety invariant of the program of Fig. 3.

14.3.2 The Abstractor

Whether or not our abstractor can produce this proof depends on whether the lan-
guage L contains the predicate x 
 0. If not, we would like the abstractor to produce
a case that it cannot prove. Under some assumptions, we can show that a program
path always sufÞces for this purpose. That is, if there is no safety invariant for a
program L then there is an accepting run of the program automaton that also has no
safety invariant in L. We will refer to this property as path-reductiveness. It says that
absence of a proof can always be explained with reference to a single program path.
We can show that this property holds if L is Þnite and closed under conjunction and
disjunction.1

1The proof of this is simple, though not directly relevant to our discussion. The key is that the
language L is closed under arbitrary conjunctions and disjunctions. This means that every program
has a strongest inductive invariant in L, which is the conjunction of all the inductive invariants. In
particular, every Þnite path has a strongest inductive invariant (we can obtain it by computing
the strongest post-condition in L along the path). The disjunction over all paths of the strongest
inductive invariants is an inductive invariant of the program, necessarily the strongest. If a Þnal
state is not labeled with a formula equivalent to � in the strongest inductive invariant, there is a
Þnite path in which this state is also not labeled �.
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Fig. 5 Increment/decrement program and control-ßow automaton

Fig. 6 Failure path in
increment/decrement
program

As an example, consider the program and corresponding automaton shown in
Fig. 5. In this program, two variables x and y are initialized to zero. In the Þrst
loop, while a non-deterministic condition holds, both are incremented. In the second
loop, while x is non-zero, both are decremented. When this loop exits, we assert the
safety condition that y is zero. Now suppose we are using predicate abstraction to
prove this property (see Chap. 15 of this Handbook [22]). We begin with a set of
atomic predicates P containing x = 0 and y = 0. From our perspective, predicate
abstraction with predicates P means that our logical languageL is the set of Boolean
combinations over P . That is, the abstractor can prove the property exactly when
there is a safety invariant expressible as a Boolean combination of predicates in P .
In this case, however, no such proof exists, so the abstractor must fail. Since our
language L is Þnite and closed under conjunction and disjunction, our abstractor is
path-reductive. This means that we can exhibit a single program path that has no
proof in language L. One such path is shown in Fig. 6(a). In this path, both loops
have been executed twice. The path has been labeled with its strongest inductive
invariant expressible in L. Notice that after one iteration of the loop, we can infer
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that both variables are non-zero, but after two iterations, we can infer nothing in L
(except�). As a result, we fail to prove� at the error state, hence this path provides
an explanation of the failure of the abstractor.

14.3.3 The Refiner

This case can be given to a reÞner. The reÞner is a specialized prover that can handle
only single-path programs. If the case is safe, the reÞner can produce a proof as an
explanation of the case to the abstractor. Such a proof is shown in Fig. 6(b). It
uses an atomic predicate x = y that is not in the abstractorÕs language L. Given this
explanation, the abstractorÕs proof system can be augmented by adding the predicate
x = y to P . The abstractor using L can now replicate the reÞnerÕs proof for this case
(in fact it can generate a slightly stronger proof, since it can infer that x �= 0 and
y �= 0 after the Þrst loop iteration). Hence, after this reÞnement, the abstractor will
never produce this particular path as a failure case and we can say we have made
reÞnement progress.

In this case, augmenting the abstractorÕs proof system was simple. This might
not always be the case, however. We have assumed a class of possible abstractor
proof systems, parameterized over a class of Þnite logical languages. Moreover,
we have assumed that the abstractor and reÞner have equal deductive power over
the same set of formulas. Thus in the case of predicate abstraction it is easy to
augment the language of the abstractor to allow it to replicate the reÞnerÕs proof, by
simply adding the atomic predicates that occur in the reÞnerÕs proof (assuming it is
quantiÞer-free, or that we allow quantiÞed predicates in P ).

Consider as an alternative, however, the Cartesian abstraction [2]. This abstractor
can only deduce post-conditions of statements that are literals over a Þxed set of
predicates P . As a result, it can only replicate path proofs that consist of cubes over
P (conjunctions of literals).2 If the reÞnerÕs proof contains a disjunction, we would
have to treat the disjunction as an atomic predicate.

In general, it might be a non-trivial problem to Þnd a small (let alone minimal)
augmentation to the abstractorÕs proof system that replicates the reÞnerÕs proof.

14.4 Refinement, Local Proofs, and Interpolants

Now we will consider the problem of creating reÞners in the above schema. Fun-
damentally, in this approach we are producing generalizations from explanations of
cases. That is, the reÞner produces the explanations, in the form of Hoare proofs

2Using disjunctive completion, disjunctions may occur as the result of joining multiple paths, but
they do not occur in single path proofs. Disjunctive completion is needed for path-reductiveness,
and in fact is used in tools such as SLAM [1, 3] that reÞne Cartesian abstractions.
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for cases, and the abstractor generalizes these explanations by producing an induc-
tive invariant from aspects of the reÞnerÕs proof. One way to think of this is that
the reÞner has produced a vocabulary of deductive steps from which the abstractor
attempts to assemble a proof in a more general setting.

From this point of view, we can see immediately that there are two important cri-
teria for the reÞnerÕs explanation. First, it must consist of steps that are meaningful
in the abstractorÕs framework (the utility criterion). Second, the reÞnerÕs proof must
generalize, in the sense that it may not rely on deductions that can only be made
in the particular case at hand, but must be useful in the more general setting (the
generality criterion).

14.4.1 Craig Interpolation

To meet the Þrst criterion in our example we have required that the reÞner pro-
duce explanations in the form of Hoare logic proofs. However, standard veriÞcation
methods (i.e., bounded model checking or veriÞcation condition checking) will not
produce proofs in this form. In these methods, the proof is achieved by translating
the proposed error path into a set of logical constraints (formulas) and using some
decision procedure (e.g., SAT or SMT) to show infeasibility of these constraints.
These decision procedures can potentially produce proofs, but the proofs will not
generally be in the desired form. To obtain proofs in a form that is useful to the
abstractor, we rely on the Craig interpolation property of the underlying logic.

CraigÕs interpolation lemma [12] says that, given two formulas A and B in Þrst-
order logic, if A� B is valid, then there exists a formula I such that A� I and
I � B , where I is expressed using the common vocabulary of A and B . That is,
we must have V (I) � V (A) � V (B). This means that any symbol occurring in I
that is not interpreted must occur in both A and B . The formula I is referred to as
an interpolant for the implication A� B . The interpolation lemma applies to plain
Þrst-order logic and to Þrst-order logic with interpreted equality. Other theories may
or may not have the interpolation property.

The interpolant formula I in effect gives us a modular proof of A� B . That is,
we can show A� I reasoning only in the vocabulary of A and I � B reasoning
only in the vocabulary of B . Thus, Þnding an interpolant is essentially factoring the
proof of A� B into a modular form. We will see that modularity has important
consequences for abstraction reÞnement.

Of course, the existence of an interpolant is of little use if we canÕt Þnd one or if
the formula is too complex. It turns out, however, that a number of useful theories
and proof systems have the property of feasible interpolation. This means in effect
that if we can Þnd a non-modular proof of A� B , we can obtain an interpolant
(hence a modular proof) in polynomial time. To be more precise, a proof system S
has the feasible interpolation property if, given a closed S -derivation of A� B ,
we can derive an interpolant for A� B in polynomial time. Different proof systems
for the same theory may or may not allow feasible interpolation.
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Fig. 7 Short program path
(a) and its SSA form (b)

The proof systems we will be dealing with are refutation systems, meaning they
are designed to derive � from a conjunction of hypotheses. For such proof systems,
it is more convenient to speak of an interpolant for an inconsistent conjunction.
That is, an interpolant I for an inconsistent conjunction of formulas A � B is a
formula over the common vocabulary of A and B such that A� I and I �‹B .
The convention of negating B when dealing with refutation systems was introduced
by McMillan [28] and is common in the literature on interpolation in model check-
ing. A refutation system has the feasible interpolation property if an interpolant for
A�B can be derived from a refutation from premises A and B in polynomial time.

Feasible interpolation provides of way of deriving Hoare logic proofs about pro-
gram paths from the proofs generated by decision procedures. One way to view this
is that Craig interpolants are precisely Hoare logic proofs for program paths in static
single assignment (SSA) form. To obtain this result, we need a simple generalization
of the notion of Craig interpolant to formula sequences.

As an example, consider the short program path in Fig. 7. This path is not feasi-
ble, since, upon reaching the guard [y 
 x], we have y = x+1. We can prove this by
converting the path into a sequence of logical constraints in SSA form. To do this,
we rewrite each assignment to a logical equality by giving the assigned variable a
fresh subscript. For example the assignment y := y + 1 could become the logical
constraint y1 = y0+1. Note that in this form, each variable is ÒassignedÓ only once,
thus we can think of the assignment as logical equality. The resulting set of con-
straints is feasible exactly when the original program path can terminate (i.e., when
there is an assignment of initial values to the variables that makes all the guards
true). We can now ask a decision procedure whether the set of SSA constraints is
satisÞable. If not, a proof-producing decision procedure will produce a refutation in
a suitable proof system. This is not a Hoare logic proof, since, for example, it may
contain predicates that mix variables that represent different program states, it may
reason both backward and forward in time, and so forth. The root of this problem is
that the decision procedure is reasoning about the entire path rather than individual
program states.

Given a feasible interpolation result, however, we can always translate this non-
modular proof into a modular proof. An interpolant for our example is shown in
Fig. 7(b). This is a sequence of predicates beginning with � and ending with �,
such that each predicate implies the next (given the corresponding constraint) and
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each is written in the common vocabulary between the preceding and following con-
straints. This is known as a sequence interpolant and was introduced in [18]. The
sequence interpolant has the property that each predicate is written using the vari-
able instances that are Òin scopeÓ at a particular point in the path, and thus represent
the program state at that point. The interpolants thus form a Hoare refutation of the
SSA sequence. The reader can verify that simply dropping the subscripts from the
variables yields a Hoare logic refutation of the original path.

14.4.2 Feasible Interpolation in Model Checking

The fact that interpolants are Hoare proofs for SSA programs (or equivalently for
BMC unfoldings) allows us to build reÞners from various decision procedures, in-
cluding SAT and SMT solvers. This idea was originally used to allow Þnite-state
model checking using only a proof-producing SAT solver [28]. This method con-
structs a BMC unfolding of a circuit to depth k. A SAT solver is used to refute
the unfolding formula (i.e., the SSA form). From the resulting proof using the res-
olution rule, a feasible interpolation procedure is used to construct an interpolant
(i.e., a Hoare proof) in linear time. Various methods can then be used to attempt
to construct an inductive invariant from the interpolant. In the original method, the
one-step interpolant is iterated until it becomes inductive. Intuitively, this iteration
gives the SAT solver many chances to generalize (to eliminate irrelevant informa-
tion applying only to short paths). It is shown that for large enough k, the solver may
not overgeneralize, and therefore must eventually converge to an inductive invari-
ant, yielding a complete model-checking procedure using only SAT. Other kinds
of abstractors are also possible. For example, it is possible to construct inductive
invariants as conjunctions or disjunctions of the interpolant formulas [30, 32].

Proofs generated from SMT solvers can also be translated into interpolants for
various theories. For example, McMillan gave an interpolation calculus for linear
rational arithmetic with uninterpreted functions [29]. This was used as a reÞner for
predicate abstraction in the BLAST software model checker [18]. The system has
the property that it produces quantiÞer-free interpolants from quantiÞer-free formu-
las. We will observe shortly the advantage of this property.

This scheme of interpolating proofs from SMT solvers has been extended in
various ways. Yorsh and Musuvathi describe a general framework for interpolation
with combined theories that are equality interpolating [40]. Interpolation calculi
have been extended to richer theories, including integer arithmetic [7, 10, 16, 20,
25], the theory of arrays and sets [9, 21, 23] and bit vectors [15, 27]. Some schemes
also handle logics with quantiÞers [8, 31, 33].

14.4.3 Interpolants and Local Proofs

An interpolant can be viewed as an example of a local proof [31]. In a local proof,
we deÞne a set of local vocabularies and we restrict every inference to use just one



432 K.L. McMillan

Fig. 8 Flow of a forward
local proof, providing an
interpolant

local vocabulary. We can think of feasible interpolation as rewriting a proof into a
local form. That is, an interpolant I for A � B provides us with a cut in the proof,
allowing us to reason locally (i.e., we can prove A� I only in the vocabulary of
A and I �‹B only in the vocabulary of B). Conversely, local proofs provide us
a means of producing interpolants. By applying feasible interpolation results for
resolution proofs, we can show that any local refutation for A�B can be translated
into an interpolant for A and B in linear time. This interpolant can be formed as a
Boolean combination of formulas occurring in the local proof [21].

In this section, we will deÞne the notion of local proof, and observe that many of
the reÞners described in the literature can be viewed as speciÞc local proof systems,
with the reÞnements being the resulting interpolants.

As an example, consider the sequence of SSA constraints in Fig. 7(b). We will
call each constraint in this sequence a ÒframeÓ. In a local refutation, we might use
the following sequence of inferences. From x1 = y0, we infer x1 
 y0. This infer-
ence is local to the Þrst frame. From this, and y1 = y0 + 1, we derive x1 + 1 
 y1

by summing inequalities. This inference is local to the second frame. Summing this
with y1 
 x1, we obtain 1
 0, a contradiction. Figure 8 shows the ßow of inferred
predicates in this proof. That is, we have drawn an arrow from each premise of an
inference to its conclusion. In our proof, these arrows cross the frame boundaries
only in the forward direction. Moreover, the predicates that are passed across the
boundary use only the symbols that are Òin scopeÓ at the boundary. The result is
that these predicates (shown on the right) form an interpolant. Note there are vari-
ous possible proofs that result in different possible interpolants (for example, using
equalities rather than inequalities).

Now letÕs deÞne more precisely what we mean by a local proof. Suppose we are
given a sequence of frames � = 
1 . . . 
k . We will say that a symbol is in scope in
frame i when it occurs in the vocabularies of some 
l and some 
h such that l 

i 
 h. In our example, the variables in scope in the successive frames are {x1, y0},
{x1, y0, y1} and {x1, y1}. Notice that when we assign a variable in a given frame,
both the new and the old instance of that variable may be in scope. Notice also
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Fig. 9 Flow of a reverse
local proof, negated,
providing an interpolant

that the intersection of the scopes of two consecutive frames is precisely the set of
variables carrying the program state between those frames.

We will say that the vocabulary of an inference is the union of the vocabularies
of its premises and its conclusion. An inference is local for � if its vocabulary is in
scope at some frame of � . A derivation is local if all of its inferences are local. The
reader can conÞrm that in Fig. 8, each inference is local to the frame in which we
have placed its conclusion.

We can also distinguish forward local and reverse local proofs. In a forward
local proof, we can assign each derivation step to a frame, such that the ßow of
information is only forward. That is, an inferenceÕs premises may not be conclusions
or hypotheses from later frames. Conversely, in a reverse local proof, the ßow of
information is only backward (so no inference uses a conclusion or hypothesis from
an earlier frame).

Above we saw an example of a forward local proof. The facts ßowing forward in
this proof formed an interpolant. Consider on the other hand a reverse local proof.
First, from y1 
 x1 and y1 = y0 + 1, we derive y0 + 1 
 x1. This we can assign
to the second frame (but not the third, since it uses y0). From this and x1 = y0, we
derive the contradiction 1 
 0. This we can assign to the Þrst frame (but not the
second, since it uses a hypothesis from the Þrst). Figure 9 shows the information
ßow in this proof. Reverse proofs are the De Morgan dual of forward proofs. That
is, an interpolant can be obtained as the negation of the facts ßowing backward.

Now we will deÞne what we mean by ßow of premises in a proof, and consider
the general case of local proofs. We assume that each inference s in a derivation
P has been assigned to a frame f (s) in which s is local. Consider the boundary
between consecutive frames i and i + 1. We can divide the derivation P into two
sub-sequences. The Þrst, P
i , consists of the inferences of P assigned to frames
before the boundary and the second, P>i , consists of those assigned to frames after
the boundary. For convenience, we will add a special terminal step to P , which has
the conclusion � and is assigned to the imaginary frame k+ 1.

The forward flow at the boundary is the set of conclusions of inferences in P
i
or frames 
 i that are used as hypotheses of P>i . Conversely, the reverse flow is the
set of conclusions from P>i or frames > i that are used as hypotheses of P
i . Now
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consider any formula � in the forward ßow. In proof P
i , this conclusion depends
on some subset dep(�) of the reverse ßow. Thus, the frames before the boundary
can be used to prove dep(�)�� . Note that this fact is in scope in both frames i and
i + 1, so it uses the common vocabulary. Moreover, from these implications in P>i ,
we can construct a proof of �. Thus, if we collect the conjunction of dep(�)� �
for each � in the forward ßow, we have an interpolant.

Note that in the forward local case, the sets dep(�) are empty. Thus the inter-
polant is just the conjunction of the formulas in the forward ßow. In the reverse
local case, the only formula in the forward ßow is �, so the interpolants are effec-
tively the negation of the reverse ßow. In the general case, however, the interpolant
might be a conjunction of Horn clauses over the formulas in the proof.

This ßow-based approach to generating interpolants from local proofs was intro-
duced by Kov�cs and Voronkov [24]. The interpolants generated are in the worst
case quadratic in the proof size, since each implication is linear in the reverse ßow
size and the number of implications is linear in the forward ßow size. By applying
feasible interpolation methods for resolution proofs, Jhala and McMillan showed
that linear-size interpolants can be obtained [21].

This result means that we can think of Craig interpolants as a kind of normal
form for local proofs. That is, an interpolant is the forward ßow of a local proof, and
every local proof can be translated into an interpolant. Moreover, if a proof system
has the feasible interpolation property, we can translate any proof in the system into
a local form.

14.5 Refiners as Local Proof Systems

Now we will consider several reÞners from the literature and show that they can be
viewed as local proof systems.

14.5.1 Strongest Post-condition

The SLAM model checker [1, 3] was an early implementation of software model
checking based on predicate abstraction and has been highly inßuential on sub-
sequent systems. SLAMÕs reÞner, Newton [4], is based on the computation of
strongest post-conditions. Given a formula 
 and a program statement � , the
strongest post-condition (SP) of 
 with respect to � is the strongest � such that
{
} � {�} is a valid Hoare triple. This can also be viewed as the set of states
reachable from 
 by executing � , or the forward image of 
 with respect to � ,
if we view � as a transition relation. As an example, if we start with {�} and
compute strongest post-conditions for the path of Fig. 7(a), we get the sequence
{�}, {x = y}, {y = x + 1}, {�}. Since this sequence ends with {�}, it is a Hoare
refutation of the path.
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Fig. 10 Rules for SP (a) and WP (b)

Fig. 11 Local proof system
for SP and WP

Strongest post-conditions can be computed syntactically. For our simple lan-
guage, the axioms in Fig. 10(a) sufÞce. This computation is also known as symbolic
execution. For SSA paths, we can also think of the syntactic SP computation as a
simple forward local proof system based on ordered rewriting. That is, let us deÞne
a total elimination order 6 that puts the SSA variables in the order in which they go
out of scope. In our example, we would have y0 6 x1 6 y1. Now consider the local
proof system of Fig. 11. There is one rule that allows replacement of equals with
equals in a formula. However, a side condition states that we replace only the earli-
est SSA variable occurring in either premise. We may also deduce a contradiction,
provided that all the premises are local. Finally, we require that in the SSA form,
each occurrence of havoc v be replaced by the equation v =#i where#i is a fresh
logical constant symbol. We can think of the #i symbols as representing symbolic
ÒinputsÓ to the program, and the proof system as a rewrite system that computes the
state of the program at each step as a function of these inputs. That is, if we view
the substitutions as rewrites (replacing 
 with 
[e/v]) then we have a conßuent and
terminating system that reduces the SSA program P to a normal form N(P ) con-
sisting of a set of equations v = e, where v is an SSA variable and e is over just the
inputs, and guards expressed only in terms of inputs. This normal form represents a
set of program states: the valuations of the variables that make N(P ) true for some
valuation of the inputs, or �#. N(P ).

Moreover, the requirement that the rewrites respect the elimination order guaran-
tees that the proofs are forward local. That is, we can assign each rewrite the later of
the frames of its two premises, ensuring forward information ßow in the proof. After
rewriting terminates, the forward ßow of the proof at each boundary is precisely the
strongest post-condition at that boundary (i.e., projected onto the variables in scope
at the boundary).

As an example, Fig. 12 shows the derivation obtained by terminal rewriting for
our short example, and the corresponding forward ßow. After existentially quantify-
ing the input symbols, we obtain the interpolant sequence shown on the right in the
Þgure. Eliminating the quantiÞers, we obtain the equivalent formulas �, x1 = y0,
y1 = x1 + 1, �, that is, precisely the sequence of strongest post-conditions we ex-
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Fig. 12 Forward ßow for
proof using SP system

pect. This gives us a Hoare proof of a particular path, which can act as a reÞnement
in predicate abstraction.

Using SP as a reÞner, though it has the advantage of simplicity, leaves much to
be desired from the point of view of utility and generality. Though SP produces
Hoare proofs, it introduces existential quantiÞers over the input symbols. This is
a signiÞcant utility issue when using predicate abstraction, for two reasons. First,
predicate abstraction can synthesize only Boolean combinations of the given predi-
cates P , and not quantiÞers. This means that a quantiÞed formula must be treated as
atomic for predicate abstraction. Second, quantiÞers in the predicates make the de-
cision problems involved in predicate abstraction undecidable, and in practice much
more difÞcult for SMT solvers. In our simple example, the quantiÞers were eas-
ily eliminated. However, in general the underlying theory may not admit quantiÞer
elimination, or quantiÞer elimination may produce intractably large formulas (for
linear rational arithmetic, the result is doubly exponential). The original reÞner in
SLAM tried to Þnesse this issue by, in effect, introducing auxiliary program vari-
ables that witness the existential quantiÞers (a subject that is beyond the scope of
this chapter). Ultimately, however, this is a futile effort. One easily constructs loops
for which the number of such variables diverges to inÞnity.

A related difÞculty is one of generality. That is, the strongest post-condition, by
its very deÞnition, fails to generalize away from irrelevant details of a path. For this
reason, real reÞners (including SLAM) do not actually compute the strongest post-
condition. Rather they weaken SP in an attempt to eliminate irrelevant predicates.
This weakening is easily understood by viewing SP as a local proof system.

That is, when constructing a proof, it is natural to eliminate steps that are pos-
sible, but on which the ultimate conclusion does not depend. Moreover, we require
only one derivation of any given fact, and may eliminate redundant derivations. If
one performs this natural reduction on proofs generated by the SP system of Fig. 11,
the result is to eliminate irrelevant facts from the forward ßow, and hence from the
interpolant. In fact, SLAM does precisely this to improve the generality of reÞne-
ments.

Another natural way to improve the generality of a proof is to weaken the hy-
potheses. In the case of SSA programs, one can, for example, replace an assignment
v = e, where e is a complex but potentially irrelevant expression, by v =#i . Since
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Fig. 13 Reverse ßow for
proof using WP system,
negated

#i is implicitly existentially quantiÞed, this is a weaker hypothesis. In fact, this kind
of weakening can greatly improve the generality of the interpolants, in some cases
making it possible to abstract away from the number of iterations of a loop. SLAM
and other model checkers perform this step.

14.5.2 Weakest Pre-condition

The time-reversal dual of strongest post-condition is weakest pre-condition (WP).
Given a formula 
 and a program statement � , the weakest (liberal) pre-condition
of 
 with respect to � is the weakest � such that {�} � {
} is a valid Hoare triple.
This can also be viewed as the set of states that cannot reach ‹
 by executing � . As
an example, if we start with {�} at the path end and compute weakest pre-conditions
backward for the path of Fig. 7(a), we get the sequence {T rue}, {x < y + 1},
{x < y}, {�}, another possible Hoare refutation of the path, using weaker facts.

Weakest pre-conditions can be computed syntactically. For our simple language,
the axioms in Fig. 10(b) sufÞce. Note that when computing weakest precondition,
we may introduce a universal quantiÞer, but only in case of a havoc statement.
Given the difÞculties involved in quantiÞers, this may be an advantage for WP, rel-
ative to SP.

The WP computation may also be viewed as a local proof system. In fact, it is
exactly the proof system of Fig. 11, except that the elimination order is replaced by
an introduction order. For our example, we have y1 6 x1 6 y0, the reverse of the
order in which the variables are introduced (or their order of elimination in a reverse
execution). Again, we must encode havoc v by the equation v =#i where #i is a
fresh logical constant symbol.

The time reversal of the elimination order results in a reverse local proof (where
each step is assigned to the frame of its latest premise). After rewriting terminates,
the reverse ßow of the proof at each boundary is precisely the negation of the weak-
est pre-condition of �.

As an example, Fig. 13 shows the derivation obtained by terminal reverse rewrit-
ing for our example, and the corresponding reverse ßow. Taking the negation of the
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reverse ßow, we obtain the interpolant sequence shown on the right in the Þgure.
Modulo subscripts, this is equivalent to the WP sequence we obtained above. In this
case, we were lucky. Because the only input occurred in the Þrst frame, there were
no quantiÞed input variables in the interpolant. In general, though, the input vari-
ables will occur existentially quantiÞed in the reverse ßow, and thus after negation
will be universally quantiÞed in prenex form. Note that proof reductions and hypoth-
esis weakening can also be applied to WP proofs to improve the generality of the
interpolants. Moreover, there is no reason why the SP and WP proof systems cannot
be mixed (allowing both forward and reverse rewriting). The result will be a general
local proof, which can still be interpolated. Finally, note that for SP, the interpolants
are conjunctions of the facts in the ßow, while for WP they are disjunctions (be-
cause of the negation). This may make SP better suited as a reÞner for the Cartesian
abstractor (used in SLAM), since the latter can only reproduce conjunctions in path
proofs.

14.5.3 Bounded Provers

The SP and WP proof systems are quite weak (allowing only substitution of equals
for equals). As a result, the local proofs they produce tend not to generalize even
in simple cases. Consider, for example, the simple program of Fig. 5 and the path
of this program illustrated in Fig. 6. As we saw, the simple predicate x = y is suf-
Þcient to construct an inductive invariant for this program. However, to do this,
our reÞnement proof must abstract away from a particular number of executions
of the loop. For the example path, both SP and WP yield the interpolant sequence
{�}, {y = 0}, {y = 1}, {y = 2}, {y = 1}, {y = 0}, {�} after proof reduction. Clearly,
these predicates are only relevant to the case of exactly two loop iterations, and do
not generalize to longer paths. Moreover, there is no obvious way to weaken these
proofs to promote generality, since we know x must somehow be involved in the
inductive invariant. Thus, using SP or WP as a reÞner, we will diverge, generating
an inÞnite sequence of reÞnements, for longer and longer paths.

The failure here can be put down to the weakness of the proof system and a
failure to apply OccamÕs razor. That is, we need a reÞnement proof that is not only
in the right form (meeting the utility criterion) but that is in some sense simple,
using as few constructs as possible in order to have a better chance to generalize. In
our example, a simpler proof would use only the predicate x = y.

A straightforward approach to this is to search for the simplest proof according
to some metric. This approach was introduced in [26] in the context of abstraction
reÞnement for hardware veriÞcation.

It uses a so-called bounded prover, deÞned by the following two components:

1. A local proof system, deÞned by an ad hoc set of proof rules, and
2. A cost metric for proofs.
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For the cost metric, we might count, say, the number of distinct atomic predicates
in the proof after dropping subscripts. Note this means that our notion of simplicity
is relative to the intended use of the proof.

We can now simply search the space of possible proofs for a proof of lowest
cost. In performing this search, we can take a branch-and-bound approach, since
each successful proof gives an upper bound on the cost.

As an example of such a system, consider the system of Fig. 11 with two modiÞ-
cations: we remove the ordering constraint on substitutions, and we allow solving an
arithmetic equation for a chosen variable. Now consider two possible refutations for
the path of Fig. 6 using this system. The Þrst uses y0 = 0 to rewrite y1 = y0 + 1 in
the second frame, yielding y1 = 1. Similarly, in the next frame, we have y2 = 2, then
y3 = 1, y4 = 0 and Þnally 0 �= 0 in the last frame. If we expand the example path
to N iterations of the loop, this proof has a cost of N + 1, since it generates N + 1
distinct predicates. On the other hand, consider a proof in which y0 = 0 is used to
rewrite x0 = 0, obtaining x0 = y0. In the second frame, this rewrites x1 = x0 + 1
to obtain x1 = y0 + 1. Solving for y0, we have y0 = x1 � 1, which then rewrites
y1 = y0 + 1 to yield x1 = y1, and so on. The number of distinct predicates we ob-
tain in this proof, ignoring subscripts, is just four for anyN . Thus, for a long enough
path, we prefer the second proof. Note that the simpler proof (in terms of predicates
used) generalizes to an inductive invariant. However, the SP and WP systems are
too restricted to yield this proof.

There are trade-offs to be made in such a system. A richer proof system may
yield a simpler proof, but the cost of searching for the proof may be higher. More-
over, the proof system itself constitutes an inductive bias, since it determines what
facts have simple proofs. Thus, the choice of proof rules might provide a means of
introducing domain knowledge into the system (see, for example, [31]). We saw in
the case of WP and SP that a very simple proof system can be complete (given the
local contradiction rule). We might need a much richer system, however, to produce
generalizations in a given domain.

Compromises can also be made. For example, the method of [26] doesnÕt Þnd
a globally optimal proof. Rather, it Þnds optimal proofs only for particular truth
assignments to the atomic propositions, rather in the style of an SMT solver. This
trades off quality of the proof for a considerable reduction in cost of the search.

14.5.4 Split Provers and Language Stratification

An alternative approach to applying OccamÕs razor uses local proof search in a dif-
ferent way [21]. In the Òsplit proverÓ approach, an inÞnite logical language L is
stratiÞed into a hierarchy of Þnite languages L1 � L2 • • •. For example, language Lk
might be restricted to terms of nesting depth k, perhaps using only some Þxed set
of constructors for constants. We can guarantee to Þnd a proof for a given path in
the lowest possible Lk (i.e., the simplest language) provided the local prover has a
property called completeness for consequence finding. This means that, given a set
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� of formulas in Lk that are in scope at frame i, we must be able to infer all the
consequences of � expressible in Lk that are in scope in frame i + 1. The stratiÞ-
cation of the language constitutes a very explicit inductive bias, and is arguably less
natural than a simple proof cost metric. On the other hand, this approach provides
a kind of completeness guarantee. That is, if there is an inductive invariant proving
the property in language L, then the reÞnement sequence is guaranteed to eventually
produce one.

14.5.5 Constraint-Based Interpolation

Another approach to searching for simple proofs is to deÞne a class of proofs and
pose the question of existence of a proof as a constraint-solving problem. One such
approach [37] is based on FarkasÕ lemma. This result states that if a set of linear
inequalities over the rationals is inconsistent, then one can obtain a refutation by
simply summing up the inequalities with non-negative coefÞcients, to obtain the
result 0
�1.

It is easily shown that Farkas proofs are local [36]. That is, given two sets A
and B of inequalities, if we order the summation so that the inequalities from A are
added Þrst, then the intermediate sum we obtain is only over the common variables
(that is, if it contained a variable not occurring in B , we would be unable to cancel
it out by adding inequalities from B). It follows that the intermediate sum is an
interpolant.

It is well known that Farkas proofs can be obtained by setting up a linear pro-
gramming (LP) problem in which the Farkas coefÞcients are the variables. This
allows us to search the space of proofs using LP techniques. Since the coefÞcients
in the interpolants are just linear functions of the Farkas proof coefÞcients, we can
attach constraints or objective functions to these coefÞcients. For example, we could
even require that the interpolant coefÞcients at two given points in the path be the
same, if this helps to construct an invariant for a loop. We can also increase the space
of proofs by adding any valid inequalities to the set (for example, adding 0 
 1 to
each frame would allow us to Þnd the inductive invariant in Fig. 6).

This approach is limited, in the sense that it only handles linear inequalities over
the rationals. However, it provides a good example of trading off the cost of search-
ing for an optimal proof against the richness of the proof system.

14.5.6 Feasible Interpolation and Refinement

As we have seen, many methods of reÞnement can be viewed as search for a proof in
a suitable local proof system. We have also observed that there is a trade-off between
cost of the search and quality of the proof, which in turn determines the likelihood
that a proof will generalize. Proof search in the SP and WP systems is quite straight-
forward (we simply run rewriting to termination and check the resulting formulas for
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satisÞability with a decision procedure). However, the poverty of the proof system
can result in proofs that do not generalize away from features speciÞc to a given
case, such as number of iterations. A richer deduction system can produce a higher
quality proof, but at a cost.

This also puts the approach of feasible interpolation in context. This method
converts a non-local proof to a local proof. It is better than the SP and WP systems
in terms of utility, as long as we have quantiÞer-free interpolation, since it does not
unnecessarily introduce quantiÞers. However, from the generality point of view, it
relies on a decision procedureÕs inbuilt heuristics to generate a simple proof. This
can be far from optimal, as a simple proof in the decision procedureÕs system may
be much less so after interpolation. Thus, the feasible interpolation approach makes
proof search relatively easy (allowing efÞcient SAT and SMT solvers to be used)
but at the possible expense of generality of the result.

14.5.7 Improving Interpolants

For a given proof, there are various ways in which we can adjust the interpolation
process in order to improve the resulting interpolants. Given a local proof, for ex-
ample, we can adjust the assignment of inferences to frames [19]. This changes
the ßow of premises across frame boundaries, which can in turn affect the vocabu-
lary or complexity of the interpolant. Given a non-local proof, we can, for example,
adjust the rules used for interpolant generation [14]. This affects the propositional
strength of the interpolant produced. The ßexibility obtained in these ways is some-
what limited however. For example, in Fig. 6, if we obtained the interpolant se-
quence {�}, {y = 0}, {y = 1}, {y = 2}, {y = 1}, {y = 0}, {�}, these methods would
not allow us to obtain the more parsimonious sequence using x = y. For this a fun-
damentally different proof is required.

14.6 Abstractors as Proof Generalizers

In our model, the abstractor can be viewed as constructing general proofs from the
raw material of the proofs of special cases. We will brießy consider some of the
strategies used in the literature for this purpose.

Abstractors fall generally into two categories. The Þrst and most common uses
standard Þxed-point computation methods (typically either Symbolic Model Check-
ing of an abstract system or explicit-state predicate abstraction) to construct the
strongest inductive invariant that can be expressed using a vocabulary provided
by the reÞner. Example systems in this category include SLAM, BLAST, SA-
TABS [11], Yogi [35], and many others. These abstractors provide a large space of
possible proofs. For example, in predicate abstraction, the space of possible safety
invariants in L is of size O(22N ), where N is the number of atomic predicates oc-
curring in the reÞnement proofs. For this reason, various systems either weaken the
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proof system (for example, using a Cartesian abstraction) or localize reÞnement of
the proof system to particular paths in the reachability tree or particular abstract
states (see Lazy Abstraction [18] and Synergy [17]).

A weaker but less costly alternative to this approach constructs invariants from
interpolants in a more direct fashion. Usually this is as either a conjunction or a
disjunction of interpolants obtained from special cases. One advantage of this ap-
proach is that it avoids the expensive image computation in predicate abstraction,
which may involve an exponential number of calls to a decision procedure.

The simplest direct method would be to unwind a loop k times, and to test
whether any formula in the sequence interpolant is inductive. This approach is taken,
for example in [39]. Slightly more sophisticated would be to Þnd the strongest con-
junction or weakest disjunction of the interpolants that is inductive. This is a Þxed-
point computation, but note that it is in a much smaller space than the one obtained
in predicate abstraction (of size 2k rather than 22|P | ). Thus, the number of Þxed-
point iterations is linear instead of exponential in the worst case, and each iteration
involves just a linear number of decision procedure calls.

On the other hand, the space of invariants which can be constructed in this way
is less rich. For this reason, direct methods generally weaken the reÞnement paths
in some way in order to encourage the reÞnement prover to generalize. A good ex-
ample of this is the Þnite-state Interpolant-Based Model Checking (IBMC) method
of [28]. In this method (the Þrst to explicitly use the notion of interpolation in model
checking) a path of k iterations is used. A new path is then constructed, weakening
the initial condition by replacing it with the previous one-step interpolant.

As mentioned above, weakening of the hypotheses is one method of inducing
generalization. It is hoped that some small number of iterations of this process will
result in irrelevant information about the initial state being abstracted away, yielding
an inductive invariant. On the other hand, over-weakening may result in a failed
proof. It can be shown however, that in the Þnite-state case, a sufÞciently large
value of k will prevent this. This method provides a complete approach to Þnite-
state model checking using only a SAT solver.

An alternative direct approach is Lazy Abstraction With Interpolants (LAWI) in
which the paths in the reachability tree are labeled only with interpolants, and no
predicate post-image step is performed [30]. In this technique, a weakening method
called forced covering is used to encourage generalization.

Finally, abstractors differ in the class of failure cases they produce. In place of
ÒpathÓ in the above discussion, we could have used other sorts of program frag-
ments. For example, we might consider program paths restricted with additional
guards, or program fragments containing loops or procedure calls. The choice of
failure cases can impact the generality of reÞnements. As might be expected, more
speciÞc cases result in less general reÞnements, but on the other hand may reduce
the cost of searching for a reÞnement proof.
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14.7 Summary

Abstraction means eliminating information that is not relevant to a particular task,
such as checking a temporal property of a system model. Here, we have viewed an
abstraction as a limited or incomplete proof system. By limiting the proof system,
we hope to reduce the proof effort by focusing on relevant facts. When the abstrac-
tion fails, we take an approach of generalizing from particular cases to reÞne it.

In this framework, providing suitable proofs of special cases is the responsibility
of the reÞner. We have identiÞed two key criteria for reÞnement proofs. First, they
must be expressed in a suitable form to be generalized by the abstractor, a criterion
we named utility. This means that we must have some effective way to augment
the abstractorÕs proof system to allow it to replicate the reÞnerÕs proof. For path-
reductive abstractors, we saw that a sufÞcient condition for utility is a feasible inter-
polation result for the reÞnerÕs proof system. We observed that local proof systems
always support feasible interpolation, and moreover that a number of reÞners from
the literature can in fact be viewed as local proof systems. We can also consider
utility in terms of the cost of replicating a reÞnement proof in the abstractor. For
example, reÞners such as SP and WP that unnecessarily introduce quantiÞers may
be considered to have lower utility.

The other important criterion for reÞnement proofs is the ability to abstract away
irrelevant details of special cases. We noted that, according to OccamÕs razor, sim-
pler proofs are more likely to generalize. Here, we observed a fundamental trade-off.
That is, a richer proof system is more likely to allow simple proofs, but on the other
hand entails a greater cost in proof search. The various reÞners in the literature make
this trade-off in different ways.

Another important trade-off is in the space of proofs that the abstractor can con-
struct from the raw material provided by the reÞner. Predicate abstraction provides a
large space of generalizations, and thus may converge with fewer reÞnements when
compared to IBMC or LAWI. However, this richness comes at a high computational
cost, thus predicate abstraction is often weakened. On the other hand, methods that
use smaller abstraction spaces generally must put more effort into forcing generality
of the reÞnement proofs.

In a broader sense, this view of Òproofs in the aid of model checkingÓ also pro-
vides us with some insight into the question ÒWhat good is a proof?Ó We can view a
proof as a certiÞcate of correctness. However, in an engineering sense, such a certiÞ-
cate is of questionable value, since at best it guarantees absence of failures that can
be captured with a particular model and speciÞcation of a system. It can be argued
that only ÒfalsiÞcationÓ is of practical interest, since only the discovery of errors
leads to actual design changes. Here, however, we have a different view of proof:
when searching for errors, a proof guides us away from parts of the space where
the errors are not. Conversely, the search for errors directs our proof effort. From a
practical point of view, proof and disproof are two sides of the same coin. Strength
in one requires strength in the other.
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Chapter 15
Predicate Abstraction for Program Verification

Safety and Termination

Ranjit Jhala, Andreas Podelski, and Andrey Rybalchenko

Abstract We present basic principles of algorithms for the veriÞcation of safety
and termination of programs. The algorithms call procedures on logical formulas in
order to construct an abstraction and to reÞne an abstraction. The two underlying
concepts are predicate abstraction and counterexample-guided abstraction reÞne-
ment.

15.1 Introduction

In this chapter, we are interested in program veriÞcation algorithms, i.e., in algo-
rithms that take a program and a correctness property and try to answer the question
whether the program is correct. Correctness is expressed by one of two properties
of program executions: safety (which we formalize as the non-reachability of given
error states), and termination. We are interested in a general class of programs for
which safety and termination are not decidable. As a consequence, the algorithms
must be based on abstraction.

The distinguishing feature of the algorithms is a speciÞc way to call procedures
over logical formulas in order to effectively construct an abstraction and to effec-
tively reÞne this abstraction. The two underlying concepts are predicate abstraction
and counterexample-guided abstraction reÞnement.

An abstraction maps a set of states to a superset. The terminology predicate ab-
straction refers to the fact that the superset is constructed from a basis of so-called
predicates (pre-selected formulas that deÞne sets of states). Now, with more predi-
cates one has a larger choice for the construction of the superset, and the abstraction
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can be more precise. In this sense, adding more predicates reÞnes the abstraction.
The terminology abstraction refinement refers to the process of adding new predi-
cates. The crux of the veriÞcation algorithms is the counterexample-guided proce-
dure to select new predicates.

In an analogous way, we use transition predicates in order to construct the ab-
straction of a transition relation (a set of pairs of states).

Program veriÞcation with predicate abstraction is an ongoing research topic. We
can expect a great number of variations and optimizations to be proposed in the fu-
ture. Yet, a few basic principles have emerged which will remain the basis for further
developments even in the long term. Those few basic principles keep reappearing
in different settings, each setting being motivated by a speciÞc application scenario.
The idea of this chapter is to abstract away from speciÞc application scenarios and to
present the few basic principles in the shortest possible way in the simplest possible
formalism. For an exposition of the wealth of existing work in this area we refer to
the survey in [42]. An account of the history of counterexample-guided abstraction
reÞnement is given in [19].

15.2 Definitions

In this section, we use a formal setting based on logical formulas in order to intro-
duce programs, computations, and two representative properties of computations,
namely safety and termination.

15.2.1 Programs

We specify a program formally through logical formulas. For an example, see Fig. 1.
We assume a set V of logical variables that we call program variables. Each

program variable comes with a domain (a set of values, e.g., integers).
The program counter pc is a distinguished program variable of every program,

i.e., pc 	 V . The domain of the program counter is a (Þnite) set Loc of special values
called the control locations of the program.

A program state s is a function that assigns each program variable a value from
its respective domain. Let $ be the set of program states.

We sometimes Þx an order on the variables by writing V as a tuple of variables,
say V = (pc, x, y, z), and then use a tuple of values to denote a state, e.g., s =
(�1,1,3,2).

A formula � with free variables in V represents a set of program states. For
example, the formula pc= � represents the set of all states at the control location �.
The formula x > 0 represents the set of states (at any program location) where the
program variable x has a value strictly greater than 0.

Each program variable (including pc) comes with its primed version. That is, for
each program variable x in V , we have another variable x�. We write V � for the tuple
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Fig. 1 An example program (a), its control ßow graph (b), and its transition relations (c).
Formally, the program is P = (V ,pc, �init,T , �err) where V = (pc, x, y, z) is the tuple of pro-
gram variables, pc is the program counter variable, T = {
1, 
2, 
3, 
4, 
5} is the set of tran-
sition relations, �init = at_�1 is the initial condition, and �err = at_�5 is the error condi-
tion. The primed variables are V � = (pc�, x�, y�, z�). We use goto and unchanged as abbrevia-
tions. For example goto(�1, �2) stands for (pc = �1 � pc� = �2) and unchanged(x, y, z) stands
for (x� = x � y� = y � z� = z)

of primed versions of program variables. A formula � with free variables in V and
V � represents a set of pairs of states, i.e., a binary relation over states.

Formally, the pair (s1, s2) deÞnes a valuation � of variables in V � V � where
�(x)= s1(x) and �(x�)= s2(x) for each variable x in V (and thus x� in V �). A for-
mula � in unprimed and primed variables represents the set of pairs of states (s1, s2)
such that the corresponding valuation � satisÞes � .

For example, the formula pc= �1 � pc� = �2 represents the set of pairs of states
(s1, s2) whose Þrst component s1 is a state at the control location �1 and whose
second component s2 is a state at the control location �2. The formula x� = x rep-
resents the set of pairs of states (s1, s2) (at any program location) where the pro-
gram variable x has the same value in the state s1 and in the state s2. The formula
x > 0� x� > x represents the set of pairs of states (s1, s2) where the program vari-
able x has a value greater than 0 in the state s1 and its value in the state s1 is smaller
than in the state s2.

The formula x� > 0 represents the set of pairs of states (s1, s2)where the program
variable x has a value greater than 0 in the state s2 and its value in the state s1 is
unconstrained. Symmetrically, the formula x > 0 represents the set of pairs of states
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(s1, s2) where the program variable x has a value greater than 0 in the state s1 and
its value in the state s2 is unconstrained.

We can use a formula � in unprimed variables to represent both a set of states
and a binary relation over states. Thus, we can represent the restriction of the binary
relation � to the set � by the conjunction � � �.

To simplify the notation for transition relations, we introduce the following ab-
breviations (here �, �1, and �2 are control locations and x1, . . . , xn are program
variables).

at_�= (pc= �),

at�_�=
�
pc� = �

�
,

goto(�1, �2)=
�
at_�1 � at�_�2

�
,

unchanged(x1, . . . , xn)=
�
x�1 = x1 � • • • � x�n = xn

�
.

(1)

A program P is speciÞed by the tuple P = (V ,pc, �init,T , �err) consisting of the
set of program variables V , the program counter pc, the initiation condition �init, the
set of transition relations T = {
1, . . . , 
n}, and the error condition �err .

The initiation condition �init and the error condition �err are formulas over vari-
ables in V . They represent the set of initial states and the set of error states, respec-
tively.

The elements 
1, . . . , 
n are formulas over the program variables in V and their
primed versions V �. If the formula 
i contains a conjunct of the form goto(�1, �2)
for two locations �1 and �2, we say that 
i is a transition from �1 to �2.

The set of transition relations T = {
1, . . . , 
n} deÞnes the program transition
relation of P , which is represented by the formula


P = 
1 � • • • � 
n . (2)

The formula 
P thus represents the union of the transition relations represented by
the transitions 
1, . . . , 
n.

Example 1 Our example program has an initiation condition �init = (at_�1) and an
error condition �err = (at_�5). That is, every state at control location �1 is an initial
state and every state at control location �5 is an error state. The set of program
transitions T = {
1, 
2, 
3, 
4, 
5} corresponds to the graph as shown in Fig. 1(b).
We call this graph the control flow graph of the program. The transition relations

1, 
2, 
3, 
4, and 
5 are deÞned in Fig. 1(c). The transition relation of the program
is the disjunction 
P = 
1 � 
2 � 
3 � 
4 � 
5. �

It is convenient to identify formulas with the sets and relations that they represent.
Accordingly, we identify the logical consequence relation (entailment) between for-
mulas |= with the set inclusion relation � between the sets that they represent. (All
examples presented in this chapter use the theory of linear rational arithmetic.) Fur-
thermore, we identify the satisfaction relation between a valuation and a formula
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(which is also denoted by |=) with the membership relation 	 between the corre-
sponding state and the represented set of states (or between the corresponding pair
of states and the represented relation between states).

Often, a formal setting for program veriÞcation is based on the notion of a control
flow graph, i.e., a graph whose nodes correspond to the program locations and whose
edges are labeled by statements. This may reßect a particular design decision in a
practical implementation. It is clear, however, that one can derive the logical formula
denoting the transition relation of the program from a control ßow graph, and vice
versa. As in the example, the logical formula denoting the transition relation of
the program induces a graph where, e.g., each edge (�1, �2) arises from a conjunct
goto(�1, �2) in the logical formula. By starting directly with logical formulas, we
obtain a uniform setting.

Example 2 Consider the program shown in Fig. 1. Let s be the program state given
by the tuple (�1,1,3,2) (which stands for the mapping that assigns 1, 3, 2, and �1
to the program variables x, y, z, and pc, respectively). Then, we have s |= y 
 z (or,
written differently, s 	 y 
 z). Furthermore, we have y 
 z |= y + 1
 z (or, written
differently, y 
 z� y + 1
 z). �

15.2.2 Correctness: Safety and Termination

Given a program P with the program transition relation 
P , the set of initial states
�init, and the set of error states �err , we formalize program correctness as a property
of program computations. A program computation of P is either a Þnite sequence
s1, . . . , sn or an inÞnite sequence s1, s2, . . . of states that is generated by the program
transition relation 
P , starts in an initial state, and if it is Þnite then it cannot be
continued after the last state (sn is a deadlock state). This means:

� each pair of consecutive states si and si+1 in the sequence is an element of the
program transition relation, i.e., (si , si+1) 	 
P ,

� the Þrst element of the sequence is an initial state, i.e., s1 	 �init,
� if the sequence is Þnite with sn as its last element, then the state sn does not have

any successor state w.r.t. the program transition relation 
P , i.e., there is no state s
such that (sn, s) 	 
P .

We will write s1, s2, . . . for program computations, whether Þnite or inÞnite.

Example 3 The (Þnite) sequence of states below is a program computation in our
example program P .

(�1,1,3,2), (�2,1,3,2), (�2,2,3,2), (�2,3,3,2), (�3,3,3,2), (�4,3,3,2)

The sequence of states starts in an initial state and follows the sequence of transitions

1, 
2, 
2, 
3, 
4. The last state in the sequence does not have any successor state
w.r.t. the program transition relation 
P . �
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The veriÞcation of a large class of properties of program computations can be
reduced to reasoning about safety and termination.

A program is safe if no error state occurs in any program computation. A program
terminates if every program computation is Þnite.

A Þnite-state program terminates if and only if the length of program computa-
tions is bounded. In general, the length of program computations is unbounded even
if the program is terminating (see, for example, the program in Fig. 1).

15.3 Characterizing Correctness via Reachability

We will next characterize safety and termination by conditions that are suitable for
the abstraction-based veriÞcation of safety and termination. The conditions are de-
Þned in terms of reachability of states and, respectively, reachability of pairs of
states (binary reachability).

15.3.1 Safety and Reachability

A state s is reachable if there exists a program computation s1, s2, . . . with an oc-
currence of s (i.e., there exists a position i such that si = s). We use

�reach

for the set of all reachable states.
An invariant is a set � that contains all reachable states, i.e., �reach � �.
The program P is safe if and only if the complement of the set of error states is

an invariant, i.e., if

�reach �$ \ �err. (3)

Example 4 For our example program, the set of reachable states is shown below.

�reach =
�
at_�1 � (at_�2 � y 
 z)

� (at_�3 � y 
 z� x 
 y)� (at_�4 � y 
 z� x 
 y)
�
.

This set does not contain any error states, i.e., we have

�reach �‹at_�5. �

In Sect. 15.4.1, we show that one can construct the set �reach by an iterative
application of a function on sets of states. In general, one needs to iterate the ap-
plication of the function inÞnitely many times. In Sect. 15.5.1, we show that one
can construct a superset of �reach by an iterative application of an abstraction of the
function. We construct the abstract function automatically using predicate abstrac-
tion. With predicate abstraction, one needs to iterate the application of the abstract
function only Þnitely many times.
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15.3.2 Termination and Binary Reachability

We extend the notion of reachability from states to pairs of states. A pair of states
(s, s�) is reachable if s is reachable from the initial state and s� is reachable from s,
that is, if there exists a program computation in which s is followed by s� (i.e., the
program computation is of the form s1, . . . , si , . . . , sj , . . . where si = s and sj = s�
for positions i and j such that 1
 i < j ). We use

�reach

for the set of reachable pairs of states and call it the binary reachability relation.
A transition invariant is a binary relation over states � that contains the binary

reachability relation, i.e., �reach �� .
Just as we used the notion of invariant to characterize safety, we will use the

notion of a transition invariant to characterize termination. The interest of the char-
acterization of termination in this way lies in a proof method for termination which
parallels the proof method for safety. As we show in Sect. 15.4.2, one can construct
the set �reach by an iterative application of a function on sets of pairs of states. In
general, one needs to iterate the application of the function inÞnitely many times.
In Sect. 15.5.2, we show that one can construct a superset of �reach by an itera-
tive application of an abstraction of the function. We construct the abstract function
automatically using the analogue of predicate abstraction for transition predicates.
One needs to iterate the application of the abstract function only Þnitely many times.

The termination of a program can be equivalently expressed as the well-
foundedness of its program transition relation. A binary relation � is deÞned to be
well-founded if it does not generate any inÞnite sequence (i.e., if there is no inÞnite
sequence s1, s2, . . . such that (si , si+1) 	� for all i = 1,2, . . .). For example, the re-
lation x > 0�x� < x is well-founded. The union of well-founded relations is in gen-
eral not well-founded (take, for example, the union of the relations x > 0 � x� < x
and y > 0� y� < y).

Assume we are given a number of well-founded relations�1, . . . ,�n (each corre-
sponding, for example, to the program transition relation of a terminating program).
The program P is terminating if the union of the n well-founded relations, which
we call a disjunctively well-founded relation, is a transition invariant, i.e., if

�reach ��1 � • • • ��n. (4)

The proof of this fact relies on RamseyÕs theorem on combinatorics for inÞnite
graphs, see [52].

Just as we used the notion of invariant to characterize safety, we have used the
notion of a transition invariant to characterize termination. The interest of the char-
acterization of termination by transition invariants lies in a proof method for ter-
mination which parallels the proof method for safety. As we show in Sect. 15.4.2,
one can construct the set �reach by an iterative application of a function on sets of
pairs of states. In general, one needs to iterate the application of the function in-
Þnitely many times. In Sect. 15.5.2, we show that one can construct a superset of
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�reach by an iterative application of an abstraction of the function. We construct the
abstract function automatically using the analogue of predicate abstraction for tran-
sition predicates. One needs to iterate the application of the abstract function only
Þnitely many times.

To be precise, we have characterized termination by the fact that the union of a
(Þnite) number of well-founded relations forms a transition invariant. We have not
said where the well-founded relations come from. For the purpose of this presenta-
tion, we assume that they are given. There are, however, many strategies to obtain
formulas that represent the required well-founded relations; see, e.g., [20, 52].

15.4 Characterizing Correctness via Inductiveness

In order to check reachability (or binary reachability), we need to construct the set of
reachable states (or the set of reachable pairs of states). The construction is possible,
in theory, by the iterative application of a function over sets of states (or a function
over sets of pairs of states). This construction may need inÞnitely many iterations.
It deÞnes the smallest set that is inductive, i.e., closed under the application of the
function. We may not need to construct the smallest set; it may be sufÞcient to
construct a superset. In order to show that a given set is indeed a superset of the set
of reachable states (or the set of reachable pairs of states), it is sufÞcient to show
that it is inductive.

15.4.1 Safety and Closure Under post

Let � be a formula over V and let 
 be a formula over V and V �. We deÞne a
post-condition function post as follows.

post(�,
)= �V �� : �
’
V ��/V

(
� 


’
V ��/V

(’
V/V �

(
. (5)

Here �[V ��/V ] represents the result of replacing V by V �� in �, while 
[V ��/V ]
[V/V �] requires Þrst replacing V by V �� and then replacing V � by V . An application
post(�,
) computes the image of the set � under the relation 
. We observe the
following useful property of the post-condition function.

�� �
1 �
2 : post(�,
1 � 
2)=
�
post(�,
1)� post(�,
2)

�
;

��1 ��2 �
 : post(�1 � �2, 
)=
�
post(�1, 
)� post(�2, 
)

�
.

(6)

This property states that the post-condition computation distributes over disjunction
w.r.t. each argument.
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Furthermore, for a natural number nwe deÞne postn(�,
) to represent the n-fold
application of the post function to � with respect to 
. Formally, we have:

postn(�,
)=

�
� if n= 0

post(postn�1(�,
), 
) otherwise.
(7)

Example 5 Given the transition relation 
2 and the program variables V =
(pc, x, y, z) from our example program, we compute the following post-condition.

post(at_�2 � y 
 z,
2)

=
�
�V �� : (at_�2 � y 
 z)

’
V ��/V

(
� 
2

’
V ��/V

(’
V/V �

(�

=
�
�V �� :

�
pc�� = �2 � y�� 
 z��

�

�
�
pc�� = �2 � pc� = �2 � x�� + 1
 y�� � x� = x�� + 1

� y� = y�� � z� = z��
�’
V/V �

(�

=
�
�V �� :

�
pc�� = �2 � y�� 
 z��

�

�
�
pc�� = �2 � pc= �2 � x�� + 1
 y�� � x = x�� + 1

� y = y�� � z= z��
��

= (pc= �2 � y 
 z� x 
 y).

We compute the 2-fold application by reusing the above result.

post2(at_�2 � y 
 z,
2)

= post
�
post(at_�2 � y 
 z,
2), 
2

�

= post(pc= �2 � y 
 z� x 
 y,
2)

=
�
�V �� :

�
pc�� = �2 � y�� 
 z�� � x�� 
 y��

�

�
�
pc�� = �2 � pc= �2 � x�� + 1
 y�� � x = x�� + 1

� y = y�� � z= z��
��

= (pc= �2 � y 
 z� x � 1
 y � x 
 y)

= (pc= �2 � y 
 z� x 
 y). �

We characterize �reach using post as follows.

�reach = �init � post(�init, 
P )� post
�
post(�init, 
P ), 
P

�
� . . .

=
�

i
0

posti (�init, 
P ). (8)
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The above disjunction (over every number of applications of the post-condition
function) ensures that all reachable states are taken into consideration.

Example 6 We compute �reach for our example program. We Þrst obtain the post-
condition after applying the transition relation of the program once.

post(at_�1, 
P )

=
�
post(at_�1, 
1)� post(at_�1, 
2)� post(at_�1, 
3)

� post(at_�1, 
4)� post(at_�1, 
5)
�

= post(at_�1, 
1)

= (at_�2 � y 
 z).

Next, we obtain the post-condition for one more application.

post(at_�2 � y 
 z,
P )

=
�
post(at_�2 � y 
 z,
2)� post(at_�2 � y 
 z,
3)

�

= (at_�2 � y 
 z� x 
 y � at_�3 � y 
 z� x 
 y).

We repeat the application step once again.

post(at_�2 � y 
 z� x 
 y � at_�3 � y 
 z� x 
 y,
P )

=
�
post(at_�2 � y 
 z� x 
 y,
P )� post(at_�3 � y 
 z� x 
 y,
P )

�

=
�
post(at_�2 � y 
 z� x 
 y,
2)� post(at_�2 � y 
 z� x 
 y,
3)

� post(at_�3 � y 
 z� x 
 y,
4)� post(at_�3 � y 
 z� x 
 y,
5)
�

= (at_�2 � y 
 z� x 
 y � at_�3 � y 
 z� x = y

� at_�4 � y 
 z� x 
 y).

So far, by iteratively applying the post-condition function to �init we obtained the
following disjunction.

at_�1 �

at_�2 � y 
 z �

at_�2 � y 
 z� x 
 y � at_�3 � y 
 z� x 
 y �

at_�2 � y 
 z� x 
 y � at_�3 � y 
 z� x = y �

at_�4 � y 
 z� x 
 y.
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We present this disjunction in a logically equivalent, simpliÞed form as follows.

at_�1 �

at_�2 � y 
 z �

at_�3 � y 
 z� x 
 y �

at_�4 � y 
 z� x 
 y.

Any further application of the post-condition function does not produce any addi-
tional disjuncts. Hence, �reach is the above disjunction. �

Inductive Proof of Safety
An inductive invariant � contains the initial states and is closed under succes-

sors [30, 40]. Formally, an inductive invariant is a formula over the program vari-
ables that represents a superset of the initial program states and is closed under the
application of the post function w.r.t. the relation 
P , i.e.,

�init |= � and post(�,
P ) |= �.

A program is safe if there exists an inductive invariant � that does not contain any
error states, i.e., � � �err |= false.

Example 7 For our example program, the weakest inductive invariant consists of
the set of all states and is represented by the formula true. The strongest inductive
invariant was obtained in Example 6. The strongest inductive invariant does not
contain any error states. We observe that the slightly weaker inductive invariant
below also proves the safety of our examples.

at_�1 � (at_�2 � y 
 z)� (at_�3 � y 
 z� x 
 y)� at_�4. �

15.4.2 Termination and Transitive Closure

Let 
1 and 
2 be formulas over V and V �. We deÞne a relational composition func-
tion 1 as follows.


1 1 
2 = �V �� : 
1
’
V ��/V �

(
� 
2

’
V ��/V

(
. (9)

Example 8 Given the transition relations 
1, 
2, and the program variables V =
(pc, x, y, z) from our example program we obtain the following relational composi-
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tion.


1 1 
2 =
�
�V �� :

�
pc= �1 � pc� = �2 � y 
 z

� x� = x � y� = y � z� = z
�’
V ��/V �

(

�
�
pc= �2 � pc� = �2 � x + 1
 y

� x� = x + 1� y� = y � z� = z
�’
V ��/V

(�

=
�
�V �� :

�
pc= �1 � pc�� = �2 � y 
 z

� x�� = x � y�� = y � z�� = z
�

�
�
pc�� = �2 � pc� = �2 � x�� + 1
 y��

� x� = x�� + 1� y� = y�� � z� = z��
��

=
�
pc= �1 � pc� = �2 � y 
 z� x + 1
 y

� x� = x + 1� y� = y � z� = z
�
. �

For a given 
P , a binary relation � and a natural number n, we deÞne the n-time
transition composition compn(
P ) of 
P with � as follows.

compn(�)=

�
� if n= 0

compn�1(�) 1 
P otherwise.

We can compute the (irreßexive) transitive closure 
+P using comp as follows.


+P = 
P � 
P 1 
P � 
P 1 
P 1 
P � . . .

=
�

i
1

compi (
P ). (10)

We will be using a restriction of 
+P to reachable states �reach. For this reason,
we deÞne

�ti =
�

i
1

compi
�
�reach � V � = V

�
. (11)

That is, �ti is a transition invariant that is characterized using iteration of relational
composition.

Inductive Proof for Termination
The restriction of the program transition relation 
P to the reachable program

states is given by 
P � �reach (the conjunction of a formula over V and V � and a
formula over V ). A program terminates if and only if the binary relation 
P ��reach

is well-founded.
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Example 9 For our example, we obtain the following restriction of the program
transition relation to reachable states.


P � �reach

=
�
goto(�1, �2)� y 
 z� unchanged(x, y, z)

� goto(�2, �2)� y 
 z� x + 1
 y � x� = x + 1� unchanged(y, z)

� goto(�2, �3)� y 
 z� x 
 y � unchanged(x, y, z)

� goto(�3, �4)� y 
 z� x 
 y � x 
 z� unchanged(x, y, z)
�
.

The restriction consists of four disjuncts, since the transition relation 
5 does not
intersect with �reach. Furthermore, the restriction is well-founded, i.e., our program
terminates. Any attempt to construct an inÞnite sequence leads to unbounded in-
crease of the values of the variable x, which contradicts the condition that x is
bounded from above by y whenever the loop execution is carried out. �

An inductive transition invariant � contains the restriction of the program tran-
sition relation to reachable states and is closed under relational composition with
the program transition relation [52]. Formally, given an inductive invariant �, we
require that an inductive transition invariant � satisÞes the following conditions:

� � 
P |=� and � 1 
P |=�.

A program terminates if there exist a Þnite number of well-founded relations
�1, . . . ,�n whose union contains an inductive transition invariant, i.e., � |= �1 �
• • • ��n.

15.5 Abstraction

The computation of the set of reachable program states requires the iterative ap-
plication of the post-condition function on the initial program states, see Eq. (8).
The iteration stops when no new disjuncts are being added. Unfortunately, in many
cases, the iteration will never stop.

Example 10 We consider the iterative computation of the set of states that is reach-
able from at_�2 � x 
 z by applying the transition 
2 of our example program. We
obtain the following sequence of post-conditions (where V = (pc, x, y, z)).

post(at_�2 � x 
 z,
2)=
�
�V �� :

�
pc�� = �2 � x�� 
 z��

�

�
�
pc�� = �2 � pc= �2 � x�� + 1
 y��

� x = x�� + 1� y = y�� � z= z��
��

= (at_�2 � x � 1
 z� x 
 y)
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post2(at_�2 � x 
 z,
2)= (at_�2 � x � 2
 z� x 
 y)

post3(at_�2 � x 
 z,
2)= (at_�2 � x � 3
 z� x 
 y)

. . .

postn(at_�2 � x 
 z,
2)= (at_�2 � x � n
 z� x 
 y).

In this sequence, we observe that each iteration yields a set of states that contains
states not discovered before. For example, the set of states reachable after applying
the post-condition function once is not included in the original set, i.e.,

(at_�2 � x � 1
 z� x 
 y) �|= (at_�2 � x 
 z).

The set of states reachable after applying the post-condition function twice is not
included in the union of the above two sets, i.e.,

(at_�2 � x � 2
 z� x 
 y) �|= (at_�2 � x � 1
 z� x 
 y � at_�2 � x 
 z).

Furthermore, we observe that the set of states reachable after n-fold application of
post, where n
 1, still contains previously unreached states, i.e.,

�n
 1 : (at_�2 � x � n
 z� x 
 y)

�|=
�

at_�2 � x 
 z �
�

1
i<n

(at_�2 � x � i 
 z� x 
 y)
�
.

�

A similar example can be used to show the possibility of non-termination for the
procedure which constructs the strongest transition invariant.

15.5.1 Safety and Predicate Abstraction

Instead of computing �reach, we compute an over-approximation of �reach by
a superset �#

reach. Then, we check whether �#
reach contains any error states. If

�#
reach � �err |= false holds then �reach � �err |= false. Hence the program is safe.

Similarly to the iterative computation of �reach, we compute �#
reach by applying

iteration. However, instead of iteratively applying the post-condition function post
we use its over-approximation post# such that

�� �
 : post(�,
) |= post#(�,
). (12)

We decompose the computation of post# into two steps. First, we apply post and
then we over-approximate the result using a function � such that

�� : � |= �(�). (13)
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Table 1 Predicate abstraction example

at_�1 at_�2 at_�3 at_�4 at_�5 y 
 z x 
 y

at_�2 � y 
 z� x + 1
 y �|= |= �|= �|= �|= |= �|=

That is, given an over-approximating function � we deÞne post# as follows.

post#(�,
)= �
�
post(�,
)

�
. (14)

Finally, we compute �#
reach as follows.

�#
reach = �(�init)

� post#
�
�(�init), 
P

�

� post#
�
post#

�
�(�init), 
P

�
, 
P

�
� . . .

=
�

i
0

�
post#

�i��(�init), 
P
�
. (15)

We will formalize the over-approximation-based reachability computation
through the iterated application of the abstract post-condition operator as indi-
cated by Eq. (15). Its result contains the set of reachable program states. Formally,
�reach |= �#

reach.

Predicate Abstraction
We construct an over-approximation using a Þnite number of building blocks, the

so-called predicates p1, . . . , pn. Each predicate is set of states denoted by a formula
over the program variables V .

We Þx a Þnite set of predicates Preds= {p1, . . . , pn}. Given Preds, we can con-
struct an over-approximation of � as follows [23, 31].

�(�)=
�
{p 	 Preds | � |= p}. (16)

That is, the over-approximating function � maps a set of states � to the conjunc-
tion of all predicates that are entailed by �.

If the set of entailed predicates is empty then the result of applying predicate
abstraction is

�
� and is equivalent to true.

Example 11 Consider a set of predicates Preds= {at_�1, . . . ,at_�5, y 
 z, x 
 y}.
We compute �(at_�2 � y 
 z � x + 1 
 y) as follows. First, we check the logi-
cal consequence between the argument to the abstraction function and each of the
predicates. The results are presented in Table 1.

Then, we take the conjunction of the entailed predicates as the result of the ab-
straction.

�(at_�2 � y 
 z� x + 1
 y)=
�
{at_�2, y 
 z} = at_�2 � y 
 z. �
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The predicate abstraction function in Eq. (16) approximates � using a conjunc-
tion of predicates, which requires n entailment checks where n is the number of
given predicates.

Example 12 We use predicate abstraction to compute �#
reach for our exam-

ple program following the iterative scheme presented in Eq. (15). Let Preds =
{false,at_�1, . . . ,at_�5, y 
 z, x 
 y}. First, let �1 be the over-approximation of
the set of initial states �init:

�1 = �(at_�1)=
�
{at_�1} = at_�1.

We apply post# on �1 w.r.t. each program transition and obtain

�2 = post#(�1, 
1)= �(at_�2 � y 
 z� � !
post(�1,
1)

)=
�
{at_�2, y 
 z} = at_�2 � y 
 z,

whereas post#(�1, 
2)= • • • = post#(�1, 
5)=
�
{false, . . . } = false.

Now we apply program transitions on �2 using post#. The application of 
1, 
4,
and 
5 on �2 result in false for the following reason. �2 requires at_�2, but the
transition relations 
1, 
4, and 
5 are applicable if either at_�1 or at_�3 holds. For

2 we obtain

post#(�2, 
2)= �(at_�2 � y 
 z� x 
 y)=
�
{at_�2, y 
 z} = at_�2 � y 
 z.

The resulting set above is equal to �2 and, therefore, is discarded, since we are
already exploring states reachable from �2. For 
3 we obtain

post#(�2, 
3)= �(at_�3 � y 
 z� x 
 y)

=
�
{at_�3, y 
 z, x 
 y} = at_�3 � y 
 z� x 
 y

= �3.

We compute an over-approximation of the set of states that are reachable from �3
by applying post#. The transitions 
1, 
2, and 
3 result in false due to an inconsis-
tency caused by the program counter valuations in �3 and the respective transition
relations. For the transition 
4 we obtain

post#(�3, 
4)= �(at_�4 � y 
 z� x 
 y � x 
 z)

=
�
{at_�4, y 
 z, x 
 y} = at_�4 � y 
 z� x 
 y

= �4.

For the transition 
5, which corresponds to the assertion violation, we obtain

post#(�3, 
5)= �(at_�5 � y 
 z� x 
 y � x + 1
 z)

= false.
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Fig. 2 Algorithm
ABSTREACH for abstract
reachability computation
w.r.t. a given Þnite set of
predicates

Any further application of program transitions does not compute any additional
reachable states. We conclude that �#

reach = �1�• • •��4. Furthermore, since �#
reach�

at_�5 |= false the program is safe. �

Algorithm ABSTREACH

We combine the characterization of abstract reachability using Eq. (15) with
the predicate abstraction function given in Eq. (16) and obtain an algorithm AB-
STREACH for computing ReachStates#. The algorithm is shown in Fig. 2.

ABSTREACH takes as input a Þnite set of predicates Preds and computes a set of
formulas ReachStates# that represents an over-approximation �#

reach. Furthermore,
ABSTREACH records its intermediate computation steps in a labeled tree Parent. (In
the next section we will show how this tree can be used to discover new predicates
when a reÞned abstraction is needed.)

The initialization steps of ABSTREACH are shown in lines 1—5 of Fig. 2. First,
we construct the abstraction function � according to Eq. (16), and then use it to
construct an over-approximation post# of the post-condition function according to
Eq. (14). We initialize ReachStates# with an over-approximation of the initial pro-
gram states, which corresponds to the Þrst disjunct in Eq. (15). Since the initial
states do not have any predecessors, Parent is initially empty. Finally, we create a
worklist Worklist that contains sets of states on which post# has not been applied
yet.

The main part of ABSTREACH in lines 6—14 implements the iterative applica-
tion of post# in Eq. (15) using a while loop. The loop termination condition checks
whether Worklist has any items to process. In case the worklist is not empty, we
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Fig. 3 Applying ABSTREACH on the program in Fig. 1 and the set of predicates Preds =
{false,at_�1, . . . ,at_ �5, y 
 z, x 
 y}. The nodes �1, . . . , �4 represent elements of ReachStates#.
Labeled edges connecting the nodes represent Parent. The dotted edge denotes the entailment re-
lation between post#(�2, 
2) and �2

choose such an item, say �, and remove it from the worklist. For brevity, we leave
the selection procedure unspeciÞed, but note that various strategies are possible, e.g.,
breadth- or depth-Þrst search. Then, we apply post# w.r.t. each program transition,
say 
, on �. Let �� be the result of such an application. We add �� to ReachStates#

if �� contains some program states that are not already contained in one of the for-
mulas in ReachStates#. We formulate the above test as an entailment check between
�� and the disjunction of all formulas in ReachStates#. Often, there is a formula �
in ReachStates# such that �� |= � . Otherwise, that � is added to ReachStates#, and
we record that �� was computed by applying 
 on � by adding a tuple (�,
,��)
to Parent. Finally, �� is put on the worklist.

The loop execution terminates after a Þnite number of steps, since the range of
post# is Þnite (and is of size 2n where n is the size of Preds). The disjunction of
formulas in ReachStates# is logically equivalent to �#

reach.

Example 13 We describe the application of ABSTREACH on our example program
when Preds= {false,at_�1, . . . ,at_�5, y 
 z, x 
 y}. Figure 3 provides a pictorial
illustration. Example 12 provides details on computed over-approximations of post-
conditions.

After constructing � and post# for the given predicates, we compute �1 =
(at_�1) and put it into ReachStates# and into Worklist. See the node �1 in Fig. 3.

During the Þrst loop iteration, we choose �1 to be the element taken from the
worklist. Now we compute post# w.r.t. each program transition. For 
1 we ob-
tain �2 = (at_�2 � y 
 z). The entailment check �2 |=



ReachStates# fails, since


ReachStates# is equal to �1 and �2 �|= �1. Hence, �2 is added to ReachStates#. As
a result, the tuple (�1, 
1, �2) is added to Parent and �2 becomes a worklist item.
See the node �2 as well as the edge between �1 and �2 in Fig. 3. We continue with
applying program transitions on �1. For 
2 we obtain post#(�1, 
2) = false. Since
false |=



ReachStates# there is no addition to ReachStates#. Similarly, applying


3, . . . , 
5 does not modify ReachStates#.
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We start the second loop iteration with ReachStates# = {�1, �2}, Worklist= {�2},
and Parent= {(�1, 
1, �2)}. We choose �2 from the worklist. When applying post#

on �2 only 
2 and 
3 result in sets of successor states that are not equal to false.
We obtain post#(�2, 
2) = (at_�2 � y 
 z). Since (at_�2 � y 
 z) entails �2 and
hence



ReachStates#, nothing is added to ReachStates# and we proceed directly

with 
3. For �3 = post#(�2, 
3) = (at_�3 � y 
 z � x 
 y) we observe that �3 �|=

ReachStates#. Hence, we add �3 to ReachStates# and Worklist, while (�2, 
3, �3)

is recorded in Parent. See the node �3 as well as the edge between �2 and �3 in
Fig. 3.

At the beginning of the third loop iteration we have ReachStates# = {�1, �2, �3},
Worklist = {�3}, and Parent = {(�1, 
1, �2), (�2, 
3, �3)}. We choose �3 from
the worklist. After computing �4 by applying 
4 and discovering that �4 �|=


ReachStates#, we add �4 following the algorithm. See the node �4 as well as
the edge between �3 and �4 in Fig. 3. Since all other program transitions yield false
we proceed with the next iteration.

The fourth loop iteration removes �4 from the worklist, but does not add any
new elements to it. Hence ABSTREACH terminates and outputs ReachStates# =
{�1, . . . , �4} as well as Parent= {(�1, 
1, �2), (�2, 
3, �3), (�3, 
4, �4)}. �

Discussion
We have presented predicate abstraction and the abstract reachability algorithm

in the framework of abstract interpretation [23] (where predicate abstraction is for-
malized through the concept of Moore families). This presentation is very general.
It allows us to leave open many design choices.

One such design choice, conceptually and technically, is to split the algorithm
into two steps. The Þrst (ÒofßineÓ) step is to compute the function post#. The second
step is to iterate post# until a Þxpoint is reached. Often, e.g., in [2—4, 17], conjunc-
tions of predicates are viewed as abstract states (which can possibly be represented
as bitvectors). Instead of constructing the function post# directly, one may Þrst con-
struct a relation between abstract states. If one views this relation as the transition
relation of an abstract program P# (the Òabstraction of the program PÓ), then the
abstraction of the post operator for the program P can be phrased as the post oper-
ator of the (Þnite-state) abstract program P#, formally

post#P = postP# .

Our deÞnition of the over-approximating function � in Eq. (16) combines pred-
icates into a conjunction. That is, the over-approximating function � maps a set
of states � to the strongest conjunction e of predicates p in Preds such that e is
still entailed by �. The name Cartesian abstraction was coined for this approach
in [3] (in analogy to the abstraction of a set of tuples by the Cartesian product of
its component sets; each predicate is treated independently from the others, like
the components in the tuples in the Cartesian product). The alternative approach of
Boolean abstraction is to combine predicates into a Boolean expression (of a gen-
eral form). Then, the over-approximating function � maps a set of states � to the
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strongest Boolean expression e over the given set of predicates such that that e is
still entailed by �. The gain in precision is usually not worth the higher cost of com-
puting the abstraction function. We point out, however, the technique of so-called
large-block encoding which operates on compound program transitions with rich
Boolean structure and which can leverage the advances in state-of-the-art decision
procedures and thus can offer both precision and efÞciency [8, 11].

15.5.2 Termination and Transition Predicate Abstraction

In this section, we show how predicate abstraction can be used for computing tran-
sition invariants, and thus proving program termination.

In principle, transition invariants can be computed by applying the iterative
scheme in Eq. (10) and then restricting the obtained result to reachable states by
relying on Eq. (11). The iteration of comp Þnishes when no new pair of program
states is discovered. Unfortunately, such an iteration process does not terminate in
Þnite time, for similar reasons to those presented in Sect. 15.5.1.

Instead of computing �ti we compute its over-approximation by a superset �#
ti .

Then, we check whether �#
ti is disjunctively well-founded. If �#

ti satisÞes the dis-
junctive well-foundedness condition then �ti is disjunctively well-founded as well.
Hence the program terminates.

Similarly to the computation of �ti, we compute �#
ti by applying iteration. How-

ever, instead of iteratively applying the relational composition function comp we
use its over-approximation comp# such that

�� : comp(�) |= comp#(�). (17)

We decompose the computation of comp# into two steps. First, we apply comp and
then we over-approximate the result using a function ¤� such that

�� :� |= ¤�(�). (18)

That is, given an over-approximating function ¤� we deÞne comp# as follows.

comp#(�)= ¤�
�
comp(�)

�
. (19)

Finally, we can obtain �#
ti by using a previously computed over-approximation of

reachable states �#
reach as follows.

�#
ti = comp#��#

reach � V
� = V

�

� comp#�comp#��#
reach � V

� = V
��
� . . .

=
�

i
1

�
comp#�i��#

reach � V
� = V

�
. (20)
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We formalize our over-approximation-based transition invariant computation as
follows. The strongest transition invariant of the program is contained in the result
of the abstract computation given by Eq. (20). Formally, �ti |=�#

ti .

Transition Predicate Abstraction
We construct an over-approximation �#

ti using a given set of building blocks, so-
called transition predicates. Each transition predicate is a formula over the program
variables V and their primed verions V �, which represents a binary relation over
program states [53].

We Þx a Þnite set of transition predicates TransPreds= { ¤p1, . . . , ¤pn}. Then, we
deÞne an over-approximation of � that is constructed using TransPreds as follows.

¤�(�)=
�
{ ¤p 	 TransPreds |� |= ¤p}. (21)

If the set of entailed transition predicates is empty then the result of applying tran-
sition predicate abstraction is

�
�, which is equivalent to true.

Example 14 Consider a set of predicates TransPreds = {at_�1, . . . ,at_�5,
at�_�1, . . . ,at�_�5, x 
 0, x� 
 x + 1, x� 
 x, y� 
 y, y� 
 y + 1}. We will apply
transition predicate abstraction on the transition 
2 in the program shown in Fig. 1.
We compute ¤�(goto(�2, �2) � x + 1 
 y � x� = x + 1 � unchanged(y, z)) as fol-
lows. First, we check the logical consequence between the argument to the abstrac-
tion function and each of the predicates and obtain the following set of entailed
predicates:



at_�2,at�_�2, x 
 0, x� 
 x + 1, x� 
 x, y� 
 y

�
.

Then, we take the conjunction of the entailed predicates as the result of the abstrac-
tion.

�

at_�2,at�_�2, x 
 0, x� 
 x + 1, x� 
 x, y� 
 y

�

= at_�2 � at�_�2 � x 
 0� x� 
 x + 1� y� 
 y. �

The transition predicate abstraction function in Eq. (21) approximates � using a
conjunction of transition predicates, which requires n entailment checks where n is
the number of given transition predicates.

Example 15 We use transition predicate abstraction to compute �#
ti for our example

program from Fig. 1 following the iterative scheme presented in Eq. (20). Since we
are interested in proving termination we will ignore the assertion statement occur-
ring in the program. As a consequence, in this example we will not take transitions

4 and 
5 into account.

For simplicity, we use �#
reach = true, which states that the set of reachable

states is contained in the set of all possible program states represented by true.
Let TransPreds = {false,at_�1, . . . ,at_�3,at�_�1, . . . ,at�_�3, x 
 y, y� � x� 

y � x � 1}.
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First, we compute the Þrst step of the over-approximation comp#(�#
reach �

V � = V ):

comp#��#
reach � V

� = V
�
= ¤�

��
�#

reach � V
� = V

�
1 
P

�

= ¤�
��
�#

reach � V
� = V

�
1 (
1 � 
2 � 
3)

�

= ¤�(
1 � 
2 � 
3).

We obtain the following abstractions for each of the transitions:

�1 = ¤�(
1)= goto(�1, �2),

�2 = ¤�(
2)=
�
goto(�2, �2)� x 
 y � y� � x� 
 y � x � 1

�
,

�3 = ¤�(
3)= goto(�2, �3).

We apply comp# on �1, . . . ,�3 and obtain the following non-empty abstractions.

�4 = ¤�(�1 1 
2)= goto(�1, �2),

�5 = ¤�(�1 1 
3)= goto(�1, �3),

�6 = ¤�(�2 1 
2)=
�
goto(�2, �2)� x 
 y � y� � x� 
 y � x � 1

�
,

�7 = ¤�(�2 1 
3)=
�
goto(�2, �3)� x 
 y � y� � x� 
 y � x � 1

�
.

We observe that �4 |= �1, �6 |= �2, and �7 |= �3, hence, �4, �6, and �7 can
be ignored. We apply comp# on �5 and observe that the resulting abstractions are
empty. Hence, we Þnish the iterative computation and obtain

�#
ti =�1 ��2 ��3 ��5.

The computed transition invariant�#
ti is disjunctively well-founded. Each disjunct in

�#
ti whose start and Þnish locations are not equal, e.g., �1 with the start location �1

and Þnish location �2, is well-founded. The remaining disjunct �2 is well-founded
since the value of y�x is greater than zero whenever �2 makes a step and decreases
during each step of �2. Hence, we conclude that �#

ti is contained in a Þnite union of
well-founded relations. Thus, the program terminates.

We represent the above computation pictorially in Fig. 4. �

Algorithm TRANSABSTREACH

We combine the characterization of abstract transition invariants using Eq. (20)
with the transition predicate abstraction function given in Eq. (21) and obtain an al-
gorithm TRANSABSTREACH for computing ReachTrans#. The algorithm is shown
in Fig. 5.

TRANSABSTREACH takes as input a Þnite set of transition predicates TransPreds
and computes a set of formulas ReachTrans# that represents an over-approxima-
tion �#

ti . Furthermore, TRANSABSTREACH records its intermediate computation
steps in a labeled tree TransParent. In the next section we will show how this tree
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Fig. 4 Abstract transitions computed in Example 15. Solid edges connecting the nodes represent
how nodes were computed. Dotted edges denote the entailment relation

Fig. 5 Abstract transitive closure computation

can be used to discover new transition predicates when a reÞned abstraction is
needed.

The initialization steps of TRANSABSTREACH are shown in lines 1—4 in Fig. 5.
First, we construct the abstraction function ¤� according to Eq. (21), and then use it
to construct an over-approximation of the relational composition of program tran-
sitions. ReachTrans# is initially empty, which corresponds to the fact that we are
interested in the irreßexive transitive closure following Eq. (20). Since the initial
relations do not have any predecessors, TransParent is initially empty. Finally, we
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initialize the worklist Worklist with a set of identity relations over program states
that are restricted to the sets of states represented by elements of ReachStates#.
Such initialization together with the Þrst iteration of the while loop correspond to
the Þrst disjunct in Eq. (20).

The main part of ABSTREACH in lines 5—13 implements the iterative applica-
tion of comp# in Eq. (20) using a while loop. Since we are interested in applying
individual program transitions one by one, we rely on a direct application of rela-
tional composition 1 and transition predicate abstraction ¤�. The loop termination
condition checks whether Worklist has any items to process. In case the worklist
is not empty, we choose such an item, say ¤�, and remove it from the worklist. For
brevity, we leave the selection procedure unspeciÞed, but note that various strategies
are possible, e.g., breadth- or depth-Þrst search. Then, we apply 1 and ¤� w.r.t. each
program transition, say 
, on ¤�. Let ¤�� be the result of such an application. We add
¤�� to ReachTrans# if ¤�� contains some pairs of program states that are not already
contained in one of the formulas in ReachTrans#. We formulate the above test as
an entailment check between ¤�� and the disjunction of all formulas in ReachTrans#.
Often, there is a formula ¤� in ReachStates# such that ¤�� |= ¤� . Otherwise, ¤� is added
to ReachTrans#, and we record that ¤�� was computed by applying 
 on ¤� by adding
a tuple ( ¤�,
, ¤��) to TransParent. Finally, ¤�� is put on the worklist.

The loop execution terminates after a Þnite number of steps, since the range of
¤� is Þnite (and is of size 2n where n is the size of TransPreds). The disjunction of
formulas in ReachTrans# is logically equivalent to �#

ti .

Example 16 We illustrate TRANSABSTREACH by showing how it automates
the computation presented in Example 15. We again consider our example pro-
gram from Fig. 1 together with a set of transition predicates TransPreds =
{false,at_�1, . . . ,at_�3,at�_�1, . . . ,at�_�3} and an over-approximation of reach-
able states ReachStates# = {true}. After executing the initialization steps in TRANS-
ABSTREACH we obtain ReachTrans# = �, TransParent= �, and Worklist= {true�
unchanged(x, y, z)}.

The Þrst iteration of the while loop chooses ¤� = (true� unchanged(x, y, z)) and
removes it from Worklist. Now TRANSABSTREACH iterates through the transitions
of the program. First, we consider 
 = 
1 and obtain

¤�� = ¤�
��

true� unchanged(x, y, z)
�
1 
1

�
= goto(�1, �2).

Since ReachTrans# = �, we obtain

ReachTrans# =


goto(�1, �2)

�
,

TransParent=

�

true� unchanged(x, y, z), 
1,goto(�1, �2)
��
,

Worklist=


goto(�1, �2)

�
,

and proceed with the remaining program transitions. For 
 = 
2 we obtain ¤�� =
goto(�2, �2). Since ¤�� does not entail the transition relation already contained in
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ReachTrans#, we obtain (in this example, Ò. . . Ó denotes the previously assigned
value)

ReachTrans# =


goto(�2, �2), . . .

�
,

TransParent=


(true� unchanged(x, y, z), 
2,goto(�2, �2), . . .

�
,

Worklist=


goto(�2, �2),goto(�1, �2)

�
.

After applying 
 = 
3 we obtain ¤�� = goto(�2, �3), which leads to

ReachTrans# =


goto(�2, �3), . . .

�
,

TransParent=

�

true� unchanged(x, y, z), 
3,goto(�2, �3)
�
, . . .

�
,

Worklist=


goto(�2, �3),goto(�2, �2),goto(�1, �2)

�
.

Now, we proceed with the second iteration of the while loop. We choose ¤� =
goto(�1, �2) and proceed with applying program transitions. Applying 
1 yields
¤�� = false. For 
 = 
2 we obtain ¤� = goto(�1, �2). Since there exists an element
of ReachTrans# that is entailed by ¤��, namely goto(�1, �2), the computed ¤�� is dis-
carded. Applying 
3 yields ¤�� = goto(�1, �3) and leads to

ReachTrans# =


goto(�1, �3), . . .

�
,

TransParent=

�

goto(�1, �2), 
3,goto(�1, �3)
�
, . . .

�
,

Worklist=


goto(�1, �3),goto(�2, �3),goto(�2, �2)

�
.

Subsequent iterations of the while loop proceed similarly and modify neither
ReachTrans# nor TransParent. Finally, Worklist becomes empty and TRANSAB-
STREACH terminates. We obtain the following output:

ReachTrans# =


goto(�1, �3),goto(�2, �3),goto(�2, �2),goto(�1, �2)

�
,

TransParent=

�

goto(�1, �2), 
3,goto(�1, �3)
�
,

�
true� unchanged(x, y, z), 
3,goto(�2, �3)

�
,

�
true� unchanged(x, y, z), 
2,goto(�2, �2)

�
,

�
true� unchanged(x, y, z), 
1,goto(�1, �2)

��
. �

15.6 Abstraction Refinement

The algorithm ABSTREACH requires a set of predicates in order to compute an
over-approximation of the set of reachable program states. Similarly, the algorithm
TRANSABSTREACH requires a set of transition predicates in order to compute an
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Fig. 6 Abstract reachability computation with Preds= {false,at_�1, . . . ,at_�5, y 
 z}

over-approximation of the set of reachable pairs of program states. Finding the right
set of predicates (or of transition predicates) that yields a sufÞciently precise over-
approximation is a difÞcult task.

15.6.1 Refinement of Predicate Abstraction

The procedure for reÞning predicate abstraction considers certain program paths as
the main source of information. By exploring such paths we can obtain an adequate
set of predicates to prove the program correct.

Analysis of Counterexample Paths
We start with an example that illustrates the impact of over-approximation and

how it can be eliminated.

Example 17 In Example 13, the provided set of predicates was adequate for prov-
ing program safety. Omitting just one predicate, e.g., provide the predicates Preds=
{false,at_�1, . . . ,at_�5, y 
 z} without x 
 y, leads to an over-approximation
�#

reach that has a non-empty intersection with the error states. As shown in Fig. 6,
we have �5 � �err �|= false. That is, ABSTREACH fails to prove the property without
the predicate x 
 y.

We analyse the reason for the excessive over-approximation. Figure 6 shows that
the Parent relation records a sequence of three steps leading to the computation
of �5. First, we apply 
1 to �1 and compute �2. Then, �3 is obtained by applying 
3

to �2. Finally, 
5 is applied to �3 and results in �5. Thus, we note that the sequence
of program transitions 
1, 
3, and 
5 determined �5. We refer to this sequence as a
counterexample path. Using this path and the functions � and post# corresponding
to the current set of predicates we obtain

�5 = post#
�
post#

�
post#

�
�(�init), 
1

�
, 
3

�
, 
5

�
.
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Table 2 Example solution to
the over-approximation
condition

�1 �2 �3 �4

at_ �1 at_�2 � y 
 z at_�3 � x 
 z false

That is, �5 is equal to the over-approximation of the post-condition computed along
the counterexample path.

Now we check whether the counterexample path also leads to an error state when
no over-approximation is applied. First we compute

post
�
post

�
post(�init, 
1), 
3

�
, 
5

�
= post

�
post(at_�2 � y 
 z,
3), 
5

�

= post(at_�3 � y 
 z� x 
 y,
5)

= false.

Hence, by executing the program transitions 
1, 
3, and 
5 it is not possible to reach
any error state. We conclude that the over-approximation is too coarse, at least when
dealing with the above path.

We need a more precise over-approximation that will prevent post# from includ-
ing states that lead to error states along the path 
1, 
3, and 
5. Concretely, we need
a reÞned abstraction function � and a corresponding post# such that the execution
of ABSTREACH along the counterexample path does not compute a set of states that
contains some error states:

post#
�
post#

�
post#

�
�(�init), 
1

�
, 
3

�
, 
5

�
� �err |= false.

We consider the intermediate steps of the above condition and deÞne sets of states
�1, . . . ,�4 that provide an adequate over-approximation along the path as follows.

�init |=�1,

post(�1, 
1) |=�2,

post(�2, 
3) |=�3,

post(�3, 
5) |=�4,

�4 � �err |= false.

The over-approximation given by �1, . . . ,�4 is adequate since it guarantees that
no error state is reached, while still allowing additional states to be reachable. For
example, consider the solution to the above condition given in Table 2.

We can use the obtained solution to reÞne � in the following way. By adding
�1, . . . ,�4 to the set of predicates Preds we guarantee that the resulting � and post#

are sufÞciently precise to show that no error state is reachable along the path 
1, 
3,
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Fig. 7 Path computation

and 
5. Formally, we obtain

�(�init) |=�1,

post#(�1, 
1) |=�2,

post#(�2, 
3) |=�3,

post#(�3, 
5) |=�4,

�4 � �err |= false. �

We put the above approach for analyzing counterexamples computed by AB-
STREACH into algorithms MAKEPATH, FEASIBLEPATH, and REFINEPATH.

The algorithm MAKEPATH is shown in Fig. 7. It takes as input a reachable ab-
stract state � together with a Parent relation. We view Parent as a tree where �
occurs as a node. MAKEPATH outputs a sequence of program transitions that labels
the tree edges connecting � with the root of the tree. The sequence is constructed
iteratively by a backward traversal starting from the input node. The variable path
keeps track of the construction.

Example 18 For our example tree in Fig. 6 we construct the path by making a
call MAKEPATH(�5,Parent). Then, path is extended with the transitions 
5, 
3, and

1 by considering the edges (�3, 
5, �5), (�2, 
3, �3), and (�1, 
1, �2), respectively.
Finally, path= 
1
3
5 is returned as output. �

The algorithm FEASIBLEPATH is shown in Fig. 8. It takes as input a sequence
of program transitions 
1 . . . 
n and checks whether there is a computation that is
produced by this sequence. The check uses the post-condition function and the re-
lational composition of transitions.

Example 19 When applying FEASIBLEPATH on our example path 
1
3
5 we ob-
tain the following intermediate results. First, the relational composition of transi-
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Fig. 8 Feasibility of a path

tions yields


1 1 
3 1 
5 = false.

Hence, FEASIBLEPATH sets � to false and then returns false. �

The algorithm REFINEPATH is shown in Fig. 9. It takes as input a sequence of
program transitions 
1 . . . 
n and computes sets of states �0, . . . , �n satisfying the
following conditions. First, we have �init |= �0 and �n��err |= false. Then, for each
i 	 1..n we obtain post(�i�1, 
i) |= �i . Thus, �0, . . . , �n computed by REFINEPATH

can be used for reÞning predicate abstraction. If �0, . . . , �n are added to Preds then
the resulting � and post# guarantee that the following conditions hold.

�(�init) |= �0,

post#(�0, 
1) |= �1,

. . . ,

post#(�n�1, 
n) |= �n,

�n � �err |= false.

Fig. 9 Counterexample-guided discovery of predicates
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Fig. 10 Predicate abstraction and reÞnement loop

Here, we omit the details of a particular algorithm for Þnding �0, . . . , �n that satisfy
the above conditions. We discuss possible alternatives in Sect. 15.7.

Example 20 As discussed in Example 17, the application of REFINEPATH on

1
3
5 yields a sequence of sets of states that can reÞne the abstraction to become
sufÞciently precise at least for dealing with the considered path. �

In our high-level presentation of the algorithm, we leave open many issues for
optimization. For example, the precision of the abstraction may be adapted to the
different control locations by using different sets of predicates Preds for the deÞ-
nition of the over-approximating function �. The corresponding approach is called
lazy abstraction [39].

Algorithm for Counterexample-Guided Abstraction Refinement
We put together the building blocks described in the previous section into an

algorithm ABSTREFINELOOP that veriÞes reachability properties using predicate
abstraction and its counterexample-guided reÞnement. See Fig. 10.

Given a program, ABSTREFINELOOP discovers a proof or a counterexample by
repeatedly applying the following steps. First, we compute an over-approximation
�#

reach of the set of reachable states using an abstraction function deÞned w.r.t. the
set of predicates Preds, which is empty initially. The over-approximation �#

reach is
represented by a set of formulas ReachStates#, where each formula represents a set
of states. If the set of error states is disjoint from the computed over-approximation,
then ABSTREFINELOOP stops the iteration process and reports that the program
is correct. Otherwise, we consider a formula � in ReachStates# that witnesses the
intersection with the error states and use � in an attempt to reÞne the abstraction.
ReÞnement is only possible if the discovered intersection is caused by the impreci-
sion of the currently applied abstraction function. We clarify this question by Þrst
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Fig. 11 Abstract reachability computation with Preds= {false,at_ �1, . . . ,at_ �5}

constructing the sequence of program transitions that was traversed during the com-
putation of � . This sequence, called path, is analyzed using FEASIBLEPATH. If
there is a program computation that follows path, then ABSTREFINELOOP stops
the iteration and reports that path is a counterexample. In case path is not feasible,
we compute a set of predicates that reÞnes the abstraction function by applying an
algorithm REFINEPATH on path.

We observe that ABSTREFINELOOP never analyzes the same counterexample
twice, i.e., the abstraction reÞnement process using REFINEPATH makes progress at
each iteration.

Example 21 We illustrate ABSTREFINELOOP using our example program from
Fig. 1. To make the illustration more vivid, we assume that Preds= {false,at_�1,. . .,
at_�5} is the initial set of predicates, i.e., we anticipate that for proving our example
correct we need to keep track of the program counter.

We start the Þrst iteration by applying ReachStates#. The result is the set of for-
mulas ReachStates# connected by the relation Parent as shown in Fig. 11. In this
Þgure, Parent is denoted by solid arrows that connect the formulas. We observe that
�5 has a non-empty intersection with �err , hence we proceed by setting � to �5. By
applying MAKEPATH we obtain path= 
1
3
5. At the next step, FEASIBLEPATH

reports that this path is not feasible, hence we proceed with the abstraction reÞne-
ment. REFINEPATH discovers that the predicates y 
 z and x 
 z are sufÞcient to
reÞne the abstraction such that path no longer leads to an error state even under
abstraction.

We start the second iteration of ABSTREFINELOOP with the new set of pred-
icates Preds = {false,at_�1, . . . ,at_�5, y 
 z, x 
 z}, which contains the predi-
cates that were discovered during the Þrst iteration. See Fig. 12 for the obtained
set ReachStates# and relation Parent. We observe that each formula in ReachStates#

has an empty intersection with �err , hence ABSTREFINELOOP reports that the pro-
gram is correct. �
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Fig. 12 Applying ABSTREACH on the program in Fig. 1 and the set of predicates Preds =
{false,at_�1, . . . ,at_ �5, y 
 z, x 
 z}

15.6.2 Refinement of Transition Predicate Abstraction

The algorithm TRANSABSTREACH requires a set of transition predicates in order
to compute an over-approximation of the transition invariant. Finding the right set
of transition predicates that yields a sufÞciently precise over-approximation is a
difÞcult task.

Analysis of Counterexample Lassos
We present a notion of lasso-shaped counterexample that is suitable for reÞning

transition predicate abstraction. Such counterexamples consist of a stem and a loop.
The stem part represents a sequence of program transitions that leads to a loop in
the program, while the loop part is a sequence of program transitions that represents
a possible execution through such a loop.

First, we illustrate counterexample lassos using an example.

Example 22 We consider the transition invariant computed in Example 16 by
applying TRANSABSTREACH. We assume that ReachStates# = {true} used for
this computation was obtained by applying ABSTREACH and that Parent =
{(true, 
1, true)} was obtained as a result.

We observe that ReachTrans# is not disjunctively well-founded, since it con-
tains goto(�2, �2), which is not well-founded. Similarly to the treatment of
counterexamples in predicate-abstraction-based invariant computation, we use
TransParent to determine the sequence of program transitions that led to the compu-
tation of goto(�2, �2), which we call loop. We observe that (true �
unchanged(x, y, z), 
1,goto(�1, �2)) 	 TransParent, hence the last element of loop
is the transition 
2. Furthermore, since true � unchanged(x, y, z) does not appear
in the third position of any element of TransParent, we conclude that no more el-
ements appear in loop. Now we determine the stem part by applying MAKEPATH

on true, which is obtained from true � unchanged(x, y, z) by omitting equalities
unchanged(x, y, z), and Parent. The result is a stem that consists only of 
1, which
Þnishes the computation of the counterexample lasso. �
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Fig. 13 Lasso computation

The algorithm MAKELASSO shown in Fig. 13 implements the lasso construction
as described in the above example. MAKELASSO proceeds similarly to MAKEPATH

and calls it as a sub-routine in line 7 after the loop part is constructed. We de-
tect that the loop construction is Þnished when there is no predecessor according
to TransParent. The stem part is constructed using the information collected during
the abstract reachability computation and provided as Parent. The starting point for
the stem computation is obtained using pattern matching in line 6. Here, we exploit
how Worklist is initialized by TRANSABSTREACH in line 4; see Fig. 5.

Once the lasso counterexample is constructed, we analyse whether the transition
predicate abstraction can be reÞned in order to rule out the discovered counterex-
ample. First, we illustrate this step by using an example.

Example 23 We consider the lasso computed in Example 22, which consists of
the stem 
1 and the loop 
2. We compute the set of states � that are reachable by
applying the stem and obtain

� = post(�init, 
1)= (at_�1 � y 
 z).

We use this set of states when initializing the relational composition of program
transitions along the loop part with

at_�2 � y 
 z� unchanged(x, y, z).

The result of the compositionÑthis time without applying transition predicate
abstractionÑis

¤� =
�
at_�2 � y 
 z� unchanged(x, y, z)

�
1 
2

=
�
goto(�2, �2)� y 
 z� x + 1
 y � x� = x + 1� unchanged(y, z)

�
.
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Fig. 14 Feasibility of a lasso

The obtained relation ¤� is well-founded, which can be easily checked since it is rep-
resented by a simple program loop without further nesting or branching statements.
A ranking function that witnesses the termination of ¤� is y� x. Every time the rela-
tion is applied, the value of y � x decreases. Furthermore, ¤� can be applied only if
y � x 
 0. We conclude that the discovered counterexample lasso is spurious, i.e.,
there is no inÞnite program computation that follows the stem and then repeats the
loop part forever. �

The algorithm FEASIBLELASSO shown in Fig. 14 automates the steps executed
in the above example. FEASIBLELASSO takes as input a lasso obtained by applying
MAKELASSO and performs a check that the given lasso can yield an inÞnite com-
putation. The implementation of the predicate well-founded is out of the scope of
this chapter. There exist efÞcient algorithms for this task that exploit the lasso shape,
e.g., [51].

Finally, we show how transition predicates can be discovered from a spurious
counterexample lasso.

Example 24 We consider the feasibility check presented in Example 23. We observe
that the following implications were established.

post(�init, 
1) |= (at_�1 � y 
 z),
�
at_�2 � y 
 z� unchanged(x, y, z)

�
1 
2 |= y � x 
 0� y� � x� 
 y � x � 1.

Hence, to eliminate the spurious counterexample we can use the assertions true and
y�x 
 0�y� �x� 
 y�x�1. When y�x 
 0 and y� �x� 
 y�x�1 are included
in the set of transition predicates TransPreds used by the abstraction function ¤� the
algorithm TRANSABSTREACH will not discover the spurious lasso consisting of

1 and 
2 again. Example 14 shows the outcome of applying TRANSABSTREACH

when using a reÞned set of transition predicates TransPreds. �

We present an algorithm REFINELASSO in Fig. 15 that discovers transition pred-
icates from a spurious counterexample lasso. The algorithm is presented in a declar-
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Fig. 15 Abstraction reÞnement guided by a lasso

ative way and we omit details of a particular implementation of line 1. There exist
efÞcient implementations for this task that rely on similar techniques to those pre-
sented in Sect. 15.7, e.g., [32].

Algorithm for Counterexample-Guided Transition Predicate Abstraction Refinement
We put together the algorithms for the construction and analysis of lasso-shaped

counterexamples presented above together with the algorithm for transition predi-
cate abstraction. The resulting algorithm TRANSABSTREFINELOOP can Þnd a dis-
junctively well-founded transition invariant automatically by automatically discov-
ering an adequate set of transition predicates. See Fig. 16.

TRANSABSTREFINELOOP proceeds in similar steps to ABSTREFINELOOP pre-
sented earlier in this section. In fact, we use ABSTREFINELOOP to compute an
over-approximation of reachable program states. We start with the empty set of
predicates and transition predicates and extend them every time a counterexample
lasso is discovered. The counterexample discovery takes place during the computa-
tion of a transition invariant using TRANSABSTREACH. If a counterexample lasso
is found, its stem part is used to reÞne the set of predicates Preds. The set of addi-
tional transition predicates is determined by considering both the stem and the loop
parts.

Similarly to abstraction reÞnement for safety, we observe that TRANSABSTRE-
FINELOOP never analyzes the same counterexample twice, i.e., the abstraction re-
Þnement process using REFINELASSO makes progress at each iteration.

15.7 Solving Refinement Constraints for Predicate Abstraction

The algorithm REFINEPATH in Fig. 9 takes as input an infeasible sequence of pro-
gram transitions 
1 . . . 
n and computes sets of states �0, . . . , �n satisfying the fol-
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Fig. 16 Transition predicate abstraction and reÞnement loop

lowing conditions.

�init |= �0,

post(�0, 
1) |= �1,

. . . ,

post(�n�1, 
n) |= �n,

�n � �err |= false.

Since 
1 . . . 
n is infeasible, the above conditions are satisÞable. In general, several
solutions may exist. We describe how the least, the greatest, and an intermediate
solution can be computed.

15.7.1 Least Solution

We obtain the least solution by applying the post-condition function in the following
way.

�0 = �init,

�1 = post(�0, 
1),

. . . ,

�n = post(�n�1, 
n).

(22)
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Note that the least solution ensures that for each 1
 i 
 n we have

�i = post(�init, 
1 1 • • • 1 
i),

and guarantees that �n � �err |= false.
Sometimes the least solution is not useful for reÞning the abstraction, since the

resulting abstraction is too precise. As a result, the iteration in ABSTREFINELOOP

may not terminate as the abstract reachability computation is almost equivalent to
the reachability computation without abstraction.

Example 25 We illustrate how a least solution is computed using the example pro-
gram shown in Fig. 1.

Let 
1
3
5 be a counterexample path discovered by ABSTREFINELOOP. For
this path, we obtain the following least solution of the constraints deÞned by RE-
FINEPATH.

�0 = �init = at_�1,

�1 = post(�0, 
1)= (at_�2 � y 
 z),

�2 = post(�1, 
3)= (at_�3 � y 
 z� x 
 y),

�3 = post(�2, 
5)= false.

The obtained reÞnement will ensure that the path 
2
3
5 will not be considered a
counterexample during subsequent iterations of the reÞnement loop in ABSTRE-
FINELOOP. �

15.7.2 Greatest Solution

First, we deÞne an auxiliary weakest pre-condition function wp as follows. Let � be
a formula over V and let 
 be a formula over V and V �. Then, we deÞne:

wp(�,
)= �V � : 
� �
’
V �/V

(
. (23)

For example, the transition 
2 from Fig. 1 results in the following weakest pre-
condition.

wp(at_�2 � x 
 z,
2)

= �V � : pc= �2 � x + 1
 y � x� = x + 1� y� = y � z� = z� pc� = �2

� pc� = �2 � x� 
 z

=‹
�
�V � : pc= �2 � x + 1
 y � x� = x + 1� y� = y � z� = z� pc� = �2 �

‹
�
pc� = �2 � x� 
 z

��

=‹
�
�V � : pc= �2 � x + 1
 y �‹(�2 = �2 � x + 1
 z)

�
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= (pc= �2 � x + 1
 y� �2 = �2 � x + 1
 z)

= (at_�2 � x + 1
 y� x + 1
 z).

We obtain the greatest solution of the reÞnement constraints for a given coun-
terexample path as follows.

�n =‹�err,

�n�1 = wp(�n,
n),

. . . ,

�0 = wp(�1, 
1).

(24)

That is, the greatest solution is computed incrementally by traversing the counterex-
ample path backwards.

Similarly to the least solution, sometimes the greatest solution is not useful for
reÞning the abstraction, since the resulting abstraction is too coarse. As a result,
the iteration in ABSTREFINELOOP may not terminate as the abstract reachability
computation is almost equivalent to the backward reachability computation without
abstraction that expands the set of states deÞnitely leading to an error state.

Example 26 We illustrate how a greatest solution is computed using an example
program shown in Fig. 1.

Let 
1
3
5 be a counterexample path discovered by ABSTREFINELOOP. For this
path, we obtain the following greatest solution of the constraints in REFINEPATH.

�3 =‹�err =‹at_�5,

�2 = wp(�3, 
5)= (at_�3 � x 
 z),

�1 = wp(�2, 
3)= (at_�2 � x 
 y� x 
 z),

�0 = wp(�1, 
1)= true.

Again, the obtained reÞnement will result in the discovery of the counterexample
path 
1
3
5 during the next iteration of ABSTREFINELOOP, as witnessed by the
following validities.

�init |= �0,

post(�0, 
1)= (at_�2 � y 
 z) |= �1,

post(�1, 
3)= (at_�3 � x 
 y � x 
 z) |= �2,

post(�2, 
5)= false |= �3.

We observe that the reachability computation using reÞned abstraction does not
reach any error states along the path 
1
3
5. �
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15.7.3 Intermediate Solution Using Interpolation

We illustrate how an intermediate solution can be computed by a technique called
interpolation [25, 38]. Interpolation takes as input two mutually unsatisÞable for-
mulas �1 and �2, i.e., �1 � �2 |= false, and returns an interpolant, a formula �
such that (i) � is expressed over common symbols of �1 and �2, (ii) �1 |= �, and
(iii) � � �2 |= false. Let inter be an interpolation function such that inter(�1, �2) is
an interpolant for �1 and �2.

The following sequence of interpolation computations can be used to Þnd a so-
lution for constraints deÞned by REFINEPATH.

�0 = inter
�
�init, (
1 1 • • • 1 
n)� �err

’
V �/V

(�
,

�1 = inter
�
post(�0, 
1), (
2 1 • • • 1 
n)� �err

’
V �/V

(�
,

. . . ,

�n�1 = inter
�
post(�n�2, 
n�1), 
n � �err

’
V �/V

(�
,

�n = inter
�
post(�n�1, 
n),�err

’
V �/V

(�
.

(25)

Intermediate solutions can avoid the deÞciencies of least and greatest solutions de-
scribed above, although they still do not guarantee convergence of the abstraction
reÞnement loop.

Example 27 We illustrate how an intermediate solution is computed using the ex-
ample program shown in Fig. 1.

Let 
1
3
5 be a counterexample path discovered by ABSTREFINELOOP. For
this path, we obtain the following intermediate solution of the constraints in RE-
FINEPATH.

�0 = inter
�
�init, (
1 1 
3 1 
5)� �err

’
V �/V

(�
= true,

�1 = inter
�
post(�0, 
1), (
3 1 
5)� �err

’
V �/V

(�
= y 
 z,

�2 = inter
�
post(�1, 
3), 
5 � �err

’
V �/V

(�
= x 
 z,

�3 = inter
�
post(�2, 
5), �err

’
V �/V

(�
= false.

The following validities show that 
1
3
5 will not be considered a counterexample
during subsequent reÞnement iterations.

�init |= �0,

post(�0, 
1)= (at_�2 � y 
 z) |= �1,

post(�1, 
3)= (at_�3 � x 
 y � y 
 z) |= �2,

post(�2, 
5)= false |= �3. �
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15.8 Tools

We have presented the base algorithm for predicate abstraction and transition pred-
icate abstraction. Practical tools introduce a variety of optimizations of the base
algorithm.

Predicate Abstraction
SLAM [5], BLAST [38, 39], Magic [15], Mur� [27], and SatAbs [18] imple-

ment different levels of precision, ranging from Cartesian to full Boolean predi-
cate abstraction [3]. CPAChecker [10], F-Soft [41], and UFO [1] integrate predi-
cate abstraction with data ßow analysis and abstract interpretation. Synergy [33]
and Yogi [50] integrate predicate abstraction with under-approximation based on
dynamic execution. ARMC [54] implements Cartesian predicate abstraction and
uses constraint-based interpolation to discover predicates. SLAB [28] implements
the reÞnement of an abstract transition system in a top-down way. Impact [49] and
Wolverine [45] resort to a particular form of predicate abstraction where each re-
Þnement step adds a single predicate. Ultimate Automizer [36] uses predicates to
construct a proof in the form of a Þnite automaton that approximates the language
of program traces.

Arrays and Heaps
BLAST [43], Indexed Predicate Abstraction [46], and universally quantiÞed

Horn solver [12] compute universally quantiÞed array invariants with predicate ab-
straction in order to deal with the ranges of array indices and properties of values
stored in arrays. Bohne [55, 56] veriÞes complex data structures that are imple-
mented on the heap (modeled as a graph) by inferring node predicates in the style
of TVLA [58].

Beyond Procedural Programs
HSF [32] relies on predicate abstraction to solve recursive Horn constraints,

which serves as a back-end solver for proving temporal properties of programs
with procedures, multi-threaded programs, and higher-order functional programs.
Threader [34, 35] relies on predicate abstraction to compute rely-guarantee and
Owicki-Gries proofs for multi-threaded programs. Liquid Types [57] uses a form
of predicate abstraction in the style of Houdini [29] to infer reÞnement types for
proving safety of higher-order functional programs.

Beyond Safety
ARMC [54] uses transition predicate abstraction as described in [53] to prove

termination and other liveness properties. Terminator [20, 21] reduces transition
predicate abstraction to predicate abstraction via a syntactic transformation of the
program in order to prove termination of systems code. T2 [13, 22] computes transi-
tion invariants using the same techniques as Impact [49]. LoopFrog computes tran-
sition invariants to analyze termination of programs using a bit-level semantics.
LTA [48] uses algorithmic-learning-based techniques for the generation of transi-
tion predicates. CTA [44] computes ÔcompositionalÕ transition invariants. Ultimate
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Automizer [36] uses transition predicates to construct a proof in the form of a Þnite
B�chi automaton that approximates the language of inÞnite program traces. Sev-
eral tools including AProVe [14] and ACL2 [16] use the size-change principle [47],
whose formal connection to transition predicate abstraction (without reÞnement)
is studied in [37]. An explanation for why transition predicate abstraction works
for termination analysis is given in the abstract interpretation framework in [24].
HSF [32] relies on transition predicate abstraction in combination with abstract in-
ference to Þnd well-founded models for Horn constraints.

Beyond Verification
Existentially quantiÞed Horn solver [7] uses predicate abstraction to discover

witness existential quantiÞcation in Horn constraints and to synthesize winning
strategies for LTL games [6].

15.9 Conclusion

We have presented an automated over-approximation technique called predicate ab-
straction and we have shown how it can be applied for proving non-reachability
and termination, the two base properties to which many correctness speciÞcations
for programs can be reduced. The implementation of predicate abstraction relies on
decision procedures for entailment. Given a veriÞcation problem, an adequate set
of predicates can be discovered automatically, namely by exploring spurious coun-
terexamples.

Our presentation aims at the basic principles of predicate abstraction. It leaves
uncovered the variations of predicate abstraction that are studied in the literature
and implemented in tools. We refer to [42] for a survey. Chapter 13 of this Hand-
book [26] shows how the process of computing an over-approximation of a given
transition relation for a given set of predicates can be decoupled from the Þxpoint
computation. Chapter 16 of this Handbook [9] shows how predicate abstraction can
be combined with data ßow analysis, thus only requiring decision procedure calls
for intricate reasoning that is difÞcult to support in classical data ßow domains.
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Chapter 16
Combining Model Checking and Data-Flow
Analysis

Dirk Beyer, Sumit Gulwani, and David A. Schmidt

Abstract Until recently, model checking and data-ßow analysisÑtwo traditional
approaches to software veriÞcationÑwere used independently and in isolation for
solving similar problems. Theoretically, the two different approaches are equiva-
lent; they are two different ways to compute the same solution to a problem. In
recent years, new practical approaches have shown how to combine the approaches
and how to make them beneÞt from each otherÑmodel-checking techniques can
make data-ßow analyses more precise, and data-ßow-analysis techniques can make
model checking more efÞcient. This chapter starts by discussing the relationship
(differences and similarities) between type checking, data-ßow analysis, and model
checking. Then we deÞne algorithms for data-ßow analysis and model checking in
the same formal setting, called conÞgurable program analysis. This identiÞes key
differences that make us call an algorithm a Òmodel-checkingÓ algorithm or a Òdata-
ßow-analysisÓ algorithm. We illustrate the effect of using different algorithms for
running certain classic example analyses and point out the reason for one algorithm
being ÒbetterÓ than the other. The chapter presents combined veriÞcation techniques
in the framework of conÞgurable program analysis, in order to emphasize tech-
niques used in data-ßow analysis and in model checking. Besides the iterative al-
gorithm that is used to illustrate the similarities and differences between data-ßow
analysis and model checking, we discuss different algorithmic approaches for con-
structing program invariants. To show that the border between data-ßow analysis
and model checking is blurring and disappearing, we also discuss directions in tool
implementations for combined veriÞcation approaches.
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16.1 Introduction

In the context of software veriÞcation, model checking is considered a semi-
decidable, exhaustive, and precise analysis of an abstract model of a program,
whereas data-ßow analysis is considered a terminating, imprecise abstract interpre-
tation of a concrete model of a program.

For example, to validate a safety property, abstraction-reÞnement-based model
checking creates an abstract model of the program and precisely analyzes every
reachable abstract state for the property, repeatedly reÞning and rechecking the
model until validation is achieved, whereas a classic data-ßow analysis computes
abstract values of the states that arrive at the program locations of the concrete pro-
gram, repeatedly computing and combining the abstract values until convergence
at all program locations is achieved. Classic data-ßow analyses are efÞcient (as re-
quired for compiler optimization) at the cost of precision. Model checkers aim at
being precise (as required for proof construction) at the cost of efÞciency.

Precisely deÞning the difference between model checking and data-ßow analysis
is not easy, and indeed the two approaches have been proven to be Òthe sameÓ in
that each can be coded in the framework of the other. This chapter illustrates why
the two approaches are theoretically equivalentÑthey are two fashions of comput-
ing the same solution. In practice, the two approaches are extremes in a spectrum
of many possible algorithms, and the spectrum can be deÞned by a few parameters
that describe the different implementation techniques. As soon as we set the param-
eters differently from the extremes that deÞne the two approaches, we see how new
combinations are possible. While in most of the chapter we assume that the popular,
iteration-based algorithm is used, we later also provide a comparative overview of
other algorithmic approaches for constructing program invariants.

In this chapter, we restrict ourselves to verifying safety properties of software.

16.2 General Considerations

For background, we compare and contrast three techniques that are widely used
for static (pre-execution) program validation: type checking, data-ßow analysis, and
model checking. These techniques come with different representations of program,
property, and analysis algorithm. We describe here the commonly used versions, but
with small extensions it is possible for each technique to express the other two [108].

16.2.1 Type Checking

Type checking is an analysis of a programÕs syntax tree that attaches properties
(ÒtypesÓ) to the phrases that are embedded in the tree. Types might be primitive (int,
f loat, string, void) or compound (int[ ], string×f loat, {"name" : string, "age" : int})
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or phrase-type (command(int), declaration(ident, f loat)). For example, the C com-
mand float x= y+ 1.5 might be parsed and type checked like this:

�
float x =

�
yint + 1.5f loat�f loat�declaration(x, f loat)

provided that yÕs declaration was typed by declaration(y, int).
Type checking can validate safety properties (Òa well-typed program cannot go

wrong at executionÓ) and can help a compiler generate target code.

Program Representation. A programÕs syntax tree (parse tree) is used for type
checking. The tree is often accompanied by a symbol table that holds typings of
free (global) variables.

Property Representation. There is no Þrm designation as to what types are, but a
type should have semantic signiÞcance. Types are typically deÞned inductively. The
earlier example used types derived from this grammar:

p : PhraseType a : ExpressionType

p ::= command(a) | declaration(ident, a)
a ::= int | f loat | a[ ]

The type language resembles a propositional logic, where primitive types
(int, string) deÞne the primitive propositions and compound types (command(a),
declaration(ident, a)) deÞne the compound propositions. Data structures, such as
arrays, tuples, structs, and function closures, are annotated with compound types.

The Òtype logicÓ need not be a mere propositional logic. Languages that support
templates or parametric polymorphism, e.g., Standard ML [43], include Prolog-style
logical variables in the syntax of types; the logical variables are placeholders for
types that are inserted later, or they are understood as universally quantiÞed vari-
ables. For example, �� (�× �) is a typing of this function deÞnition:

define f(x)= makePair(x,x).

The occurrences of � are placeholders that can be Þlled later, e.g., as in f (1.5) (� is
replaced by f loat) or f ("hello") (� is replaced by string). Indeed, the type can
be read as the predicate-logic formula ��(�� (� � �)) [93].

At the other extreme, the type language can be an ad hoc collection of labels,
provided there is some signiÞcance as to how the labels annotate the syntax tree.
An example is value numbering, where each expression node is annotated by the set
of expression nodes in the tree whose run-time values will equal the present nodeÕs
[101].

Analysis Algorithm. A Þnite (usually, left-to-right, one- or two-pass) tree-traversal
algorithm attaches types to the nodes of the syntax tree. In the language of Knuthian
attribute grammars [82], properties that are inherited are carried from parent nodes
to child nodes for further computation, and properties that are synthesized are com-
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municated from child nodes to parent nodes. In the Þrst example in this section, vari-
able yÕs type is inherited information that is passed to the phrase (y+ 1.5), which
synthesizes the type f loat. The algorithm for attaching properties can be written
with attribute-grammar equations [86] or inference rules [97].

The equations (or rules) are meant to be deterministic, but some program phrases
might be annotated with multiple acceptable choices (e.g., 2 : int and also 2 : f loat).
In this case, an ordering, 
, as in int
 f loat, lets one deduce a most precise prop-
erty for a phrase. This concept, called subtyping [1], is central to type checking for
object-oriented languages. Using logical variables, MLÕs Algorithm W [43] deduces
a most general typing for an ML program that can be correctly typed in multiple
ways.

Extensions. If the typing language is complex enough, it can express any or all
semantic properties of a program, e.g., a phraseÕs ÒtypeÓ might be its compiled code
or it might be the input-output function that the phrase denotes! (The former is
called a syntax-directed translation [2] and the latter is the programÕs denotational
semantics [106].)

When the typing language is a logic, a type checker reads a syntax tree as a
ÒproofÓ of a Òproposition,Ó namely, the programÕs typeÑthe type checker does proof
checking [95].1

The algorithm that attaches properties to the program tree might repeatedly tra-
verse the tree and compute the types attached to the program locations until a con-
vergence is achieved. (The iteration is a least-Þxed-point computation, requires that
the property language is partially ordered, and uses a join (union) operation to re-
Þne types.) This algorithm leads to the next analysis form, because it is a structured
data-flow analysis [2].

Further, if the type language is a temporal logic, the iterative traversal computes
the temporal properties that are valid at each node of the treeÑfrom here, it is a
small step to branching-time model checking on Kripke structures. Further examples
of Þxed-point computation on parse trees are discussed in the literature [40].

16.2.2 Data-Flow Analysis

Data-ßow analysis predicts the ÒßowÓ of information through the locations of a pro-
gram. The ßow can be computed either forward or backward and is often set-like,
e.g., predicting the set of arithmetic expressions that have been previously evaluated
at a program location, or the set of variables that will be needed for future computa-
tion, or the set of variables that deÞnitely have constant values, or the set of aliased
pointers. Because the analysis over-approximates a programÕs possible execution
sequences, its results are imprecise.

The information gathered by a data-ßow analysis can be used to validate safety
properties or to help a compiler generate efÞcient target code. For example, if a

1The connection between model checking and theorem proving is discussed in Chap. 20.
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constant-propagation analysis calculates that a variable has a known constant value
at a program location, a constant-load instruction can replace the storage-lookup
instruction.

Program Representation. A program is portrayed as a directed graph, whose nodes
represent program locations. An edge connects two nodes if execution can transfer
control from one location to the next; the initial node represents the program en-
try; Þnal nodes represent the program exits. The edges are labeled by the primitive
action (assignment, assume operation) that transfers controlÑthe directed graph is
a control-flow automaton (CFA),2 which displays the programÕs operations and its
semantics of control. Figure 1 shows an example C function (a) together with its
CFA (b). The CFA might be further condensed [9] or unrolled (ÒexpandedÓ) [115]
so that more precise properties can be computed for its nodes.

Property Representation. Data-ßow analysis annotates the CFAÕs locations with
properties, which are usually sets that have semantic signiÞcance. A program loca-
tionÕs property set might indicate the variables or expressions whose values were
transferred along a control path to the program location [78]. For example, an
available-expressions analysis predicts which arithmetic expressions (that appear
in the programÕs text) will deÞnitely be evaluated and be ready for use at subsequent
program locations. The property language for available-expressions analysis is the
collection of all subsets of expressions that appear in the program.

Another example is a constant-propagation analysis, which predicts which vari-
ables possess speciÞc, constant values at the program locations. The property lan-
guage consists of sets of the form {(x0, c0), . . . , (xn, cn)}, where each xi is a vari-
able name in the program, all xi are unique, and ci is a Þxed, constant value (e.g.,
1.5 or 2) or the ÒunspeciÞc valueÓ �, which indicates that xi is deÞned but cannot
be validated as having a constant value.

Analysis Algorithm. An iterative algorithm computes the properties that annotate the
program locations. Starting from an initial conÞguration, where some program loca-
tions are annotated with input information, the algorithm propagates the properties
along the CFAÕs edges. Recall that each edge from program location l to program
location l� is labeled by an action. The semantics of the action is deÞned by a trans-
fer function fl�l� , which deÞnes how properties are updated when they traverse the
edge [38]. There are two important versions of the analysis algorithm [2, 77, 78]:

1. Maximal Fixed Point (MFP): Properties for each program location are computed
directly on the CFA. The information computed for program location l� is deÞned

2Although in principle equivalent to the classical control-ßow graphs [2], assigning the program
operations to the edges is more compatible with the model-checking view (cf. the more detailed
discussion by Steffen [113, 114]). The notion of control-ßow automata is meanwhile established as
a standard representation for programs (cf. the implementation in BLAST [13] and other veriÞers).
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by an equation of the following form [78]:

propertyAtNode
�
l�
�
=

#

l	pred(l�)

fl�l�
�
propertyAtNode(l)

�

where pred(l�) is the set of all predecessor locations for location l� in the CFA,
and fl�l� is the transfer function. The equations for the CFAÕs program locations
are initialized to a minimal value, e.g., {}, and are iterated until they stabilize.
To ensure Þnite convergence, the property language can be made Þnite and par-
tially ordered (say, by subset, �). More generally, the property language can be
a lattice of Þnite height [38].

2. Meet Over all Paths (MOP): The iterative analysis algorithm enumerates the
paths within the CFA. Properties are computed for all program locations on each
individual path, and the results of all the analyses on all paths are joined. Since a
program might have an inÞnite number of paths, path generation must be made
convergent, say by bounding the expansion of loops3 and procedure calls.

This example shows the distinction: For the program

where each program location li corresponds to the line i before the line is executed,
an MOP analysis enumerates this path set: {l1 l2 l3 l6 l7, l1 l4 l5 l6 l7}. If the properties
that are computed are the constant values (constant propagation), the MOP analysis
generates these properties for the Þrst path:

L1a = {}
L2a = {}

L3a = {(x,2), (y,3)}
L6a = {(x,2), (y,3)}
L7a = {(x,2), (y,3), (z,5)}

and these for the second path:

L1b = {}
L4b = {}

L5b = {(x,3), (y,2)}
L6b = {(x,3), (y,2)}
L7b = {(x,3), (y,2), (z,5)}.

The sets are joined (Lk = Lka7Lkb), giving the following annotations for the labels:

L1 = {}
L2 = {}
L4 = {}

L3 = {(x,2), (y,3)}
L5 = {(x,3), (y,2)}
L6 = {(x,�), (y,�)}
L7 = {(x,�), (y,�), (z,5)}.

3More details on treating loops during the construction of program invariants are given in
Sect. 16.6.
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The analysis determines that z is constant 5 at l7. In contrast, an MFP analysis
calculates the properties directly on the program locations, like this:

L1 = {}
L2 = {}
L4 = {}

L3 = {(x,2), (y,3)}
L5 = {(x,3), (y,2)}
L6 = L3 7L5 = {(x,�), (y,�)}
L7 = {(x,�), (y,�), (z,�)}.

In particular, the value of z at program location l7 is calculated from the set L6,
and the transfer function for z= x+ y computes �+�=�. The example shows
that an MOP analysis can be more precise than an MFP analysis, but the two results
coincide if the transfer functions distribute over 7 [77]. In practice, a hybrid ap-
proach is often taken, where the MFP algorithm is augmented by a limited program
expansion and MOP computation, e.g., Òproperty-oriented expansionÓ [22, 28, 115].

Extensions. The previous presentation used forward analysis, where input proper-
ties generate output properties, which are combined with union as the join opera-
tion. Iteration-until-convergence is a least-Þxed-point calculation. It is possible to
compute properties in a backward analysis (e.g., deÞnitely-live-variables analysis),
where intersection is the join operation; this is usually a greatest-Þxed-point calcu-
lation (cf. Sect. 16.6.1).

Some analyses, e.g., partial redundancy elimination (PRE) [89] use both forward
and backward analysis. PRE can be simpliÞed into a two-step Þxed-point computa-
tion, where the results of a backward analysis are complemented and used as input
to a forward analysis [114]. This reformulation reveals several crucial insights:

1. A programÕs control-ßow automaton can be deÞned as a Kripke structure, and
expansion (unrolling) of the automaton is analogous to exploring the programÕs
state space.

2. The value sets computed by a data-ßow analysis can be represented as temporal-
logic formulas, where the meaning of a formula is a value set.

3. The MFP algorithm operates like the algorithm for branching-time model check-
ing, and the MOP algorithm operates like the algorithm for linear-time model
checking.

These insights were documented earlier [81, 114, 115], and form the foundation for
the remainder of this chapter.

16.2.3 Model Checking

Model checking enumerates the sequences of states that arise during a programÕs ex-
ecution and decides whether the sequences of states satisfy a safety property. Other
chapters in this Handbook develop several variants of the notions program, prop-
erty, and algorithm for model checking, so here we merely compare and contrast
model checking to data-ßow analysis.
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Program Representation. Rather than a syntax tree or a control-ßow automaton,
classic model checking operates on a directed graph whose nodes are the programÕs
run-time states, connected by edges that deÞne sequencing. The directed graph is
typically inÞnite and must be represented by a recursively enumerable set of transi-
tion rules. There are three variants of the transition rules:

1. A Kripke structure (S,R, I) consists of a set S of states, a transition relation R �
S×S, and a map I : S� 2 that assigns to each state a subset of properties from
property set  that hold for the state.

2. A labeled transition system (S,Act,�) consists of a set S of states, a set Act of
actions (transfer functions), and a transition relation�� S ×Act × S.

3. A Kripke transition system (S,Act,�, I ) combines the components of the two
previous forms.

The details needed to represent even one state can be practically prohibitive,
therefore states are often abstracted by forgetting details of the stateÕs ÒcontentÓ or
even by replacing a state by a set of propositions that hold true for the stateÑthis is
often done with the Kripke-structure representation.

At the other extreme, if the set S of states is deÞned as exactly the program
locations, then a control-ßow automaton is readily expressed [114] and program
expansion is easily done [115]. The notion of abstract reachability graphs (ARGs)
is often used in the context of software veriÞcation (cf. BLAST [13]).

Property Representation. Model checking uses a temporal logic as its property
languageÑit is a logic because it includes conjunction, disjunction, and (usually)
negation; it is temporal because it uses operators that are interpreted on the se-
quences of nodes in a path or graph. The properties might be

1. path-based (linear time), e.g., E
 might mean Òthere exists a state along a path
that validates proposition 
,Ó or

2. graph-based (branching time), e.g., EF� might mean Òthere exists a path gen-
erated from the current state that includes a state that validates � .Ó

More details about temporal logics are provided in Chap. 2. The two variants re-
call the property languages used for MOP- and MFP-based data-ßow analyses. The
connection stands out when one reconsiders classic deÞnitions, like this one for
MFP-based live-variable calculation [78]:

LiveVarsAt(l)=UsedAt(l)�
�

NotModifiedAt(l)�
� #

l�	succ(l)

LiveVarsAt
�
l�
���

where l is a program location and succ(l) is the set of all successor locations for
location l in the control-ßow automaton. The equation deÞnes the set of possibly live
variables at a program location l. Compare the deÞnition to the following, coded in
branching-time temporal logic, which holds for a program location when variable x
is possibly live at that program location [107, 113]:

isLiveVarx = isUsedx �
�
‹isModifiedx �EF(isLiveVarx)

�
.
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We have that x 	 LiveVarsAt(l) iff l |= isLiveVarx for every program vari-
able x [113]Ñthe temporal-logic formula defines the data-flow set.

Analysis Algorithm. A model-checking algorithm answers queries, posed in tempo-
ral logic, about a program representation. The algorithm generates a graph or path
set from the program representation (transition rules) and applies the interpretation
function to the nodes in the graph (respectively, paths) to answer the query. There
are numerous algorithms for performing this activity, but with the perspective pro-
vided in this chapter, we can say that a model-checking algorithm is an MFP (resp.,
MOP) calculation of the graph (resp., paths) generated from a programÕs transition
rules for answering the branching-time (resp., linear-time) query.

The generated graph or paths might be inÞnite, thus answering queries is semi-
decidable. A bound can be placed on the number of iterations or graph size
(Òbounded model checkingÓ) or a join operation (ÒwideningÓ [38]) might be used
to force the generated graph to be Þnite. (When the latter is used, the technique is
sometimes called Òabstract model checking.Ó)

The remainder of this chapter develops several variations of property and algo-
rithm that are inspired by the deep correspondence between data-ßow analysis and
model checking.

16.3 Unifying Formal Framework/Comparison of Algorithms

The previous section has outlined the differences, and similarities, between the three
static-analysis techniques type checking, data-ßow analysis, and model checking.
The discussion was structured by the components of every static analysis: program
representation, property representation, and analysis algorithm. In the following,
we explain the unifying formal framework of configurable program analysis, which
has successful implementations in software-veriÞcation tools (CPACHECKER [21],
CPALIEN [91], CPATIGER [20], JAKSTAB [73]). The framework makes it possible to
formalize each of the three techniques in the same formal setting.4 In order to con-
cretely explain the differences, we model the algorithms that were traditionally used
for data-ßow analysis and software model checking as instances of the framework.

16.3.1 Preliminaries

Control-Flow Automaton (CFA). A program is represented by a control-flow au-
tomaton. We restrict our formal presentation to simple imperative programming,
where all operations are either assignments or assume operations (conditional ex-

4Other approaches have been proposed that address similar goals, for example, the Þxed-point
analysis machine [79, 80, 116].
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Fig. 1 Example C function and corresponding CFA; the program locations in the CFA (b) corre-
spond to the line numbers in the program text (a) before the line of code is executed

ecutions), all variables range over integers, and no function calls occur,5 while we
use C syntax to denote example program code. A CFA (L, l0,G) consists of a set L
of program locations (models the program counter pc), an initial program loca-
tion l0 (models the program entry), and a set G � L × Ops × L of control-ßow
edges (models program operations that are executed when control ßows from one
program location to another). Program operations from Ops are either assignment
operations or assume operations. The set of program variables that occur in program
operations from Ops is denoted by X. A concrete state of a program is a variable
assignment c that assigns a value to each variable from X�{pc}. The set of all con-
crete states of a program is denoted by C. A set r � C of concrete states is called a
region. Each edge g 	G deÞnes a (labeled) transition relation

g
�� C × {g} × C,

which deÞnes how concrete states of one program location (source) are transformed
into concrete states of another program location (target). The complete transition
relation� is the union over all control-ßow edges:�=

�
g	G

g
�. We write c

g
�c�

if (c, g, c�) 	 �, and c�c� if there exists a g with c
g
�c�. A concrete state cn is

reachable from a region r , denoted by cn 	 Reach(r), if there exists a sequence
of concrete states �c0, c1, . . . , cn� such that c0 	 r and for all 1 
 i 
 n, we have
ci�1�ci .

Example 1 Figure 1 shows an example program (a) and the corresponding CFA (b).
The CFA has seven program locations (L = {2,3,4,5,7,9,10}, l0 = 2) and three
program variables (X = {x,y,z}). The initial region r0 of this program is the set
{c 	 C | c(pc)= 2}. The only concrete state at program location 5 (i.e., before line 5
is executed) that is reachable from the initial region is the following variable assign-
ment: c(pc)= 5, c(x)= 0, c(y)= 1, c(z)= 0. The set of concrete states at program

5Tool implementations usually support interprocedural analysis, either via function inlining, func-
tion summaries, or other techniques [100, 116]. More information on this topic is given in Chap. 17.



16 Combining Model Checking and Data-Flow Analysis 503

Fig. 2 Example lattice

location 9 that are reachable from the initial region can be represented by the predi-
cate pc= 9� ((x= 1� y= 1� z= 0)� (x= 0� y �= 1� z= 1)).

Semi-lattices. A partial order 8 � E × E over a (possibly inÞnite) set E is a
binary relation that is reßexive (e8 e for all e 	E), transitive (if e8 e� and e� 8 e��
then e 8 e��), and antisymmetric (if e 8 e� and e� 8 e then e = e�). The least upper
bound for a subsetM �E of elements is the smallest element e such that e� 8 e for
all e� 	M . The partial order 8 induces a semi-lattice6 (deÞnes the structure of the
semi-lattice) if every subsetM �E has a least upper bound e 	E (cf. [94] for more
details). We denote a semi-lattice that is induced by a set E and a partial order 8
using the tuple (E,8,7,�), in order to assign symbols to special components: the
join operator 7 :E×E�E yields the least upper bound for two elements (we use
the set notation

,
{e1, e2, . . .} to denote e1 7 e2 7 . . .) and the top element � is the

least upper bound of the set E (�=7E).

Example 2 Let us consider the semi-lattice (V ,8,7,�) that can be used for
a constant-propagation analysis over two Boolean variables. The set V of lat-
tice elements consists of variable assignments: V =X�{�V ,0,1,�V }, X =
{x1, x2}. The partial order 8 is deÞned as v 8 v� if �x 	 X : v(x)= v�(x) or
v(x)=�V or v�(x) = �V . Figure 2 depicts this simple lattice as a graph. The
nodes represent lattice elements, where a pair (c1, c2) denotes the variable assign-
ment {x1 �� c1, x2 �� c2}. The edges represent the partial order (if read in the
upwards direction), where reßexive and transitive edges are omitted. The top ele-
ment � is the variable assignment with �(x)=�V for all x 	X.

6Sometimes, complete lattices are used in formalizations of data-ßow analyses, but most practical
analyses require only one operator: either the least upper bound or the greatest lower bound.
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Program Analysis. A program analysis for a CFA (L, l0,G) consists of an abstract
domain D and a transfer relation �. The abstract domain D = (C,E , [[•]]) is de-
Þned by the set C of concrete states, a semi-lattice E = (E,8,7,�), and a con-
cretization function [[•]]. The lattice elements are used as (components of) abstract
states in the program analysis. Each abstract state represents a (possibly inÞnite)
set of concrete states. The concretization function [[•]] :E� 2C assigns to each ab-
stract state its meaning, i.e., the set of concrete states that it represents. The abstract
domain determines the objective of the analysis, i.e., the aspects of the program that
are analyzed. The transfer relation ��E×G×E assigns to each abstract state e
possible new abstract states e� that are abstract successors of e, and each transfer is
labeled with a control-ßow edge g. We write e

g
�e� if (e, g, e�) 	�, and e�e� if

there exists a g with e
g
�e�. A program analysis has to fulÞll certain requirements

for soundness, i.e., to guarantee that no violations of the property are missed by the
analysis [17, 38, 94].

Example 3 Considering the example in Fig. 2 again, the concretization function [[•]]
relates the lattice elements to sets of variable assignments. For example, lattice el-
ement (1,0) maps the Þrst variable to value 1 and the second variable to value 0.
The lattice element � represents all concrete states. Given a variable x, we use
the bottom element �V to denote the variable assignment that assigns no value to
variable x (representing the empty set of concrete states). Note that in a program
analysis, there might be several (strictly speaking different) lattice elements that
represent the empty set of concrete states: every variable assignment that has (at
least) one variable assigned to �V cannot represent any concrete state.7

16.3.2 Algorithm of Data-Flow Analysis

We now present an iteration algorithm for MFP data-ßow analysis. According to
classic deÞnitions of data-ßow analysis [94], the algorithm computes, for a given
abstract domain, a function reached that assigns to each analyzed program location
an abstract data state (i.e., the abstract states consist of a program location and an
abstract data state, the latter represented by a lattice element).

Algorithm 1(a) operates on a partial function and a set: the function reached rep-
resents the result of the data-ßow analysis, i.e., the mapping from program locations
to abstract data states; the set waitlist represents the program locations for which the
abstract data state was changed, i.e., the Þxed point is not reached as long as waitlist
is not empty. Algorithm 1(a) is guaranteed to terminate if the semi-lattice has Þnite
height; the run time depends on the height of the semi-lattice and the number of
program locations. The algorithm starts by assigning the initial abstract data state

7This leads to the notion of Òsmashed bottom,Ó where all variable assignments with at least one
variable assigned to �V are subsumed by one representative (�). We do not emphasize this notion
in our chapter.
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Algorithm 1 Typical differences of data-ßow analysis (Algorithm DFA) and soft-
ware model checking (Algorithm Reach)
Input: set L of locations, an abstract domain E, transfer relation �,

initial abstract state (l0, e0) with l0 	L,e0 	E
Output: set of reachable abstract states (pairs of location and abstract data state)

(a) Algorithm DFA(L,E,�, e0)
Variables: function reached : L%E,

set waitlist� L
1: waitlist := {l0}
2: reached(l0) := e0
3: while waitlist �= {} do
4: choose l from waitlist
5: waitlist := waitlist \ {l}
6: for each (l�, e�) with (l, e)�(l�, e�) do
7: // if not already covered
8: if e� �8 reached(l�) then
9: // join with existing abstract data state

10: reached(l�) := reached(l�) 7 e�
11: waitlist := waitlist� {l�}
12: return reached

(b) Algorithm Reach(L,E,�, e0)
Variables: set reached� L×E,

set waitlist� L×E
1: waitlist := {(l0, e0)}
2: reached := {(l0, e0)}
3: while waitlist �= {} do
4: choose (l, e) from waitlist
5: waitlist := waitlist \ {(l, e)}
6: for each (l�, e�) with (l, e)�(l�, e�) do
7: // if not already covered
8: if � (l�, e��) 	 reached : e� 8 e�� then
9: // add as new abstract state

10: reached := reached� {(l�, e�)}
11: waitlist := waitlist� {(l�, e�)}
12: return reached

to the initial program location. Then it iterates through the while loop until the
set waitlist is empty. In every loop iteration, one program location is taken out of
the waitlist and abstract successors are computed for the corresponding successor
program locations. The abstract data element for the successor program location in
function reached is added for the program location, or the old abstract data state is
replaced by the join of the old and new abstract data states. Because we operate on
a partial function reached, we extend e� �8 reached(l�) to return false if reached(l�)
is undeÞned, and we extend reached(l�) 7 e� to

,
({e�� | (l�, e��) 	 reached} � e�).8

Example 4 Consider the example program from Fig. 1 and an abstract domain
for constant propagation; suppose the veriÞcation task is to ensure that no divi-
sion by zero occurs. The data-ßow analysis computes a function reached with
the following entries: 2 �� {x=�,y=�,z=�}, 3 �� {x= 0,y=�,z=�},
and 4 �� {x= 0,y=�,z= 0}. Following the then branch from program lo-
cation 4, the algorithm computes the entries 5 �� {x = 0,y = 1,z = 0} and
9 �� {x= 1,y= 1,z= 0}, and stores them in the function reached. For the
else branch, the algorithm computes the entries 7 �� {x = 0,y = �,z = 0}
and 9 �� {x= 0,y=�,z= 1}. Since reached already has an entry for program
location 9, the two abstract data states are joined, which results in the entry
9 �� {x=�,y=�,z=�}. The correctness of the program (in terms of division
by zero) cannot be established.

8Alternative formalizations use total functions for reached and require some lower bound � to
exist in the (semi-) lattice, which is used as the initial abstract state to make reached total.
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16.3.3 Algorithm of Model Checking

We now consider an iteration algorithm for software model checking. According to
the classic reachability algorithm, the algorithm computes the nodes of an abstract
reachability tree [13], which contains all reachable abstract states according to the
transfer relation. In difference to the data-ßow analysis, the join operation is never
applied.

Algorithm 1(b) operates on two sets reached and waitlist, which are initialized
with a pair of the initial control-ßow location and the initial abstract data state.
In every iteration of the while loop, the algorithm takes one abstract state from
the set waitlist and computes successors, as long as the Þxed point is not reached.
Algorithm 1(b) is not guaranteed to terminate if the semi-lattice is inÞnite; software
model checking in general is a semi-decidable analysis. If there is no abstract state
in the set reached that entails the new abstract state, then the new abstract state is
added to the sets reached and waitlist. The join operation is never called, and thus,
the set of reached abstract states contains all nodes that an abstract reachability tree
(ART) [13] would contain (the edges of the actual tree are not necessarily stored;
but many model-checking algorithms do store an ART to support certain features,
such as error-path analysis [34]).

Example 5 We reconsider the example program from Fig. 1 and an abstract domain
for constant propagation. The model-checking algorithm computes a set reached
with the following entries: (2, {x=�,y=�,z=�}), (3, {x= 0,y=�,z=�}),
and (4, {x = 0,y = �,z = 0}). Following the then branch from program loca-
tion 4, the algorithm computes the entries (5, {x= 0,y= 1,z= 0}) and (9, {x= 1,
y = 1,z = 0}), and stores them in the set reached. For the else branch, the al-
gorithm computes the entries (7, {x= 0,y=�,z= 0}) and (9, {x = 0,y = �,
z= 1}). Although reached already has an entry for program location 9, this second
entry is stored in the set reached, and the correctness of the example program (in
terms of division by zero) is established: the value of variable x is always different
from the value of variable z.

16.3.4 Unified Algorithm Using Configurable Program Analysis

In theory, data-ßow analysis and model checking have the same expressive
power [108]. In this section, we explain the unifying framework of conÞgurable
program analysis [17, 18], a formalism and algorithm that makes it possible to
practically unify the approaches. Comparing the two Algorithms 1(a) and (b) again
reveals the similarity that motivates a uniÞed algorithm, and also the differences that
motivate the conÞgurable operators merge and stop, which we will deÞne below as
part of the conÞgurable program analysis and then use in the uniÞed Algorithm 2.
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Configurable Program Analysis (CPA). A configurable program analysis D =
(D,�,merge, stop) for a CFA (L, l0,G) consists of an abstract domain D, a trans-
fer relation �, a merge operator merge, and a termination check stop, which are
explained in the following. These four components configure our algorithm and in-
ßuence the precision and cost of a program analysis.

1. The abstract domain D = (C,E , [[•]]) is deÞned by the set C of concrete states,
a semi-lattice E = (E,8,7,�), and a concretization function [[•]].

2. The transfer relation �� E ×G× E assigns to each abstract state e possible
new abstract states e� that are abstract successors of e, and each transfer is labeled
with a control-ßow edge g.

3. The merge operator merge : E × E� E combines the information of two ab-
stract states. The operator weakens the abstract state (also called widening) that
is given as second parameter depending on the Þrst parameter (the result of
merge(e, e�) can be anything between e� and �).

Note that the operator merge is not commutative, and is not necessarily
the same as the join operator 7 of the lattice, but merge can be based on 7.
Later we will use the following merge operators: mergesep(e, e�) = e� and
mergejoin(e, e�)= e 7 e�.

4. The termination check stop : E × 2E � B checks whether the abstract state e
that is given as Þrst parameter is covered by the set R of abstract states given
as second parameter, i.e., every concrete state that e represents is represented by
some abstract state from R. The termination check can, for example, go through
the elements of the set R that is given as second parameter and search for a
single element that subsumes (8) the Þrst parameter, orÑif D is a power-set
domain9Ñcan join the elements of R to check whether

,
R subsumes the Þrst

parameter.
Note that the termination check stop is not the same as the partial order 8 of

the lattice, but stop can be based on 8. Later we will use the following termina-
tion checks (the second requires a power-set domain): stopsep(e,R)= (�e� 	R :
e8 e�) and stopjoin(e,R)= (e8

,
R).

The abstract domain on its own does not determine the precision of the analysis;
each of the four conÞgurable components (abstract domain, transfer relation, merge
operator, and termination check) independently contribute to adjusting both preci-
sion and cost of the analysis.

Unified Algorithm. In order to experiment with both data-ßow analysis and model
checking in one single algorithm, we unify the two algorithms using the operators
merge and stop of the conÞgurable program analysis.

Algorithm 2 abstracts from program locations and operates on two sets of ab-
stract states (abstract-domain elements), i.e., the program location is represented in
the abstract domain and is not specially treated anymore (classic data-ßow analyses

9A power-set domain is an abstract domain such that [[e1 7 e2]] = [[e1]] � [[e2]].
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Algorithm 2 CPA(D, e0)
Input: a CPA D= (D,�,merge, stop),

an initial abstract state e0 	E, where E denotes the set of elements of the lattice of D
Output: a set of reachable abstract states
Variables: a set reached�E, a set waitlist�E
1: waitlist := {e0}
2: reached := {e0}
3: while waitlist �= {} do
4: choose e from waitlist
5: waitlist := waitlist \ {e}
6: for each e� with e�e� do
7: for each e�� 	 reached do
8: // combine with existing abstract state
9: enew :=merge(e�, e��)

10: if enew �= e�� then
11: waitlist := (waitlist� {enew}) \ {e��}
12: reached := (reached� {enew}) \ {e��}
13: if ‹ stop(e�, reached) then
14: waitlist := waitlist� {e�}
15: reached := reached� {e�}
16: return reached

rely on an explicit representation of the program location). The sets reached and
waitlist are initialized with the initial abstract state for the given conÞgurable pro-
gram analysis. As in the previous algorithms, every iteration of the loop processes
one element from the set waitlist, and computes all abstract successors for that ab-
stract state. The set waitlist is empty if the Þxed point of the iteration is reached.

Now, for every abstract successor state, the algorithm merges the new abstract
state with every existing abstract state in the set reached. It depends solely on the
merge operator how often abstract states from reached are combined and how ab-
stractly they are combined. In the case that the merge operator does not produce a
new combined state, it simply returns the existing abstract state that was given as
second parameter. Otherwise, it returns a new abstract state that entails the exist-
ing abstract state. In the latter case, the existing abstract state is removed from the
sets reached and waitlist and the new abstract state is added to the sets reached and
waitlist. (Obviously, an efÞcient implementation of the algorithm applies optimiza-
tion to the for each loop from line 7 to line 12, e.g., using partitions or projections
for the set reached.)

After the current abstract successor state has been merged with all existing ab-
stract states, the stop operator determines whether the algorithm needs to store the
current abstract state in the sets reached and waitlist. For example, if all concrete
states that are represented by the current abstract state are covered (i.e., also repre-
sented) by existing abstract states in the set reached, then the current state may be
ignored.

The set reached, at the Þxed point of the iteration, represents the program in-
variant. Such Þxed-point iterations and several other algorithms for constructing
program invariants are discussed in Sect. 16.6.



16 Combining Model Checking and Data-Flow Analysis 509

16.3.5 Discussion

Effectiveness. The effectiveness of an analysis refers to the degree of precision with
which the analysis determines whether a program satisÞes or violates a given spec-
iÞcation (number of false positives and false negatives). Model checking has a high
degree of precision, due to the fact that all reachable abstract states are stored sep-
arately in the set of reachable states, i.e., model checking is automatically path-
sensitive due to never applying join operations (if the set of reachable abstract states
is seen as the reachability tree that represents execution paths). Data-ßow analysis
is often imprecise, when join operations are applied in order to reduce two abstract
states to one. In comparison to standard data-ßow analysis, power-set constructions
for increasing the precision (e.g., for making an analysis path-sensitive) are not nec-
essary in a conÞgurable program analysis: the effect can easily be achieved by set-
ting the merge operator to not join.

This is the strength of deÞning program analyses as CPA: the components ab-
stract domain, transfer relation, merge operator, and stop operator separate concerns
and provide a ßexible way of tuning these components or exchanging them with
others. For example, the merge operator encodes whether the algorithm works like
MFP, or MOP, or uses a hybrid approach (cf. the merge operator used in adjustable-
block encoding [22]). Each of the components has an important impact on the pre-
cision and performance of the program analysis.

Efficiency. The efficiency (also called performance) of an analysis measures the re-
source consumption of an algorithm (in time or space). The resources required for
an analysis often decide whether the analysis should be applied to the problem or
not. For example, the run time of a data-ßow analysis is determined by the height of
the abstract domainÕs lattice, the size of the control-ßow automaton, and the number
of variables in the program. Most of the classic data-ßow analyses are efÞcient (low
polynomial run time) and can be used in compilers for optimization. Model check-
ing sometimes requires resources exponential in the program size (if terminating at
all). Due to the high precision of typical model-checking domains, such as predi-
cate abstraction, the sub-problem of computing an abstract successor state is often
NP-hard already.

Iteration Order. The iteration order deÞnes the sequence in which abstract states
from the set waitlist are processed by the exploration algorithm. We did not discuss
this parameter because it is orthogonal to the difference between data-ßow analysis
and model checking, i.e., most iteration orders can be used for both techniques. In
Algorithm 2, the iteration order is implemented in the operator choose. The most
simple iteration orders are breadth-Þrst search (BFS) and depth-Þrst search (DFS).
The iteration order DFS is often not advisable for data-ßow analysis, because after
each join operation, the algorithm has to re-explore all successors of abstract states
that represent more concrete states after the join. For model checking, both orders
are applicable, while some existing implementations of model-checking tools prefer
the DFS order (e.g., BLAST [13]). The best iteration order is often a combination of
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both, for example by using a topological (reverse post-order) algorithm in which
DFS is performed until a meet point, while further exploration has to wait for the
control ßow to arrive via all other branches [22]. Also chaotic iteration orders [29]
were investigated and found to be useful. More details can be found in Sect. 16.6.1.

16.3.6 Composition of Configurable Program Analyses

Different CPAs have different strengths and weaknesses, and therefore, we need
to construct combinations of component analyses to pick the advantages of several
components, in order to achieve more effective program analyses.

Composite. A conÞgurable program analysis can be composed of several conÞg-
urable program analyses [17]. A composite program analysis C = (D1,D2,�×,
merge×, stop×)10 consists of two conÞgurable program analyses D1 and D2 shar-
ing the same set C of concrete states with E1 and E2 being their respective sets of
abstract states, a composite transfer relation �× � (E1 × E2)×G× (E1 × E2),
a composite merge operator merge× : (E1 × E2)× (E1 × E2)� (E1 × E2), and
a composite termination check stop× : (E1 × E2)× 2E1×E2 � B. The three com-
posites �×, merge×, and stop× are expressions over the components of D1 and D2
(�i ,mergei , stopi , [[•]]i ,Ei,8i ,7i ,�i ), as well as the operators 9 and 3 (deÞned
below). The composite operators can manipulate lattice elements only through those
components, never directly (e.g., if D1 is already a result of a composition, then we
cannot access the tuple elements of abstract states from E1, nor redeÞne merge1).
The only way of using additional information is through the operators 9 and 3.

Strengthen. The strengthening operator 9 :E1×E2 �E1 computes a stronger ele-
ment from the lattice set E1 by using the information of a lattice element from E2;
it has to meet the requirement 9(e, e�)8 e. The strengthening operator can be used
to deÞne a composite transfer relation �× that is stronger than a direct product
relation. For example, if we combine predicate analysis and constant propagation,
the strengthening operator 9CO,P can ÒsharpenÓ the explicit-value assignment of the
constant propagation (cf. Sect. 16.4.2) by considering the predicates in the predicate
analysis (cf. Sect. 16.4.4).

Compare. Furthermore, we allow the deÞnitions of composite operators to use the
compare relation 3�E1 ×E2, to compare elements of different lattices.

Composition. For a given composite program analysis C = (D1,D2,�×,merge×,
stop×), we can construct the conÞgurable program analysis D× = (D×,�×,
merge×, stop×), where the product domain D× is deÞned as the direct product

10We extend this notation to any Þnite number of Di .
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of D1 and D2: D× = D1 × D2 = (C,E×, [[•]]×). The product lattice is E× =
E1 × E2 = (E1 ×E2,8×,7×, (�1,�2)) with (e1, e2) 8× (e�1, e

�
2) if e1 81 e�1 and

e2 82 e�2 (and for the join operation the following holds (e1, e2)7× (e�1, e
�
2)= (e1 71

e�1, e2 72 e�2)). The product concretization function [[•]]× is such that [[(d1, d2)]]× =
[[d1]]1 � [[d2]]2.

The literature agrees that this direct product itself is often not sharp enough [36,
39]. Even improvements over the direct product (e.g., the reduced product [28, 39]
or the logical product [61]) do not solve the problem completely. However, in a
conÞgurable program analysis, we can specify the desired degree of ÒsharpnessÓ in
the composite operators �×, merge×, and stop×. For a given product domain, the
deÞnitions of the three composite operators determine the precision of the resulting
conÞgurable program analysis. In previous approaches, a redeÞnition of basic op-
erations was necessary, but using conÞgurable program analysis, we can reuse the
existing abstract interpreters. For certain numerical abstract domains, the composite
transfer relation can be automatically constructed: if the abstract domains of two
given CPAs fulÞll certain requirements (convex, stably inÞnite, disjoint) then the
most precise abstract transfer relation can be computed [61].

16.4 Classic Examples (Component Analyses)

We now deÞne and explain some well-known classic example analyses, in order to
demonstrate the formalism of conÞgurable program analysis. We use the notations
that were introduced in Sects. 16.3.1, 16.3.4, and 16.3.6.

16.4.1 Reachable-Code Analysis

The reachable-code analysis (also known as dead-code analysis) identiÞes all lo-
cations of the control-ßow automaton that can be reached from the program entry
location. This classic analysis tracks only syntactic reachability, i.e., the operations
are not interpreted.

The location analysis is a conÞgurable program analysis L = (DL ,�L ,mergeL ,
stopL ) that tracks the reachability of program locations and consists of the following
components:

1. The abstract domain DL is based on the semi-lattice for the set L of program
locations: DL = (C,L , [[•]]), with L = (L � {�},8,7,�) (also called a Òßat
semi-latticeÓ), l 8 �, and l �= l� � l �8 l� for all elements l, l� 	 L (this implies
�7 l =�, l 7 l� = � for all elements l, l� 	 L, l �= l�), and [[�]] = C, and for all
l 	 L: [[l]] = {c 	 C | c(pc)= l}.

The element � represents the fact that the program location is not known.
2. The transfer relation �L has the transfer l

g
�L l� if g = (l,op, l�), and has the

transfer �
g
�L� for all g 	G.



512 D. Beyer et al.

The transfer relation determines the syntactic successor in the CFA without
considering the semantics of the operation op.

3. The merge operator does not combine elements when the control ßow meets:
mergeL =mergesep.

4. The termination check considers abstract states individually: stopL = stopsep.

This (simple) abstract domain can be used to perform a syntactic reachability
analysis, for example to eliminate control-ßow operations that can never be exe-
cuted. More importantly, this CPA can be used to track the program location when
combined with other CPAs, in order to separate the concern of location tracking
from other analyses. In practice, a semantic reachable-code analysis would be pre-
ferred to search for dead code, for example using a predicate analysis, as was done
in the context of model-checking-based test-case generation [7]. More details about
the connection between model checking and testing are provided in Chap. 19.

16.4.2 Constant Propagation

The constant-propagation analysis identiÞes variables that store constant values at
certain program locations, i.e., at a given program location, the value is always the
same. This classic domain of data-ßow analysis can be used to reduce the number
of variables in a program by substituting constants for variables.

The constant-propagation analysis is a conÞgurable program analysis CO =
(DCO,�CO,mergeCO, stopCO) that tries to determine, for each program location,
the value of each variable, and consists of the following components (we use the
set L of program locations, the set X �= {} of program variables, and the set Z of
integer values):

1. The abstract domain DCO = (C,E , [[•]]) consists of the following three compo-
nents. The set C is the set of concrete states. The semi-lattice E represents the
abstract states, which store for a program location an abstract variable assign-
ment. Formally, the semi-lattice E = ((L� {�L})× (X�Z ),8,7, (�L, v�)),
with Z = Z � {�Z }, is induced by the partial order 8 that is deÞned as
(l, v)8 (l�, v�) if (l = l� or l� = �L) and �x 	X : v(x)= v�(x) or v�(x)=�Z .
(The join operator 7 yields the least upper bound, and v� is the abstract variable
assignment with v�(x) = �Z for each x 	 X.) A concrete state c matches a
program location l if c(pc)= l or l = �L. Similarly, a concrete state c is com-
patible with an abstract variable assignment v if for all x 	 X, c(x) = v(x) or
v(x) = �Z . The concretization function [[•]] assigns to an abstract state (l, v)
all concrete states that match the program location l and are compatible with the
abstract variable assignment v.

2. The transfer relation �CO has the transfer (l, v)
g
�(l�, v�) if

(1) g = (l,assume(p), l�) and 
(p, v) is satisÞable and for all x 	X:

v�(x)=

�
�

�

c if c is the only satisfying assignment of 
(p, v)
for variable x

v(x) otherwise
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where, given a predicate p over variables in X and an abstract variable as-
signment v, we deÞne 
(p, v) := p �

�
x	X,v(x)�=�Z

x = v(x) or
(2) g = (l,w := e, l�) and for all x 	X:

v�(x)=
�

eval(e, v) if x = w
v(x) otherwise

where, given an expression e over variables in X and an abstract variable
assignment v,

eval(e, v) :=

�
�

�

�Z if v(x)=�Z for some x 	X that occurs in e
z otherwise, where expression e evaluates to z when

each variable x is replaced by v(x) in e

or
(3) l = l� = �L and v� = v�.

3. The merge operator is deÞned by

mergeCO
�
(l, v),

�
l�, v�

��
=

�
(l, v) 7 (l�, v�) if l = l�
(l�, v�) otherwise

(The two abstract variable assignments are combined where the control ßow
meets.)

4. The termination check is deÞned by stopCO = stopsep.

Example 6 Consider the C function in Fig. 1(a) again, and construct a CPA for con-
stant propagation. The following lattice element is an example of an abstract state
that is reachable in the program code from Fig. 1(a): (4, {x �� 0, y �� �Z , z �� 0}).

Note that CPA CO performs an MFP computation, which is not precise enough
for proving the correctness of the function in Fig. 1(a). If we change the merge
operator mergeCO to mergesep, then we move from MFP to what corresponds to
abstract reachability trees (never join). This changed analysis is similar to explicit-
value analysis [24]. Explicit-state model checking is discussed in Chap. 5.

Example 7 Considering the example from Fig. 1 again, but using mergesep as
merge operator, we obtain the following two different abstract states for program
location 9: (9, {x �� 1,y �� 1,z �� 0}) and (9, {x �� 0,y �� �Z ,z �� 1}). This
proves that a division by zero is not possible.

16.4.3 Reaching Definitions

The reaching-deÞnitions analysis computes for every program location and for ev-
ery variable a set of assignment operations that may have deÞned the value of the
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variable (i.e., deÞnitions that ÒreachÓ the location). This classic domain of data-ßow
analysis (very similar to use-def analysis) is used in compiler optimization to in-
fer dependencies between operations [2], and in code-structure analysis to quan-
titatively measure the data-ßow [12]. Furthermore, in selective test-case genera-
tion [102], an efÞcient use-def analysis is necessary to determine which program
locations need to be covered by a test case (for a given changed deÞnition, we need
to compute all uses of that deÞnition).

An assigning CFA edge e is a reaching definition for program location l and
variable x if there exists a path in the CFA through edge e to program location l
without any (re-)deÞnition of x (compare with Sect. 16.2.3).

The reaching-definitions analysis is a conÞgurable program analysis RD =
(DRD,�RD,mergeRD, stopRD), which computes the set of reaching deÞnitions for
each program location, and consists of the following components (X is the set of
program variables):

1. The abstract domain DRD = (C,E , [[•]]) consists of the set C of concrete states,
the semi-lattice E , and the concretization function [[•]]. The semi-lattice is given
by E = ((L � {�L})× 2E,8RD,7RD, (�L,E)), where E � X × (L× L) is the
set of deÞnitions (variables paired with their deÞning edge) in the program, and
we deÞne (l, S)8RD (l�, S�) if (l = l� or l� = �L) and S � S�, which implies the
join operator:

(l, S) 7RD
�
l�, S�

�
=

�
(l, S � S�) if l = l�
(�L, S � S�) otherwise.

2. The transfer relation �RD has the transfer (l, S)�(l�, S�) if

(1) there exists a CFA edge g = (l,op, l�) 	G and

S� =

�
�

�

(S \ {(x, k, k�) | k, k� 	 L})� {(x, l, l�)} if op has the form
x :=<expr>;

S otherwise

or
(2) l = l� = �L and S� =E.

3. The merge operator is deÞned as

mergeRD
�
(l, S),

�
l�, S�

��
=

�
(l�, S � S�) if l = l�
(l�, S�) otherwise.

(The two sets of reaching deÞnitions are united where the control ßow meets.)
4. The termination check is deÞned as stopRD = stopsep.

Example 8 In the program of Fig. 1, variable x has the following reaching deÞni-
tions at location 9: {(x,2,3), (x,5,9)}.
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16.4.4 Predicate Analysis

For a given formula 
 and a set � of predicates, the Cartesian predicate abstrac-
tion (
)�C is the strongest conjunction of predicates from � that is implied by 
,
and the Boolean predicate abstraction (
)�B is the strongest Boolean combination
of predicates from � that is implied by 
.

Predicate analysis is a program analysis that uses predicate abstraction to con-
struct abstract states. The precision � of the predicate analysis is a Þnite set of
predicates that controls the coarseness of the over-approximation of the abstract
states. The precision can be reÞned during the analysis using CEGAR [34] and in-
terpolation [69], and there can be different values for the precision at different pro-
gram locations using lazy abstraction reÞnement [13, 71], however, for simplicity of
presentation, we assume a Þxed set of predicates. This classic domain of software
model checking became popular and successful in the last decade due to the recent
breakthroughs in decision procedures (SMT solvers) for Boolean formulas over ex-
pressions in the theory of linear arithmetic (LA) and equality with uninterpreted
functions (EUF).

The Cartesian predicate analysis is a conÞgurable program analysis P =
(DP,�P,mergeP, stopP), which uses Cartesian predicate abstraction and consists
of the following components (where the precision is given by the Þnite set � of
predicates over the set X of program variables, with false 	 � , that are tracked by
the analysis; for a set r � � of predicates, we write �r to denote the conjunction of
all predicates in r , in particular �{} = true):
1. The domain DP = (C,P, [[•]]) is based on the idea that regions are repre-

sented by conjunctions over a Þnite set of predicates. The semi-lattice is given
as P = (2� ,8,7,�), where the partial order 8 is deÞned as r 8 r � if r � r �
(note that if r 8 r � then �r implies �r � ). The least upper bound r 7 r � is given
by r � r � (note that �r7r � is implied by �r � �r � ). The element � = {} leaves
the abstract state unconstrained (true), i.e., every concrete state is represented.
We used the subsets of � as the lattice elements and their subset relationship as
the partial order; alternatively, one could deÞne a lattice for predicate abstrac-
tion using conjunctions over predicates from � as the lattice elements and their
formula-implication relationship as partial order. The concretization function [[•]]
is deÞned by [[r]] = {c 	 C | c |= �r}.

2. The transfer relation �P has the transfer r
g
�Pr � if post(�r , g) is satisÞable

and r � is the largest set of predicates from � such that �r implies pre(p,g)
for each p 	 r �, where post(�, g) and pre(�, g) denote the strongest post-
condition and the weakest pre-condition, respectively, for a formula �
and a control-ßow edge g. The two operators post and pre are deÞned
such that [[post(�, g)]] = {c� 	 C | �c 	 C : c

g
�c� � c |= �} and [[pre(�, g)]] =

{c 	 C | �c� 	 C : c
g
�c� � c� |= �}. The Cartesian abstraction of the successor

state is obtained by separate entailment checks for each predicate in � , which
can be implemented by |� | calls of a theorem prover.11

11A more efÞcient formulation of the same problem is based on the weakest pre-condition in order
to avoid existential quantiÞcation.
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3. The merge operator does not combine elements when the control ßow meets:
mergeP=mergesep.

4. The termination check considers abstract states individually: stopP= stopsep.

Note that the CPA P cannot run alone: it is a component analysis that works in a
composite analysis with the location analysis from Sect. 16.4.1 as another compo-
nent CPA. The analysis could in principle be designed such that the predicates in �
also constrain the program location, but this is not considered here.

The Þrst practical implementations of a program analysis with Cartesian pred-
icate abstraction were developed more than ten years ago (cf. SLAM [3, 4]
and BLAST [13, 71]). More recent advancements in predicate analysis use Boolean
abstraction [9] instead of Cartesian abstraction, and a complete temporal separation
of the computation of the predicate abstraction for a formula from the computa-
tion of the strongest post-condition for a program operation [22]. An overview of
Cartesian predicate abstraction is also given in Chap. 15, and of SAT solving in
Chap. 9.

16.4.5 Explicit-Heap Analysis

In the following, we outline a simple analysis of dynamic data structures on the heap
(as an extension of the simple programming language that we used so far), which is,
for example, used as a basis for an accelerated abstraction in shape analysis [18, 19];
we give only a coarse overview here.

The explicit-heap analysis is a conÞgurable program analysis H = (DH,�H,
mergeH, stopH), which tracks explicit heap structures up to a certain size and con-
sists of the following components:

1. The domain of the explicit-heap analysis stores concrete instances of data struc-
tures in its abstract states. Each abstract state represents an explicit, Þnite part
of the memory. An abstract state H = (v,h) of an explicit-heap analysis con-
sists of the following two components: (1) the variable assignment v :X� Z�
is a total function that maps each variable identiÞer (integer or pointer vari-
able) to an integer (representing an integer value or a structure address) or the
special value � (representing the value ÒunknownÓ); and (2) the heap assign-
ment h : Z %(F � Z�) is a partial function that maps every valid structure ad-
dress to a Þeld assignment, also called a structure cell (memory content). A Þeld
assignment is a total function that maps each Þeld identiÞer f 	 F of the struc-
ture to an integer, or the special value �. We call H an explicit heap. The initial
explicit heap H0 = (v0, {}), with v0(x)=� for every program variable x, repre-
sents all program states. Given an explicit heap H and a structure address a, the
depth of H from a, denoted by depth(H,a), is deÞned as the maximum length
of an acyclic path whose nodes are addresses and where an edge from a1 to a2
exists if h(a1)(f ) = a2 for some Þeld f , starting from v(a). The depth of H ,
denoted by depth(H), is deÞned as maxa	X depth(H,a).
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Fig. 3 Sample explicit heap for a doubly-linked list

2. The transfer relation �H has the transfer H
g
�HH � if H � = (v�, h�) is the ex-

plicit heap that results from applying the control-ßow edge g = (l,op, l�) to the
explicit heap H = (v,h) according to the semantics of op. The new variable
assignment v� maps every pointer variable p to � for which depth(H,p) > c,
where c is an analysis-dependent constant maximal depth value of the heap struc-
tures.12 (The analysis stops tracking structures that have a depth greater than the
maximal depth value.)

3. The merge operator does not combine elements when the control ßow meets:
mergeH =mergesep.

4. The termination check considers abstract states individually: stopH = stopsep.

Besides explicit-heap analysis, which can only serve as an auxiliary analysis or
for bounded bug Þnding, several approaches for symbolic-heap analysis were pro-
posed in the literature [16, 19, 32, 45, 75, 103].

Example 9 Figure 3 graphically depicts an explicit heap (v,h) that can occur in a
program operating on a structure elem {int data; elem� succ; elem� prev}, with
v = {l1 �� 1} and h= {
1 �� {data �� �,succ �� 2,prev �� 0},
2 �� {data �� �,succ �� 3,prev �� 1},
3 �� {data �� �,succ �� 4,prev �� 2},
4 �� {data �� �,succ �� 5,prev �� 3},
5 �� {data �� �,succ �� 0,prev �� 4}
}.

16.4.6 BDD Analysis

Binary decision diagrams (BDDs) [31] are a popular data structure in model-
checking algorithms. In the following, we deÞne a conÞgurable program analysis
that uses BDDs to represent abstract states. For the details, we refer to an article
on the topic [25]. An introduction to BDDs is given in Chap. 7 and to BDD-based
model checking in Chap. 8. Given a Þrst-order formula � over the set X of program
variables, we use B� to denote the BDD that is constructed from �, and [[�]] to
denote all variable assignments that fulÞll �. Given a BDD B over X, we use [[B]]
to denote all variable assignments that B represents ([[B�]] = [[�]]).

12The analysis has to apply garbage collection in heap assignments of the abstract states.
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The BDD analysis is a conÞgurable program analysis BPA = (DBPA,�BPA,
mergeBPA, stopBPA) that represents the data states of the program symbolically, by
storing the values of variables in BDDs. The CPA consists of the following compo-
nents (taken from [25]):

1. The abstract domain DBPA = (C,EB, [[•]]) is based on the semi-lattice EB of
BDDs, i.e., every abstract state consists of a BDD. The concretization func-
tion [[•]] assigns to an abstract state B the set [[B]] of all concrete states that
are represented by the BDD. Formally, the semi-lattice EB = ( )B,8,7,�)Ñ
where )B is the set of all BDDs and � =Btrue is the BDD that represents all
concrete states (1-terminal node)Ñis induced by the partial order 8 that is de-
Þned as: B 8B� if [[B]] � [[B�]]. The join operator 7 for two BDDs B and
B� yields the least upper bound B �B�.

2. The transfer relation �BPA has the transfer B
g
�B� with

B� =
�

B �Bp if g = (l,assume(p), l�) and [[B �Bp]] �= {}
(�w :B)�Bw=e if g = (l,w := e, l�).

3. The merge operator is deÞned by mergeBPA =mergejoin.
4. The termination check is deÞned by stopBPA = stopsep.

A complete program analysis can be instantiated by composing the CPA BPA
for BDD-based analysis with the CPA L for location analysis, in order to also track
the program locations.

16.4.7 Observer Automata

Many software veriÞers require the user to encode the safety property to be veri-
Þed as a reachability problem inside the program source code. It has been shown
that tools can provide more convenient and elegant speciÞcation languages for ex-
pressing safety properties separately from the program [5, 8]. This approach has
the advantages that the property need not be present in the program source code,
and that different properties can be checked independently (and possibly simultane-
ously). The software model checker BLAST [8] provides a transformation technique
that takes as input the original program and the speciÞcation, and produces an in-
strumented program. The instrumented program is then given to the standard model
checker, which simply checks for reachability of an error label.

This approach can be realized even more elegantly using a composite analysis
that transforms the speciÞcation into an observer automaton that runs in parallel
with the other analyses of the veriÞer in a composition. Such a strategy was imple-
mented, for example, in the software veriÞers BLAST [120], CPACHECKER [21], and
ORION [44].

A specification is an abstract description of a set of valid program paths for a
given program. We represent such a speciÞcation as an observer automaton that
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Fig. 4 Simple observer automaton

observes whether an invalid program path is encountered. Observer automata are
also called ÒmonitorsÓ in the literature and can be generated from temporal-logic
speciÞcations. This idea is also used in test-case generation, where (temporal) cov-
erage criteria are transformed into test-goal automata [20], and for re-playing error
witnesses [11, 26].

Example 10 Consider as speciÞcation that each user input that the program reads
(e.g., via scanf) must be validated by a call to a function validate before it is
consumed (e.g., via function consume). The observer automaton in Fig. 4 starts in
accepting state qinit, and switches to another accepting state qcheck when scanf is
called. From there, the automaton switches back to state qinit if function validate
is called, but it switches to a non-accepting sink state if the input value is consumed
without validation.

An observer automaton A = (Q,�, �, qinit,F ) for a CFA (L, l0,G) is a non-
deterministic Þnite automaton, with the Þnite set Q of control states, the alphabet
� � 2G × consisting of pairs that consist of a Þnite set of CFA edges and a state
condition, the transition relation � �Q×� ×Q, the initial control state qinit 	Q,
and the set F of Þnal control states (usually, all control states except the error control
state qerr 	Q are accepting control states, i.e., F =Q \ {qerr}). Let p 	Q be the
current state of an automaton A. The meaning of a transition (p, (D,�), q) 	 � is
as follows: for a given control-ßow edge g of the program analysis, the successor
control state is control state q if the edge g matches one of the edges in the set D
of edges. In combination with another CPA, using a strengthening operator, the
successor state can be required to fulÞll condition � (a later section will describe
this). The observer automaton A accepts all program paths that have not reached the
error control state, and rejects all program paths that reach the error control state.
The speciÞcation that the observer automaton represents is fulÞlled if all program
paths are accepted by the observer automaton.

The observer analysis for an observer automaton A is a conÞgurable program
analysis O= (DO,�O,mergeO, stopO), that tracks the control state of the observer
automaton A= (Q,�, �, qinit,F ), with � � 2G× , and consists of the following
components (for a given CFA (L, l0,G)):

1. The abstract domain DO = (C,Q, [[•]]) consists of the set C of concrete states,
the semi-lattice Q, and a concretization function [[•]]. The semi-lattice Q =
(Z,8,7,�Q), with Z = (Q � {�}) ×  , consists of the set Z of abstract
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data states, which are pairs of a control state from Q (or special lattice ele-
ment) and a condition from  , a partial order 8, the join operator 7, and the
top element �Q . The partial order 8 is deÞned such that (q,�) 8 (q �,� �) if
(q � = � or q = q �) and � � � �, the join 7 is the least upper bound of two ab-
stract data states, and the top element �Q = (�, true) is the least upper bound
of the set of all abstract data states. The concretization function [[•]] : Z� 2C is
a mapping that assigns to each abstract data state (q,�) the set [[�]] of concrete
states.

2. The transfer relation �O has the transfer (q,�)
g
�O(q �,� �) if the observer au-

tomatonA has a transition (q, (D,� �), q �) 	 � such that g 	D. The condition � �
of the state transition is stored in the successor in order to enable a compos-
ite strengthening operator to strengthen the successor abstract data state of an-
other component analysis in the composite analysis using information from con-
dition � �.

3. The merge operator combines elements with the same control state:

mergeO
�
(q,�),

�
q �,� �

��
=

�
(q �,� �� �) if q = q �
(q �,� �) otherwise.

4. The termination check considers control states and conditions of the automaton
individually: stopO = stopsep.

16.5 Combination Examples (Composite Analyses)

We describe several examples in which component analyses are assembled into
composite analyses that are neither pure data-ßow analyses nor pure model check-
ing. We show that such combinations are relatively easy to express in the CPA for-
malism, and explain what is taken from which approach and why it is useful to
combine them.

16.5.1 Predicate Analysis + Constant Propagation

ÒPredicated latticesÓ are a practical combination of the predicate-abstraction do-
main with a classic data-ßow domain [49]. The predicate analysis behaves as in
model checking: abstract predicate states are never joined. The composite analysis
performs a merge of two composite abstract states as follows: if the two component
abstract states of the predicate analysis are equal, then the two component abstract
states of the data-ßow analysis are joined and the composite analysis stores one
composite abstract state, otherwise the composite analysis stores two separate com-
posite abstract states.
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Given the CPA P for predicate analysis and any CPA for data-ßow analysis,
for example, the CPA CO for constant propagation. The composite program anal-
ysis CPCO = (L ,P,CO,�×,merge×, stop×) for a predicated constant propaga-
tion consists of the following components: the CPA L for location tracking from
Sect. 16.4.1, the CPA P for predicate analysis from Sect. 16.4.4, the CPA CO for
constant propagation from Sect. 16.4.2, the composite transfer relation �×, the
composite merge operator merge×, and the composite termination check stop×.
The composite transfer relation �× has the transfer (e1, e2, e3)

g
�×(e�1, e

�
2, e

�
3) if

e1
g
�L e�1 and e2

g
�Pe�2 and e3

g
�COe�3. The composite merge operator merge× is de-

Þned by

merge×
�
(e1, e2, e3),

�
e�1, e

�
2, e

�
3

��

=
�
(e1, e2,mergeCO(e3, e�3)) if e1 = e�1 and e2 = e�2
(e�1, e

�
2, e

�
3) otherwise.

The composite termination check is deÞned by stop× = stopsep.
For the combination of predicate analysis with a data-ßow analysis for pointers,

it has been shown that this conÞguration can signiÞcantly improve the veriÞcation
performance [49].

16.5.2 Predicate Analysis + Constant Propagation + Strengthen

Now we extend the above composite program analysis by using a strengthening
operator in the transfer relation. Again, a strengthening operator 9 :E1 ×E2 �E1
takes an abstract state e1 	 E1 as input and uses information stored in an abstract
state e2 	E2 from another CPA to constrain (ÒstrengthenÓ) the set of concrete states
that the resulting abstract state 9(e1, e2) represents.

We use a strengthening operator of the concrete type 9CO,P :ECO×EP�ECO,
i.e., it strengthens a variable assignment from the constant propagation with an ab-
stract state from the predicate analysis (set of predicates that are satisÞed). The
strengthening operator 9CO,P(v, r) is deÞned, if 
v � 
r is satisÞable, as follows,
for every variable x:

9CO,P(v, r)(x)=
�
c if c is the only satisfying assignment of 
v � 
r for x
v(x) otherwise

where 
v :=
�
x	X,v(x)�=�Z

x = v(x).
We now deÞne the transfer relation for the new composite program analysis:

The composite transfer relation �× has the transfer (e1, e2, e3)
g
�×(e�1, e

�
2, e

�
3) if

e1
g
�L e�1, and e2

g
�Pe�2, and e3

g
�COe��3 , and 9(e��3 , e

�
2) is deÞned, and e�3 =9(e

��
3 , e

�
2).

This combined analysis is more precise than the component analyses alone,
which will be illustrated in the following example. A more ßexible extension of this
combination was presented using the concept of dynamic precision adjustment [18].
Experiments with this extension have shown that combinations with strengthening
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Fig. 5 Example C function, used to illustrate predicated lattices with strengthening. Neither pred-
icate analysis, nor constant propagation, nor a predicated lattice without strengthening are precise
enough to prove the correctness of this function, but the combination with strengthening is

operators can be more effective and more efÞcient than Cartesian products of analy-
ses. While the effects of such Òreduced productsÓ [39] have been known for decades,
the framework of conÞgurable program analysis enables us to express such combi-
nations in a simple and elegant implementation.

Example 11 Consider the example program in Fig. 5, which extends the previous
example with a non-linear expression. The safety property to be checked is that no
division by zero is executed. Suppose we use a predicate analysis for the theory of
linear arithmetics (LA) and equalities with uninterpreted functions (EUF), with the
precision (i.e., set of predicates to track) {x= 1,z= 1,z= 5,y
 1,y
 1} and a
constant-propagation analysis.

The predicate analysis with location tracking does not succeed in proving this
example safe: At program location 7, we have the predicate abstract data state
x= 1 � z= 1 � y
 1. At program location 10, we have the abstract data
state x= 1 � z= 1 � y
 1 � y
 1. At program location 11, however, we
have no information about z, due to the fact that the non-linear operation Ò*Ó is
modeled as an uninterpreted function, resulting in the following abstract data state:
x= 1 � y
 1 � y
 1. Thus, the analysis conservatively assumes that the program
can fail with a division by zero. This cannot be remedied by adding other predicates.

The constant propagation stores the value � for program variable y after the
assume operations from the if statements in lines 4 and 7, and thus, also cannot
determine the value of z before the division is computed, and conservatively reports
that the division might fail.

Also the Òpredicated latticeÓ (without strengthening) from Sect. 16.5.1 is not pre-
cise enough to prove that a division by zero cannot occur. Although the analysis is
now path-sensitive with respect to the predicates, the constant propagation (which
can precisely interpret the multiplication) cannot determine the value of program
variable y, and the predicate analysis cannot determine the result of the multiplica-
tion, regardless of the predicates used.

The composite analysis with strengthening can transfer information from
the predicate abstract data states to the variable assignments of the constant-
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Fig. 6 Example observer automaton with conditions

propagation analysis. At program location 10, we have the abstract data state
x= 1 � z= 1 � y
 1 � y
 1 for the predicate analysis and {x �� 1,y �� �,
z �� 1} for the constant-propagation analysis. Now, the composite analysis does
not store the direct product of these two abstract data states as a composite abstract
state, but Þrst strengthens the variable assignment, in particular, of variable y: the
only value for y that satisÞes the predicate abstract data state is 1, and therefore,
the new variable assignment after strengthening is {x �� 1,y �� 1,z �� 1}. The
constant-propagation analysis can now compute a value not equal to � for program
variable z for the assignment from location 10 to 11, and thus, is able to prove the
program correct, i.e., that there is no division by zero.

16.5.3 Predicate Analysis + Explicit-Heap Analysis

Similarly to the analysis that incorporates the results of an inexpensive constant-
propagation analysis into a predicate analysis, we can enhance the analysis by us-
ing the result of the explicit-heap analysis. Of course, in order to keep the analysis
practically relevant, the threshold for the heap analysis should be small. This way,
information about the heap that is normally not tracked by the predicate analysis
can be fed to the predicate analysis via a composite strengthening operator, in order
to make the path decisions of the predicate analysis more precise. A combination
of an abstract domain with an explicit-heap analysis was used already in a differ-
ent context [19], where a symbolic abstract shape representation was extracted from
the explicit-heap results. The combination was shown to be able to verify more
programs than the component analyses alone. This direction of combinations of
program analyses is largely unexplored in the literature.

16.5.4 Predicate Analysis + Observer Automata

The following example observer automaton contains conditions at the transitions,
but the observer analysis from Sect. 16.4.7 is not able to respect the conditions.
After the motivating example, we introduce a combination analysis that is able to
consider the conditions during the state-space exploration.

Example 12 Let us consider a speciÞcation that requires the pre-condition x > 0�
y < 0 to be fulÞlled whenever function foo is called. Figure 6 shows an observer
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automaton for this speciÞcation, with initial state qinit and error state qerr . The
observer automaton starts in control state qinit . As long as the exploration of the
program encounters only control-ßow edges different from gfoo, the automaton stays
in control state qinit . Once a control-ßow edge gfoo is taken in the exploration, our
observer automaton has to consider the conditions at the transitions for gfoo: if the
condition � = x > 0� y < 0 is fulÞlled (speciÞcation satisÞed) then the automaton
stays in (accepting) control state qinit , otherwise the observer automaton switches
to (non-accepting) control state qerr . The error state qerr is a sink state and thus the
explored program path will be rejected (because it violates the speciÞcation).

We construct a composite program analysis that runs both the predicate analysis
and the observer analysis as components. The resulting program analysis combines
the abstract data states in such a way that (1) it uses information from the predicate
analysis to determine the actual transition switch of the observer automaton, and
(2) it marks all paths through the program that violate the speciÞcation with the
control state qerr:

1. The composite domainD× =DP×DO is the product of the component domains
DP for the predicate analysis and DO for the observer analysis.

2. The transfer relation �× has the transfer (�, (q,�))
g
�×(��, (q �,� �))

if �
g
�P��, and (q,�)

g
�O(q �,� �), and 9P,O(��, (q �,� �)) is deÞned. The strength-

ening operator 9P,O is deÞned only if �� �� � is satisÞable, in which case it re-
turns �� �� � as the abstract data state of the predicate analysis. In other words,
the strengthening operator (a) eliminates successors of the observer automaton
with conditions that contradict the abstract state of the predicate analysis and
(b) restricts the abstract state of the predicate analysis to those concrete states
that satisfy the condition of the observer automaton. The strengthening operator
is necessary because both (a) and (b) can be evaluated only after the successors
of all participating CPAs are known.

3. The merge operator keeps different abstract states separate: merge× =mergesep.
4. The termination check considers abstract states individually: stop× = stopsep.

Note on Soundness. The strengthening operator might replace the original abstract
state by a new abstract state that represents fewer concrete states. To guarantee
soundness of the composition program analysis, the observer automaton must not
restrict the program exploration of other analyses, i.e., for all control states q 	Q,
the disjunction of the conditions � �i of all transitions (q, (Di,� �i ), qi) that leave
control state q must be equivalent to true.13

There are applications for which the soundness requirement is not desirable and
the automata are used to control (restrict) the program exploration of the other
analyses, for example, as used in test-goal automata [20] and error-witness au-
tomata [11, 26].

13This soundness requirement is easy to fulÞll on the syntactical level by using a SPLIT operation
in the deÞnition of transitions of the automaton. The transition syntax SPLIT(x > 0� y < 0, qinit ,
qerr), for example, deÞnes the two transitions from control state qinit to qinit and to qerr (cf. Fig. 6).
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16.6 Algorithms for Constructing Program Invariants

While the previous section focuses on abstract domains and how to practically com-
bine abstract domains from data-ßow analysis with abstract domains from model
checking in a unifying, conÞgurable framework, this section discusses different al-
gorithmic styles that are used to compute program invariants in data-ßow analysis
and model checking.

The general idea is to construct a witness that proves the correctness or incor-
rectness of the program. To show that a program violates a property, an error path
(counterexample [34], exchangeable error witness [11]) is constructed. To show that
a program satisÞes a property, a program invariant (main ingredient of a correct-
ness proof ) is constructed; program invariants can be stored as certificates [70] or
exchangeable correctness witnesses [10]. The program invariants look different de-
pending on the algorithm that is used to construct it.

Both data-ßow analysis and model checking construct over-approximations of
the reachable concrete states (Algorithm 1). For data-ßow analysis, the program
invariant is a function reached, which assigns to each reachable program location
an over-approximation of all concrete data states that can occur at that location.
For model checking, the program invariant is a set reached, which contains a set
of abstract states that contain all concrete states of the program (possibly many
abstract states for the same program location, depending on how path-sensitive the
analysis is).

If the program invariant is computed via a Þxed-point iteration, then the pro-
gram invariant is called the solution for the fixed-point problem. In the follow-
ing, we describe different algorithmic approaches to compute program invariants
(Þxed points).

16.6.1 Iterative and Monotonic Fixed-Point Approaches

The most commonly known and used algorithm for computing a program invariant
consists of an iteration that initializes the unknown program invariants to a lower
bound (or upper bound) of the abstract values and then updates them monotonically
to compute a least (or greatest) Þxed point over the underlying abstract domain or
invariant language (cf. Sects. 16.2.2 and 16.3.2). This technique is used in various
standard approaches to data-ßow analysis and model checking. One notable dimen-
sion for analyses in this category is whether the analysis is forward or backward.

Forward analyses start from pre-conditions and propagate them forward (iter-
atively across loops until a Þxed point is reached) to compute invariants at vari-
ous program locations. Forward analyses have the advantage of not requiring the
code to be annotated with post-conditions and hence can generate invariants not
only for program veriÞcation but also for applications such as compiler optimiza-
tion. The key challenge in designing a forward analysis is to design abstract trans-
fer relations and merge operators (including join and widen) that can compute
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over-approximations of strongest post-conditions (cf. Sect. 16.3.5). Such trans-
fer relations are known for a variety of abstract domains, including linear arith-
metic [41, 92], uninterpreted functions [57], combination of linear arithmetic and
uninterpreted functions [61], heap-shape domains [16, 45, 103], combination of
arithmetic and heap-shape domains [55], and quantiÞed array properties [56].

Backward analyses typically require post-conditions to start with, but have the
advantage of being goal-directed. The key challenge in backward analysis is to
have an abduct procedure for computing under-approximations of weakest pre-
conditions (as opposed to forward abstract transfer relations, which perform over-
approximations of strongest post-conditions). Such procedures are known for some
abstract domains including linear arithmetic [62], uninterpreted functions [62], com-
binations of linear arithmetic and uninterpreted functions [60], and heap shapes [32].
Backward analyses have received less attention in terms of research projects com-
pared to forward analyses, but become more important in the context of combination
of forward and backward reachability analysis [119].

Another notable dimension for analyses in this category is the order of itera-
tion (cf. Sect. 16.3.5). In Algorithm 2, the iteration order is encoded in the operator
choose, which selects the next abstract state to explore from the set waitlist of ab-
stract states that are still to be processed. Besides the two simple graph-traversal or-
ders depth-Þrst search (DFS) and breadth-Þrst search (BFS), there are many possible
implementations of the choose operator, such as random order, chaotic order [29],
post-order, reverse post-order [22], topological order, and many more (e.g., [88]).

16.6.2 Counterexample-Guided Abstraction Refinement

One of the challenges in data-ßow analysis and model checking is to automatically
construct an abstract model of a program, or more precisely, the level of abstraction
for a given abstract domain. Many classic analyses hard-wire the abstraction level
into the abstract domain, but the precision of the analysis can also be treated as a
separate concern [18]. For example, if the abstract domain is taken from constant
propagation, then the precision can be a set of variables and determine which vari-
ables are tracked; if the abstract domain is predicate abstraction, the precision is the
set of predicates that are tracked.

The problem of computing an appropriate precision can be solved by counter-
example-guided abstraction reÞnement (CEGAR) [34]. This technique works or-
thogonally to the above-mentioned iteration techniques. The analysis approach (e.g.,
iterative) starts with a coarse precision (very abstract model), and successively re-
Þnes the abstract model by adding information to the precision. If the analysis Þnds
a violation of the property to be veriÞed, then the abstract error path is analyzed. If
the abstract error path represents a concrete error path (executable violation), then
the analysis can stop and report the violation. If the abstract error path does not
represent a concrete error path (infeasible path) then that path was found due to a
too-coarse (too imprecise) abstract model, and the abstract error path can be used
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to Þnd out what information is necessary to track in the abstract model in order to
eliminate this abstract error path from further explorations. The extracted informa-
tion is added to the precision, the set of reached abstract states is updated, and the
analysis continues.

While CEGAR is most popular for predicate analysis, the technique has also been
explored for value analysis [24, 96] and symbolic execution [23]. There are several
techniques to extract information from counterexamples, for example, extraction
from syntax and weakest pre-conditions using a set of heuristics [4, 13, 21, 35],
using Craig interpolation [13, 21, 42, 69], and using invariant synthesis [15]. More
details are provided in Chap. 14 on interpolation and in Chap. 13 on CEGAR.

16.6.3 Template- and Constraint-Based Approaches

Constraint-based approaches construct the program invariant by guessing a second-
order template for each necessary loop invariant such that the only unknowns in
the second-order template are Þrst-order quantities. Then, the approach generates
constraints over those Þrst-order unknowns (after substituting the guessed form into
the program invariant). The generated constraints are existentially quantiÞed in the
Þrst-order unknowns, but universally quantiÞed in the program variables. The chal-
lenge of solving these constraints is to have a procedure to eliminate the universally
quantiÞed variables from the constraints, and then solve the constraints for the exis-
tentially quantiÞed variables by using some off-the-shelf constraint solver.

Consider the following example program:

Suppose we guess that the loop invariant that is required to prove the assertion is of
the form ax+by+ cn+d = 0, where a, b, c, and d are unknown integer constants.
Substituting this loop-invariant template into the program invariant for the above
program yields the following constraints for the loop head, where all program vari-
ables x, y, and n are universally quantiÞed:

n> 0 � x= 0 � y= 1 � ax+ by+ cn+ d = 0

ax+ by+ cn+ d = 0 � x= n � y= 2n+ 1

ax+ by+ cn+ d = 0 � x �= n � (ax+ by+ cn+ d = 0)[x��(x+1),y��(y+2)].

FarkasÕ lemma can be used to eliminate universally quantiÞed variables from the
above constraint, thereby obtaining the following constraint:

c= 0 � b+ d = 0 � 2b+ a + c= 0 � b �= 0.

An off-the-shelf Þrst-order constraint solver may now generate the solution
a =�2, b= 1, d =�1, thereby yielding the invariant y = 2x + 1.
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This kind of invariant-computation technique has been developed for a variety of
abstract domains including linear inequalities [104], disjunctions of linear inequal-
ities [58], non-linear inequalities [63, 105], combination of linear inequality and
uninterpreted functions [14], predicate abstraction [15, 59], and quantiÞed invari-
ants [111]. The key component in the algorithms for these domains is often a novel
procedure to eliminate universal quantiÞcation.

16.6.4 Proof-Rule-Based Approaches

Approaches that are based on proof rules require the analysis designer to have a
good understanding of the design patterns (for loop behaviors) that occur in practice,
and then to develop proof rules for each of these design patterns. The beauty of this
approach is that it usually enables the analysis of program loops by simply reasoning
about their (loop-free) bodies in order to identify the appropriate design pattern and
apply the corresponding rule. The reasoning about loop-free code fragments can be
done using off-the-shelf SMT solvers. This approach has been applied for a variety
of program analyses, including symbolic computational-complexity analysis [64],
continuity analysis [33], and variable-bound analysis [54].

Example 13 If the transition system of a loop implies that x� = x<< 1 � x �= 0 or
x� = x&(x� 1) � x �= 0, then LSB(x) is a ranking function for that loop (where x
is any loop variable, x� denotes the update to that loop variable, and LSB(x) returns
the least signiÞcant bit of x, and << and & represent bitwise-left-shift and bitwise-
and operators respectively) [64]. As another example, if the transition system of
a loop is of the form s1 � s2, and r1 and r2 are ranking functions for s1 and s2,
respectively, and s1 (resp., s2) implies that r2 (resp., r1) is non-increasing, then the
number of iterations of the loop above is bounded by Max(0, r1)+Max(0, r2) [64].
Note that these judgments about loop properties require discharging standard SMT
queries that are constructed using transition systems that represent loop-free code
fragments.

16.6.5 Iterative, but Non-monotonic Approaches

There are techniques for computing Þxed points that are iterative and converging,
but have non-monotonic progress towards a Þxed-point solution [50]. In each of the
two techniques that we explain below, the non-monotonic iteration has the unifying
property that the distance between the iterated abstract states and a Þxed-point so-
lution (according to some underlying distance measure) decreases in each iteration
(as in the case of NewtonÕs method for computing the roots of an equation).

Probabilistic Inference. Inspired by techniques from machine learning, we can pose
the problem of computing a program invariant as an inference in probabilistic graph
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models, which allows the use of probabilistic inference techniques like belief prop-
agation, in order to perform the Þxed-point computation. This technique requires us
to develop appropriate distance measures between any two abstract states of an ab-
stract domain (which traditionally is equipped with only a partial order) to guide the
progress of the probabilistic inference algorithm. This technique has been applied to
discovering disjunctive quantiÞer-free invariants on numerical programs [53]. The
algorithm iteratively selects a program location randomly and updates the current
abstract state to make it more locally consistent with respect to the abstractions at
the neighboring program locations (as per the underlying distance measure, until
convergence). Interestingly, this simple algorithm was shown to converge in a few
rounds for the chosen benchmark examples, yielding the desired invariants. The dis-
tance measure, for a pair of abstract states e1 and e2, was chosen to be proportional
to the number of pairs (i, j) such that ei1 does not imply ej2 , where


n
i=1 e

i
1 is the

disjunctive normal form representation of e1 and
�m
j=1 e

j
2 is the conjunctive normal

form representation of e2. (Note that if e1 implies e2 then each ei1 implies each ej2 .)
Observe that the local inconsistency of the abstract state at a program location is
thus a monotonic measure of the set of abstract states that are not consistent with
the abstract states at the neighboring program locations.

Learning. Inspired by techniques from concept learning, we can pose the problem of
computing a program invariant as an instance of algorithmic learning that requires
an oracle to answer simpler questions about the invariant, such as whether a given in-
variant is the desired one (equivalence question), or whether a given state is a model
of the desired invariant (membership question). This technique has been applied to
discover quantiÞer-free invariants [76] as well as quantiÞed invariants [83].

16.6.6 Comparison with Standard Recurrence Solving

The three techniques Òiterative monotonic,Ó Òtemplate-based,Ó and Òproof-rule-
basedÓ for computing program invariants bear striking similarity to the three stan-
dard techniques that have long been known in the area of algorithms for generating
closed form upper/lower approximations for recurrences [37]. A recurrence is an
equation or inequality that describes a function in terms of its value on smaller in-
puts. Recurrences are useful to describe the run time of recursive algorithms.

Substitution Method. The substitution method guesses the template of the solution
and then generates constraints (over the Þrst-order unknowns in the guessed tem-
plate) after substituting the guessed template into the recurrence relation. Any solu-
tion to the generated constraints is a valid solution to the recurrence relation. This
method is powerful, but requires a template of the answer to be guessed, which takes
experience and sometimes requires creativity.



530 D. Beyer et al.

Example 14 Consider the problem of computing a closed form solution for the re-
currence T (n) = T (n � 1) + 6n with the boundary condition T (1) = 2. Suppose
we guess that the solution is of the form T (n)= an3 + bn2 + cn+ d , for some (un-
known) constants a, b, c, and d . Substituting the guessed form into the recurrence
relation and the boundary conditions yields the following constraints:

an3 + bn2 + cn+ d � a(n� 1)3 + b(n� 1)2 + c(n� 1)+ d + 6n,

a + b+ c+ d � 2.

These constraints imply a = 0, c = b = 3, and d = �4. This yields the solution
T (n)= 3n2 + 3n� 4.

Iteration Method. The idea of the iteration method is to expand (iterate) the recur-
rence and express it as a sum of terms that are dependent only on n and the initial
conditions. Techniques for evaluating sums can then be used to provide bounds on
the solution.

Example 15 Consider the recurrence T (n)= 3T (/n/40)+ n. We iterate it and then
express it as a summation as follows (using the observation that the sub-problem
size hits n= 1 when i exceeds log4 n):

T (n) = n+ 3T
�
/n/40

�

= n+ 3
�
/n/40 + 3T

�
/n/160

��

= n+ 3
�
/n/40 + 3

�
/n/160 + 3T

�
/n/640

���

= n+ 3 /n/40 + 9 /n/160 + 27T /n/640


 n+ 3n/4+ 9n/16+ 27n/64+ • • • + 3log4 n#(1)


 n
5$

i=0

(3/4)i +#
�
nlog4 3�

= 4n+ o(n)

= O(n).

Master Method. The master method relies on the following theorem, which provides
a case-based method for solving recurrences of the form T (n)= aT (n/b)+ f (n).

Theorem 1 (Master Theorem [37]) Let a 
 1 and b > 1 be constants, let f (n) be
a function, and let T (n) be defined on the non-negative integers by the recurrence

T (n)= aT (n/b)+ f (n)

where we interpret n/b to mean either /n/b0 or (n/b). Then, T (n) can be bounded
asymptotically as follows:
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1. If f (n)=O(nlogb a��) for some constant � > 0, then T (n)=#(nlogb a).
2. If f (n)=#(nlogb a) then T (n)=#(nlogb a lgn).
3. If f (n)=�(nlogb a+�) for some constant � > 0, and if a • f (n/b)
 c • f (n) for

some constant c < 1 and all sufficiently large n, then T (n)=#(f (n)).

Example 16 (Using the Master Method [37]) To use the master method, we simply
need to determine which case (if any) of the master theorem matches the given
recurrence relation. For example, for the recurrence T (n)= 9T (n/3)+ n, we have
a = 9, b= 3, f (n)= n, and thus nlogb a =#(n2). Since f (n)=O(nlog3 9��), where
� = 1, we can apply Case 1 of the master theorem to conclude that T (n)=#(n2).

Connections. The substitution method for solving recurrences is quite similar to the
template-based method for program invariant generation. The iteration method for
solving recurrences is similar to the iterative monotonic techniques for invariant
generation in that both require iteration (or unrolling) of the underlying recursive
system of equations to perform an appropriate generalization. The master method
for solving recurrences is in the same category as the proof-rule-based method for
invariant generation since both involve (manually) establishing non-trivial theorems
to allow easy automated reasoning of most instances by simply requiring a match-
ing engine to match the given instance against an existing small collection of general
rules. It is heartening to observe that two different communities have ended up dis-
covering similar classes of useful techniques for reasoning about recursive systems!

16.6.7 Discussion

We now brießy discuss the advantages and disadvantages of the different techniques.
The iterative monotonic techniques have been the most popular choice in the

domains of data-ßow analysis and model checking, primarily because they are the
oldest and most well-understood techniques. These techniques have also been very
successful because they generally allow for selecting the right trade-off between
precision and scalability.

The CEGAR algorithm is popular mainly in model checking; it is not applicable
to path-insensitive data-ßow analysis, because if a property violation is found, then
an error path needs to be constructed. The technique is orthogonal to the algorithm
that constructs the program invariantÑit only requires a notion of precision in order
to determine and adjust the abstraction level of the analysis.

Template-based techniques are generally the least scalable because they often in-
volve the use of sophisticated constraint solvers; they are not successful in practice if
used in isolation because of the scaling problem. However, these techniques are most
effective in analyzing sophisticated properties of small programs, and can be practi-
cable if applied to smaller sub-problems in a larger veriÞcation setting, such as com-
puting invariants for path programs [15] during the veriÞcation of large programs.
The techniques also have further enabled synthesis of small programs [74, 112].
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Proof-rule-based techniques are the most scalable, and have been applied to the
analysis of large programs; they are limited in applicability because they require the
existence and knowledge of a small set of design patterns that occur in the programs
to be analyzed. When applicable, proof-rule-based techniques might be the best
choice (just as the master method is the most popular choice for analyzing the run
time of standard recursive algorithms as found in textbooks).

Probabilistic inference and learning-based techniques are not yet widely used,
and it remains to be seen whether they can produce new impactful results in the
area of program veriÞcation. Their true strength may lie in dealing with noisy or
under-speciÞed systems, and especially in the synthesis of systems.

16.7 Combinations in Tool Implementations

During recent years, combining approaches from data-ßow analysis and model
checking became state-of-the-art in tool implementations. To witness this devel-
opment, we give an overview of the techniques and features that modern software
veriÞers implement. As a reference collection of tools for software veriÞcation, we
refer to the Competition on Software VeriÞcation. In 2014, a total of 15 veriÞers
participated in the competition (including demo track); detailed results are available
in the competition report [6] and on the competition web site.14

Table 1 lists the features and technologies that are used in the veriÞcation
tools. This illustrates that techniques from data-ßow analysis and model check-
ing are combined to achieve better results: Counterexample-guided abstraction re-
Þnement (CEGAR, cf. Chap. 13, [34]), predicate abstraction (cf. Chap. 15, [52]),
bounded model checking (BMC, cf. Chap. 10, [27]), abstract reachability graphs
(ARGs, cf. [13]), lazy abstraction (cf. [16, 71]), interpolation for predicate re-
Þnement (cf. Chap. 14, [69]), and termination checking via ranking functions
(cf. Chap. 15, [98]) are typical examples of techniques contributed by the model-
checking community. Value analysis (similar to constant propagation, cf. [24]), in-
terval analysis (cf. [94]), and shape analysis (cf. [32, 45, 75, 103]) are typical exam-
ples of abstract domains from the data-ßow community.

16.8 Conclusion

In theory, there is no difference in expressive power between data-ßow analysis
and model checking. This chapter describes the paradigmatic and practical differ-
ences of the two approaches, which are relevant especially for precision and per-
formance characteristics. The unifying formal framework of conÞgurable program

14http://sv-comp.sosy-lab.org/.

http://sv-comp.sosy-lab.org/
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Table 1 Techniques that current veriÞcation tools implement (adapted from [6])
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APROVE [51] �

BLAST [13, 109] � � � � �

CBMC [85] �

CPALIEN [91] � �

CPACHECKER [21, 87] � � � � � � � � �

CSEQ [72, 117] �

ESBMC [90] �

FUNCTION [118] � �

FRANKENBIT [66] � �

LLBMC [48] �

PREDATOR [46] �

SYMBIOTIC [110]

T2 [30] � � � � � � �

TAN [84] � � � � � �

THREADER [99] � � � �

UFO [65] � � � � � � �

ULTIMATE [47, 67, 68] � � � � �

analysis makes the differences explicit. This framework enables an easy combina-
tion of abstract domains, no matter whether they were invented for data-ßow anal-
ysis or for model checking. Several examples demonstrate that the combination of
abstract domains designed for data-ßow analysis with abstract domains designed
for software model checking improves both effectiveness (precision) and efÞciency
(performance) of such analyses. The new, conÞgurable combinations make it pos-
sible to plug together composite program analyses that are strictly more powerful
than the component analyses. The chapter also provides an overview of the different
ßavors of algorithms for computing the same solution: program invariants. There
are several different approaches, originating from different research communities,
and combinations have a large potential for further improving the state of the art.
Modern tools for software veriÞcationÑas witnesses of our considerationsÑalmost
always combine techniques from data-ßow analysis with techniques from model
checking.
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Chapter 17
Model Checking Procedural Programs

Rajeev Alur, Ahmed Bouajjani, and Javier Esparza

Abstract We consider the model-checking problem for sequential programs with
procedure calls. We Þrst present basic algorithms for solving the reachability prob-
lem and the fair computation problem. The algorithms are based on two techniques:
summarization, which computes reachability information by solving a set of Þx-
point equations, and saturation, which computes the set of all reachable program
states (including call stacks) using automata. Then, we study formalisms to specify
requirements of programs with procedure calls. We present an extension of Linear
Temporal Logic allowing propagation of information across the hierarchical struc-
ture induced by procedure calls and matching returns. Finally, we show how model
checking can be extended to this class of programs and properties.

17.1 Introduction

We consider the model-checking problem for sequential programs consisting of pro-
cedures that call one another, possibly in a recursive manner. We assume that all
program variables have a Þnite range. These programs, called procedural programs
or Boolean programs [9], are used as abstractions of C programs in highly inßuen-
tial software veriÞcation tools like SLAM [8]. The state of a procedural program has
three parts: the current value of the program counter, the current values of the pro-
gram variables, and the current stack of procedure calls whose execution has not yet
Þnished. Since procedures may be recursive, and the recursion depth is not bounded
a priori, the state space of a procedural program may be inÞnite, and so procedural
programs cannot be veriÞed using standard Þnite-state model-checking algorithms.
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We model procedural programs as recursive state machines (RSMs) [2]. Each
procedure of the program is modeled by a different machine. A machine has a Þnite
number of control states with some distinguished entry and exit points. Control
states are connected by edges that correspond to either a local change in the control
state, or to a full execution (from an entry to an exit point) of another state machine.
The latter case models a procedure call. Recursion is allowed since the dependencies
among state machines can be cyclic in general. RSMs with acyclic dependencies
among state machines are called hierarchical state machines [7].

The operational semantics of RSMs can be deÞned in terms of pushdown systems
(PDSs), state machines whose transitions are labeled with stack operations [12, 29].
Push and pop operations correspond to procedure calls and returns, respectively.
The PDS corresponding to a given RSM can be easily computed and has roughly
the same size as the RSM itself, and either representation can serve as an input to a
veriÞcation algorithm, depending on the computational task at hand.

We present two basic techniques for the reachability analysis of RSMs and PDSs.
The Þrst one, called summarization, computes reachability information by solving
a set of Þxpoint equations, and is closely related to inter-procedural data-ßow anal-
ysis [25, 49]. Roughly speaking, summarization computes the pairs of program
counter and program variable values that can be reached from the initial state of
the program, but not the stack contents with which they can be reached. For exam-
ple, after applying summarization we may know that program location 13 can be
reached with x = 3 and y = 5, but not that this can only happen when the current
procedure is called from a procedure P . The complete set of reachable program
states (i.e., the set of all reachable triples consisting of the current value of the pro-
gram counter, the current values of the program variables, and the current stack of
procedure calls) can be obtained by employing the second technique, called satura-
tion. Saturation takes as input the PDS associated with the RSM, and computes its
set of reachable conÞgurations. Since this set may be inÞnite, saturation does not
enumerate its elements, but computes a Þnite symbolic representation in the shape
of a Þnite automaton (compare with the BDD-based techniques of Chap. 8 [22] for
compactly representing a large but Þnite set of states). Summarization and saturation
can also be applied to the fair computation problem, a core computational problem
underlying the analysis of inÞnite program executions. They have been implemented
and extensively applied in tools like Bebop (the model checker inside SLAM) [9],
MOPED and jMOPED [28, 47, 52], and WALi [37].

In the second part of the chapter we discuss extensions of automata and log-
ics suitable for specifying properties of procedural programs. We show that many
natural speciÞcations require relating the truth of propositions at a procedure call
with the matching return position. A typical example is the property Òif the status
of a global variable x is locked when a procedure P is called, then its status is
guaranteed to be locked when the procedure P returnsÓ. Asserting such properties
is not possible using formalisms deÞning regular languages of computations, such
as Þnite-state automata and Linear Temporal Logic (see Chap. 2 [42]). Aimed at
specifying such properties, the notion of nested words is introduced to represent
behaviors of RSMs. They correspond to (Þnite/inÞnite) words with additional hier-
archical edges that expose the matching between call and return positions. We deÞne
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Fig. 1 A program, its
extended state machine, and
its state machine

automata and logics on nested words, and show that model-checking algorithms for
RSMs naturally extend to these formalisms.

In the last section of the chapter, we survey some further existing results concern-
ing RSMs/PDSs and their extensions that are relevant to the domain of veriÞcation.

17.2 Models of Procedural Programs

While programs, consisting of assignment statements, if-then-else statements and
while loops, can be modeled as extended state machines: state machines whose tran-
sitions are guarded by and operate on variables. The states or nodes of an extended
state machine correspond to the control points of the program. The transitions of the
machine are labeled either with assignments or with the Boolean conditions appear-
ing in the conditional statements and the while loops. Figure 1 shows an example
of a while program with two boolean variables x, y (top left), and its corresponding
extended state machine (top right). The nodes l1 and l5 are called the entry and exit
nodes, respectively.

An extended state machine with a set V of variables can be flattened into a state
machine. A node of the state machine is a pair ��, v�, where � is a node of the
extended state machine, and v is a valuation of the variables of V . Figure 1 shows
at the bottom the state machine obtained by ßattening the extended state machine.
For instance, the entry node l1 is split into four entry nodes, one for each possible
valuation of the variables x and y. Only the nodes of the state machine reachable
from the entry nodes are shown.

Procedural programs extend while programs with (possibly recursive) proce-
dures. They can no longer be faithfully modeled by state machines. For this reason
we introduce two abstract models of computation, recursive state machines, and
pushdown systems, which play for procedural programs the same role that state ma-
chines play for while programs.
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Fig. 2 A procedural program
and its extended recursive
state machine

17.2.1 (Extended) Recursive State Machines

Figure 2 shows a procedural program and its corresponding extended recursive state
machine (ERSM). The program has two global Boolean variables x and y, and con-
sists of two procedures P1 and P2. The ERSM reßects the structure of the program.
It consists of two components A1 and A2, modeling the procedures P1 and P2, re-
spectively. The nodes of A1 and A2 correspond to the control points of P1 and P2;
assignments, conditionals, etc. are modeled as for while programs. Moreover, for
each call in procedure Pi to the procedure Pj , the component Ai contains a box
labeled by Aj . In our example, component A1 contains two boxes, and component
A2 contains one box. Each box has an entry port and an exit port. Ports are pairs
(n, b), where b is a box, n is an entry or exit node of AY(b), and Y(b) denotes the
component called by the box b. A transition leads from the control point at which
the call is made to the entry port, and a second transition leads from the exit port to
the return address (the control point at which the computation of the caller continues
after the execution of the callee returns).

As in the case of extended state machines, ERSMs can be ßattened into recur-
sive state machines. Flattening preserves the number of components and boxes, but
multiplies the number of nodes and ports. As for state machines, a node or a port
of a recursive state machine is a pair ��, v�, where � is a state of the extended ma-
chine, and v is a valuation of the variables. Figure 3 shows the result of ßattening
component A2 of Fig. 2.

Definition 1 A recursive state machine (RSM) is a tuple M = (A1, . . . ,Ak) of
components Ai = (Ni,Bi, Yi,Eni,Exi, �i), where:

� Ni is a Þnite set of nodes, with two distinguished subsets Eni and Exi of entry
and exit nodes.

� Bi is a Þnite set of boxes. A box b is labeled with an integer Y(b) 	 {1, . . . , k},
and has a call port (en, b) for each entry node en of AY(b), and a return port
(ex, b) for each exit node ex of AY(b).
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Fig. 3 Result of ßattening
component A2 of Fig. 2

� �i is a set of transitions u��v where u is either a non-exit node or a return port,
and v is either a non-entry node, or a call port.

We denote by

En=
k#

i=1

Eni Ex =
k#

i=1

Exi N =
k#

i=1

Ni B =
k#

i=1

Bi

the set of all entry nodes, exit nodes, nodes, and boxes of M, respectively. The set
of all ports is ! = (En�Ex)×B .

Observe that there are four kinds of transitions: n��m (node-to-node),
n��(en, b) (node-to-call-port), (ex, b)��m (return-port-to-node), and
(ex, b)��(en, b�) (return-port-to-call-port).

In the component of Fig. 3, the entry and exit nodes are the triples with m1
and m4 as Þrst element, respectively. The only box is b3, and Y(b3) = 2. The
call ports are ((m1,0,0), b3), . . . , ((m1,1,1), b3). In the Þgure the ports are la-
beled just by (m1,0,0), . . . , (m1,1,1), and the return ports are ((m4,0,0), b3), . . . ,
((m4,1,1), b3).

17.2.2 Pushdown Systems

Intuitively, an RSM can be executed using a stack that at every point in the compu-
tation contains the sequence of boxes that have been entered but not yet exited. If a
component enters a box b (which corresponds to calling the procedure modeled by
the component AY(b)), then b is pushed onto the stack; if the component exits the
box b (which corresponds to a return from the called procedure), then b is popped.
This suggests an operational semantics for RSMs in terms of pushdown systems.

Definition 2 A pushdown system (PDS) is a triple P = (P,�,�), where P is a
Þnite set of control states, � is a Þnite stack alphabet, and � is a Þnite set of rules
of the form pX &� q� with p,q 	 P , X 	 � � {�}, and � 	 � �.
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Fig. 4 A PDS and its
transition system

A configuration of a PDS is a string of the form p� , where p 	 P and � 	 � �.
The transition system associated with a PDS is the graph having the conÞgurations
as vertices, and an edge c� c� between two conÞgurations c and c� if there is a rule
pX &� q� and a word � 	 � � such that c = pX� and c� = q�� . We then say that
c is an immediate predecessor of c� and c� an immediate successor of c.

Figure 4 shows a PDS and a fragment of its transition system. Notice that the
transition system of a PDS may be inÞnite, even if we only consider the conÞgura-
tions reachable from some initial conÞguration.

17.2.3 From RSMs to PDSs

Loosely speaking, the PDS associated with an RSM is the pushdown machine that
executes the RSM. In programming terms, an RSM is a formal model of a procedu-
ral program, and its corresponding PDS is a formal model of the executable code of
the program.

Formally, the PDS PM = (PM,�M,�M) corresponding to an RSM M =
(A1, . . . ,Ak) is deÞned as follows:

� PM =N is the set of all nodes of M;
� �M = B is the set of all boxes of M; and
� �M is the set containing

— a rule n &�m for each transition n��m;
— a rule n &� enb for every transition n��(en, b);
— a rule ex b &�m for every transition (ex, b)��m; and
— a rule ex b &� enb� for every transition (ex, b)��(en, b�).

Observe that the PDS has exactly one rule for each transition of the RSM.
As an example, for the RSM obtained by ßattening the ERSM of Fig. 2, we get

PM = {l1, . . . , l7,m1, . . . ,m4} × {0,1} × {0,1} and �M = {b1, b2, b3}. Examples
of rules of �M are

(m1,0,0) &� (m4,0,0) derived from (m1,0,0)� (m4,0,0)
(m3,0,0) &� (m1,0,0) b3 derived from (m3,0,0)� ((m1,0,0), b3)

(m4,0,1) b3 &� (m4,0,1) derived from ((m4,0,1), b3)� (m4,0,1)
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Observe that every rule pX &� q� of a PDS associated with an RSM satisÞes
|�| 
 2.

17.3 Basic Verification Algorithms

We proceed to deÞne basic computational problems that are useful for checking
safety and liveness properties of RSMs.

Definition 3 Let M = (A1, . . . ,Ak) be an RSM, where Ai = (Ni,Bi, Yi,Eni,
Exi, �i) for each i 	 {1, . . . , k}. Let ��� be the reßexive-transitive closure of the re-
lation��between conÞgurations, i.e., ���=

�5
n=0(�)

n and let +��=
�5
n=1(�)

n.
The state reachability problem is to determine, given an entry node p 	 En and

a node q 	 PM, whether p ���q� for some � 	 � �M.
The configuration reachability problem is to determine, given two conÞgurations

p� and p�� �, where p,p� 	 PM and �,� � 	 � �M, whether p� ���p�� �.
The fair computation problem is to determine, given an entry node p 	En and a

Þnite set of repeat entry nodes F �En, whether p has an F -fair computation, i.e.,
an inÞnite sequence of conÞgurations p0�0,p1�1,p2�2, . . . such that (1) p0 = p
and �0 = �, (2) pi�i

+��pi+1�i+1 for every i 
 0, and (3) pj 	 F for inÞnitely
many j 
 0.

Consider the RSM of Fig. 3 on its own (not as part of the larger RSM obtained
by ßattening the extended RSM of Fig. 2). Choose p as the entry node (m1,0,1),
and q as the node (m4,1,0). The state reachability problem for this choice of p and
q formalizes the question whether some computation of procedure P2 of Fig. 2 with
x = 0 and y = 1 can reach the point m4 with x = 1 and y = 0. However, since the
procedure P2 is recursive, m4 can be visited several times during a computation,
and so the question is whether at one of these visits x and y are equal to 1 and 0,
respectively, not whether these are the values after termination. To check this we
can use the conÞguration reachability problem: Procedure P2 terminates with x = 1
and y = 0 if and only if the RSM can reach the conÞguration with (m4,1,0) as
control state and empty stack. Notice that, in general, we cannot reduce termination
(a liveness property) to reachability (a safety property), but inspection of this pro-
gram shows that it terminates if and only if it reachesm4 with no pending procedure
calls.

The problem of checking liveness properties can be easily reduced to the fair
computation problem by means of the automata-theoretic techniques introduced in
Chap. 4 [38].

17.3.1 The State Reachability Problem: Computing Summaries

In this section we show how to solve the state reachability problem using the sum-
marization technique. We present the technique for RSMs.
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Let M= (A1, . . . ,Ak) be an RSM, and let #M =N �! be the set containing
all nodes and all ports in M. For every i 	 {1, . . . , k}, consider the relation Ri �
#M ×#M given by

(p, q) 	Ri iff p 	Eni, q is a node or port of Ai, and p ���q.

Further, for every i, j 	 {1, . . . , k} consider the relation R(i,j) �#M ×#M given
by

(p, q) 	R(i,j) iff p 	Eni, q is a node or port of Aj , and p ���q�
for some � 	 � �M.

We call these relations summaries, since they can be seen as the result of summariz-
ing executions by their initial and Þnal states. Now, let R =

�k
i,j=1R(i,j). Clearly,

given p 	En and q 	N , solving the state reachability problem consists of checking
whether (p, q) 	R.

It is easy to see that for every i, j 	 {1, . . . , k} the relations Ri and R(i,j) are the
smallest relations satisfying the following conditions (where we write Ri(p, q) and
R(i,j)(p, q) instead of (p, q) 	Ri and (p, q) 	R(i,j)):

S1: Ri(e, e) for every e 	Eni .
S2: If Ri(e,p) and (p, q) 	 �i , where e 	Eni ,

then Ri(e, q).
S3: If Ri(e, (p, b)) and R�(p,q),

where e 	Eni , Yi(b)= �, p 	En�, and q 	Ex�,
then Ri(e, (q, b)).

S4: If Ri(e, q)
then R(i,i)(e, q).

S5: If Ri(e, (p, b)) and R(�,j)(p, q),
where e 	Eni , Yi(b)= �, p 	En�, and q 	Nj ,
then R(i,j)(e, q).

The relations Ri and R(i,j) can be simultaneously computed by, starting from the
empty relations, iteratively applying the rules S1-S5 until stabilization. Since the set
#M is Þnite, the computation necessarily terminates. This yields a decision proce-
dure of polynomial complexity for the state reachability problem. More precisely,
as shown in [2], reachability can be solved in timeO(|M|	2

e ) and spaceO(|M|	e),
where |M| is the total number of nodes and transitions in the RSM, and 	e is the
maximum number of entry nodes of a component, i.e., 	e =maxki=1 |Eni |.

It is straightforward to deÞne a dual algorithm that starts at the exit nodes and
computes the summaries backwards. For instance, in the dual algorithm the rule S2
is replaced by the dual rule

D2: If Ri(p, x) and (q,p) 	 �i , where x 	Exi ,
then Ri(q, x).

The dual algorithm runs in O(|M|	2
x ) time, where 	x is the maximum number of

exit nodes of a component, i.e., 	x =maxki=1 |Exi |. The primal and dual rules can
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be combined component-wise: if the number of entry nodes of component Ai is
smaller than its number of exit nodes, then we compute Ri from the entry nodes
using the primal rules, otherwise from the exit nodes using the dual rules. The com-
plexity of this algorithm isO(|M|	2), where 	 = maxki=1 min (|Eni |, |Exi |). Since
	 	 O(|M|), the combined algorithm has cubic complexity in |M|. For the class
of RSMs in which 	 is bounded by a constant (which contains in particular proce-
dural programs whose procedures can only return a Þxed number of values, say a
Boolean), reachability can be decided in linear time.

As an example, we compute part of the relations for the RSMs obtained by ßat-
tening the extended machines of Fig. 2. In particular, we show that

R1
�
(�1,1,0), (�7,0,0)

�

holds, i.e., if we start at location �1 with x = 1 and y = 0, we can reach location �7
with x = 0= y.

We Þrst apply rule (S1) twice and obtain

R1
�
(�1,1,0), (�1,1,0)

�
(1)

R2
�
(m1,1,0), (m1,1,0)

�
(2)

Now we use rule (S2) to establish relations corresponding to single edges in the
graphs of the RSMs. From (1), ((�1,1,0), (�2,1,0)) 	 �1 and ((�2,1,0), ((m1,1,0),
b1)) 	 �1, and from (2) and ((m1,1,0), (m4,1,0)) 	 �2, respectively, we obtain

R1
�
(�1,1,0),

�
(m1,1,0), b1

��
(3)

R2
�
(m1,1,0), (m4,1,0)

�
(4)

Next we apply rule (S3) to (3) and (4). Together with Y1(b1)= 2 we get

R1
�
(�1,1,0),

�
(m4,1,0), b1

��
(5)

Then we apply rule (S2) to (5) using the transition (((m4,1,0), b1), (�3,1,0)) 	 �1,
to obtain

R1
�
(�1,1,0), (�3,1,0)

�
(6)

Finally, applying rule (S2) to (6) and ((�3,1,0), (�7,0,0)) 	 �1 yields

R1
�
(�1,1,0), (�7,0,0)

�
(7)

and we are done.
Let us now show

R(1,2)
�
(�1,0,1), (m3,1,1)

�

Applying rule (S1) and then (S2) to the entry nodes (�1,0,1) and (m1,1,1) we
obtain

R1
�
(�1,0,1),

�
(m1,1,1), b2

��
(8)

R2
�
(m1,1,1), (m3,1,1)

�
(9)
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Applying rule (S4) to (9) yields

R(2,2)
�
(m1,1,1), (m3,1,1)

�
(10)

Finally, applying rule (S5) to (8) and (10) we get

R(1,2)
�
(�1,0,1), (m3,1,1)

�
(11)

Next we show that calls to A2 starting from (m1,1,1) never return, i.e.,
that R2((m1,1,1), n) does not hold for any exit node n of A2. Since every
path from the entry node (m1,1,1) leads to (m2,1,1) and (m3,1,1), rule (S2)
only allows us to derive R2((m1,1,1), (m2,1,1)), R2((m1,1,1), (m3,1,1)), and
R2((m1,1,1), ((m1,1,1), b3)). Since no other rule can be applied, we are done.

Finally, similar reasoning shows that no exit node of A1 is reachable from
(�1,0,1). Indeed, this follows easily from the fact that rule (S3) cannot be applied
to (8).

17.3.2 The Fair Computation Problem

It is shown in [12] that the fair computation problem can be reduced to the state
reachability problem. The key observation, not difÞcult to prove, is that, given p 	
En and F � En, the node p has an F -fair computation if and only if there exists
p� 	 F such that

p ���p�� for some � 	 � �M and p� +��p�� � for some � � 	 � �M.

This reduction allows us to solve the fair computation problem using summa-
rization. We deÞne a new reachability relation R� �#M ×#M (in addition to the
relation R deÞned in Sect. 17.3.1) as follows:

R�(p, q) holds if and only if p +��q� for some � 	 � �M.

Then, by the observation above, p has an F -fair computation if and only if there
exists p� 	 F such that R(p,p�) and R�(p�,p�).

The relation R� can be computed similarly to the relation R in Sect. 17.3.1. For
every i 	 {1, . . . , k}, deÞne R�i �#M ×#M by

R�i (p, q) iff p 	Eni, q is a node or port of Ai, and p +��q.

Further, for every i, j 	 {1, . . . , k}, deÞne R�(i,j) �#M ×#M by

R�(i,j)(p, q) iff p 	Eni, q is a node or port of Aj , and p +��q� for some � 	 � �M.

We clearly have R� =
�k
i,j=1R

�
(i,j).
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For all i, j 	 {1, . . . , k}, the relations R�i and R�(i,j) are the smallest relations such
that:

S2’: If Ri(e,p) or R�i (e,p), and (p, q) 	 �i , where e 	Eni ,
then R�i (e, q).

S3’: If R�i (e, (p, b)) and R�(p,q),
where e 	Eni , Yj (b)= �, p 	En�, and q 	Ex�,
then R�i (e, (q, b)).

S4’: If R�i (e, q), where e 	Eni ,
then R�(i,i)(e, q).

S5’: If R�i (e, (p, b)) and R(�,j)(p, q),
where e 	Eni , Yi(b)= �, p 	En�, and q 	Nj ,
then R�(i,j)(e, q).

The relations can again be computed by applying the rules until stabilization.
The time complexity is again cubic in |M|, and linear if each component has a
small number of either enter or exit nodes [2].

The model-checking problem for Linear Temporal Logic can be reduced to the
fair computation problem using the automata-theoretic techniques of Chap. 4 [38]
and Sect. 17.4.

17.3.3 The Configuration Reachability Problem: Saturating
Automata

In this section we solve the conÞguration reachability problem for RSMs and PDSs.
We present two decision procedures for PDSs. The procedures for RSMs are ob-
tained by applying the translation from RSMs to PDSs shown in Sect. 17.2.3.

Given two conÞgurations p� and p�� � of a PDS, we can decide whether p� ���
p�� � holds by computing the set of all conÞgurations reachable from p� and check-
ing whether p�� � belongs to it, or by computing the set of all conÞgurations from
which p�� � can be reached and checking whether p� belongs to it. Since these sets
may be inÞnite, we have to explain the meaning of ÒcomputeÓ. A conÞguration p�
of a PDS can be seen as a word over the union of the set of control states and stack
symbols, and so a set of conÞgurations is a language over the same alphabet. Recall
that a language is regular if it is recognized by a Þnite automaton. It turns out that,
given a regular set C of conÞgurations, the set of conÞgurations reachable from C
and the set of conÞgurations from which C can be reached are again regular. This
theorem, which can be traced back to B�chi (see Chap. 5 of [15]), allows us to deÞne
Òcomputing the setÓ as Òcomputing a Þnite automaton recognizing the setÓ.

We Þx a PDS P = (P,�,�) for the rest of the section, and let C denote the set
of all conÞgurations of P . The successor function post : 2C � 2C of P is deÞned
as follows: c belongs to post (C) if some immediate predecessor of c belongs to C.
The reßexive and transitive closure of post is denoted by post� and so, given a set



552 R. Alur et al.

C of conÞgurations, post�(C) denotes the set of conÞgurations reachable from C.
Similarly, we deÞne pre(C) as the set of immediate predecessors of elements in C
and pre� as the reßexive and transitive closure of pre.

It is convenient to deÞne a variant of Þnite automata tailored for the task of rep-
resenting sets of conÞgurations of P . A P-automaton is an automaton with � as its
alphabet, and P as the set of initial states. Formally, a P-automaton is an automaton
A= (�,Q, �,P,F ) whereQ is the Þnite set of states, � �Q×� ×Q is the set of
transitions, P �Q is the set of initial states and F �Q the set of final states.

All the automata used in this section are P-automata, so we drop the P from now
on. An automaton accepts or recognizes a conÞguration p� if p ���q for some
q 	 F , where p ���q denotes that there is a path from state p to state q labeled
by � . A set of conÞgurations of P is regular if it is recognized by some automaton.

In the next sections we present algorithms that given an automaton recognizing a
set C of conÞgurations compute automata recognizing post�(C) and pre�(C). We
start with pre�(C), since in this case the algorithm is a bit simpler.

17.3.3.1 Computing pre� (C) for a Regular Set C by Saturation

The input to our algorithm is an automaton A accepting C. Without loss of general-
ity, we assume that A has no transitions leading to an initial state (by adding new ini-
tial states if necessary, every automaton can be easily transformed into another one
satisfying this condition and recognizing the same language). We compute pre�(C)
as the language accepted by an automaton Apre� obtained from A by means of a
saturation procedure. The procedure adds new transitions to A, but no new states.
New transitions are added according to the following saturation rule:

If p� &� p�� and p� ���q in the current automaton,
then add a transition (p, �, q).

Notice that we can have � = �, in which case p� = q , and that all new transitions
start at initial states.

Before explaining the intuition for the rule, let us illustrate the procedure by
means of an example. Let P be the pushdown system shown at the top of Fig. 5,
and let A be the automaton recognizing the singleton set C = {p0�0�0}, shown on
the left. The automaton Apre� is shown on the right. The saturation procedure adds
Þve additional transitions. The table at the bottom of the Þgure gives for each new
transition of the automaton the transition rule p� &� p�� of the PDS and the path
p� ���q of the current automaton used to apply the saturation rule. The procedure
eventually terminates because the number of possible new transitions is Þnite.

The intuition for the saturation rule is as follows. Imagine that before adding the
transition (p, �, q) as indicated in the rule, the automaton accepts a conÞguration
p��� by means of a run p� ���q ���q � leading to a Þnal state q �. This means that
p��� 	 pre�(C). Since p� &� p�� , we have p� � 	 pre�(C), and so the automaton
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Fig. 5 The automata A (left) and Apre� (right)

should also accept p� � . This is precisely what the saturation rule achieves: after
adding the transition (p, �, q) the automaton has the run p ���q ���q �, and so it
accepts p� � .

This argument shows that pre�(L(A))� L(Apre�) holds. Proving the other in-
clusion requires some more care, and is outside the scope of this chapter. The proof
can be found in [12]. This direction relies on the assumption that A has no transi-
tions leading to an initial state. Notice that without this assumption the algorithm is
incorrect.

It is clear that the saturation procedure runs in time polynomial in the size of
the PDS P and the automaton A. An efÞcient implementation and a more careful
complexity analysis can be found in [26]:

Theorem 1 ([26]) Given P = (P,�,�) and A= (�,Q, �,P,F ), the automaton
Apre� can be computed in O(n2

Qn�) time and O(nQn� + n�) space, where nQ =
|Q|, n� = |�|, and n� = |�|.

17.3.3.2 Computing post� (C) for a Regular Set C by Saturation

We provide an algorithm for the case in which each transition rule p� &� p�� of
� satisÞes |� | 
 2. This restriction is not essential, but leads to a simpler solution.
Moreover, any PDS can be transformed into an equivalent one in this form, and the
PDSs derived from RSMs directly satisfy this condition.
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Fig. 6 The automata A (left) and Apost� (right)

Our input is an automaton A accepting C. Again, we assume that A has no tran-
sitions leading to an initial state. We compute post�(C) as the language accepted

by an automaton Apost� with �-moves. We denote the relation ( ���)�
�
��( ���)� by

���. Apost� is obtained from A in two stages:

� Add to A a new state r for each transition rule r 	� of the form p� &� p�� �� ��,
and a transition (p�, � �, r).

� Add new transitions to A according to the following saturation rules:

If p� &� p�� 	� and p ��� q in the current automaton,
then add a transition (p�, �, q).

If p� &� p�� � 	� and p ��� q in the current automaton,
then add a transition (p�, � �, q).

If r = p� &� p�� �� �� 	� and p ��� q in the current automaton,
then add a transition (r, � ��, q).

Figure 6 shows again the PDS and the automaton from Fig. 5, and, on the right,
the automaton Apost� obtained by applying the algorithm. Since the PDS has two
rules of the form p� &� p�� �� ��, namely r1 = p0�0 &� p1�1�0, and r2 = p1�1 &�
p2�2�0, the Þrst stage of the algorithm adds to Apost� two new states r1, r2, and
two new transitions (p1, �1, r1) and (p2, �2, r2). In the second stage the algorithm
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adds another Þve transitions. The table at the bottom of the Þgure gives for each

new transition the transition rule p� &� p�w of the PDS, the path p� ��� q of the
current automaton, and the saturation rule used to produce it. Again, an efÞcient
implementation and a more careful complexity analysis can be found in [26].

Theorem 2 ([26]) Given P = (P,�,�) and A = (�,Q, �,P,F ), the automaton
Apost� can be computed in O(nP n�(nQ + n�) + nP n�) time and space, where
nP = |P |, n� = |�|, nQ = |Q|, and n� = |�|.

17.3.4 The Generalized Fair Computation Problem

Section 17.3.2 presents a summarization algorithm for the fair computation prob-
lem: given a node p and a set F � En of repeat nodes, decide whether p has an
F -fair computation. We now use saturation to solve a generalized version of the
problem: compute the set of all conÞgurations of M having an F -fair computation,
i.e., an inÞnite computation that inÞnitely often visits nodes in F .

Let PM = (PM,�M,�M) be the PDS associated with M. It is easy to see
that p� has an F -fair computation if and only if there exists p� 	 F such that
p� ���p�� � for some � � 	 � �M and p� +��p�� for some � 	 � �M. We Þrst com-

pute the set Rep of states q 	 F such that q +��q� for some � 	 � �M. The set of
conÞgurations that have an inÞnite fair computation is then equal to pre�(Rep� �M),
which is regular and computable using the construction of Sect. 17.3.3.1.

To compute Rep we observe that for every state q we have q 	 Rep if and only if
q 	 pre+(q� �M), where pre+(C)= pre(pre�(C)). We construct a Þnite automa-
ton Apre+ recognizing pre+(q� �M) from an automaton A recognizing C. Since in
Sect. 17.3.3.1 we already constructed an automaton Apre� recognizing pre�(C), it
sufÞces to provide another construction doing the same for pre (instead of pre�).
The construction for pre+ is the result of concatenating the two, i.e., of applying
the construction for pre to the result of applying the construction for pre�.

The construction for pre is, not surprisingly, simpler than the one for pre�. It
starts with some preprocessing. Given an input automaton A= (�,Q, �,P,F ), the
preprocessing adds to it a fresh set �P = { �p | p 	 PM} of states, and changes the
set of initial states to �P . Formally, the preprocessing returns the automaton �A =
(�,Q � �P , �, �P ,F ). After preprocessing, the construction exhaustively applies the
following modiÞcation of the saturation rule:

If p� &� p�� and p� ���q in the current automaton,
then add a transition ( �p,�, q).

(The only change is the substitution of �p for p in the last line.) With this rule all
new transitions start from states in �P , and so new transitions cannot generate further
transitions. The correctness of the construction is easy to prove.
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This algorithm for computing Rep, presented in [12], has polynomial complexity,
but can be improved. A more efÞcient procedure involving TarjanÕs algorithm for
computing strongly connected components is presented in [26].

Theorem 3 ([26]) Given P = (P,�,�) and a set F � P of repeat states, the set
Rep can be computed in O(n2

P n�) time and O(nP n�) space.

Recall that the algorithm for the generalized fair computation problem Þrst com-
putes Rep and then pre�(Rep� �M). By Theorem 1, pre�(Rep� �M) can be computed
inO(|PM|2|�M|) time andO(|PM||�M|) space, and so the generalized fair com-
putation problem can also be solved within the same time and space bounds.

17.4 Specifying Requirements

In order to specify requirements of programs modeled by RSMs, we Þrst choose
a set � of observables. Each program statement, or transition of the RSM, is la-
beled with an observation � 	� . A (possibly inÞnite) execution of the RSM then
produces a sequence of observations. In this manner, we can associate a language
L(M) with the RSM M as its observational (linear) semantics. Requirements can
be written using linear-time speciÞcation formalisms such as Linear Temporal Logic
(LTL) (see Chap. 2 [42]). Given an LTL speciÞcation � over the observables� , and
an RSM model M, the model-checking question is to check whether every sequence
in L(M) satisÞes the formula �. To solve this problem, we can compile the nega-
tion of the speciÞcation into a B�chi automaton A‹� that accepts all computations
that violate � (see Chap. 4 [38]) and check that the intersection of the languages
of M and A‹� is empty. This can be solved algorithmically using the analysis al-
gorithms discussed in Sect. 17.3. In this setup, even though the language L(M) is
context-free (since the underlying model is a pushdown system), the requirement is
given as an �-regular language.

While many analysis problems such as identifying dead code and accesses to
uninitialized variables can be captured as regular requirements, many others re-
quire inspection of the stack or matching of calls and returns, and are context-free.
These include access control requirements such as Òa procedure P should be in-
voked only if the procedure P � belongs to the call-stack,Ó bounds on stack size
such as Òif the number of interrupt-handling procedures in the call-stack currently is
less than 5, then a property p holds,Ó and correctness speciÞcations using pre- and
post-conditions such as Òif the property p holds when a procedure P is invoked,
the procedure P must return, and the property q holds upon return.Ó When viewed
in isolation, each of these requirements is a context-free language, and checking
context-free requirements of RSMs (or pushdown systems) is undecidable in gen-
eral. However, the key feature of these example requirements is that the stacks in the
model and the requirement are correlated: while the stacks are not identical, the two
synchronize on when to push and when to pop, and are always of the same depth. To
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formalize this, we view an execution of the program as a nested word, which con-
sists of a linear sequence of states (or observations), augmented with nesting edges
connecting calls with matching returns, that impart a tree-like hierarchical structure
to the execution. Automata and logics over nested words can be used to express a va-
riety of requirements such as stack-inspection properties, pre- and post-conditions,
and interprocedural data-ßow properties. Closure properties and decision problems
of these automata can then be used for algorithmic veriÞcation of procedural pro-
grams.

17.4.1 Nested Words

Nested words model data with both linear and hierarchical structure. Here we con-
sider only infinite nested words (which can model nonterminating executions of
programs).

Given a linear sequence, the hierarchical structure is added using edges that are
well nested (that is, they do not cross). We will use edges starting at �5 and edges
ending at +5 to model ÒpendingÓ edges. Assume that �5 < i < +5 for every
integer i. A matching relation � is a subset of {�5,1,2, . . .}×{1,2, . . .+5} such
that (1) nesting edges go only forward: if i� j then i < j ; (2) no two nesting edges
share a position: for each natural number i, |{j | i� j}| 
 1 and |{j | j � i}| 
 1;
and (3) nesting edges do not cross: if i� j and i� � j � then it is not the case that
i < i� 
 j < j �.

When i� j holds, the position i is called a call position. For a call position i, if
i� +5, then i is called a pending call, otherwise i is called a matched call, and
the unique position j such that i� j is called its return-successor. Similarly, when
i � j holds, the position j is called a return position. For a return position j , if
�5� j , then j is called a pending return, otherwise j is called a matched return,
and the unique position i such that i� j is called its call-predecessor. A position i
that is neither a call nor a return is called internal.

A nested word w over an alphabet� is a pair (a1a2 • • • ,�) such that each ai is a
symbol in� , and � is a matching relation. Let us denote the set of all nested words
over � as NW(�). A language of nested words over � is a subset of NW(�).

As an example, consider the program of Fig. 2 again. Suppose we are inter-
ested in tracking read/write accesses to the global program variable x. Then, we
can choose the following set of symbols for the observables � : rd to denote a read
access to x, wr to denote a write access to x, cl to denote beginning of a new scope
(such as a call to the procedure P2), rt to denote the ending of the current scope,
and sk to denote all other actions of the program. Note that in any structured pro-
gramming language, in a given execution, there is a natural nested matching of the
symbols cl and rt. Figure 7 shows a sample execution of the program modeled as
a nested word (this execution corresponds to the initial state in which x is 0 and y
is 1). For example, the second symbol (labeled rd) corresponds to the execution of
the test Òif xÓ, and the next corresponds to the assignment x := y. Both these steps
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Fig. 7 Sample execution as a
nested word

do not involve a change of context, and are internal positions. The procedure P2
is called at position 4, and this call has a nesting edge to the matching position 12
(labeled rt). The subword from position 5 to position 11 encodes the execution of
the called procedure. The main beneÞt of explicitly augmenting the linear structure
with the nesting edges is that using nesting edges one can skip calls to a procedure
entirely, and continue to trace a local path through the calling procedure. Consider
the property that Òif a procedure writes to x then it later reads x.Ó This requires
keeping track of the context. If we were to model executions as words, the set of
executions satisfying this property would be a context-free language of words, and
hence, not speciÞable in classical temporal logics. Soon we will see that when we
model executions as nested words, the set of executions satisfying this property is a
regular language of nested words, and is amenable to algorithmic veriÞcation.

17.4.2 Nested Word Automata

We deÞne and study Þnite-state automata as acceptors of nested words. A nested
word automaton (NWA) is similar to a classical Þnite-state word automaton, and
reads the input from left to right according to the linear sequence. At a call, it can
propagate states along both linear and nesting outgoing edges, and at a return, the
new state is determined based on states labeling both the linear and nesting incom-
ing edges. Thus, an NWA combines the features of top-down and bottom-up tree
automata. It can also be viewed as a restricted form of a pushdown automaton: at a
call position, it pushes a symbol onto the stack; at a return position, it pops a symbol
from the stack; and at an internal position, it does not update or examine the stack.
Thus, the updates to the stack are determined by the call/return structure of the in-
put word, and thatÕs why a nested word automaton is also called a visibly pushdown
automaton.

In the context of program veriÞcation, we are interested in nondeterministic
NWAs: nondeterminism can arise due to inputs, due to abstraction, or when mul-
tiple states/transitions are associated with the same observation. We focus only on
automata over inÞnite words using the B�chi acceptance condition.

A nondeterministic Büchi nested word automaton (BNWA) A over an alphabet
� consists of

� a Þnite set of states Q,
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� a set of initial states Q0 �Q,
� a set of B�chi states Qf �Q,
� a Þnite set of hierarchical states P ,
� a set of initial hierarchical states P0 � P ,
� a call transition relation �c �Q×� ×Q× P ,
� an internal transition relation �l �Q×� ×Q, and
� a return transition relation �r �Q× P ×� ×Q.

Given a nested word w, the automaton A starts in an initial state, and reads the
nested word from left to right according to the linear order. The state is propa-
gated along the linear edges as in the case of a standard word automaton. However,
at a call, the nested word automaton can also propagate a hierarchical state along
the outgoing nesting edge. At a return, the new state is determined based on the
states propagated along the linear edge as well as along the incoming nesting edge.
A pending nesting edge incident upon a pending return is labeled with an initial
hierarchical state. The run is accepting if one of the B�chi states repeats inÞnitely
often.

Formally, a run r of the BNWA A over a nested word w = (a1a2 • • • ,�) is an
inÞnite sequence qi 	Q, for i 
 0, of states corresponding to linear edges, and a
sequence pi 	 P , for call positions i, of hierarchical states corresponding to nesting
edges, such that q0 	 Q0, and for each position i 
 1, if i is a call position then
(qi�1, ai, qi,pi) 	 �c; if i is an internal position then (qi�1, ai, qi) 	 �l ; if i is a
matched return with call-predecessor j then (qi�1,pj , ai, qi) 	 �r , and if i is a
pending return then (qi�1,p0, ai, qi) 	 �r for some p0 	 P0. The run is accepting
if qi 	Qf for inÞnitely many indices i 
 0. The automaton A accepts the nested
word w if A has some accepting run over w. The language L(A) is the set of nested
words A accepts. A set L of nested words is �-regular iff there is a BNWA A such
that L(A)= L.

17.4.2.1 RSMs as NWAs

An RSM can be interpreted as a nested word automaton. Consider an RSM M =
(A1, . . . ,Ak) with components Ai = (Ni,Bi, Yi,Eni,Exi, �i). For the correspond-
ing NWA AM, for each component Ai , for every node, call-port, and return port
of Ai , there is a corresponding linear state in AM. The set of hierarchical states
is the set of boxes of all the components. The entry nodes of the main component
are the initial states, and the NWA does not rely on initial hierarchical states (since
there will be no pending returns in the nested words it generates). For every tran-
sition u� v of each component Ai , there is a corresponding internal transition in
AM. For every call port (en, b) of Ai , the NWA has a call transition from the state
(en, b) to the state en (corresponding to the entry node of the component AY(b))
propagating the hierarchical state b along the nesting edge. For every return port
(ex, b) of Ai , the NWA has a return transition to the state (ex, b) from the state ex
(corresponding to the exit node of the component AY(b)) provided the hierarchical
state along the incoming nesting edge is b. The labels on the transitions correspond
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Fig. 8 Using NWA to
specify program requirements

to observations suitable for the analysis problem. In the example corresponding to
Fig. 7, each call transition is labeled with the symbol cl, each return transition is
labeled with the symbol rt , and each internal transition is labeled with either rd ,
wr , or sk, depending on the type of statement executed. The NWA is augmented
with a B�chi acceptance condition if needed (for instance, to ensure fair resolution
of choice when nondeterminism is used for abstraction).

17.4.2.2 NWAs for Requirements

The requirements of a program can also be described as an �-regular language of
nested words. Let us revisit the example used in Fig. 7. Suppose we want to specify
that each write to x is followed by some read of x. We will consider two variations
of this requirement.

First, suppose we want to specify that a symbol wr is followed by rd, without
any reference to the procedural context. This can be captured by standard word au-
tomata, and also by NWAs. Figure 8(a) shows the two-state (deterministic) NWA for
the requirement. We use the preÞx � with a symbol to indicate a call transition, and
the sufÞx � with a symbol to indicate a return transition. Call and return transitions
also have associated hierarchical states. In this example, hierarchical states are not
needed.

Now suppose, we want to specify that if a procedure writes to x, then the same in-
vocation should read it before it returns. That is, between every pair of matching call
and return, along the local path obtained by deleting every enclosed well-matched
subword between a call and its matching return, every wr is followed by rd. Viewed
as a property of words, this is not a regular language, and thus, not expressible in
the classical speciÞcation languages. However, over nested words, this can easily be
speciÞed using an NWA, see Fig. 8(b). The initial state is q0, which has no pending
obligations, and is the only Þnal state. The hierarchical states are {0,1}, where 0 is
the initial state. The state q1 means that along the local path of the current scope,
a write-access has been encountered with no following read access. While process-
ing the call, the automaton remembers the current state by propagating 0 or 1 along
the nesting edge, and starts checking the requirement for the called procedure by
transitioning to the initial state q0. While processing internal read/write symbols, it
updates the state as in the Þnite-state word automaton of case (a). At a return, if the
current state is q0 (meaning the current context satisÞes the desired requirement), it
restores the state of the calling context. Note that there are no return transitions from
the state q1, and this means that if a return position is encountered while in state q1,
the automaton rejects the input word.
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We now review some key properties of nested word automata that are useful in
their application to model checking.

17.4.2.3 Closure Properties

The class of �-regular (and regular) languages of nested words is closed under a
variety of operations including union, intersection, complementation, preÞxes, suf-
Þxes, concatenation, Kleene-*, and language homomorphisms. For veriÞcation, the
most relevant operation is language intersection: given two BNWAs A1 and A2,
one can construct a product BNWA A such that L(A) = L(A1) � L(A2). If A1

captures the set of nested words generated by an RSM, and A2 captures the set of
nested words that violate a desired correctness requirement, then veriÞcation corre-
sponds to checking non-emptiness of the language of A. The product construction
for NWAs is a simple extension of the product construction for Þnite (word) au-
tomata. A linear state of A is a pair of linear states of A1 and A2, and a hierarchical
state of A is a pair of hierarchical states of A1 and A2. The call/internal/return tran-
sitions synchronize the transitions of A1 and A2 on a common input symbol, and
update the two state components. Ensuring that B�chi acceptance conditions of both
are satisÞed can be done the same way as in the product construction for B�chi au-
tomata (see Chap. 4 [38]). It is worth noting that nested word automata can also
be complemented and determinized. Determinization requires maintaining a set of
ÒsummariesÓ that capture executions of the nondeterministic automaton on the sub-
word between a call and its matching return, and the acceptance condition needed
is a parity condition over states that repeat inÞnitely often at the Òtop levelÓ of the
input word (see [6] for details). The complexity of determinization as well as of
complementation is exponential.

17.4.2.4 Decision Problems

The emptiness problem for NWAs (given a BNWA A, is L(A) = �?) is solvable
in polynomial time (in time cubic in the size of the automaton). The technique is
the same as the one used in solving the fair computation problem for pushdown
systems discussed in Sect. 17.3.2. Problems such as universality (given a BNWA
A, is L(A) = ��?), language inclusion (given BNWAs A1 and A2, is L(A1) �
L(A2)?), and language equivalence (given BNWAsA1 andA2, is L(A1)= L(A2)?)
can all be solved in EXPTIME by employing the complementation construction.
Note that these problems are undecidable for pushdown automata (or context-free
languages). Thus, given two RSMs, checking whether they generate the same sets
of words is undecidable, while checking whether they generate the same sets of
nested words is decidable. The latter is a stronger requirement which considers two
executions equivalent when the two produce the same sequences of observations,
and also agree on entries to and exits from procedural contexts.
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17.4.2.5 MSO Equivalence

For word languages, the notion of regularity has many equivalent characterizations
using Þnite automata, monadic second-order logic, and regular expressions. The
notion of regularity for nested words also turns out to be robust. In particular, the
monadic second order logic (MSO) of nested words has the same expressiveness
as nested word automata. The vocabulary of nested sequences includes the linear
successor and the matching relation �. In order to model pending edges, we will
use two unary predicates call and ret corresponding to call and return positions.
The monadic second-order logic of nested words is given by the syntax:


 := a(x) |X(x) | call(x) | ret(x) | x

= y + 1 | x� y | 
 � 
 | ‹
 | �x.
 | �X.
,

where a 	 � , x, y are Þrst-order variables, and X is a second-order variable. The
semantics is deÞned over nested words in a natural way. The Þrst-order variables are
interpreted over positions of the nested word, while set variables are interpreted over
sets of positions. The formula a(x) holds if the symbol at the position interpreted
for x is a, call(x) holds if the position interpreted for x is a call, x = y + 1 holds
if the position interpreted for y is (linear) next to the position interpreted for x, and
x� y holds if the positions x and y are related by a nesting edge. For example,

�x.
�
call(x) ��y. x� y

�

holds in a nested word iff it has no pending calls;

�x.�y.
�
a(x)� x� y

�
� b(y)

holds in a nested word iff for every matched call labeled a, the corresponding return-
successor is labeled b.

For a sentence 
 (a formula with no free variables), the language 
 deÞnes is the
set of all nested words that satisfy 
. It turns out that: a language L of nested words
over � is �-regular iff there is an MSO sentence 
 over � that deÞnes L.

17.4.3 Temporal Logics

Over inÞnite words, Linear Temporal Logic (LTL) has long been considered the
temporal logic of choice for program veriÞcation, not only because its temporal
operators offer the right abstraction for reasoning about events over time, but also
because it provides a good balance between expressiveness (Þrst-order complete),
conciseness (can be exponentially more succinct compared to automata), and the
complexity of model checking (time linear in the size of the Þnite transition system,
and PSPACE in the size of the temporal formula). This has motivated the study of
temporal logics over nested words such as CARET [4] and NWTL [1]. We brießy
review these logics in this section.
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Let us Þrst recall the syntax and semantics of LTL (see Chap. 2 [42]). Given a
set AP of atomic propositions, a formula of propositional LTL is built from atomic
propositions, logical connectives (such as conjunction �, disjunction �, negation ‹,
implication �), and temporal operators (such as next #, always �, eventually �,
and until U ). An LTL formula is evaluated with respect to an inÞnite sequence w =
a1a2 • • • over � = 2AP , that is, each observation aj is an assignment of truth values
to the propositions in AP . The semantics of LTL is deÞned using the satisfaction
relation (w, j) |� 
, which means that the formula 
 is satisÞed at position j in the
model w. Example rules for evaluation are: (w, j) |� p, for an atomic proposition
p, if the observation wj assigns the value 1 to p; (w, j) |�#
 if (w, j + 1) |� 
;
(w, j) |��
 if (w, k) |� 
 for every position k 
 j ; and (w, j) |� 
1U 
2 if there
exists a position k 
 j such that (w, k) |� 
2 and (w, l) |� 
1 for all positions j 

l < k.

In the revised setting of nested words, a formula is interpreted over a nested word
w over the set � = 2AP of observations. To motivate the deÞnition of new tempo-
ral operators, let us examine the nested word shown in Fig. 7. Notice that unlike a
linear sequence, the graph-like structure of a nested word means that one can deÞne
different kinds of paths. If we ignore the nesting edges, and focus on the linear se-
quence of positions, we obtain the linear path, and we can continue to interpret LTL
operators over this linear path. In this example, the sequence 1,2,3,4, . . . ,13,14
of positions forms the linear path. Suppose we want to express the requirement that,
along a global program execution, every write to a variable is followed by a read
(see the automaton in Fig. 8(a)). If wr and rd denote the atomic propositions that
capture write and read operations, respectively, then the requirement is expressed
by the LTL formula:

� [ wr � � rd ].

17.4.3.1 Abstract Next

In a nested word, a call position has two successors: a linear edge to the next po-
sition, and a nesting edge to the matching return. This motivates adding, besides
the original LTL operator # corresponding to the linear successor, another next
operator, called abstract-next, denoted#a . Its semantics is deÞned by the rule:

(w, j) |�#a
 holds if the position j is a call position, has a matching return
position l (that is, j � l), and (w, l) |� 
.

It is easy to establish that the abstract-next operator is not deÞnable in LTL. In the
classical veriÞcation formalisms such as Hoare logic, correctness of procedures is
expressed using pre- and post-conditions. Partial correctness of a procedure P spec-
iÞes that if the pre-condition p holds when the procedure P is invoked, if the pro-
cedure terminates, the post-condition q is satisÞed upon return. Total correctness, in
addition, requires the procedure to terminate. Assume that all calls to the procedure
P are characterized by the proposition clP . Then, the requirement

�
’
(clP � p) �#a q

(
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expresses total correctness, while

�
’ �
clP � p � #a True

�
�#a q

(

expresses partial correctness.

17.4.3.2 Abstract Paths

An abstract path in a nested word w is a sequence of positions i1, i2, . . . ij such
that, for each 1 
 l < j , either il is a call position with matching return position
il+1, or il is an internal or a return position and il+1 equals il + 1 and is not a return
position. For a nested word that models an execution of a procedural program, the
abstract path starting at a position inside a procedure P is obtained by successive
applications of internal and nesting edges, and skips over invocations of other pro-
cedures called from P . In the nested word of Fig. 7, examples of abstract paths are
1,14, and 2,3,4,12,13, and 5,6,7,10,11, and 8,9. We can now deÞne the abstract
versions of temporal operators such as abstract-always �a , abstract-eventually �a ,
and abstract-until Ua . The semantics of these operators is deÞned by interpreting
them over abstract paths. For example,

(w, j) |� 
1Ua 
2 if there exists an abstract path j = i1, i2, . . . ik such that
(w, ik) |� 
2 and (w, il) |� 
1 for all 1
 l < k.

That is, 
1Ua 
2 holds if there is abstract path leading to a position satisfying 
2
such that at all preceding positions along this abstract path 
1 holds. We can use
these abstract modalities to specify context-bounded requirements. Let us revisit
the requirement that if a procedure writes to a variable, then it (that is, the same
invocation of the same procedure) will later read it (see the NWA of Fig. 8(b)). The
requirement is expressed by the following formula over abstract paths:

�
’
wr � �a rd

(
.

17.4.3.3 Summary Paths

A summary path between positions i and j , with i < j , of a nested word w is a se-
quence i = i1, i2 . . . ik = j of positions such that for 1
 l < k, if il is a matched call
with a matching return position r 
 j then il+1 = r , else il+1 = il + 1. Intuitively, a
summary path between i and j is the ÒshortestÓ path from i to j that one can con-
struct using linear and nesting edges. For example, in the nested word of Fig. 7, the
summary path between positions 2 and 14 is the sequence 2,3,4,12,13,14, while
the summary path between positions 2 and 11 is the sequence 2,3,4,5,6,7,10,11.
The summary-versions of temporal operators, such as summary-until U� , are de-
Þned by interpreting the temporal modalities over the summary paths. While not
particularly natural for specifying program requirements, interest in the summary
paths stems from their theoretical expressiveness: the expressiveness of the logic
with abstract-next, and its past dual, abstract-previous, and summary-until, and its
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past dual, summary-since, coincides exactly with Þrst-order logic over nested words
(that is, logic with Þrst-order variables, quantiÞcation over Þrst-order variables, log-
ical connectives, binary predicates x = y + 1, x < y, x� y, and unary predicates
corresponding to call, ret, and atomic propositions) [1]. This result is the ana-
log of the result that the expressiveness of LTL coincides with Þrst-order logic over
words. Global, abstract, and other versions of temporal modalities are deÞnable us-
ing Þrst-order logic over nested words, and this implies that requirements about ab-
stract paths can be deÞned using modalities over summary paths. It seems unlikely
that a similar completeness result holds for abstract modalities (more speciÞcally, it
is conjectured, but not proved, that the logic CARET [4] is not Þrst-order complete).

17.4.3.4 Model Checking

Chapter 4 [38] discusses the tableau-based approach to checking satisÞability and
model checking of LTL. This approach can be extended to temporal logics over
nested words. In the sequel, we use NWTL to denote the logic with all the con-
nectives we have discussed so far, and also their past duals. Given an NWTL for-
mula �, we can construct a BNWA A� such that (1) L(A�) contains exactly those
nested words that satisfy �, and (2) the size of A� is 2O(|�|). To check whether �
is satisÞable, we can test whether the language of A� is nonempty, and to check
whether all executions of an RSM M satisfy the NWTL speciÞcation �, we can test
language-emptiness of the product of the automata AM and A‹� . Both satisÞability
and model-checking problems for NWTL are EXPTIME-complete.

The construction of the BNWA A� corresponding to the NWTL formula � fol-
lows the same recipe as the tableau construction for LTL discussed in Chap. 4 [38].
We Þrst deÞne the set Closure(�) of formulas; the linear and hierarchical states of
A� are subsets of Closure(�) that satisfy local consistency requirements; the tran-
sitions of A� are deÞned so that next-time requirements are correctly propagated
along the linear edges, and abstract-next-time requirements are correctly propagated
along the nesting edges; and each until-formula in the closure gives a B�chi accep-
tance condition that ensures eventual fulÞllment of the until obligations (this results
in a generalized B�chi acceptance condition, which can be translated into a B�chi
acceptance condition by introducing a counter as described in Chap. 4 [38]). We
refer the reader to [1] for details, but illustrate the essence of the construction by
focusing on abstract-until formulas of the form 
1Ua
2.

The closure contains propositions call, ret, and int, that indicate the posi-
tion types. Additionally, a proposition top is used to indicate whether the current
position is Òtop levelÓ: a position i of a nested word w is top level if it is not within
a pair of matching call-return positions, that is, there are no positions j and k such
that j < i < k and j � k.

The closure rule for the abstract-until formula says that if 
1Ua
2 is in
Closure(�) then so are the formulas 
1, 
2, #(
1Ua
2) and #a(
1Ua
2). The
size of the closure is linear in |�|.
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States correspond to subsets of the closure that satisfy consistency requirements.
Sample consistency requirements on a state  � Closure(�) are: exactly one of
call, ret, and int belongs to  , and 
1Ua
2 	 iff either 
2 	 , or (
1 	 
and call 	 and #a(
1Ua
2) 	 ) or (
1 	 and call /	 and #ret /	 
and #(
1Ua
2) 	 ). Note this rule for the abstract-until formula captures its se-
mantics inductively: to satisfy the formula 
1Ua
2 at a position either 
2 is satisÞed
in that position, or at a call position, 
1 is satisÞed and the formula is propagated
along the nesting edge, or at a return/internal position, 
1 is satisÞed and the formula
is propagated along the linear edge, provided the linear successor is not a return.

The transitions of the automaton ensure that the desired propagation expressed by
next and abstract-next formulas in a state is enforced. If there is an internal transition
from state  to state � , then it must be the case that top 	 iff top 	 � and for
each #� 	 Closure(�), � 	 � iff #� 	 . If there is a call transition from state
 to state  l while propagating state  h on the nesting edge, then it must be the
case that either none of  , �l and �h contain top, or top 	  and exactly one
of �l and �h contains top; and for each #� 	 Closure(�), � 	 �l iff #� 	 ;
and for each#a� 	 Closure(�), � 	 �h iff#a� 	 . Finally, if there is a return
transition to state � from state  l using the incoming hierarchical state  h, then
it must be the case that top /	  l , and top 	  h iff top 	 � ; for each #� 	
Closure(�), � 	 � iff #� 	  l ; and for each #a� 	 Closure(�), � 	  h iff
� 	 l .

The B�chi acceptance condition to ensure the eventual fulÞllment of the abstract-
until formula 
1Ua
2 demands that some state  exists such that top 	  and
either 
2 	 or 
1Ua
2 /	 repeats inÞnitely often. This is based on the fact that
the fulÞllment of an abstract-until can be delayed forever by the propagation rules
only along an abstract path that contains only top-level positions.

17.5 Bibliographical Remarks

17.5.1 Summarization

Two early papers proposing general frameworks for computing procedure sum-
maries in the context of inter-procedural program analysis are [25] by Cousot and
Cousot and [49] by Sharir and Pnueli. There is a lot of subsequent work aimed at in-
vestigating efÞcient techniques for various kinds of abstract domains to account for
data manipulated by the program, and designing efÞcient and precise algorithmic
techniques for special classes of properties ([30, 40, 44, 46]). In particular, Reps et
al. propose in [44] efÞcient algorithms for inter-procedural data-ßow analysis based
on graph reachability that is similar to checking reachability in pushdown systems.
The tool Bebop by Ball and Rajamani [9] allows veriÞcation of sequential Boolean
programs with procedure calls using basically the reachability analysis algorithm
of [44]. The model of recursive state machines was deÞned in [2] as a generaliza-
tion of the model of hierarchical state machines [7], and this work gives a detailed
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analysis of the complexity of solving reachability, fair computation, and model-
checking problems for temporal logics such as LTL and CTL�, based on summa-
rization. Working directly with RSMs allows an understanding of the dependence
of the computational complexity on the number of entry/exit nodes per component.

17.5.2 Saturation

The regularity of pre�(L) for a regular languageL seems to have been Þrst observed
by B�chi in his work on regular canonical systems (see Chap. 5 of [15]), and has
been rediscovered many times in slightly different contexts, for instance by Caucal
in [21] and by Book and Otto in [10]. Book and Otto also present the saturation
algorithms for monadic string-rewriting systems, a model closely related to PDSs.

Saturation algorithms for computing sets of forward- and backward-reachable
conÞgurations of PDSs were presented by Bouajjani et al. and Finkel et al. [12, 29].
EfÞcient versions with a detailed complexity analysis were obtained by Esparza et
al. [26] (see also [47]). Symbolic versions of the algorithms were implemented in the
MOPED tool by Schwoon and applied to veriÞcation problems of Linux drivers [28,
47]. The jMOPED tool adds to MOPED a front-end that transforms Java programs
into extended pushdown systems and allows MOPED [52] to be applied.

The saturation technique has been extended in a number of ways. We brießy
summarize some of the contributions.

Bouajjani et al. extend the technique to alternating pushdown systems, and apply
the algorithms to the global1 model-checking problem of CTL [12]. They show for
a given CTL formula 
 and a PDS P how to compute the set of all conÞgurations
of P satisfying 
. A different extension leading to a similar algorithm for CTL� is
described by Esparza et al. in [27]. An efÞcient algorithm for CTL model check-
ing based on solving emptiness of alternating B�chi pushdown automata has been
deÞned in [50].

Reps et al. show how to apply saturation to weighted pushdown systems, in
which transition rules are labeled with elements of an idempotent semiring [45].
The saturation algorithm is extended so that it returns not only the sets pre�(C) and
post�(C), but for each conÞguration c in them the total weight of the paths leading
from c to C or from C to c, respectively. The extensions are implemented in the
Weighted Automata Library WALi [37]. While the original motivation of this work
was to obtain a general framework for inter-procedural data-ßow analysis, the devel-
oped framework and algorithms were shown to be also useful for other applications,
like modeling and verifying trust-management systems [36].

Cachat describes a saturation algorithm for computing the attractor of a regular
set C of conÞgurations of a pushdown game system [20]. A pushdown game system
is a PDS whose states are partitioned into two sets under the control of two different

1Here global model checking means computing the set of all states in a given model that satisfy
some given formula.
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players. A play is a sequence of conÞgurations, where the successor of the current
conÞguration is decided by the player owning its control state. The attractor is the
set of conÞgurations such that the Þrst player can force the play to visitC. Hague
and Ong extend CachatÕs ideas to algorithms for computing the winning regions
of a given parity game [32], and for a given PDSP and a given formula
 of the
µ -calculus the set of all conÞgurations ofP satisfying
 [33].

Higher-order pushdown systems (HPDSs) generalize PDSs by allowing nested
stacks, i.e., stacks whose elements can be stacks themselves. Bouajjani and Meyer
extend the saturation algorithm to HPDSs with one control state, also called higher-
order context-free processes [14]. Hague and Ong extend the results to general
HPDSs [31]. Seth gives an alternative construction for order 2 [48].

17.5.3 Temporal Logic Model Checking

Model checking of pushdown systems has been studied extensively for both linear-
and branching-time requirements (see e.g. [2, 12, 19, 26, 27, 29, 43, 55]). The decid-
ability of the model-checking problem of pushdown systems for the propositional
µ -calculus (which subsumes in expressiveness regular propositional temporal logics
such as LTL and CTL� ) follows from results in [39]. However, the model-checking
algorithm derived from this result, which is based on a reduction to the satisÞability
problem of the monadic second-order logic of two successors, has a non-elementary
complexity. In [16], an elementary algorithm is provided for the class of context-
free processes (equivalent to pushdown systems with a single control state) and
the alternation-free (branching-time) propositionalµ -calculus. Basically, this algo-
rithm generalizes the summarization construction as it is based on computing pairs
of pre- and post-conditions of a process. The algorithm has been extended to the
full class of pushdown systems (but still for alternation-freeµ -calculus) in [17], and
then later to the full propositionalµ -calculus, but only for context-free processes,
in [18]. The algorithms deÞned in this work have been implemented in a tool called
ÒThe Fixpoint-Analysis MachineÓ [51] that has been used in practice for tackling
various problems such as intra/inter-procedural data-ßow analysis, model checking,
and behavioral equivalence checking. The Þrst elementary model-checking algo-
rithm for the full class of pushdown systems and the full propositionalµ -calculus
has been deÞned in [53]. The algorithm is based on solving pushdown parity games.
A global model-checking algorithm for this general case has been provided Þrst
in [43]. In [53], the model-checking problem of pushdown systems for the fullµ -
calculus is shown to be EXPTIME-complete. In [54], it is shown that the problem
is EXPTIME-complete even for CTL, and that it is PSPACE-complete for the EF
fragment. In [12], the problem is shown to be EXPTIME-complete for LTL and the
linear-time propositionalµ -calculus.

Even though the general problem of checking context-free properties of push-
down automata is undecidable, algorithmic solutions have been proposed for check-
ing many different kinds of non-regular properties. For example, numerical proper-
ties have been considered in [11, 13] where model-checking algorithms are deÞned
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for extension of temporal logics with constraints on the number of occurrences of
events/states along computations. These logics allow for instance properties such as
Òbetween every pair of events a and b, there is the same number of c’s as there are
d’s to be expressedÓ. The model-checking algorithms proposed for these logics are
based on reductions to the satisÞability of Presburger arithmetics, using the fact that
Parikh-images of context-free languages are semi-linear sets [41].

Non-numerical properties have also been considered in several works. For in-
stance, access control requirements such as Òa module A should be invoked only if
the module B belongs to the call-stackÓ, and bounds on stack size such as Òif the
number of interrupt-handlers in the call-stack currently is less than 5, then a prop-
erty p holdsÓ require inspection of the stack, and decision procedures for certain
classes of stack properties have been proposed [23, 27, 35].

The idea of explicit modalities that can refer to the matching structure of calls
and returns Þrst appears in the temporal logic CARET [4]. Subsequently, the model
of visibly pushdown automata [5] and the theory of regular languages of nested
words [6] were proposed as a unifying basis to explain which class of properties are
algorithmically checkable against pushdown models. [1] deÞnes the temporal logic
NWTL, and presents a systematic study of linear temporal logics over nested words.
[24] describes a speciÞcation language called PAL that extends the query language
of the software model checker BLAST [34] for writing nested word monitors, along
with a tool to annotate C code.

The nested structure on words can be extended to trees, and automata on nested
trees are studied in [3]. A version of the µ-calculus on nested structures has been
deÞned in [3], and is shown to be more powerful than the standard µ-calculus, while
at the same time remaining robust and tractable.
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Chapter 18
Model Checking Concurrent Programs

Aarti Gupta, Vineet Kahlon, Shaz Qadeer, and Tayssir Touili

Abstract Concurrent programs are in widespread use for harnessing the comput-
ing power of multi-core hardware. However, it is very challenging to develop correct
concurrent programs. In practice, concurrency-related bugs such as data races, dead-
locks, and atomicity violations are very common. In this chapter, we describe efforts
based on model-checking for automatic veriÞcation and debugging of concurrent
programs. The emphasis is on core ideas for reasoning about synchronizations and
communication between threads and processes, while considering all possible be-
haviors due to their interactions.

We start by considering model-checking based on interacting pushdown system
(PDS) models. In these models, each component (thread or process) is modeled as
a pushdown automaton, where the stack is used to model recursion. Model check-
ing based on pushdown automata has a close correspondence with dataßow analy-
sis of programs, and this has been successfully used for veriÞcation of sequential
programs. However, applying these methods to a system of interacting pushdown
automata is not straightforward. Even the basic problem of reachability is undecid-
able in the general case. We describe some techniques that have been proposed to
get around this barrier, by restricting the patterns of synchronization and communi-
cation among components.

Although PDSs provide a natural model for concurrent programs, it is difÞcult
to apply PDS-based model-checking techniques directly to concurrent programs in
practice. In addition to the formidable decidability barrier, this is also due to the huge
gap between low-level PDS models and the feature-rich high-level programming
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languages in which concurrent programs are written. Fortunately, the successes of
model-checking on Þnite state systems and sequential programs have provided a
wealth of useful abstractions and techniques to bridge this gap. In the last part of
the chapter, we will describe veriÞcation techniques for concurrent programs that
are inspired by these models. They often abstract the effects of synchronization
and focus on handling the complexity of reasoning about all possible behaviors.
However, they can, and should, exploit insights and results of PDS-based model-
checking.

18.1 Introduction

Concurrent programming has a long and rich history, motivated by the goal of har-
nessing parallel hardware to derive faster performance on applications of interest.
These applications traditionally arose in the areas of operating systems, embedded
systems, distributed databases, and large-scale scientiÞc applications. Since the ad-
vent of multi-core hardware platforms, concurrent programming has become ever
more popular, with applications in many other areas such as multi-media process-
ing, gaming, and mobile applications. Thus, concurrent programs have now emerged
outside the domains of experts. All programmers need to be aware of concurrency,
either within their applications or in the larger software systems of which their ap-
plications are a part.

Concurrent programs are very difÞcult to develop, as well as to debug. There
is a great need for systematic veriÞcation to complement (or supplement) tradi-
tional software testing, which suffers from insufÞcient coverage and lack of proofs.
Many veriÞcation techniques have been proposed based on theorem proving, static
analysis, and model-checking. This chapter will focus mainly on model-checking,
although many common ideas have inßuenced these techniques, as well as software
testing. Indeed the seminal work on model-checking [19] was proposed for synthe-
sizing correct synchronization skeletons for concurrent (Þnite state) processes with
respect to temporal logic speciÞcations in CTL (Computational Tree Logic). Since
then, the core ideas in model-checking have been applied in various concurrent set-
tings, including Þnite state concurrent systems and concurrent multi-threaded pro-
grams. We will focus mainly on the latter in this chapter, and Þnite state systems are
covered well in other chapters in the Handbook.

The success of model-checking on sequential programs has also led to great in-
terest in applying it to concurrent programs. However, concurrent programs present
additional challenges on top of those in model-checking sequential programs (viz.
large or inÞnite state spaces, tradeoffs between precision and abstraction, handling
of heaps, etc.). There are subtle effects due to synchronization and communication
operations between threads or processes. These operations include use of locks and
semaphores for mutual exclusion, wait-notify or CCS-style pair-wise rendezvous
for synchronization, and multi-cast or broadcast for communication. Furthermore,
the underlying model of interleaving computations of individual components often
leads to an explosion in the number of system behaviors one has to reason about.
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This chapter will focus on these two main challenges: precise reasoning about syn-
chronization and communication operations, and efÞcient handling of component
interleavings. The ideas discussed here can be combined with other techniques de-
scribed elsewhere in the Handbook. (Pointers to speciÞc related chapters are pro-
vided at the end of this section.)

We will start by considering pushdown automata models. Pushdown Systems
(PDSs) have emerged as a powerful unifying framework for static analysis of se-
quential programs [6, 49]. Given a sequential program, data abstractions are used to
derive a Þnite control structure, while recursion is modeled using a stack that tracks
function calls and returns. Pushdown systems provide a natural model for such ab-
stractly interpreted structures, and have in many cases led to strictly more expressive
frameworks than those provided by classical inter-procedural dataßow analysis (see
[49, 61]). These results highlight (i) the deep connection between dataßow analy-
sis and the model-checking problem for PDSs, and (ii) the usefulness of PDSs as a
natural framework for modeling programs.

The success of PDS-based models on sequential programs naturally led to an
interest in model-checking a system of interacting PDSs, where the individual pro-
gram components communicate and synchronize with each other, as in concurrent
programs. Again, a stack models the recursion in each PDS component, to keep
track of its calling context. However, a key undecidability result [60] showed that
even simple properties like reachability are undecidable for systems with just two
PDSs synchronizing via CCS-style pair-wise rendezvous. In [42], the undecidabil-
ity result was shown to hold also for PDSs interacting via locks. These undecid-
ability results pose a formidable barrier to extending PDS-based static analysis to
concurrent programs. Therefore, much of the work using PDS-based models focuses
on how to get around this undecidability barrier: by using abstractions, restricting
the patterns of synchronization/communication, and identifying fragments of tem-
poral logic for which model-checking is decidable. We describe some key results
and techniques in the main part of the chapter.

PDS-based model-checking can be viewed as providing a precise framework for
reasoning about both recursion and synchronization in concurrent programs. With
its close connection to static analysis, it provides useful theoretical insights for de-
lineating the decidability boundaries for various analyses, and for devising suitable
restrictions and abstractions. However, it has not been directly applied to concur-
rent programs in practice, except in small instances. This is due in large part to the
undecidability barrier. At the same time, there exists a huge gap between low-level
PDS models and the feature-rich high-level programming languages in which con-
current programs are developed. Additional abstractions and modeling techniques
are needed to bridge this gap for practical applications, and the challenges here are
similar to those in model-checking of sequential programs.

Since the core undecidability barrier in model-checking of concurrent programs
stems from a combination of recursion and synchronization, common strategies in
practice are to bound the recursion or abstract the synchronization. In the last part
of this chapter, we will describe efforts that use such strategies. They are inspired
by successful model-checking on other models: Þnite state concurrent systems (no
recursion) on one hand, and sequential programs (no synchronization) on the other.
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In the setting of models based on Þnite state concurrent systems, the recur-
sion in concurrent programs is typically ignored, either by inlining procedures
up to some bound, or by considering only terminating or bounded executions as
in systematic testing or bounded model-checking. In the setting of models based
on sequential programs, recursive procedures are handled as usual (e.g., through
summaries). Here, sequential program analysis (e.g., dataßow analysis, abstract
interpretation, or assume-guarantee reasoning) is lifted to a concurrent program
setting that deals implicitly or explicitly with interference, to account for synchro-
nization/communication with other components. In a sense, the PDS-based model-
checking framework grew out of this line of work. The difference is mainly in the
goals and the abstractions usedÑPDS-based model-checking algorithms deal pre-
cisely (or at least soundly) with synchronization/communication operations (while
they may use other data-based abstractions), whereas many of the other efforts using
program analysis abstract the effects of synchronization/communication (or handle
only some operations), sometimes even unsoundly when the goal is to Þnd concur-
rency bugs such as data races, deadlocks, or atomicity violations.

We believe that PDS-based model-checking algorithms can (and should) be ju-
diciously combined with other program abstractions and analysis techniques to ad-
vance concurrent program veriÞcation in practice. Some examples of such work
are highlighted in Sect. 18.5. Finally, we also discuss trace-based dynamic model-
checking methods. These are more scalable than whole-program veriÞcation, but
provide non-exhaustive coverage over program inputs.

As mentioned earlier, the material covered in this chapter is related to some other
chapters in the Handbook. SpeciÞcally, the section on PDS-based model-checking
is related to Chap. 17, the subsection on use of partial-order reduction on Þnite
state models is related to Chap. 6, the subsection on techniques based on sequential
program models is related to Chaps. 15 and 13, with assume-guarantee reasoning
related to Chap. 12.

Organization. We start by describing notation for a concurrent system and
PDS-based models in Sect. 18.2. The next two sections cover PDS-based model-
checking, with Sect. 18.3 considering restricted patterns of synchronization, and
Sect. 18.4 considering restrictions on communication. Finally, Sect. 18.5 describes
techniques based on other modelsÑÞnite state systems and sequential programs.

18.2 Concurrent System Model and Notation

We consider a general concurrent system model, comprising processes running in
parallel and interacting with each other, either via:

� Synchronization, i.e., by jointly executing a transition, e.g., rendezvous and broad-
casts, or

� Communication, i.e., by performing operations on shared objects.
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Formally, a concurrent system is deÞned as a tuple of the form(P , O, T , �, s 0),
where

€ P = { P1, . . . , Pn} is a Þnite set of processes
€ O = { O1, . . . , Om} is a Þnite set of objects
€ T is a Þnite set of transitions
€ � : T � � is alabeling function, and
€ s0 is the initial state of the system.

Each processPi 	 P has a Þnite nonempty set oflocal states, or control loca-
tions. Processes are pair-wise disjoint.

Processes can access a Þnite set of objects. An objectO is deÞned as a pair
(V , OP), whereV is the set of possible values of the object andOP is the set of op-
erations that can be performed on the object. Each operationopi 	 OPis a (possibly
partial) functionINi × V � OUTi × V , whereINi andOUTi represent, respec-
tively, the set of possible inputs and outputs of the operation.

A global states of a concurrent system is an element of the setS = P1 × · · · ×
Pn × V1 × · · · × Vm. A state(s[1], . . . , s[n], v[1], . . . , v [m]) assigns to each process
Pi a local states[i ] 	 Pi and associates a valuev[j ] 	 Vj with each objectOj . The
initial states0 	 S. For control locationl and global states, we usel 	 s to mean
that� i 	 [ 1. . . n] : l = s[i ].

A transitiont 	 T is a tuple(L,G,C,L �), where, intuitively speaking,L and
L � are, respectively, the initial and Þnal local control locations of processes par-
ticipating in t , G is the guard expressing the condition under whicht can be exe-
cuted, andC is a function capturing updates on the communication objects. For-
mally, L and L � are nonempty subsets of� i Pi such that for eachi 	 [ 1. . . n],
|L � Pi | = | L � � Pi | 
 1. The guardG is a conjunction of conditionscj , where
cj : V1 × · · · × Vm � { true, f alse} is a Boolean function deÞned on the values
of the communication objects. The commandC is a functionC : V1 × · · · × Vn �
V1 × · · · × Vn deÞned as a sequential composition of operations on objects such that
an operation that updates the value ofOj cannot be followed by any other operation
on Oj .

A transitiont = (L,G,C,L �) is enabledin a global states if L � s, i.e., for each
l 	 L , l 	 s, andG is true in s. If t is not enabled ins, it is said to bedisabled
in s. A transition t that is enabled in a states = (s[1], . . . , s[n], v[1], . . . , v [m])
can beexecuted. As a result of the execution the system reaches a states� =
(s�[1], . . . , s�[n], v�[1], . . . , v �[m]), where

1. {s�[1], . . . , s�[n]} = ({s[1], . . . , s[n]} \ L) � L �, and
2. the commandC maps(v[1], . . . , v [m]) to (v�[1], . . . , v �[m]).

The states� is called thesuccessorof s via t . We uses
t

� s� to denote the fact
that global states� results from global states via execution of transitiont .

Note that this concurrent system model is general in that each process can be fur-
ther modeled as a Þnite state process, a sequential program, or a pushdown system.
We will consider the speciÞc case of interacting pushdown systems in more detail
later.
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18.2.1 Synchronization and Communication

We consider the following standard primitives for communication and synchroniza-
tion that can be used to model available operations in speciÞc programming lan-
guages:

� Locks: Locks are used to enforce mutual exclusion. Transitions acquiring and
releasing lock l are labeled with acquire(l) and release(l), respectively.

� Rendezvous (Wait-Notify): We consider two notions of rendezvous: CCS-style
Pair-wise Rendezvous and the more expressive Asynchronous Rendezvous (mo-
tivated by the wait() and notify() primitives of Java, but not identical).
Pair-wise send and receive rendezvous are labeled with a! and a?, respectively.

Let c11
a!� c12 and c21

a?� c22 denote the pair-wise send and receive transitions
of P1 and P2, respectively. For the pair-wise rendezvous to be enabled, both P1
and P2 must be in local control states c11 and c21 simultaneously, and the send
and receive transitions are taken synchronously in one step. If P1 is in c11 but
P2 is not in c12 then P1 cannot execute the send transition, and vice versa. The
asynchronous rendezvous send and receive transitions, labeled with a4 and a9,
respectively, do not require this synchronous operation. The difference between
pair-wise rendezvous and asynchronous rendezvous is that the send transition is
blocking in the former but non-blocking in the latter. Thus a transition of the form

c11
a4
� c12 can be executed irrespective of whether a matching receive transition

of the form c21
a9
� c22 is currently enabled or not. On the other hand, the execu-

tion of a receive transition requires a matching send transition to be enabled, with
both the send and receive then being executed synchronously.

� Broadcasts (Notify-All): Broadcast send and receive rendezvous (again, motivated
by the wait() and notifyAll() primitives of Java, but not identical) are la-

beled with a!! and a??, respectively. If b11
a!!� b12 is a broadcast send transition

and b21
a??� b22,. . . , bn1

a??� bn2 are the matching broadcast receives, then the re-
ceive transitions block pending the enabling of the send transition. The send tran-
sition, on the other hand, is non-blocking and can always be executed. Its execu-
tion is carried out synchronously with all the currently enabled receive transitions
labeled with a??.

18.2.2 Specification Logic

We consider correctness properties expressed as multi-index temporal logic formu-
lae, where in a k-index formula, the atomic propositions are interpreted over the
local control states of k components. Many interesting properties can be expressed
as single- or double-index properties. For example, liveness can be expressed as a
single-index property, while for specifying the presence of a data race one needs a
double-index property.
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We use L(Op1, . . . ,Opk), where Opi 	 {X,F,U,G,
5
F }, to denote the fragment

of double-indexed linear temporal logic (LTL) comprising formulae of the form Ef .
Here, f is an LTL formula in positive normal form (PNF), viz., only atomic propo-
sitions are negated, built using the operators Op1, . . . ,Opk and the Boolean con-
nectives � and �. Here X Ònext-timeÓ, F ÒsometimesÓ, U, ÒuntilÓ, G ÒalwaysÓ, and
5
F ÒinÞnitely-oftenÓ denote the standard temporal operators and E is the Òexistential
path quantiÞer.Ó Note that L(X,U,G) is full LTL.

18.2.3 Interacting Pushdown System (PDS) Model

We consider multi-threaded programs wherein threads synchronize using the
standard primitivesÑlocks, pair-wise rendezvous, asynchronous rendezvous, and
broadcasts. Each thread is modeled as a Pushdown System (PDS) [6]. A PDS has
a Þnite control part corresponding to the (abstract) valuations of the variables of
the thread and a stack which models recursion. The stack is used only to track the
context, i.e., the order in which functions are called in reaching a given control lo-
cation. The properties we consider refer only to valuations in control locations, not
the stack contents.

Formally, a PDS is a Þve-tuple P = (Q,Act,�, c0,�), whereQ is a Þnite set of
control locations, Act is a Þnite set of actions, � is a Þnite stack alphabet, and ��
(Q×� )×Act× (Q×� �) is a Þnite set of transition rules. If ((p, � ), a, (p�,w)) 	
� then we write �p,� �

a
&� �p�,w�. A configuration of P is a pair �p,w�, where

p 	 Q denotes the control location and w 	 � � the stack content. We call c0 the
initial configuration of P . The set of all conÞgurations of P is denoted by C . For

each action a, we deÞne a relation
a�� C ×C as follows: if �q, � �

a
&��q �,w�, then

�q, � v� a��q �,wv� for every v 	 � �.
Let P be a multi-PDS system comprising of the PDSs P1,. . . ,Pn, where Pi =

(Qi,Acti,�i, ci ,�i). In addition to Acti , we assume that each Pi has special ac-
tion symbols labeling transitions implementing synchronization primitives. These
synchronizing action symbols are shared commonly across all PDSs.

A concurrent program with n PDSs and m locks l1, . . . , lm is formally de-
Þned as a tuple of the form P = (P1, . . . ,Pn, L1, . . . ,Lm), where for each i,
Pi = (Qi,Acti,�i, ci,�i) is a pushdown system (thread), and for each j , Lj �
{�,P1, . . . ,Pn} is the possible set of values that lock lj can be assigned. A global
conÞguration of P is a tuple c = (t1, . . . , tn, l1, . . . , lm) where t1, . . . , tn are, re-
spectively, the conÞgurations of PDSs P1, . . . ,Pn and l1, . . . , lm the values of the
locks. If no thread holds lock li in conÞguration c, then li =�, else li is the thread
currently holding it. The initial global conÞguration of P is (c1, . . . , cn,�, . . . ,�),
where ci is the initial conÞguration of PDS Pi . Thus all locks are free to start with.
We extend the relation

a�� to global conÞgurations of P in the usual way.
The reachability relation � � is the reßexive and transitive closure of the suc-

cessor relation � deÞned above. A sequence x = x0, x1, . . . of global conÞg-
urations of P is a computation if x0 is the initial global conÞguration of P
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and for each i, xi
a� xi+1, where either for some j , a 	 Actj , or for some k,

a = release(lk) or a = acquire(lk) or pair-wise rendezvous send a = b! or receive
a = b?, or asynchronous rendezvous send a = b4 or receive a = b9, or broadcast
send a = b!! or receive a = b??. Given a thread Ti and a reachable global conÞg-
uration c = (c1, . . . , cn, l1, . . . , lm) of P , we use Lock-Set(Ti, c) to denote the set
of locks held by Ti in c, viz., the set {lj | lj = Ti}. Also, given a thread Ti and a
reachable global conÞguration c= (c1, . . . , cn, l1, . . . , lm) of P , the projection of c
onto Ti , denoted by c 9 Ti , is deÞned to be the conÞguration (ci, l�1, . . . , l

�
m) of the

concurrent program comprising solely the thread Ti , where l�i = Ti if li = Ti , and �
otherwise (locks not held by Ti are released).

18.3 PDS-Based Model Checking: Synchronization Patterns

Dataßow analysis for sequential programs can exploit the fact that the model-
checking problem for a PDS is decidable for very expressive classes of propertiesÑ
both linear and branching time (cf. [6, 74]). Analogously to the sequential case,
inter-procedural dataßow analysis for concurrent multi-threaded programs can be
formulated as a model-checking problem for interacting PDSs. However, this prob-
lem is less robustly decidable than the one for a single PDS. Indeed, a key undecid-
ability result given in [60] showed that even simple properties like reachability are
undecidable for systems with just two PDSs synchronizing via CCS-style pair-wise
rendezvous. In [42], it was shown that reachability is undecidable for PDSs with
arbitrary lock accesses.

A fundamental obstacle here is the undecidability of checking the non-emptiness
of the intersection of two context-free languages. The implication is that if, in a
system comprising of two PDSs, the coupling between them is strong enough to
accept the intersection of the context-free languages accepted by these PDSs, then
the model-checking problem becomes undecidable. This strong coupling can result
from: (i) the synchronization primitives being sufÞciently expressive, e.g., pair-wise
rendezvous or broadcasts, or (ii) the property being strong enough. Thus, to ensure
decidability, we need to limit the expressiveness of either the synchronization prim-
itives or the property being model-checked.

Interestingly, in practice concurrent programs have a lot of inherent structure
that can potentially be exploited. This has led to decidability results and efÞcient
PDS-based model-checking procedures for some problems of practical interest and
for various fragments of temporal logic. Another related problem is deciding static
pair-wise reachability of two individual control states in a dual-PDS system, which
provides a basic building block for various model-checking and dataßow analysis
procedures.

SpeciÞcally, it has been shown that the model-checking problems for L(F,G)
and L(U) are undecidable for dual-PDS systems wherein the PDSs do not interact
at all with each other [41]. Here, the logics are powerful enough to encode the
disjointness problem for context-free languages. For the sub-logic L(X,G), model-
checking is decidable for PDSs interacting via pair-wise rendezvous, asynchronous
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rendezvous, or broadcasts [41]. For the sub-logic L(X,F,
5
F), the decidability of

model-checking depends on the synchronization primitives allowed. It is decidable
for nested locks [41] and for bounded lock chains [39], but is undecidable for pair-
wise rendezvous, asynchronous rendezvous, or broadcasts [41].

In this section, we consider in detail some results and procedures for model-
checking and pair-wise reachability problems for PDSs with restrictions on syn-
chronization primitivesÑnested locks, bounded lock chains, and rendezvous. In the
next section, we consider various model-checking procedures for various restric-
tions on the models of communication.

18.3.1 Programs with Nested Locks

Nested locks are a prime example of how programming patterns can be exploited
to yield decidability of the model-checking problem for several important temporal
logic fragments for interacting pushdown systems [40, 42].

We say that a concurrent program accesses locks in a nested fashion if and only
if along each computation of the program a thread can only release the last lock that
it acquired along that computation, and which has not yet been released. The case of
nested locks is practically important as most lock usage in concurrent programs is
nested. Indeed, standard programming practice guidelines typically recommend that
programs use locks in a nested fashion. This is even enforced in some languages,
e.g., Java (version 1.4) and C#, where locks are guaranteed to be nested.

18.3.1.1 Pair-wise Reachability for Nested Locks

We Þrst consider the pair-wise reachability problem in a concurrent program with
nested locks. For this, it is useful to consider the notion of an acquisition history.

Definition 1 (Acquisition History) [42] Let x be a global computation of a concur-
rent program P leading to global conÞguration c. Then for thread Ti and lock lj
of P such that j 	 Lock-Set(Ti, c), we deÞne AH(Ti, lj , x) to be the set of locks
that were acquired (and possibly released) by Ti after the last acquisition of lj by Ti
along x.

The key feature of an acquisition history is that it can be computed in a thread-
local fashion, much like lock-sets. This makes possible a compositional decision
procedure for reachability, and also makes it amenable in other veriÞcation settings
(discussed later in Sect. 18.3.4).

Using the notion of an acquisition history, we can derive the following important
result regarding decomposition of the reachability problem for nested locks.
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Theorem 1 (Decomposition Result for Nested Locks) [42] Let P be a concurrent
program comprising two threads T1 and T2 with nested locks. Then two control
states a1 and b2 of T1 and T2, respectively, are backward reachable from configura-
tions d1 and d2 of T1 and T2 respectively if and only if there exist configurations c1

and c2 and computations x and y, from c1 and c2 to d1 and d2, respectively, such
that the acquisition histories of x and y are compatible.

The acquisition histories of x and y are compatible if there do not exist locks
l 	 Lock-Set(P1,d1) and l� 	 Lock-Set(P2,d2) such that l 	AH(P2, l�, y) and l� 	
AH(P1, l, x).

Essentially, the Decomposition Result allows reduction of the problem of de-
ciding reachability of one global conÞguration from another in a dual-PDS system
to reachability problems for local conÞgurations of the individual PDSs, thereby
avoiding the explosion in interleavings.

18.3.1.2 Model-Checking Programs with Nested Locks

For concurrent programs with threads synchronizing via nested locks, it has been
shown [40, 41] that:

� The model-checking problem is undecidable for L(U) and L(G). This implies
that in order to get decidability for dual-PDS systems (PDS systems with two
threads) interacting via nested locks, we have to restrict ourselves to the sub-logic

L(X,F,
5
F ).

� For the fragment L(X,F,
5
F ) of LTL, the model-checking problem is decidable.

The undecidability results for model-checking L(U) and L(G) follow via reduc-
tion to the disjointness problem for context-free languages.

Decidability of the model-checking problem for the fragment L(X,F,
5
F ) of LTL

for concurrent programs with nested locks leverages the standard automata-theoretic

approach for model-checking. Given an L(X,F,
5
F ) formula f , we build an au-

tomaton accepting global states of the given concurrent program satisfying f . As
usual, this automaton construction is deÞned for the basic temporal operators of

L(X,F,
5
F ), i.e., F,

5
F , and X, and the Boolean connectives � and �. In other words,

we start by building, for each atomic proposition prop of f , an automaton accepting
the set of states of the given concurrent program satisfying prop. Then, we leverage
the constructions for the basic temporal operators and Boolean connectives to recur-
sively build the automaton accepting the set of states satisfying f via an inside-out
traversal of f . Finally, if the initial state of the given concurrent program is accepted
by the resulting automaton, the program satisÞes f .

The above approach, which is standard for LTL model-checking of Þnite state
and pushdown systems, exploits the fact that for model-checking it sufÞces to reason
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Fig. 1 ProgramP with
threadsP1 (a) andP2 (b)

about regular sets of conÞgurations of these systems. These sets can be captured us-
ing regular automata, which then reduces model-checking to computing regular au-
tomata for each of the temporal operators and Boolean connectives. For general con-
current programs, the sets of conÞgurations that we need to reason about for model-
checking arenot regular, and therefore cannot be captured via regular automata.
However, for a dual-PDS system where PDSs interact via nested locks, we can
represent regular sets of conÞgurations by using the notion of aLock-Constrained
Multi-Automata Pair (LMAP)[40], which we brießy review next.

Lock-Constrained Multi-automata Pair (LMAP). The main motivation behind
deÞning an LMAP is to decompose the representation of a regular set of conÞgu-
rations of a dual-PDS systemP comprising PDSsP1 andP2 into a pair of regular
sets of conÞgurations of the individual PDSsP1 andP2. An LMAP accepting a set
R of conÞgurations ofP is a pair of multi-automataM = (M1,M 2), whereMi is a
multi-automaton accepting the regular setRi of local conÞgurations ofPi occurring
in a global conÞguration inR. A key advantage of this decomposition is that per-
forming operations onM , for instance computing thepre� -closure ofR, reduces
to performing the same operations on the individual MAsMi . This avoids the state
explosion problem thereby making our procedure efÞcient.

The lock interaction among the PDSs is captured in the acceptance criterion for
the LMAP via the concept ofBackwardand Forward Acquisition Histories[40]
which we brießy describe next, followed by a formulation of the Decomposition
Result.

Motivating Example for Nested Locks.Consider a concurrent programP com-
prising the two threads shown in Fig.1. We show that reasoning about pair-wise
reachability can be reduced to reasoning about reachability of control locations in
the individual threads.

Observe thatP |= EF(4a � 4b) but P �|= EF(4a � 7b) even though disjoint
sets of locks, viz.,{p} and{q}, are held at4a and7b, respectively. The key point
is that the simultaneous reachability of two control locations ofP1 andP2 depends
not only on the lock-sets held at these locations, but also on the patterns of lock
acquisition along the computation paths ofP leading to these control locations.
These patterns are captured using the notions of backward and forward acquisition
histories.
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Indeed, ifP1 executes Þrst, it acquiresp and does not release it along any path
leading to4a. This preventsP2 from acquiringp, which it requires in order to
transit from1b to 7b. Similarly if P2 executes Þrst, it acquiresq thereby preventing
P1 from transiting from1a to 4a, which would require it to acquire and release
lock q. This creates an unresolvable cyclic dependency. These dependencies can be
formally captured using the notions of backward and forward acquisition histories
described below.

DeÞnition 2(Forward Acquisition History) [41] For a lockl held byPi at a control
location di , the forward acquisition history ofl along a local computationxi of
Pi leading fromci to di , denoted byfah(Pi , ci , l, x i ), is the set of locks that have
been acquired (and possibly released) byPi since the last acquisition ofl by Pi
in traversing forward alongxi from ci to di . In casel is not acquired but held in
each state alongxi thenfah(Pi , ci , l, x i ), is simply the set of locks that have been
acquired (and possibly released) byPi alongxi .

Observe that along any local computationsx1 and x2 of P1 and P2 lead-
ing to control locations4a and 7b, respectively,fah(P1, 4a,p, x 1) = { q} and
fah(P2, 7b,q, x2) = { p, r }. Also, along any local computationsx�

1 andx�
2 of P1 and

P2 leading to control locations4a and4b, respectively,fah(P1, 4a,p, x �
1) = { q}

andfah(P2, 4b,q, x �
2) = { r }. The reasonEF(4a � 7b) does not hold butEF(4a �

4b) does is the existence of the cyclic dependency thatp 	 fah(P2, 7b,q, x2) and
q 	 fah(P2, 4a,p, x 1) whereas no such dependency exists for the second case.

DeÞnition 3(Backward Acquisition History) [41] For a lockl held byPi at a con-
trol locationci , the backward acquisition history ofl along a local computationxi
of Pi leading fromci to di , denoted bybah(Pi , ci , l, x i ), is the set of locks that were
released (and possibly acquired) byPi since the last release ofl by Pi in traversing
backwards alongxi from di to ci . In casel is not released but held in each state
alongxi thenbah(Pi , ci , l, x i ), is simply the set of locks that have been released
(and possibly acquired) byPi alongxi .

In [40], the notions of backward and forward acquisition histories were used to
decide, given two global conÞgurationsc andd of P , whetherd is reachable fromc.
The notion of forward acquisition history was used in the case where no locks are
held in c and that of backward acquisition history in the case where no locks are
held ind.

This is illustrated in Fig.2 where we want to decide whetherc is backward reach-
able fromd. First, we assume that all locks are free ind (case (i) in the Þgure). In
that case, we track thebah of each lock. In our example, lockl , initially held atc, is
Þrst released atc2. Then all locks released before the Þrst release ofl belong to the
bah of l . Thus,l1 belongs to thebah of l but l3 does not. On the other hand, if inc
all locks are free (case (ii) in the Þgure), then we track thefah of each lock. If a lock
l held atd is last acquired atc3 then all locks acquired since the last acquisition of
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Fig. 2 Forward vs. backward
acquisition history

l belong to thefah of l . Thus in our example,l2 belongs to the forward acquisition
history ofl but l4 does not.

When testing for backward reachability ofc from d in P , it sufÞces to test
whether there exist local pathsx and y of the individual PDSs from statesc1 =
c 9 P1 to d1 = d 9 P1 and fromc2 = c 9 P2 to d2 = d 9 P2, respectively, such that
alongx andy lock operations can be executed in an acquisition-history-compatible
fashion as formulated in the Decomposition Result below.

Theorem 2(Decomposition Result) [41] LetP be a dual-PDS system comprising
the two PDSsP1 andP2 with nested locks. Then conÞgurationc of P is backward
reachable from conÞgurationd iff conÞgurationsc1 = c 9 P1 of P1 andc2 = c 9 P2
of P2 are backward reachable from conÞgurationsd1 = d 9 P1 and d2 = d 9 P2,
respectively, via local computation pathsx andy of PDSsP1 andP2, respectively,
such that

1. Lock-Set(P1, c1) � Lock-Set(P2, c2) = � ,
2. Lock-Set(P1, d1) � Lock-Set(P2, d2) = � ,
3. Locks-Acq(x) � Locks-Held(y)= � and Locks-Acq(y) � Locks-Held(x)= � ,

where for pathz, Locks-Acq(z) is the set of locks that are acquired(and pos-
sibly released) alongz and Locks-Held(z) is the set of locks that are held in all
states alongz.

4. there do not exist locksl 	 Lock-Set(P1, c1)\ Locks-Held(x) and l � 	 Lock-
Set(P2, c2) \ Locks-Held(y) such thatl 	 bah(P2, c2, l �, y) and l � 	 bah(P1,
c1, l , x).

5. there do not exist locksl 	 Lock-Set(P1, d1) \ Locks-Held(x) and l � 	 Lock-
Set(P2, d2) \ Locks-Held(y) such thatl 	 fah(P2, c2, l �, y) and l � 	 fah(P1, c1,
l , x).

Intuitively, conditions 1 and 2 ensure that the locks held byP1 andP2 in a global
conÞguration ofP must be disjoint; condition 3 ensures that if a lock held by a
PDS, sayP1, is not released along the entire local computationx, then it cannot be
acquired by the other PDSP2 all along its local computationy, and vice versa; and
conditions 4 and 5 ensure compatibility of the acquisition histories, viz., the absence
of cyclic dependencies as discussed above.

The Decomposition Result allows us to reduce thepre� -closure computation
of a regular set of conÞgurations of a dual-PDS system to that of its individual
acquisition-history-augmented PDSs.

Towards that end, we Þrst need to extend existingpre� -closure computation pro-
cedures for regular sets of conÞgurations of a single PDS to handle regular sets
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of acquisition-history-augmented (ah-augmented) conÞgurations. An acquisition-
history-augmented conÞguration ci of Pi is of the form (�pi , w�, l1, . . . , lm, bah1,
. . . , bahm, fah1, . . . , fahm) where for each i, fahi and bahi are lock-sets storing,
respectively, the forward and backward acquisition history of lock li . Since the pro-
cedure is similar to the ones for fah- and bah-augmented conÞgurations given in
[40], its formal description is omitted. The key result is the following.

Theorem 3 (ah-enhanced pre�-computation) [41] Given a PDS P , and a regular
set of ah-augmented configurations accepted by a multi-automaton A , we can con-
struct a multi-automaton Apre� recognizing pre�(Conf ( A )) in time polynomial
in the sizes of A and the control states of P and exponential in the number of locks
of P .

Acceptance Criterion for LMAPs. The absence of cyclic dependencies encoded
using bahs and fahs is used in the acceptance criterion for LMAPs to factor in lock
interaction among the PDSs that prevents them from simultaneously reaching cer-
tain pairs of local conÞgurations.

As mentioned earlier, we construct LMAPs for each of the temporal and Boolean

operators in L(X,F,
5
F ) for model-checking concurrent programs with nested locks

(details are available in related publications [40, 41]). This leads to the following
main decidability result.

Theorem 4 (L(X,F,
5
F )-decidability) [41] The model-checking problem for

L(X,F,
5
F ) is decidable for PDSs interacting via nested locks in time polynomial

in the sets of control states of the given dual-PDS system and exponential in the
number of locks.

18.3.2 Programs with Locks: Lock Causality Graph

In general, for reasoning about reachability on programs with locks, both nested as
well as non-nested, the concept of a Lock Causality Graph (LCG) is very useful. We
describe this next.

Consider the example concurrent program P comprising threads T1 and T2

shown in Fig. 3. Suppose that we are interested in deciding whether a6 and b8 are
simultaneously reachable. For that to happen there must exist local paths x1 and x2

of T1 and T2 leading to a6 and b8, respectively, along which locks can be acquired
in a consistent fashion. We start by constructing a lock causality graph G(x1,x2) that
captures the constraints imposed by locks on the order in which statements along x1

and x2 need to be executed in order for T1 and T2 to simultaneously reach a6 and
b8. The nodes of this graph are (the relevant) locking/unlocking statements executed
along x1 and x2. For statements c1 and c2 of G(x1,x2), there exists an edge from c1
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Fig. 3 An example program and lock causality graph

to c2, denoted byc1 � c2, if c1 must be executed beforec2 in order forT1 andT2
to simultaneously reacha6andb8, respectively.

Causality Constraints:
(a) Consider lockl1 held atb8. Note that onceT2 acquiresl1 at locationb6,

it is not released along the path fromb6 to b8. Since we are interested in the pair-
wise reachability ofa6 andb8, T2 cannot progress beyond locationb8and therefore
cannot releasel1. Thus we have that onceT2 acquiresl1 at b6, T1 cannot acquire it
thereafter. IfT1 andT2 are to simultaneously reacha6 andb8, respectively, the last
transition ofT1 that releasesl1 before reachinga6, i.e.,a4, must be executed before
b6. Thusa4 � b6.

(b) Causal constraints can be deduced in another way. Consider the constraint
a4 � b6. At locationb6, lock l2 is held which was acquired atb2. Also, oncel2 is
acquired atb2 it is not released till afterT2 exitsb6. Thus if l2 has been acquired by
T1 before reachinga4 it must be released beforeb2(and henceb6) can be executed.
In our example, the last statement to acquirel2 beforea4is a2. The unlock statement
corresponding toa2 is a5. Thus,a5 � b2.

Computing the Lock Causality Graph. Given Þnite local pathsx1 and x2 of
threadsT1 andT2 leading to control locationsc1 andc2, respectively, the proce-
dure (see Algorithm1) to computeG(x1,x2) , adds the causality constraints one by
one (of type (a) via steps 3Ð7, and of type (b) via steps 9Ð19) till we reach a Þxpoint.
Throughout the description of Algorithm1, for i 	 [ 1. . . 2], we usei � to denote an
integer in[1. . . 2] other thani . Note that condition 14 in the algorithm ensures that
we do not add edges representing causality constraints that can be deduced from
existing edges. Also, steps 21Ð23 preserve the local causality constraints alongx1

andx2. The causality graphG(x1,x2) for pathsx1 = a1, . . . , a6 andx2 = b1, . . . , b8
is shown in Fig.3.

Necessary and SufÞcient Condition for Pair-wise Reachability.Let x1 andx2 be
local computations ofT1 andT2 leading toc1 andc2. Since each causality constraint
in G(x1,x2) is ahappens-beforeconstraint, we see that in order forc1 andc2 to be
pair-wise reachableG(x1,x2) has to be acyclic. In fact, it turns out that acyclicity is
also a sufÞcient condition.
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Algorithm 1 Computing the Lock Causality Graph

1: Input: Local pathsx1 andx2 of T1 andT2 leading toc1 andc2, respectively
2: Initialize the vertices and edges ofG(x1,x2) to �
3: for each lockl held at locationci do
4: if c andc� are the last statements to acquire and releasel occurring alongxi

andxi �
, respectively,then

5: Add edgec� � c to G(x1,x2)
6: end if
7: end for
8: repeat
9: for each lockl do

10: for each edgedi � � di of G(x1,x2) do

11: Let ai � be the last statement to acquirel beforedi � alongxi �
andri � the

matching release forai �

12: Let ri be the Þrst statement to releasel after di along xi and ai the
matching acquire forri

13: if l is held at eitherdi or di � then
14: if there does not exist an edgebi � � bi such thatri � lies beforebi �

alongxi �
andai lies afterbi alongxi then

15: add edgeri � � ai to G(x1,x2)
16: end if
17: end if
18: end for
19: end for
20: until no new statements can be added toG(x1,x2)
21: for i 	 [ 1..2] do
22: Add edges between all statements ofxi occurring inG(x1,x2) to preserve their

relative ordering alongxi

23: end for

Theorem 5(Acyclicity) Locationsc1 andc2 are pair-wise reachable if there exist
local pathsx1 and x2 of T1 and T2 leading toc1 and c2, respectively, such that
G(x1,x2) is acyclic.

18.3.3 Programs with Bounded Lock Chains

While the use of nested locks remains the most popular pattern, there are niche ap-
plications where locks are non-nested and lock-chaining is required. Lock-chaining
occurs when the scopes of two mutexes overlap. While one mutex is held, the code
enters a region where another mutex is required. After successfully locking that
second mutex, the Þrst one is no longer needed and is released. Lock chaining is an
essential device that is used for enforcing serialization. For instance, the two-phase
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commit protocol that lies at the heart of serialization in databases uses lock chain-
ing. Other classic examples where non-nested locks can occur are programs that
use both mutexes and (locks associated with) wait/notify primitives (condition vari-
ables), or threads that traverse concurrent data structures, e.g., arrays, in an iterative
fashion. Formally lock chains are deÞned as follows.

Definition 4 (Lock Chains) Given a computation x of a concurrent program, a lock
chain of thread T is a sequence of lock acquisition statements acq1, . . . , acqn per-
formed by T along x in the order listed such that for each i, the matching release of
acqi occurs after acqi+1 and before acqi+2 along x.

The length of a lock chain is deÞned to be the number of lock acquisition state-
ments occurring along it. We say that a concurrent program P uses bounded lock
chains if there exists B such that the length of each lock chain of a thread T of P
occurring along a computation x is bounded by B . Note that we do not insist that all
lock usage should be in the form of bounded lock chains. Rather what we require is
that any lock chain induced by a computation of P , irrespective of the locking pat-
tern used, be bounded in length. The bounded lock chain pattern covers most cases
of practical interest. It is worth pointing out that nested locks are a special case as
they form lock chains of length one.

The model-checking procedure for PDSs interacting via bounded lock chains for

the LTL fragment L(X,F,
5
F ) is similar to the one for PDSs with nested locks. Given

an L(X,F,
5
F ) formula f , we build automata accepting global states of the given

concurrent program satisfying f . Towards that end, we Þrst construct automata for

the basic temporal operators F,
5
F , and X, and the Boolean connectives � and �.

Leveraging the constructions for the basic temporal operators and Boolean connec-
tives, we can then recursively build the automaton accepting the set of states satis-
fying f via an inside-out traversal of f . For reasoning about PDSs with bounded
lock chains we use the notion of Lock Causality Automata (LCAs) [39], which are
generalizations of LMAPs used for handling nested locks. As for nested locks, the
constructions of LCAs for the various temporal operators depend upon computing
an LCA accepting the pre�-closure of the set of states accepted by a given LCA.
This in turn, hinges on deciding a set of static reachability queries between local
control states of PDSs as deÞned below.

Definition 5 (Static Reachability for Locks) A global state (c1, c2) is statically
reachable for locks, if there exist local paths x1 and x2 leading to control loca-
tions c1 and c2 in threads T1 and T2, respectively, and there exists an interleaving
x of x1 and x2 respecting only the scheduling constraints imposed by statements
using lock primitives in P (and ignoring constraints arising from data values and
other synchronization primitives).

Outline of Strategy for Deciding Static Reachability. In order to decide static
reachability we exploit a small model property. Let c1 and c2 be pair-wise reachable

















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Chapter 32
Process Algebra and Model Checking

Rance Cleaveland, A.W. Roscoe, and Scott A. Smolka

Abstract Process algebras such as CCS, CSP and ACP are abstract notations for
describing concurrent systems that interact via (usually) handshake-based commu-
nication. They lead to natural concepts of process state and are therefore natural
candidates for model checking. We survey the area of process algebra and model
checking, focusing on these three process algebras. We Þrst introduce the syntax and
semantics of these process algebras, before looking at the algorithmic basis for their
model checking, which includes ideas such as bisimulation and reÞnement as well
as the logics used to describe system-correctness properties. Finally, we introduce
the process-alebra-based model-checking tools FDR, CWB and XMC, illustrating
their utility by a number of case studies.

32.1 Introduction

Process algebra [10] refers to a class of algebraic formalisms for modeling and
reasoning about concurrent systems of processes. The hallmarks of process algebra
include a collection of operators for composing systems out of subsystems, and an
equivalence or reÞnement relation for determining respectively when two systems
exhibit the same behavior or when one systemÕs behavior is more constrained than
anotherÕs. The Þeld draws its inspiration, and name, from the mathematical study
of so-called universal algebra, and was Þrst studied intensively in the late 1970s
and early 1980s. The Calculus of Communicating Systems (CCS), the theoretical
version of Communicating Sequential Processes (CSP), and the Algebra of Com-
municating Processes (ACP) were among the earliest, and most heavily studied,
process algebras.
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