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Network Protocols

@ A protocol is a set of rules that define how data is formatted,
transmitted, and processed between communicating entities.

o Message format

e Order of messages

e Error handling

e Synchronization rules

@ A protocol stack is a layered set of protocols where each layer
provides services to the layer above it.

Application (HTTP, FTP, POP3/IMAP, SSH)

Transport (TCP, UDP)

Network (IP)

Link (Ethernet, Wi-Fi)
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Internet Protocol (IP) Address

@ An IP address uniquely identifies a device on a network.
o IPv4: 32-bit (192.168.1.4, 142.251.143.228)
o IPv6: 128-bit (2a00:1450:400d:80f:0:0:0:2004)
@ Unicast / Multicast
@ java.net.InetAddress class provides methods to resolve host
names to their IP addresses and vice versa.

InetAddress localHost = InetAddress.getLocalHost();
System.out.println("Local Host Name: "

+ localHost.getHostName()); // MY-DESKTOP
System.out.println("Local IP Address: "

+ localHost.getHostAddress()); // 192.168.1.4

// DNS lookup
InetAddress google = InetAddress.getByName("www.google.com");
System.out.println("Google IP: "

+ google.getHostAddress()); // 142.251.143.228
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A port identifies a specific process/service on a device.
@ 16-bit number (0-65535)
@ Well-known ports (0-1024): 80=HTTP, 22=SSH
@ Registered ports (1024-49151)
e Dynamic / Ephemeral Ports (49152-65535)

 Host(P)
Port Process 1
< Port Process 2
I%ort [ Process 3 ]
Communication endpoint: IP address + port.
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The Client-Server Model

@ Provides services/resources over the network

@ Runs at a specified port on a specified host
@ Must be able to handle many clients concurrently @

=

@ Web / Application / Database / Messaging / Email Servers

A\,

@ Must know the IP address and the port of the server
@ Initiates the conversation with the server

@ Sends requests and receive responses

v

Alternative Architectures: Multi-Tiers, Distributed, Peer-to-Peer
(P2P), Microservices, Event-Driven (Streaming)
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The TCP Protocol

@ Transport Control Protocol
e Connection-based
@ Reliable flow of data between two computers

@ Used everywhere: Web (HTTP/1, HTTP/2), Database Servers,
File transfer, Email, Enterprise Systems.

CIlentAppllcatluns Server Application
' . ™
Socket " Socket .
E accept
Socket —i— Socket «—accep ServerSocket
E accept
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A Simple TCP Server

public class SimpleServer {
public static final int PORT = 8100;

public SimpleServer() throws IOException {

ServerSocket serverSocket = null
try {

serverSocket = new ServerSocket (PORT);

’

while (true) {
System.out.println ("Waiting for a client ...");
Socket socket = serverSocket.accept(); // blocking

// Execute the client's request in a new thread
new ClientThread(socket).start(); @

}
} catch (IOException e) {
System.err.println(e);
} finally {
serverSocket.close();
}
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Creating the Response

class ClientThread extends Thread {
private final Socket socket;
public ClientThread (Socket socket) {
this.socket = socket;

public void run () {
try (socket) {
// Get the request from the input stream: client - server
BufferedReader in = new BufferedReader(
new InputStreamReader(socket.getInputStream()));
String request = in.readlLine();

// Send the response to the oputput stream: server - client
PrintWriter out = new PrintWriter(socket.getOutputStream());
out.println("Hello " + request + "!");

out.flush();

} catch (IOException e) {
System.err.println("Communication error... " + e);
} // socket is automatically closed - why?
}
}
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A Simple TCP Client

public class SimpleClient {
public static void main (String[] args) throws IOException {
String serverAddress = "127.0.0.1"; // The server's IP address
int PORT = 8100; // The server's port
try (
Socket socket = new Socket(serverAddress, PORT);
PrintWriter out =
new PrintWriter(socket.getOutputStream(), true);
BufferedReader in = new BufferedReader (
new InputStreamReader(socket.getInputStream())) ) {

// Send a request to the server
String request = "World";
out.println(request);
// Wait the response from the server ("Hello World!")
String response = in.readlLine();
System.out.println(response);

} catch (UnknownHostException e) {
System.err.println("No server listening... " + e);
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Using an ExecutorService

@ The thread-per-client model doesn't scale well.

@ High-performance servers need to handle millions of connections
with a limited number of threads.

@ First solution: thread pools.

ExecutorService pool = Executors.newFixedThreadPool(8);
try (ServerSocket server = new ServerSocket(PORT)) {
while (true) {
Socket socket = server.accept();
pool.execute(new ClientHandler(socket));
// ClientHandler implements Runnable
}
} finally {
pool.shutdown();
// Stop accepting new tasks; running ones finish

}

@ Create explicitly a ThreadPoolExecutor for full control (queue
size, rejection policy, bounded /unbounded queues).
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Graceful Shutdown

@ Use a control variable as a stop flag.

private volatile boolean running = true;

Qﬁile (running) { ... }

o Catch SocketException. The accept method may throw it.

catch (SocketException e) {
// Thrown when serverSocket.close() happens during accept()
if (running) System.err.println("Socket error: " + e);

}

@ Add a ShutdownHook. A shutdown hook is a thread registered
with the JVM that runs when the JVM begins its shutdown.

Runtime.getRuntime() .addShutdownHook(new Thread(() -> {
running = false;
serverSocket.close(); // triggers SocketException
//pool.awaitTermination / pool.shutdown / pool.shutDownNow

1)

11/37



Backlogs and SO Timeouts

ServerSocket

@ ServerSocket(int port, int backlog)
Backlog: the maximum queue length for incoming connection.
indications. If the queue is full, the connection is refused.

@ ServerSocket.setSoTimeout(int timeout)
Sets a timeout for ServerSocket.accept()
If timeout expires — SocketTimeoutException.

@ Socket.connect(SocketAddress a, int timeout)
Connects this socket to the server with a specified timeout value.

@ Socket.setSoTimeout(int timeout):
Sets a timeout for InputStream.read().
If exceeded — SocketTimeoutException.
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Socket Options

Socket options are configuration parameters you can set on a
socket to control behavior like buffering, timeouts, performance,
reliability, and connection handling.

Option Purpose When to Use

SO TIMEOUT Read timeout Avoid blocking forever
SO0 _RCVBUF Receive buffer High throughput

SO SNDBUF Send buffer High throughput

SO KEEPALIVE Detect dead peers Persistent connections
SO LINGER Control close behavior  Special shutdown cases
TCP_NODELAY Disable Nagle Low latency

SO_REUSEADDR Reuse address Servers / rebind
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Platform Threads or Virtual Threads?

@ CPU bound: the progress is limited by the speed of the CPU.
— We need a faster processor or more CPU cores.
@ 1/0 bound: the progress is limited by Input/Output operations.
The Bottleneck(s): disk, network, database, or user.
— A "better” concurrency model might solve the problem.
@ Use virtual threads when you expect lots of concurrent
connections where many are idle or slow (I/O-bound).
Virtual threads can unmount when blocked in I/O so the
underlying OS (carrier) threads are released.
@ You still need backpressure:
e Limit concurrency and resource usage A\

e Semaphores, rate limiters, connection caps, bounded work
queues, |P-based caps / per-client quotas, etc.

@ You still have one thread per connection.
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Building a Non-Blocking TCP server

e NIO (New 1/0) package

@ Handle many connections with a small number of threads,
without blocking on accept(), read(), or write().

e One thread can manage many sockets @

e With NIO:
o The ServerSocketChannel is non-blocking
o A Selector tells you which channels are ready
(accept/read /write)
e A single event loop thread can multiplex many connections
@ Scalability: A single thread can manage many (thousands)
connections because it only does "work” when data is ready.

o Efficiency: Avoids the massive memory overhead of creating a
stack for every single thread (standard thread-per-connection).

o Idle Management: No resources required fod idle connections.
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Implementing a NIO TCP Server

Selector selector = Selector.open();

ServerSocketChannel server = ServerSocketChannel.open();
server.bind(new InetSocketAddress(8080));
server.configureBlocking(false);

// Register server for accept events
server.register(selector, SelectionKey.OP ACCEPT);

while (true) {
selector.select(); // block until events occur

Iterator<SelectionKey> keys = selector.selectedKeys().iterator();

while (keys.hasNext()) {
SelectionKey key = keys.next();
keys.remove();
if (key.isAcceptable()) {
// Accept connection
SocketChannel client = server.accept();
client.configureBlocking(false);

// Send Hello World (Offload to worker thread if it is the case)
ByteBuffer buffer = ByteBuffer.wrap("Hello Worlds".getBytes());
client.write(buffer);

// Close connection
client.close();
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The Modern Alternative: Netty

o Netty is a Network Application Framework that wraps the
complex, low-level Java NIO code.

@ Cleaner EventLoop and Pipeline model.
@ "Bootstrap” approach to set up threading and data processing.

@ Uses two groups of threads

o Boss Group: Listens for new incoming connections.
o Worker Group: Handles the actual reading/writing of data
once a connection is established.

@ Netty is "Production Grade":

Zero-Copy (memory efficient for 1/O bound tasks)

Unified API (NIO, Epoll, OIO)

Built-in Decoders (HTTP, WebSocket, Protobus, SSL/TSL)
Backpressure Support (high/low watermarks)
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Implementing a Netty Handler Class

In Netty, you don't write a while(true) loop. Instead, you extend a
handler class and override "event” methods.

public class NettyServerHandler extends ChannelInboundHandlerAdapter {

@Ooverride
public void channelRead(ChannelHandlerContext ctx, Object msg) {
ByteBuf in = (ByteBuf) msg;
System.out.println("Server received:
+ in.toString(CharsetUtil.UTF 8));

// Echo the data back to the client
ctx.writeAndFlush(in);

}

@Override
public void exceptionCaught(ChannelHandlerContext ctx,
Throwable cause) {
cause.printStackTrace();
ctx.close();
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Bootstrapping a Netty Server

public class NettyTcpServer {
public static void main(String[] args) throws Exception {
// Boss handles accepts
EventLoopGroup bossGroup = new NioEventLoopGroup(1)
//Worker handles I/0
EventLoopGroup workerGroup = new NioEventLoopGroup();

try {
ServerBootstrap b = new ServerBootstrap();
b.group(bossGroup, workerGroup)
.channel(NioServerSocketChannel.class) // Use NIO to transport
.childHandler(new ChannelInitializer<SocketChannel>() {
@Override
public void initChannel(SocketChannel ch) {
// The pipeline is where you add logic (decoders, encoders,
ch.pipeline().addLast(new NettyServerHandler());

}
1}

ChannelFuture f = b.bind(8080).sync();
System.out.println("Netty Server started on port 8080");
f.channel().closeFuture().sync();

} finally {
bossGroup.shutdownGracefully();
workerGroup.shutdownGracefully();

handlers)
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The UDP Model

User Datagram Protocol
Uses independent packets of data, called datagrams
Not connection-based
No guarantees about arrival or order of delivery

Used in Gaming, Real-time communication, HTTP/3 (QUIC),
DNS, loT, High-performance systems

UDP Endpoint UDP Endpoint
g ™ ..--»_ Datagram -..__ g ™
‘__request'_ requestl_‘_

- 1
DatagramSocket . DatagramSocket

qrésponse_ . - respon;a
AN S “"-{ Datagram <« AN S
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UDP Multicast

@ A multicast group of clients is specified by a class D IP
address: 224.0.0.1- 239.255.255.255.

@ When one sends a message to a multicast group, all subscribing
recipients to that host and port receive the message.

// Create a multicast IPv4 address (a group of subscribers)
InetAddress group = InetAddress.getByName("230.0.0.1");

// Clients create MulticastSockets instead of DatagramSockets
MulticastSocket clientSocket = new MulticastSocket();
clientSocket.joinGroup(group);

Datagram F---- b{ Client ‘

Ve e ” —

[ Multicast - )

‘ Server }-—-» Datagram ----», Group % Datagram )---- ,{ Client ‘
| = N, \ )
« ) .

Datagram ----- ){ Client ‘

Rarely used outside controlled networks (LANSs or specialized envs).
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The HTTP Model

Hypertext Transfer Protocol
The language of the Web

It is an Application Layer protocol, on top of:

o TCP/IP in HTTP/1 and /2

e QUIC (Quick UDP Internet Connections) in HTTP/3
HTTP follows a Request — Response paradigm

o Request: Method (Verb), Path, Headers, Body
o Response: Status Code, Headers, Body

Stateless (what are cookies?)
Media Independent (what is MIME?)
HTTPS is HTTP encrypted using TLS/SSL
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A Simple HTTP Client

@ Synchronous GET (blocking)

// See java.net.http package

HttpClient client = HttpClient.newBuilder()
.connectTimeout (Duration.ofSeconds(3))
Lbuild();

HttpRequest req = HttpRequest.newBuilder()
.uri(URI.create("https://example.com"))
.timeout(Duration.ofSeconds(5))

.GET()
.build();

HttpResponse<String> res
= client.send(req, HttpResponse.BodyHandlers.ofString());
System.out.println(res.statusCode() + "\n" + res.body());

@ Asynchronous (non-blocking from client’s perspective)

client.sendAsync(req, HttpResponse.BodyHandlers.ofString())
.thenAccept(res -> System.out.println(res.statusCode()))
.join(); // see CompletableFuture
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A Simple HTTP Server

JDK HttpServer is a lightweight teaching/demo HTTP server.

HttpServer server = HttpServer.create(
new InetSocketAddress(8080), 0);

server.createContext("/hello", exchange -> { // a "route"
if (!exchange.getRequestMethod().equalsIgnoreCase("GET")) {
exchange.sendResponseHeaders (405, -1);
return; // 405=Method Not Allowed, no body

}
byte[] body = "Hello over HTTP".getBytes(UTF 8);
exchange.getResponseHeaders ()
.add("Content-Type", "text/plain; charset=utf-8");
exchange.sendResponseHeaders (200, body.length);
try (OutputStream os = exchange.getResponseBody()) {
os.write(body); // 200=0K, text body
}
s

server.setExecutor(Executors.newFixedThreadPool(8));
server.start();
System.out.println("Listening on http://localhost:8080/hello");
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Java/Jakarta EE Application Servers

A Java EE server provides a runtime environment to deploy,
manage, and execute enterprise Java applications.

@ It runs as a JVM process and provides network services on
various ports, such as 8080 (HTTP), 8181 (HTTPS).

e It manages multiple applications, which can be configured
independently and may share common resources.

o It offers various administration utilities, such as command line
deployment tools or an admin console.

@ Can be Full Java EE (heavy), implementing all enterprise
specifications (such as GlassFish, Payara, or WildFly) or may
offer only the Web Profile (light) (such as Tomcat, or Jetty).

@ It includes a standalone HTTP web server.
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GlassFish Administration Console

& Applications x
<« C @ localhost:4848/common/indexjsf * O 2O :
0 Abo p
d Do do ocalho
a e Ope 0 aitio

Applications
5 Common Tasks Applications can be enterprise or web applications, or various kinds of modules. Restart an application or module by
@ Domain clicking on the reload link, this action will apply only to the targets that the application or module is enabled on.

F] sewver (Admin Server)
Clusters
F] Standalone Instances
B Nodes

B4 ) |

Select | Name Deployment Order Enabled | Engines | Action

Undeploy | | Enable | | Disable | | Filter:

ol O HelloWodd 100 v web Launch | Redeploy | Reload
g Hellowork

& Lifecyele Modules
Monitoring Data

v g9 Resources
» [ Concurent Resources
> & Connectors
» g JOBC
» g JMS Resources
» [ INDI
[ Javaail Sessions
& Resource Adapter Configs
v (g Configurations
default-config
server-config
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The Servlet Component

A Java EE servlet is a component that offers a service over the
network, using a request-response programming model.

@webServlet("/hello") // « urlPatterns (routes)
public class HelloServlet extends HttpServlet {
@Ooverride
protected void doGet(HttpServletRequest request,
HttpServletResponse response)
throws ServletException, IOException {

// Get the "name" parameter from the query string
String name = request.getParameter("name");
if (name == null || name.isBlank()) { name = "World"; }

// Set response type to plain text

response.setContentType("text/plain"); // MIME type

// Write the response to the client

try (PrintWriter out = response.getWriter()) {
out.println("Hello " + name);

}

}
} // http://localhost:8080/MyApplication/hello?name=Joe
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Remote Method Invocation (RMI)

@ Higher level network programming

@ Allows objects running in one Java Virtual Machine to
invoke methods of objects running in another JVM.

e Distributed object applications
A server program creates remote objects, makes references to
them accessible, and waits for clients to invoke their methods.

@ Syntax and semantics similar to standard applications

o Challenges:
e How to locate and identify remote objects?
e How to send arguments and receive results?
e How to handle remote exceptions?
o What about garbage collection?
o What about security?
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@ Proxy: An object which acts as an interface to another object
(also called stub, surrogate, placeholder)

@ Remote Proxy: A local object representing a remote object
(one that belongs to a different address space).

@ Separation between behavior and implementation.

JVM JVM
Client | : : Server
Application e : Application
5 - = . 2
Stub (Proxy) ————=_ Network ————— Skeleton —— Real Object
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Locating Remote Objects

@ Remote objects live in another JVM, possibly on another
machine, at an unknown memory address. So how does the
client find them?

e Naming Services

o RMI Registry: a simple name-to-object-reference directory.
rmiregistry is located in JAVA-HOME/bin)
e Java Naming and Directory Interface (JNDI)

@ The basic operations of a naming service:

e bind: the association between an object and a symbolic name
o lookup: obtaining the reference to an object using its name

@ The client contacts the RMI Registry, looks up a service name,

and receives a stub (proxy) that enables remote communication.
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A Simple RMI Application

@ Create an interface to describe the service.
Must be available on both the server and the client side.

public interface Hello extends Remote {

String sayHello(String name) throws RemoteException;

@ The real implementation of the service (server side)

public class HelloImpl implements Hello {

public String sayHello(String name) throws RemoteException {
return "Hello " + name + " !";

}
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The Server and The Client

@ Expose the service over the network (server side)

public class HelloServer {

public static void main(String[] args) throws Exception {
Hello hello = new HelloImpl();
Hello stub =

(Hello) UnicastRemoteObject.exportObject(hello, 0);

Registry registry = LocateRegistry.getRegistry();
registry.bind("Hello", stub);

} // Hello Service activated!

}

@ Locate and invoke the remote object (client side)

public class HelloClient{
public static void main(String[] args) throws Exception {
Registry registry = LocateRegistry.getRegistry("localhost");
Hello hello = (Hello) registry.lookup("Hello");
String response = hello.sayHello("World");
System.out.println(response);
}
}
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gRPC (Google Remote Procedure Call)

gRPC and RMI are both remote communication technologies

@ Designed for Java-to-Java distributed systems

@ Uses Java serialization (slower, verbose)
@ Elegant, but tightly coupled to Java object model
@ Not optimized for high-throughput systems

gRPC

@ Designed for high-scale distributed systems (microservices)

@ Modern, open-source, high-performance RPC framework

@ Supports: Streaming and Multiplexing (HTTP/2), Compression

@ Uses Protocol Buffers (Protobuf) for serialization (binary)
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A Simple gRPC Application

@ Define a RPC .proto contract (agnostic of language)

syntax = "proto3";

option java multiple files = true;

option java package = "hello";

option java outer classname = "HelloProto";

service HelloService {
rpc SayHello (HelloRequest) returns (HelloReply);
} // A collection of remote procedures (methods)

message HelloRequest {
string name = 1;

}

message HelloReply {
string message = 1;
} // message: the structure of the data being sent or received

@ Generate Java classes using: mvn compile or protoc
HelloRequest.java, HelloReply.java, HelloServiceStub.java, etc.
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The gRPC Server

}

public class HelloServer {
public static void main(String[] args) throws Exception {
Server server = ServerBuilder
.forPort(50051)
.addService(new HelloServiceImpl())
.build().start();
server.awaitTermination();
}
static class HelloServiceImpl
extends HelloServiceGrpc.HelloServiceImplBase {
@Override

public void sayHello(HelloRequest request,

StreamObserver<HelloReply> responseObserver) {

String message = "Hello " + request.getName();
HelloReply reply = HelloReply.newBuilder()
.setMessage(message) .build();
responseObserver.onNext (reply);
responseObserver.onCompleted();

} // gRPC uses a streaming model inspired by reactive streams
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The gRPC Client

public class HelloClient {

public static void main(String[] args) {
// ManagedChannel represents the connection to a gRPC server
ManagedChannel channel =
ManagedChannelBuilder.forAddress("localhost", 50051)
.usePlaintext()
.build();

// A stub is the client-side proxy object
var stub = HelloServiceGrpc.newBlockingStub(channel);

HelloRequest request = HelloRequest.newBuilder()
.setName("Alice")
.build();

HelloReply reply = stub.sayHello(request);
System.out.println(reply.getMessage());
channel.shutdown();
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Next Steps in Networked Applications

From Request—Response to Real-Time &
Event-Driven Systems

o WebSockets: persistent, full-duplex
communication

o Messaging: Kafka / RabbitMQ@ for async,
pub—sub architectures

o APIs: REST (resources) vs GraphQL

(queries on demand)
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