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Cloud Computing | Definitions

Whatis.com

Ad¢eKS YyIYS Of 2dzR O2YLIJzi A Y
symbol that's often used to represent the Internet in
flowcharts and diagrams. Cloud computing IS a geners
term for anything that involves delivering hosted servic
over the Interne® a

= “‘ = \-

» : CLOUD ‘
!} COMPUTING f
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Cloud Computing | Definitions

Wikipedia
Ada/l f 2dzR O2 Y Liddased émputing, Wherelsy
shared resources, software, and information are provic

to computers and other dewces on demand like the
St SO0 N Cg

A/ f2dzR O2YLJziAy3a Aa | &d
dynamically scalable and often virtualized resources al
LINE ARSR a || aSNWAOS 2¢
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Cloud Computing | Definitions

Buyya

A & ! Cloudis a type of parallel and distributed system
consistingof a collectionof interconnectedand virtualized
computers that are dynamically provisioned and
presentedas one or more unified computing resources
based on servicelevel agreementsestablishedthrough

negotiationbetweenthe serviceproviderand consumers
ALI.Cuzd ! YA OSNA A G &¢ hape//mwbwkirdoludic. rav-adfib y A |




Cloud Computing

A Keyaspects
i Utility Computing -
. . ) alability
I SOAc ServicerientedArchitecture Elasticity

i SLAC Servicd_evelAgreement Qﬁ'ﬁﬂfn’lﬁﬁi‘lﬁn s,
A Proprietiesand characteristics L 5 '

i scalabilityandelasticity =

" . - . . \ °*Systemmonitoring

| availabilityandreliability — * B computing

i manageabilityandinteroperability ™Y
I accessibilityand portability
I performanceandoptimization
A Usedtechnics
I Virtualization
I WebServices
I Parallelanddistributed computing
(AI.I!Cu);é L VA PSS NA A G éc hatph//iwvtirfoludic.rat-Rdfih Y A |




Cloud Computing GG

SOA + SLA

A Utility Computing(PreviousCourse)
u Xao
U Example:
U 2006,Sun Grid Compute Utility

U Offer computing power in pager-use manneKe.g.
1$/CPU/hour)

0 2009, Sun: Open Cloud Platform

U Sun Cloud Storage Service and Sun Cloud Compute
Service

A utility computingcanbe successfl ¥ X T H 0 KSNB
Interface that can be easily understood and explored by develoy
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Cloud Computing GG

SOA + SLA

A Whatisa WebService?
Definitions

i & 2 Ss@rviceis selfdescribingand statelessmodulesthat perform discrete
units of work andare availableoverthey S (1 ¢ 2 NJ £

i & 2 S 8ervice providers offer APIs that enable developers to exploit
functionalityv over the Internet, rather than delivering full-blown
I LILJX AOF GAZ2Yyacé¢
A SOA- Service Oriented Architecture
I Aservicecollectionthat communicates
I Containgdesignprinciplesthat are usedin developmentandintegration

A Microservices architectural style: ¢an approach to developing a single
application as a suite of small services,each running in its own processand
communicatingwith lightweight mechanismspften an HTTPresourceAPIe (M.
Fowler)
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Cloud Computing GG

SOA + SLA

0A cloud needs an access APl
- An API enables the use of services
- Example:

Al YFT 2y Q& 9%QAP APhirid HTTR Quetyaged,
with operations such us: creation, storage, management f
AMI (Amazon Machine Images)

AKenai Cloud API (Sun) is an REST API used to create ant
manage various resources in cloud (computing, storage,
network components)

I Security mechanism are used for authorized access (e.g. An
¢ X.509)

I Obs. There are no standards for cloud APIs
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Cloud Computing i

Computing

SOA + SLA

A QoS(Quality of Service dis a setof technologiedor managingnetwo

a cost effective mannerto enhanceuser experiencedor home and enterprlse
environments (definitionsfor a computernetwork)

A QoSincludes
I Endcustomerevaluations

I Evaluations related to technical aspects (e.g. error rates, bandwidth,
transmissiordelay,availability)

A SLAc 6Servicelevel agreemenis a contract between a network service provid

and a customer that specifies, usually in measurable terms (Qo0S), what ser\
the network service provider will furnitg

I There are metrics that assure performance (upload/download time, RTT,
transfer rate)

I Management details
I Penalties if there were problems

I Security aspects
10
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Scalability

Cloud Computing Elasticity

* Dynamic provision
* Multi-tenant design

A Scalability
I Representsa characteristicof a system,network or processwhich indicates
the ability to easilyhandlethe increaseof datamanagement
A Elasticity
I Representsan infrastructureability to adapt to the requirementsbasedon
reakttime analysianethodologiesf the entire system

I Elasticityis an ability to increase the system performance when the dema
are high and to decrease the performances when demands are low

A How to get it?
I Dynamic Provisioning
I Multi-tenant design

11
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Scalability

Cloud Computing Elasticity

: C e * Dynamic provision
Dynamllcl Provisioning S Wittt i
A Traditional model

T Problem 1: Overestimation of the used resource

Capacity

/V\ Unused resources
Demand

5
>

Resources

Time

T Problem 2: Underestimation of the used resources

Ve ~r
()

9EF YL SY ¢6AGGSNE [! ¢AYSa SiGOX

Loss Revenue

O [\ iy
E \/ \/ Eemand
/\ /\ /\Capacity 1’ ‘2 3'
VAAVARVARN
& Demand
1 2 3

Loss Users
v iy -
5 N AN
= /\ i\ /v Capacity
Time (days) g i/ N \
£ Y 9 ’ \
= P X
Demand
T T T
2 3 12
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Cloud Computing £+
Dynamic Provisioning « Dynamic provision

, .. : . . * Multi-tenant design
OA cloud needs elasticity: scaling your application as demand rise g

Examples from Amazon EC2: we want to assure scalability from 2 to 20

=>elasticity). If CPU usage exced@ % from its capacitg new instance is add; if is
lower than 40% for 10 minutes , an instance is removed

AvailabilityZones useastla
LoadBalancerNameMyLoadBalancer
Listeners = Hport=80,instanceport=8080,protocol=HTTP

_ ==

AutoScalingGroupNameMyAutoScalingGroup
MeasureName= CPUUtilization

Statistic = Average

TriggerName= MyTriggerla

Namespace = AWS/EC2

Imageld= myAMI

LaunchConfigurationNameMyLaunchConfiguration
InstanceType ml.small X

= = LowerThreshold 40

I LowerBreachScalelncrementl
UpperThreshold 80
UpperBreachScalelncrementl
BreachDuratiorr 600

AutoScalingGroupNameMyAutoScalingGroup
AvailabilityZones useastla

LaunchConfigurationNameMyLaunchConfiguration
LoadBalancerNamesMyLoadBalancer

MaxSize= 20

MinSize= 2

13
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Scalability

Cloud Computing Elasticity

* Dynamic provision
* Multi-tenant design

Multi -tenant design

A Principlein software architecture where a single software instanceruns on a
serverand multiple clientsare served(tenants)

A In an multi-tenant architecture applicationssharein a virtual mannerdata and
configurations=> each client (e.g. company, end-userX) usesa personalized
Instanceof a virtual application

A Multi-tenant applications

A are providedwith a certainlevel of customizatiorthat canbe adaptedto
customerrequirements

A canprovidea certainlevel of securityandresistance
-> |t facilitatesthe releasemanagemeniprocess

14
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A Avallablllty

Exampl es: AWS, Go 0 gtb/8ww.e&cs.berkele)eduiPus/@edhRpt$2009/EECS-2009-28.htm]
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Cloud Computing

Thedegreeto which a system/subsystenequipmentis in a functional'state
andisreadyto work at anytime

Cloudsystemgequire highavailability(~99.99%
If the supplieris subjectto a DOSattack, will the Of A Lrnfical®ystems

collapse?
Service and Outage Duration Date
S3 outage: authentication service overload leading to unavailability 2 hours | 2/15/08
S3 outage: Single bit error leading to gossip protocol blowup. 6-8 hours | 7/20/08
AppEngine partial outage: programming error 5 hours | 6/17/08
Gmail: site unavailable due to outage in contacts system 1.5 hours | 8/11/08
Amazon Echo 25 December 2018
https:// status.cloud.google.com/summary - it ncrsiog . Al rupsts i e o e s SNy 2 @ thow s

A Incident affecting Google Cloud DNS Google Cloud Networklng Serv
Directory, Cloud CDN, Cloud Load Balancing, Cloud Armor, Access
Approval, Google App Engine, Anthos Service Mesh



https://status.cloud.google.com/summary

Cloud Computing

A Reliability

I The ablility of a systemor componentto perform the duties
required under specified conditions for a specified period of
time.

A How to obtain Availability and Reliability?
I Fault tolerance
I Resilience
I Security
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Cloud Computing

Fault tolerance

I Fault tolerance is the property that enables a system to continue operatir
properly in the event of failure of some of its components.

I Measure the functionality level: the decrease or increase in a proportior
degree with the failure severity ( in naive systems design even a small fa
can collapse the entire application)

I Characteristics:

A There is no SPOF

I Preventing: The system‘shouldv Inction during the repairing
processes

A Error detection and isolation of the failed component

A Fault isolation to prevent the spredd(ilt containmenj

A The existence of check points allowing restoration
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Cloud Computing

Resilience

A The ability to provide and maintain an acceptable level of service'in.case of
In order to offer usual services

A Indicates the system's ability to return to the original state as quickly as pos:
after errors have occurred

A Events
I Loss of power supply
I Corrupted Database
I Natural Disasters

A Strategies
I Backup
I Additional sources of energy, Uninterruptible Power Supply (UPS)
i X

18
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Cloud Computing

OA cloud needs servers on a network, and they need a hormeData center
Aspects:
I Structure: Layout, maintenance, physical and logical security
I Scalability provided at optimal costs
I Why?
I 1-1.5% of global electricitponsumption
I Acquisition of hardware in huge guantities
=>The possibility of negotiation
Ex. Amazon: 90 million on 50,000 servers fRatkablé SGI in
2008 versus $ 215 million

I Research for reduction of consumption(e.g. Goeglgnamic
voltage/frequency scaling
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Cloud Computing

i@ Of2dR ySSRaE ASNBSNE 2y || ySis

Photograph of Google's top-secret Dalles, OR data center, built near the Dalles Dam for [The Cloud
access to cheap power. Note the large cooling towers on the end of each football-sized building on gte\r(\zgg
the left. These towers cool through evaporation rather than using more power-hungry chillers. Jothy
Source: Melanie Conner, New York Times. Rosenberg ,

Arthur
Mateoszg)

ALILCuza ' YA @GS NE A G &c rape/wwkirdoludic.ral-adfia y A |




Cloud Computing

Cloud Computing Security
A Itis a subfield of computer security and computer networks

A Reflects a broad set of policies, technologies,controls developed to protect
data, applicationgnd,cloud infrastructure

A Aspects
I Privacy:
A Does Sensitive data remain confidential? (Is the Cloud provider H)ne

A Cloud stores data from multiple clients and "anyone" can run data mil
algorithms....

A Integrity

A How do | knowthe cloudprovider performs the correct calculation? Is 1
data stored without being altered?
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Cloud Computing

Cloud Computing security
Challenges
I Increasing the area vulnerable to attack
A Data is stored and handled outside the organization

A Attackers can target communication link between the client and cloud
provider

A Cloud provider employees may be subject to phishing attacks
I Auditing
A Estimation of risk, prevention, detection, response to attadksdoable
because the data is outside the organization
I Legal Issues and reliable transfer
A Who is responsible for regulatory compliance?
A2KIG KILWISya Ay GKS OFasS 2F Of 2dz
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Cloud Computing

Cloud Computing Security

A Cloud Computing
IS asecurity
nightmareand it
can't be handled
In traditional ways

(Future Course)

John Chambers
(Former CISCO CEO)
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Cloud Computing

A Manageability

A Issues closely related to enterprise management features
tailoredto cloudcomputingsystems

A Interoperability

A A systempropriety to own interfacesthat are fully understood
and that enable present and future interaction with other
systemswithout accesgestrictionsor implementationlimits

Howto getit?
A Controlautomation
A Systenmonitoring
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Cloud Computing

Controlautomationand Monitoring

A AutonomicComputingc developmentof systemscapableof selfmanagement,
to overcomemanagement'sncreasingcomplexity of computing systems,now
andin the future

A AutonomicComponents; can be seenas some control entities: sensor (self
monitoring), selfregulating mechanismswith some knowledge and planning
abilities basedon rules/policies the action is performed accordingto its own
conditionandenvironment

A Whatcanbe monitored:
A Statushardwarelevel (physicakndvirtualized)
A Measuringperformanceparametersresources
A Networkaccesgpatterns
A SystemlLogs
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Cloud Computing

Billing
A Userspaywhat they use
A CloudServiceProvider

AMonitors  the  system
(previousslide)

I Automatically computes the
costs for used servicesand
forwmards the  payment
request

26
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Cloud Computing

Performanceand Optimization
I Parallelprocessing

A Hardware approaches (multi-core systems GPUbased systems distributed
systemge.g. ClusterComputing Grid Computing)

A Softwareapproacheqprogramminglanguagedor parallelcomputing, platforms
that provideautomaticparallelization)

A Loadbalancing

A Thetechniqueimplies a uniform distribution load on two or more computers,
network links, CPUs,hard drives, or other resources,in order to best use
resourcedo maximizetraffic to decreasaesponseime andto avoidoverloading

A Tasksplanning

[FII - Master Courses] J

A Ajob scheduleris a softwaresystemresponsiblefor executionsn the background
(~batchprocessiny

I Intensivecomputingtasks,tasksusedin complexprocessingdependenton
eachother

A Approaches: prelefined workflowsan automaticconfiguration system
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Cloud Computing

A Accessibility

I Describesthe level to which a product, device, service or
environmentis accessibléo more customers

I Portability
I It isthe abllity to accesghe serviceusingany device,anywhere,

continuously and in an adaptive manner to the resource
availability

A How can you get it?
I Uniform access
T Thin client
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Cloud Computing

Uniform access
A Using different OS, different platforms should provide access to cloud serv

Thin client

I A device or program that depends on another computer system to perfor
various computational roles

I Versudat client
A Features
I Devices at affordable prices
I A greater variety of end devices
I Simplification at the client level

29
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Cloud Computing | Services
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Cloud Computing | Services

Question: Would you move to a town and look for solutions to live?
i Would you build a new house? "= i

I Would you buy a cold dark shell h

Prang

I Would you live in a hotel

31
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Cloud Computing | Services

Question: How to build an IT department?
I laag(Infrastructure as a Service)

\\X‘K//X\\\
W ADNEN
AN

A You rent a virtualized infrastructure and you can build an IT system tl
you can fully control

I Paa§Platform as a Service)

R o | A You develop an IT system on an existing cloud platform, without any
of low level resources

SaaS (Software as a Service)

A You use the existing IT systems offered by a cloud provider and you
not aware of technical aspects

32
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Cloud Computing

General architecture

A - N Software as a Service
Saa$S
v
s 11 .
3 Platform as a Service
[z ' '
]
2 PaaS
w
8
al I I
=1
N Infrastructure as a Service
laaS
v \ J
P Horizontal integration -

S
Amazon pSpQS
mazon FPS

Alexa Yahoo! Maps
OpenlD Yahoo! BOSS

Google AppEngine Heroku

@]
N~ IBMIT Factory LongJump
@v Microsoft Azure NET ff.}’s%ﬂead

WorkXpress Facebook ThriftAneka
WMware vSphere Google Chrome OS

. id Amazon EC3
Amazon SimpleDB G0Grid ()
Slicehost Amazon S3 metaCDN Qpeaiehis %

Flexiscale Force.com Trackvia Apache Hadoop'#,
AMI Box.net Eucalyptus Sector/Sphere Nebulas joyent AO )

SunCloud Dynamo IBM Blue Cloud SnowFlock gsNET
Nirvanix Clouder Globus Nimbus AppNexus Enomaly ECP

Figure: First laaS, PaaS, SaaS providers
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Cloud Computing | Services
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