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Whatis.com

Åά¢ƘŜ ƴŀƳŜ ŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ǿŀǎ ƛƴǎǇƛǊŜŘ ōȅ ǘƘŜ ŎƭƻǳŘ 
symbol that's often used to represent the Internet in 
flowcharts and diagrams. Cloud computing is a general 
term for anything that involves delivering hosted services 
over the InternetΦ ά
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Wikipedia

Åά/ƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ƛǎ LƴǘŜǊƴŜǘ-based computing, whereby 
shared resources, software, and information are provided 
to computers and other devices on demand, like the 
ŜƭŜŎǘǊƛŎƛǘȅ ƎǊƛŘΦέ

Åά/ƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ƛǎ ŀ ǎǘȅƭŜ ƻŦ ŎƻƳǇǳǘƛƴƎ ƛƴ ǿƘƛŎƘ 
dynamically scalable and often virtualized resources are 
ǇǊƻǾƛŘŜŘ ŀǎ ŀ ǎŜǊǾƛŎŜ ƻǾŜǊ ǘƘŜ LƴǘŜǊƴŜǘΦέ
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Buyya

Åά!Cloud is a type of parallel and distributed system
consistingof a collectionof interconnectedandvirtualized
computers that are dynamically provisioned and
presentedas one or more unified computing resources
based on service-level agreementsestablishedthrough
negotiationbetweenthe serviceproviderandconsumers.έ
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Å Keyaspects

ïUtility Computing

ïSOAςServiceOrientedArchitecture

ïSLAςServiceLevelAgreement

Å Proprietiesandcharacteristics:

ïscalabilityandelasticity

ïavailabilityandreliability

ïmanageabilityandinteroperability

ïaccessibilityandportability

ïperformanceandoptimization

Å Usedtechnics:

ïVirtualization

ïWebServices

ïParallelanddistributedcomputing

ïΧ
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Å Utility Computing(PreviousCourse)

üΧΦ

üExample:

ü2006,Sun Grid Compute Utility

üOffer computing power in pay-per-use manner (e.g. 
1$/CPU/hour)

ü2009 , Sun: Open Cloud Platform

üSun Cloud Storage Service and Sun Cloud Compute 
Service

Áutility computingcan be successfulƛŦ Χ ҐҔ ǘƘŜǊŜ ƛǎ ŀƴ ŀŎŎŜǎǎƛōƭŜ 
interface that can be easily understood and explored by developers
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Å What isa WebService?

Definitions

ïά²Ŝōserviceis self-describingand statelessmodulesthat perform discrete
unitsof work andareavailableovertheƴŜǘǿƻǊƪέ

ïά²Ŝōservice providers offer APIs that enable developers to exploit
functionality over the Internet, rather than delivering full-blown
ŀǇǇƭƛŎŀǘƛƻƴǎέ

Å SOA - Service Oriented Architecture 

ïAservicecollectionthat communicates

ïContainsdesignprinciplesthat areusedin developmentandintegration

Å Microservices architectural style: άan approach to developing a single
application as a suite of small services,each running in its own processand
communicatingwith lightweight mechanisms,often an HTTPresourceAPI.έ(M.
Fowler)
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άA cloud needs an access APIά 

- An API enables the use of services

- Example:

Å!ƳŀȊƻƴΩǎ 9/н !tL  ƛǎ ŀƴ SOAP API- and HTTP Query-based , 
with operations such us: creation, storage, management for 
AMI  (Amazon Machine Images)

ÅKenai Cloud API (Sun) is an REST API used to create and 
manage  various resources in cloud (computing, storage, 
network components)

ïSecurity mechanism are used for authorized access (e.g. Amazon 
ςX.509)

ïObs.  There are no standards for cloud APIs
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Å QoS(Quality of Service)άis a setof technologiesfor managingnetwork traffic in
a cost effective manner to enhanceuser experiencesfor home and enterprise
environmentsέ(definitionsfor a computernetwork)

Å QoSincludes:

ïEndcustomerevaluations

ïEvaluations related to technical aspects (e.g. error rates, bandwidth,
transmissiondelay,availability)

Å SLAςάService-level agreement is a contract between a network service provider 
and a customer that specifies, usually in measurable terms (QoS), what services 
the network service provider will furnishΦέ

ïThere are metrics that assure performance (upload/download time, RTT, 
transfer rate)

ïManagement details

ïPenalties if there were problems

ïSecurity aspects
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Properties:

Å Scalability

ïRepresentsa characteristicof a system,network or processwhich indicates
the ability to easilyhandlethe increaseof datamanagement

Å Elasticity

ïRepresentsan infrastructureability to adapt to the requirementsbasedon
real-time analysismethodologiesof the entire system

ïElasticity is an ability to increase the system performance when the demands 
are high and to decrease the performances when demands are low

Å How to get it?

ïDynamic Provisioning

ïMulti -tenant design 
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Dynamic Provisioning:

Å Traditional model

ïProblem 1: Overestimation of the used resource 

ï Problem 2: Underestimation of the used resources

9ȄŀƳǇƭŜΥ ¢ǿƛǘǘŜǊΣ [! ¢ƛƳŜǎ ŜǘŎΧ



άAl.I.Cuzaέ ¦ƴƛǾŜǊǎƛǘȅ ƻŦ LŀǎƛΣ wƻƳŀƴƛŀ ςhttp://www.info.uaic.ro/~adria

Cloud Computing

13

Dynamic Provisioning

άA cloud needs elasticity: scaling your application as demand rises and falls.ά 

Examples from Amazon EC2:  we want to assure scalability from 2 to 20 instances 
=>elasticity). If CPU usage exceeds 80 %  from its capacity, a new instance is add; if it is 
lower than 40% for 10 minutes , an instance is removed

CreateLoadBalancer:
AvailabilityZones= us-east-1a
LoadBalancerName= MyLoadBalancer
Listeners = lb-port=80,instance-port=8080,protocol=HTTP

CreateLaunchConfiguration:
ImageId= myAMI
LaunchConfigurationName= MyLaunchConfiguration
InstanceType= m1.small

CreateAutoScalingGroup:
AutoScalingGroupName= MyAutoScalingGroup
AvailabilityZones= us-east-1a
LaunchConfigurationName= MyLaunchConfiguration
LoadBalancerNames= MyLoadBalancer
MaxSize= 20
MinSize= 2

CreateOrUpdateScalingTrigger:
AutoScalingGroupName= MyAutoScalingGroup
MeasureName= CPUUtilization
Statistic = Average
TriggerName= MyTrigger1a
Namespace = AWS/EC2
Χ
LowerThreshold= 40
LowerBreachScaleIncrement= -1
UpperThreshold= 80
UpperBreachScaleIncrement= 1
BreachDuration= 600
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Multi -tenant design

Å Principle in software architecture where a single software instanceruns on a
serverandmultiple clientsareserved(tenants)

Å In an multi-tenant architectureapplicationssharein a virtual mannerdata and
configurations=> each client (e.g. company,end-user,Χ) uses a personalized
instanceof a virtual application

Å Multi-tenant applications

Åareprovidedwith a certainlevelof customizationthat canbe adaptedto
customerrequirements

Åcanprovidea certainlevelof securityandresistance

-> It facilitatesthe releasemanagementprocess
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Proprieties:

Å Availability

ïThedegreeto which a system/subsystemequipment is in a functionalstate
andis readyto work at anytime

ïCloudsystemsrequirehighavailability(~99.999%)

ï If the supplier is subject to a DOSattack, will the ŎƭƛŜƴǘΩǎcritical systems
collapse?

ï Amazon Echo 25 December 2018 L

ï https:// status.cloud.google.com/summary

ÅIncident affecting Google Cloud DNS, Google Cloud Networking, Service 
Directory, Cloud CDN, Cloud Load Balancing, Cloud Armor, Access 
Approval, Google App Engine, Anthos Service Mesh

Examples: AWS, Google,é. incidents[http://www.eecs.berkeley.edu/Pubs/TechRpts/2009/EECS-2009-28.htm]

https://status.cloud.google.com/summary
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Proprieties:

ÅReliability

ïThe ability of a system or component to perform the duties
required under specified conditions for a specified period of
time.

ÅHow to obtain Availability and Reliability?

ïFault tolerance

ïResilience

ïSecurity
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Fault tolerance

ïFault tolerance is the property that enables a system to continue operating 
properly in the event of failure of some of its components. 

ïMeasure the functionality level:  the decrease  or increase in a proportional 
degree with the failure severity ( in naïve systems design even a small failure 
can collapse the entire application)

ïCharacteristics:

ÅThere is no SPOF

ïPreventing: The system should function during the repairing 
processes

ÅError detection and isolation of the failed component

ÅFault isolation to prevent the spread(fault containment)

ÅThe existence of check points allowing restoration
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Resilience

Å The ability to provide and maintain an acceptable level of service in case of error 
in order to offer usual services

Å Indicates the system's ability to return to the original state as quickly as possible 
after errors have occurred

Å Events

ïLoss of power supply

ïCorrupted Database 

ïNatural Disasters 

Å Strategies

ïBackup

ïAdditional sources of energy, Uninterruptible Power Supply (UPS)

ïΧ
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άA cloud needs servers on a network, and they need a homeά -> Data center

Aspects:

ïStructure: Layout, maintenance, physical and logical security

ïScalability provided at optimal costs

ïWhy?

ï1-1.5% of global electricity consumption

ïAcquisition of hardware in huge quantities

=>The possibility of negotiation

Ex. Amazon: 90 million on 50,000 servers from Rackable/ SGI in 
2008 versus $ 215 million

ïResearch for reduction of consumption(e.g. Google - dynamic 
voltage/frequency scaling)
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ïά! ŎƭƻǳŘ ƴŜŜŘǎ ǎŜǊǾŜǊǎ ƻƴ ŀ ƴŜǘǿƻǊƪΣ ŀƴŘ ǘƘŜȅ ƴŜŜŘ ŀ ƘƻƳŜέ
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[The Cloud 
at Your 
Service, 
Jothy 
Rosenberg ,
Arthur 
Mateos, ]
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Cloud Computing Security

Å It is a subfield of computer security and computer networks

Å Reflects a broad set of policies, technologies and, controls developed to protect 
data, applications and, cloud infrastructure

Å Aspects 

ïPrivacy:

ÅDoes Sensitive data remain confidential? (Is the Cloud provider honest?)

ÅCloud stores data from multiple clients and "anyone" can run data mining 
algorithms ....

Å Integrity

ÅHow do I know the cloud provider performs the correct calculation? Is my 
data stored without being altered?
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Cloud Computing security

Challenges

ï Increasing the area vulnerable to attack

Å Data is stored and handled outside the organization

Å Attackers can target communication link between the client and cloud 
provider

Å Cloud provider employees may be subject to phishing attacks

ï Auditing

Å Estimation of risk, prevention, detection, response to attacks - is doable 
because the data is outside the organization 

ï Legal Issues and reliable transfer

Å Who is responsible for regulatory compliance?

Å ²Ƙŀǘ ƘŀǇǇŜƴǎ ƛƴ ǘƘŜ ŎŀǎŜ ƻŦ ŎƭƻǳŘ ǎŜǊǾƛŎŜǎ ǎǳōŎƻƴǘǊŀŎǘƛƴƎ ΧΚ
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Cloud Computing Security

ÅCloud Computing 
is a security 
nightmare and it 
can't be handled 
in traditional ways

(Future Course)

John Chambers

(Former CISCO CEO)
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Proprieties:

ÅManageability

ÅIssues closely related to enterprise management features
tailoredto cloudcomputingsystems

Å Interoperability

ÅA systempropriety to own interfacesthat are fully understood
and that enable present and future interaction with other
systems,without accessrestrictionsor implementationlimits

Howto get it?

ÅControlautomation

ÅSystemmonitoring
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ControlautomationandMonitoring

Å AutonomicComputingςdevelopmentof systemscapableof self-management,
to overcomemanagement'sincreasingcomplexityof computingsystems,now
andin the future

Å AutonomicComponentsςcan be seen as some control entities: sensor(self-
monitoring), self-regulating mechanisms,with some knowledgeand planning
abilities basedon rules/policies; the action is performed accordingto its own
conditionandenvironment

Å Whatcanbemonitored:

ÅStatushardwarelevel(physicalandvirtualized)

ÅMeasuringperformanceparametersresources

ÅNetworkaccesspatterns

ÅSystemLogs
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Billing

ÅUserspaywhat they use

ÅCloudServiceProvider

ÅMonitors the system
(previousslide)

ïAutomatically computes the
costs for used servicesand
forwards the payment
request
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Proprieties: PerformanceandOptimization

ï Parallelprocessing

ÅHardware approaches (multi-core systems, GPU-based systems, distributed
systems(e.g. ClusterComputing,GridComputing)

ÅSoftwareapproaches(programminglanguagesfor parallelcomputing,platforms
that provideautomaticparallelization)

Å Loadbalancing

ÅThe technique implies a uniform distribution load on two or more computers,
network links, CPUs,hard drives, or other resources,in order to best use
resourcesto maximizetraffic to decreaseresponsetime andto avoidoverloading

Å Tasksplanning

ÅA job schedulerisa softwaresystemresponsiblefor executionsin the background
(~batchprocessing)

ïIntensivecomputingtasks,tasksusedin complexprocessingdependenton
eachother

ÅApproaches: pre-defined workflows, an automatic configuration system

[FII - Master Courses] J
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Proprieties

ÅAccessibility

ïDescribesthe level to which a product, device, service or
environmentisaccessibleto morecustomers

ïPortability

ïIt is the ability to accessthe serviceusinganydevice,anywhere,
continuously and in an adaptive manner to the resource
availability

ÅHow can you get it?

ïUniform access

ïThin client
28
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Uniform access

Å Using different OS, different platforms should provide access to cloud services 

Thin client

ïA device or program that depends on another computer system to perform 
various computational roles

ïVersus fat client

Å Features

ïDevices at affordable prices

ïA greater variety of end devices

ïSimplification at the client level
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Question: Would you move to a town and look for solutions to live?

ïWould you build a new house?

ïWould you buy a cold dark shell house?

ïWould you live in a hotel?
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Question:  How to build an IT department?

ï IaaS(Infrastructure as a Service)

ÅYou rent a virtualized infrastructure and you can build an IT system that 
you can fully control

ïPaaS(Platform as a Service)

ÅYou develop an IT system on an existing cloud platform, without any care 
of low level resources

ïSaaS (Software as a Service)

ÅYou use the existing IT systems offered by a cloud provider and you are 
not aware of technical  aspects
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Figure: First  IaaS, PaaS, SaaS providers
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